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CONFIGURATION FOR IDENTITY PROVIDER

WUIZAA
(Objective)

WL T ULLINIIDY [dP TUNITAS 8UNI9LE aUs DA USEUU Federation
Proxy d@usunisdududinuielduinisniniguasu3inisdunaeenis
\Wousieiun1Asy

n15U5UU59tena15 (DOCUMENT VERSION HISTORY)

il fu Fuil HUSuUse wmANansABuLUA
(Version No.) (Date) (Revised By) (Reason for Change)
1.0 1.0, 2561 ETDA @nuenans
1.0 10 1.8, 2561 ETDA UFuUge Parameter uazs1eaziaen
WLALLABATU 1D Token
1.0 25 W.A. 2561 ETDA - L‘Uﬁl‘au Error code U84

invalid_request_uri 911 302 Ju
400

d15U%y

1. AUFD9N15983 IDP (IDP REQUIREMENT)
1.1 Supouraunsifeseniu Federation Proxy

1.1.1 oyail Federation Proxy afipsaslitiu 1dP
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CONFIGURATION FOR IDENTITY PROVIDER

1.1.2 Fo3al IdP AU FEEIAtion ProXy ..ot 5

2. MESSAGE FLOW ..ottt ettt ettt et et e et e et e ereeneeeaeens 6
2.1 nFEUIUMIYNIUIINsEusufInunaB@nnselindlaell Federation PrOXY .....ooooeeerveeeerreenee. 6
2.2 Fuppumsinauresnsiudusanundidnnsedndlaeil Federation Proxy . 7
23 Humeumstuduinuned dnmselndfiietestu 1dP SREOTUT 8
2.3, 1 FURDUATIEEBN 18P oot 8
2.3.2 IdP qg@q Authentication Code THAUSEUU FEeration PrOXY ........ooveveeooreeeereeeeeeceeeereeeseneeens 9
2.3.3 38UU Federation Proxy %awasi’fauua ID Token 30 1dP .o 10
2.3.4 |dP dasﬁaa‘ga ID Token AU FEAEIation PrOXY ........eeeeeeeeeeeeeeeeeeeeseeeeseseeeeeeseseeeeeeeseseseeeeens 11

3. CONFIGURATION %84 IDP Lfa#09n 1S BUABAU PROXY ..o 12
3.1 DiSCOVEIY DOCUMENT ....iiiietietitetetieteetee ettt ettt ettt b bttt et e b e b esteseeb e b e st esseseebesbesseseesensessans 12
B3 1D TOKEN ettt h sttt n ettt n s s 14
3.3.1 AU HEATET c.oooooooeeee et 14
3.3.2 AVU PAYLOBA ..o 15

3.4 TayadmMTUNTITNUUINITUBU LTI e 16
3.5 JWK (JSON WED KEY).....ovvieeeeeieeeeete ettt 18
4. FoAULIINAUTORANANR ERROR RESPONSE ... 19
$18879 Error Response 984 Authentication REQUEST ............ovvvervvveeeeeeeeeeeeeeeeeeveeeeeeee e 19

1. A2TNAB9NT5YD4 IDP (IDP REQUIREMENT)

AYINFEINNSTY IdP Axdpdiszuuiisessu OpenlD Connect 1.0 Useinw Authentication Code
Tngld Protocol OpeniD Connect 1.0 uaxil Field va4 ID token mudarimuaseluil openid, profile,
profile_kyc uaglasunisnsiaaauiuninsgiun1sameileu Identity Assurance Level (IAL) uaznis
gudusiimu Authentication Assurance Level (AAL) 91ndinauimugsnssunedidnnsedng
(23ANITUNIYU) (ANTD.) T,ma@ﬁazﬁuﬁwaLi‘]u;ﬂﬁﬁﬂWié’mé’ﬂwaiﬁ?uﬁ]zéfmﬁszwiaﬁumwﬁmwﬂaq
OpenlID Connect 1.0 Lﬁal,%amiaﬁ’u Federation Proxy
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CONFIGURATION FOR IDENTITY PROVIDER

1.1 JundUNDUNISITBRBNY Federation Proxy

IdP fioinn1seen Client ID uag Client Secret 14U Federation Proxy Weldlunisiiense

28 OpenlD Connect 1.0 Ingl Federation Proxy azn1mua Redirect URL l4lunn5%U Authentication

Code Ty IdP

1.1.1 %’agaﬁ Federation Proxy azfasdel#nu IdP

W150L905 ANBSUNY

Redirect URL URL #l4lun15%u Authentication Code

1.1.2 %’aga‘ﬁ IdP azdsl#iiu Federation Proxy

WI50L903 w158mes (nwlne) ANa5U1e

IdP Name (TH) Fomiaeau (ne)
IdP Name (EN) Famaeeu (English)
IdP Short Name Hotio

Sector Uz nnuuageu
Address i g

Sub-District fua

District 9UND

City A9I%IN

Post Code swalUsuald
Mobile nsfwindoud
Phone nsAwsidrneu
Client ID

Client Secret

IdP Logo

Authorization Endpoint

Token Endpoint
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Foves IdP mwilne hudishasefiay)
Foves IdP Mudangy (Fadldnvsefiva)
Foronheeu

Uszianuiiganuaed 1dP

Tuaadt Foeans auy

WUY/FIUa

LU6/DND

JIWIN

salusuwald

weslnséwiadouiives IdP
wasnsAnvidinauves IdP

Client ID fieanl¥ifiu Federation Proxy

Client Secret fivanl¥iu Federation Proxy 14lu
1398 ID Token

UM logo ves IdP

URL #l414luns Redirect user TuynsBusu
Fmu

URL #l4lunnsii Authorization Code luwanidu
ID Token
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CONFIGURATION FOR IDENTITY PROVIDER

W15TLm03 wWsEmes (Mwlne) ANasUNY

JWKs Endpoint

Issuer

Discovery Endpoint

2. MESSAGE FLOW

URL #isidoga JWKs sl
https://tools.ietf.org/html/draft-ietf-jose-json-
web-signature-41

¥orjoan Id Token

a dl' 1 ¥ (%
5']ﬂa%L@ﬂﬂIUﬂﬁiL‘U@Nﬁl@‘U@Haﬂ‘U IdP

2.1 N5EUAUNSHIUYRINSEUGURInUNIeBLannsaiindlnell Federation Proxy

User Federation
(web browser) Proxy

(@) dlarudrlduinisues RP -

— >
o . o
1] (b) RP redirect ﬁ:ﬂﬁﬂulﬂm Proxy I
? —

. (c) Proxy udms Link vay IdP Tldaudan
o~ (d) dl¥uban IdP fifoamstiuduianu
o
2 . 4
ol (e) Proxy redirect glésuluds IdP fidan

(0 1dP Tigfldududuiony
i) o W w
o (9) flivrubuduannu
e
bt

C (h) 1dP &1 authentication code T#iiyu Proxy
-
&
A Groxy d4 authentication code Ts#fiu RP ’un19 web browser
n () RP request tioken @ authentication code I
[oR <
l% (k) Proxy request id{token @18 authentication code -
© [ ©idp 4 id token Tinu Proxy : e
o | | (m) Proxy g4 id token T¥fiu RP
g |
bt _ |

| (n) augalddldemudnlduiang
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CONFIGURATION FOR IDENTITY PROVIDER

2.2 JupsuMIIuYeINsBusuinunBLEnnseiindlnesl Federation Proxy
1. fl¥euiiaun URL w4 Relying Party el auszuusiume Web Browser
2. Relying Party yinnnsSesvenstududinugldaulugessuy Federation Proxy wSauarimun
o Geulalunisuans IdP List 1wy Level of Assurance (LoA) Wugiu uwa
° ﬂaamﬁam%gaﬁl Relying Party #4015 4y 9o WINENS UaryU1gLavUseanmg
Uszaau (lunsdiidesnsteyaiiieszyldinduyanaln) wie deyatszneunis
Adun1539nanA1 (Know Your Customer: KYC) 1 udu Wail oradnnsii ui
seazBeadiundule
3. 3%UU Federation Proxy ¥n13a53adeuAnauifves IdP LLassﬁayjaﬁ durenIsuanIsIens
Identity Provider (IdP List) fidenndasftudoulalunisuans IdP List 7
a. fldsusihmsiden Identity Provider fifaansBudusinu

Relying Party AOINT

W 1daugn redirect lUg Identity Provider fvden W%’amwamﬁaﬂsﬁayjaﬁ Relying Party
FO9N1T
Identity Provider vnn1sgudusiinugldanu

7. gldnwhnsdududiau mnnisdududinudisa Identity Provider azdaiuanidoyavas
ARARIMIPVAREG W%’@@Jﬁgﬂﬁ;ﬂ%’ﬁué’ummgﬂéfawm%’amﬂaLLaz‘Quaam (Consent) Tun151UnLke
%aagaun' Relying Party

8. efldeududumiugniesvesteyauazdusenlameteyauda fliaugn redirect TUds
Federation Proxy neunanstugusinu Ju3enin Authentication code Wiy Proxy

9. Proxy ¥11n1584 Authentication code ¥y Relying Party W13 Web Browser

10. Relying Party ﬁwmwaﬁi’fagamﬂ Identity Provider lngn1sas Authentication code TU83 Proxy

11. Proxy 1 Authentication Code 7il#5Ua1n Relying Party @3luga Identity Provider L‘ﬁmasﬂ'aﬂga

12. Identity Provider #3573398®U Authentication Code #1110 Authentication Code Qﬂ@lja\‘i Identity
Provider 9xds9a3a118s Proxy 1158071 Assertion Tagn13szydesalily ID Token 34
Assertion G’faagﬂaqmaﬁa%a@Lﬁﬂmaﬁﬂééﬁ"mqmmdauﬁa (Private key) v99 Identity Provider

13. Federation Proxy ¥MN190529@9U Assertion LLazﬁwmsﬁqsﬁaaﬂamﬂ Assertion 984 IdP Wiowun
a519 Assertion flasmeiioTedidnnseinddnass fenauadiush (Private key) 703 Federation
Proxy w&91nY Federation Proxy g5 redirect g l991unsou Assertion L& Relying
Party
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CONFIGURATION FOR IDENTITY PROVIDER

14. Relying Party ¥11n15A519@0U Assertion 319 N& 911917 Federation Proxy uag Identity
Provider 934 #1n Assertion gnsiad Relying Party fignunsasdadolaindldeulaviinisdudu
AnuULaiU Identity Provider wazaugwbigldanudldsyuula

g o v Y

2.3 Junaun1sauduAnunIeBannsatindMngatasiu IdP Adesaluil

Aldaudnfaivledues RP Wevelduints antugldnunaduuwivles RP ieveduduiinuriu
5¥UU Federation Proxy 910114 RP 9g¥1n15 redirect ntiIvusiuaes ludmuiaed udusinuves
38UV Federation Proxy wialyigldeuien IdP Inenisds Authentication Request

Federation
Proxy

(c) Proxy ugng Link wal IdP l#glgemugon

2.3.1 YumduNIsLaan IdP

User
(web browser)

F ¥

(d) gfl&anuwden IdP fifinansBududonu

Step 2

(e) Proxy redirect fldnuluda 1P fidon

—

(C) 5¥UU Federation Proxy uans518n1s IdP Wildauiden (d) Wnegldauden IdP lneadn
Link 578015984 IdP 7 ldaudean1studusinu (e) 310U seUU Federation Proxy 3¢ redirect i
web browser ¢8 HTTP GET lagiins1dines famsludl

f79819 HTTP Request

GET https://idp.example.com/authorize?
response_type=code
&client_id=ae2fdDyld8asUW8sFIEfOw
&redirect_uri= https://proxy.digitalid.or.th/callback
&scope=openid%20profile

&state=usf3svanojasfninm6kg9s

&prompt=login%20consent

ANB3UNENWIINTNDS
a 4 5 =
NWINULNDI Required | 318azLa8n
response_type Required fuaadu “code”
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CONFIGURATION FOR IDENTITY PROVIDER

a ¢ . =

WITNAADS Required | 918821980

client id Required | Identifier 99432UU Federation Proxy fiasngideulifuseuu
IdP

scope Required | vaulwnuasloyadl RP Sa3v0 tnA1ves scope lmnumiy

openid%20 wagnudeyaroulunvestayanimvuatumde 3.4
W profile %39 profile_kyc

redirect_uri Required | Mwuaadu HTTP endpiont (URL) ¥895%UU Federation
Proxy T4&wmsu redirect nduluds Buladvuesszuu
Federation Proxy 1ilan1sgudusnauiasadu

state Required | string Tlun1snsiagaumudunussznang request fu
response Nd@319UUINTTUU Federation Proxy fiu IdP

prompt Required TmumuaAandu “login consent ”

2.3.2 IdP 2zd4 Authentication Code T#fiuszuu Federation Proxy

User Federation
(web browser) Proxy

() 1dP Tigfldianubuduimu

+%

(g) fldanudududnnu

Step 3

—

C . (h) IdP d4 auth;t_-nt'lcation code Ty Proxy

(f) 1dP azuansieiialiglfnuuduin (¢) nndugldnuihnsdududinuuunt web
browser {1uvin login ¥8¢ 1dP yngldanugudusnugnaaal (h) IdP 9zds authentication code
naulufasyuu Federation Proxy ¢n8 HTTP GET lagiinisniimesasse Uil

f729819 HTTP Request

GET  https://openidl.digitalid.or.th/callback?
code=SpIxlOBeZQQYbYS6WxSbIA

&state=usf3svanojasfninm6kg9s

A9 UNENISI MDY
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CONFIGURATION FOR IDENTITY PROVIDER

a s . =
NWIFULADT Required | s18azLa8n
code Required | authentication code #l@isuain IdP
state Required | string #l4lun1sns19deuANduRUSIEINg request AU
response Na519WUINTTUU Federation Proxy

901U Federation Proxy @3 Authentication Code #1113 Web Browser 1% RP a1ntwile RP $a3ve
“?Jjaga ID Token 31nlUg Federation Proxy 18 Authentication Code

2.3.3 5¥UU Federation Proxy $asvadaya ID Token 311 IdP

User Federation
(web browser) Proxy
1 | |

1
I(k) Proxy request id #a8 Authentication code I
e

2UU Federation Proxy Setvateya ID Token 911 IdP lagnses HTTP POST wieuinuanisiiiines

Step 5

“Authorization luguwes “header mu‘ﬁﬁzq‘lummgm HTTP Basic Authentication Wy Oauth 2.0
section 2.3.1 %QW’mﬁma%ﬁ%Qﬂ Encode #1e Base6d)client id + ”:”+client secret 98333UU (
Federation Proxy

f729819 HTTP Request

POST https://idp.example.com/oauth/token HTTP/1.1
Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization code
code=SplxlOBeZQQYbYS6WxSbIA
redirect_uri= https://proxy.digitalid.or.th/callback

AN95UN8AT WISTLNDS

W15 8n03 Required | s1#aziden
grant_type Required mmuaAdu “authorization code”
code Required Authentication Code #l@suann IdP
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CONFIGURATION FOR IDENTITY PROVIDER

redirect _uri Required HTTPS URL 984 Federation Proxy l95zyaainis

]
[V 7
Y

dmudsteya assertion nauNga RP 1191 Aves
redirect_uri avfoalu URL Masmeidoulingu
IdP

2.3.4 1dP datiaya ID Token iy Federation Proxy

User Federation
(web browser) Proxy

(1) 1dP &4 ID Token Twifiu Proxy

Step 6

IdP dataya Assertion (111388719 HTTP Response fuans) ugaseuy Federation Proxy &4 lu
Assertion #4na13 § 1D Token (id_token) gnsusedlaenisasaneilovediannselindiiennyuadiuda
(Private key) ¥4 IdPProxy & ID Token 1ifiu RP uwazeugdlvigldeudnldusng

§179819n1589 HTTP Response ¥84 IdP

Content-Type: application/json

Cache-Control: no-cache, no-store

Pragma: no-cache

{

"access_token":"SIAV32hkKG",

"token_type":"Bearer",

"expires_in":3600,
"id_token":"eyJONiJ9.eyJ1cl6ljlifX0.DeWtdQuZXso ...",

}

AN9SUNEAINISITNDS

W158ne3 Required s18azdun

access_token Required \Ju token Lﬁaﬁl%}lfff’l5%%’13%%%1361%’1ﬂ;ﬂﬁﬂ%ﬂ’liﬁm5] il
\Wof access token Aina11 Fseonlilay IdP
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CONFIGURATION FOR IDENTITY PROVIDER

W158ne3 Required 1981380
token_type Required fmunA Ll Bearer Laue
expires_in Required 918150974783 access_token Tszazanduiuididuain

LIAUBINITLINETII access_token

id_token Required Toyadnanualvasldaueglusuwuu JWT USON Web Token)
gNTuUTeIMNUYNABIATUNIU (Integrity) lngasaneilondvianie
2

LA (Private Key) v03 IdP

st Tunsdififinisrivun scope Bu “openid profile” s1enstoyavesildenily id token azgn
Smuaani 115197 5.4.1 dusunsaifitinue scope Wu “openid profile_kyc” iieldlunszuiunis
¥¥ngnfn (KYC : Know Your Customer) s1emsdeyavesilénulu id_token azgnrimuamia smsted
54.2

n&a1ntu Federation Proxy ¥11n15d4 ID Token Tty RP uag RP azayqalvildmud

Tgusnsluszuuvee RP

3. CONFIGURATION w4 IDP tiiadasnisidausiafiu PROXY

Tuns7 IdP NegliunisiigatinasBudusnuniu Proxy tu 1dP Suludesusuussszuuli
a1150de8151U Proxy Wi mgluslaaea OpenlD Connect (OIDC) ag 1dP Sndudesriiviua
Configurations waz318n13Uayad1miu Response Iivinzauuazaanndasiusenistoyalunis

Request 7il#3uUa1n Proxy & Minimum Requirement faseluil
3.1 Discovery Document

T OpenID Protocol 14 Proxy 138 IdP ammﬁwumwazL%ﬂ@iumiﬁama%mﬂaﬂhu URL
(Discovery Document) Iug‘ULL‘U‘U https://{IdP _URL}/.well-known/openid-configuration ialok Proxy
T dudeyalunisid euseszuu Tnedeyalu Discovery Document 9855y endpoint wazidaueq
Ansfinedeng q egndes dmnsiedeluil

w15 8nes Required  anfifviuadnsu IdP

issuer Required https://idp.example.com
authorization_endpoint Required https://idp.example.com/authorize
token_endpoint Required https://idp.example.com/token
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CONFIGURATION FOR IDENTITY PROVIDER

w15 8nes Required  Afifviuadnsu IdP
jwks _uri Required https://idp.example.com/jwks
scopes_supported Required ® openid
® profile
(Mo il scope uanmionnilszyly
'ixqﬁ'mm)
response_types supported Required ® code
grant_types_supported Required ® authorization code
subject_types_supported Required ® public
id_token_signing_alg_values_  Required ® RS256
supported ® RS384
® RS512
® FS256
® [£S334
® ES512
claims_supported Required 91989910 M5 eRnaudRvestonIy 3.4.1 uay -
3.4.2

f29819015 Request Discovery Endpoint

GET https://idp.example.com/.well-known/openid-configuration

f79819289N15 Response Discovery Document

HTTP/1.1 200 OK
Content-Type: application/json
{
"issuer":
"https://proxy.example.com”,
"authorization_endpoint™:
"https://proxy.example.com/authorize’,

"token_endpoint":

ETDA | Electronic Transactions Development Agency (Public Organization) el 13



CONFIGURATION FOR IDENTITY PROVIDER

"https://proxy.example.com/token",
"jwks_uri":
"https://proxy.example.com/jwks",
"response types supported":
["code"],
"subject types supported":
["public"],
"grant_types supported":
["authorization code"],
"id_token signing alg values supported":
["'RS256", "RS384", "RS512", "ES256", "ES384", "ES512"],
"claims_supported":

non non n

["sub", "iss", "auth_time", "acr",
"given _name", "family _name", "national_id", "passport_number", "acr",
"https://proxy.example.com/info/claims"

]
}

3.3 ID Token

Uoya id_token azagluzuuy JSON Web Signature (JWS) 9zUsznausigtaya 3 @ baun
d1u Header @u Payload tag @iu Signature

3.3.1 49U Header

518n13%0ya Required 518821980

typ Required sULUUDY ID Token Tifwuaidu “JwWT”

alg Required mdwesiuunsana3fiuildlunszuiunis hashing uas
NSLNSIEAU

“RS256” = RSA using SHA-256 hash algorithm
“RS384” = RSA using SHA-384 hash algorithm
“RS512” = RSA using SHA-512 hash algorithm
“ES256” = Elliptic Curve using SHA-256 hash algorithm
“ES384” = Elliptic Curve using SHA-384 hash algorithm
“ES512” = Elliptic Curve using SHA-512 hash algorithm

ETDA | Electronic Transactions Development Agency (Public Organization) i 14



CONFIGURATION FOR IDENTITY PROVIDER

s18n15Uaya Required e EGHGEE)

x5¢ Optional X.509 Public Key Certificate 50 Certificate Chain ﬁL‘fJqu
nauanllunsasaeiledendva
X PAIER) 57an75?7’a%/a§ @w/i?ﬂngfumau () IdP &4 ID
Token 1% Proxy

3.3.2 §9u Payload

s18n15UaYa Required 318azLdun

iss Required Identifier maaﬁmauﬁauﬂa id_token n&u (IdP /
Proxy) Tneinunguuuuidu https url

sub Required Unigue 1D 270 IDP 19U unetauinsussuvuy

aud Required Proxy Client ID

exp Required Uoyalnavune1yad ID Token aq"lugmwusum

UNIX timestamp

iat Required foyanaues ID Token vnrdignadnetu oglu
FULUUUDY UNIX timestamp

acr Required 384 1AL, AAL

1 a

WANWBINTIINMITTRLAN AT AUULY  I51enisTeyaiiieddesiugldau Wy e g Blwa

Y

Yol Fuegiunsimuanisines scope Tutumau (b) mnimun scope 1Wu profile a2
e sfeyaiuifnnunsns 5.5.1 uagiiniviua scope Wu profile_kyc vdl s1en1sdeyaiiiniiia
AT 5.5.2

3.3.3 @2u Signature

'
A a & a [ Y

aneievesiannselindly JWS agilzuuunuansiuluduegiudanesiu (Algorithm) 91 1dP 14lun1s

A ac

asaneileTedlannsefing Wy RSA Lﬁuéfu

2

§29814 ID Token 7 IdP dsl% Proxy

HEADER
{
"alg": "RS256",
"typ": "JWT,

ETDA | Electronic Transactions Development Agency (Public Organization) i1 15



CONFIGURATION FOR IDENTITY PROVIDER

"x5¢": ["MIIDQjCCAIgeAWIBAGIGATZ/FULIMAOGCSqGSIb3D ... BgLdEWrRNjZkAZVvb3du6/KFUJhegw
NTrZEjYx8 OuH0aBsXBTWVU+4=", "MIIE+zCCBGSgAWIBAgICAQOWDQYJKoZIhveNAQEFBQ ... Awgbsx
JDAIBgNVBACTTmMV0d29yazEXMBUGA1UNIcNQsxTXdMwzzjsvI"]

}

PAYLOAD

"iss": " http://idp01.com”,

"sub": "114386995432676543513",

"aud": "dcd27ugdnojetqu8elkf8p8vatsbnd55”,
"exp": 1519798006,

"iat": 1519794406,

"given_name": "Somchai",

"family name": Wahnponsg,

"national _id": 4724747767301,

"passport_number": AA7562739

SIGNATURE

dLP19D4Ho) 6E-OvAsufmli8C58LISHpCO1VFOFKnJe5rW20egUxnzWENASPxd2F5FHX7quOHTKVZw
1EtpQjGdAuaVAfl5e42vIBANDPPMymcsLC2zKthDCnYud6cN7ciemI7vx9ysmyrmVRgT-Jen9JRL6FTdv
3QH_DQHLAaPClw- fAFVYVZz7k8pEGJ2wQL8RANMF2zil-bG8tZmAWAOWGZB  sjofCmmiwHrXmWa
QduS9ceSpRbdDNngcjs8IOwWTqoAdfgel 147Vzc6HFAVQ

3.4 dayadmiumsldauuinisvasdldauy
IdP 9¥maU assertion NaUlY Proxy vaeanndigldanuyinnig Ussinvvesteyanisudeaunsafimua
lpanguuuu (Profile) Toyaiiimunliludifosvenistudusinu (Authentication Request) Lo

1) sUuuu (Profile) vesmstududinu (Authentication)
2) guuuu (Profile) va4n1333ngna (KYC)
Ingfisrensteyanmisesissialuil

191971 3.4.1 18n157eyalu id_token arviun scope 1Wu “profile” dmiunistudusian
(Authentication)

ETDA | Electronic Transactions Development Agency (Public Organization) i1 16



CONFIGURATION FOR IDENTITY PROVIDER

No. Short Name Type A195UNY Required / Optional
1 given_name string o Required
2 family_name string  Ww@NA Required
3 national id string  aUUsEANRIUTE v Required

(nsalyanaildawiiing)

=N

passport_number string NADLAUNS Required
(NseluARARIYIF)

19197 3.4.2 18n137eyalu id_token Wari1mun scope Wu “profile_kyc” 1dmsun1siingnen
(KYC)

Short Name AN95UNY Required / Optional
1 given_name string o Required
2 family_name string  Ww@Ng Required
3 national_id string  L@YUsEANAIUTEI WU Required
(nsdlynnanddailne)
4 passport_ number string  WHSEDLAUNIS Required
(NSElUAMARIIYIF)
6 birthdate string U Ao UiAa Required
7 address JSON ﬁ‘lagjﬁim At Required
object
7.1 formatted string ﬁagj (LifilAs9asna) Optional
7.2 street address string ﬂﬂuLa‘Uﬁ , AU, FINUA Optional
7.3 locality string  LU§/97LA0D Required
7.4 region string  A9AIA Required
7.5 postal code string  sWaluswdld Optional
7.6 country string  Usene Optional
8 career string 1T Required
9 business_address JSON  @nuvingnu Required
object
9.1 formatted string ﬁagj (Lifilp59a519) Optional
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Short Name Type A195UNY Required / Optional
9.2 street address string thuiaedi , DU, fUA Optional
9.3 locality string  LU#/87LAD Required
9.4 region string IR Required
9.5 postal code string  sWalUTwild Optional
9.6 country string  Ussne Optional
10 phone_number string  vNeL@UINTANA Required
11 email string  Blua Required

3.5 JWK (JSON Web Key)

JWK (JSON Web Key fis Agildlunissusesdeya gninluldnsieaeudoyadilésuan idp ne
RP agvin1si3entusa JWKS Endpoint efinsndiwmesues Public Key futeludl

W1513Lna35 Required  s1#aziden

alg Required  dane3viuvesdd Auualnly “RS256”

kty Required  wllnvesdd Avuadu “RS”

use Required  msiisuvesAdiulddmsunisasunususes fmuadu “sig”
x5¢ Required  x.509 Certificate Chain

e Required A1 exponent U84 pem

n Required A1 modulus U89 pem

kid Required Ananeitligiuvesid (unique identifier)

x5t Optional Thumbprint 9849 x.509 Certificate (SHA-1 thumbprint)

f79819n15 Response W89 JWK

{
"keys": [
{
"alg": "RS256",
"kty": "RSA",

"use": "sig",

"x5c": [
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]7

}
1}

"MIICszfY3BRITPK8XmMMmQwtlvLU1PMttNCs7niCYkSiUv2sc2mlqli3lashGkkgmo-=......"

‘n" " TMDg7pOWm_zHtF53gbVENoejj ytspMmGW7yMRxzUqgxcAgqOBpV......... !
"e": "AQAB",

"kid": "NjVBRjYSMDICMUIWNzU4RTA2QzZFMDQ4QzQ2MDAyQjVDNjk1RTM2Qg",
"x5t": "NjVBRjY5MDICMUIWNZzU4RTA2QzZFMDQ4QzQ2MDAYQjVDNjk1RTM2Qg"

4. YaAUIINAUTHANA1N ERROR RESPONSE

lunsguiunistuduimnunsdiannseiindmelusinaea OpeniD Connect fMuunsigazidenty

nsuAINaUTIRANAIR (Error Response) 984 Authentication Request lagilfioannuanisiines

Aagiolull
a -4 a =
WIS LA D3 Required | 31gaztden
error Required Error code WavawinvastolanaInfiindu
error_description Optional Tlunsuanssvasidendeianainvesszuy Tuguiuy text
state Required string 1luN19R 5198 UANLEUNUGTENING request AU
response
error_uri Optional URI iiloudstayaves Error isyy lageglusuiuu Webpage

#1981 Error Response ¥04 Authentication Request

HTTP/1.1 302 Found
Location: https://rp.example.org/callback?
error=invalid_request
&error_description=
Unsupported%20response _type%20value
&state=af0ifjsldkj
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CONFIGURATION FOR IDENTITY PROVIDER

dnfunnilweslunisudsnduteranain (error response) a@snsasey Error code lAdan1314

Aoluil

Error code

ANa5UNY

HTTP Return Code

invalid_request

Uoya request laigneas

302

unauthorized client

Client llasueuanlvisesvane

ad d'
EEARRNEEAT

302

unsupported response_type

Server lisaasumsdosvanuiisey

302

invalid_scope

v Ay ' v a
GU?JquJa Scope VﬁaQGUQVL@JQﬂ@EN NIVIRN
rY

302

server_error

NUYDRANAINYBI Server

(Return Error 500 Internal Server
Error o lylansnsadensfiwes
19 Client 81unn9 HTTP Redirect 1¢)

500

temporarily _unavailable

WUTDRANAIAUDY Server 1H1D497N
Server li@1unsas095un1se Load 9

W398 58nINaNUTUUT Server

(Return Error 503 Service
Unavailable tiaanlyanunsads
WSROI Client WU HTTP
Redirect 19)

503

interaction_required

Authorization Server @8an15A
AlusnsvinsEuduinus
wuunlesy w3e tiee Yeya Error 1
a1agnasnaulunsalfl Parameter

o [ A [
Prompt 9nA1%umLti none N1T8ULU
fnudsliaunsanniunisaala

302
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login_required

Authorization Server #a3an13lu
Hlgusnsvinstudusinu Jeya Error
iloragndsndulunsdiil Parameter
Prompt gniuadu none nsgiud
mnudtlianunsadniunssela

302

consent_required

Authorization Server foan15L
fausmsihmstugewiieliteya
Error Horagnasndulunsdiii
Parameter Prompt Qﬂﬁmumﬂu
none N5ldeyadtliannse

ANRUNTADLA

302

invalid_request_uri

UOLa request_uri llansiog
Y — Y

400

invalid_request object

Uoua request object ldanfas
Y — Y

302

lunsguiunistudufmnunisdidnnselindmelusinanea OpeniD uuasIgazidenlun1sLI

naudeiianain (Error Response) 109 Token Request lnglsiasriuanisimaiasnaluil

Pragma: no-cache

HTTP/1.1 400 Bad Request
Content-Type: application/json

Cache-Control: no-store

"error": "invalid_request"
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Error code ANB5UNY HTTP Return Code

invalid request Toya request liigndas 400

invalid_client Toya client lignaes vise lisessuns 401
AwN1350sven client sey

invalid_grant Sﬁa%a authorization code lajgﬂéf’ejw% 400
NUADNE

unauthorized_client Client lulasuaugnliseveneiznisi 400
2y

unsupported grant_type Authorization Server 13i5845U grant 400
type AufIsEy

invalid_scope Toya Scope N5asalignies W3au1n 400
e
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AAKUIN N. JULUULAE TN UAYBINITLADS

NSINUAANYRINITIEWMES aunsammvuarlanugULuUAwalUll

Fowrsdwes Data Type Validate format Min | Max
response_type string {“code”} - -
client id string a-z A-Z 09 32 100
(Federation Proxy) )
scope string {“openid”, “profile”, “profile_kyc”} - -
redirect_uri string https URL format 10 250
state string a-z A-Z 09 10 100
prompt string {“login consent”} - -
acr_values string urn:didiial{l 1,1 2,1 3,2 1,2 2,2 3,3} |- -

urn:did:aali{1, 2 1, 2 2, 3}

urn:did:sector:[sector name]

urn:did:idp:[IdP short name]
code string a-z A-Z 09 10 100
expire_in string 0-9 5 100
grant_type string {“authorization_code”} - -
access_token string nsalidu string - -

or JWT a-z A-Z 09

nsadu JWT

[a-z A-Z 09In.[a-z A-Z 09]In.[az A-Z

0-9In
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- a 4
YDINWIINURDI

Data Type

Validate format

Min

Max

YELE)

o lunedunl Valdiate format Wefinsszumluesemune { } Winsaasuavamisiwesiidulunuei

AMUUALULATDINUNY { } T
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