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UayaLan&s (DOCUMENT INFORMATION)

UszAA
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d15U8y
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1. N5 YoURB RP AUSZUU FEDERATION PROXY

1.1 mamseudayadmiuibeusaiussuy Federation Proxy

lun1si¥eumasening IdP way RP 11 S¥UU Federation Proxy agidudananslunisiieudaniy

1Uslmaoa OpenlD Connect 1.0 1asn 8uLls UN15LY UM 8N UTYUU Federation Proxy 1u

RP azAeunssudeyailosiunagivuateanie (luguwuu URD) lunissesteyanmsauilusinaea

OpenlD Connect 1.0 MuuaLazasliiu Federation s fssneazidunmaliil

1) Redirect URL: URL @1%5U5U Response 984 authentication request 210 Federation Proxy

2) doyawiieldlunsameideuiu Federation Proxy Hisasialuil

RP Name (TH)
RP Name (EN)
RP Short Name
Sector
Address
Sub-District
District

City

Post Code
Mobile

Phone

Fanurwau (lne)
Fauiae91u (English)
JYaeo

USTLANAUIBIU

=

7

cEen

AUA
21LND
A9IUIN

= ¢

swalUsuald

< =)

nsAnNLAaDUN

InsAwngdntingau

Foves RP anwlvie (ufisnusefivae)
Foved RP Mw1dangy (hudsnusziiem)
Fodeniieau RP

UIELANUUIBUVDS RP

Truaadl Tee1A13 auy

WUY/HUA

LUH/DLND

JIWIN

syabUsuald

[ A

WasINsFnALAdauAved RP

Wasnsanvidndneuues RP
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d95U RP 71fl09n15WaIu1 OpenlD Connect Liteidaunanyu Federation Proxy @ansaldeu Library 9
H1UN135U58991n OpenlD Foundation @4 Waw1a@1115av1 Library aumnuwisngauiun1wi by

Wouun Inedeyaves Library Aldimuranunsavildain URL : http://openid.net/developers/certified
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1.2 NSTUAUNISINILYBINSEUTUAINUNNBLannIaiindlaell Federation Proxy

End-User
{Web browser)

RP

(a) silzforuanlnusnisuas RP

h 4

Federation Proxy

(b) RP redirect lalwiiu Proxy

A

(c) Proxy wams Link wa4d 1dP Teieudan

v

(d) eildanutdan 1dP Adasnsdudh

ey

(e) Proxy wilaa wialweloe iy

fudiau

(M eilasudududiau

(@) Proxy &3 Authorization code Tsfiu RP ghuwis Web browser

(i) RP ieilafonumanlgusasseuy

P —

{(h) RP savua ID Token
@18 authorization code

(i) Proxy return ID Token
Tsifiu RP
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1.3 JUABUNTTTNIUVBINTTBUSUAINUNNSDLIANNTaLNdLaell Federation Proxy

1. gl¥euiud URL 984 Relying Party teidnlda1useuus1umig Web Browser

2. Relying Party vinn1sSasvenmstudusianuildauludissuu Federation Proxy wieunsimun

o Saulvlunisuans IdP List 1w Level of Assurance (LoA) Wugu uay

a

® s519azidunveyan Relying Party #84n15 14U Y8 UINANS wasnueauUsEde

Y

aa v v v

Uszuwy (unsdlfidesnisdeyaiieszyldinduyanaln) wse deyausznounis
Liun1339ngnAa (Know Your Customer: KYC) 1l usu wail o19dn19. uiia
waziBoaiisduls
3. {ldawhnsiden Identity Provider fifaansBudusinu
4. Identity Provider vinstiudiusinugldanu
5. gldnurinsiududinu wnnsdududinud1iia Identity Provider assiosuanidoyares
A ruuuniinen nieuislvilddusuniugniesesdeyauaziusey (Consent) lun1iliaue
Gi’fajﬂal,m' Relying Party
6. Wefl¥nududurnugniesesdeyauazBusendamedoyauds fl¥augn redirect 1Uds
Federation Proxy WipuRan1seudumInu Fau3unin Authentication code Twiiu Proxy
7. Proxy ¥Nn158¢ Authentication code 11U Relying Party N1u19 Web Browser
8. Relying Party ¥Msvetayaann Identity Provider nan1sds Authentication code LUgfa Proxy
9. Proxy 11 Authentication Code Flgsuan Relying Party #333&®U Authentication Code #1n
Authentication Code §n# a4 Proxy 344 Assertion nduung RP lasn1ssyydayalilu D

Token @3 Assertion fesgnasaneiletedidinnselindsianauadiuda (Private key) Proxy fag

10. Relying Party ¥in1snsivaeuateiiedediannsefindfiasiy 1D Token 1gndewnann Federation
4 A ag A ¢ v . I3 A A I ] Y o A o

Proxy Mnaeiletediannselindgnaes Relying Party Aanunsaitetialadngldauldvinniseudu

AInuLaU Identity Provider MU niafion1usediu LoA Nnvualivaveuqinliyldaudnly

syuuls
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o

1.4 579821990V IVUADULAZNI5LYOURAD RP AU Proxy Ag Web API

(%
o

Junaun1susuiInunaBiannseindiuseuu Federation Proxy Usenaunie 3 Jumaundn

TupoUNany 1: RP 509u9n138UTURINU WU Authorization Endpoint
JURBUNANT 2: S¥UU Federation Proxy &1 Authorization Code T#fiu RP

Funeundnil 3;: RP $090 Access Token way 1D Token 1w Token Endpoint

o/

1.4.1 JunaU RP Request Y0113 09uan9518015 IdP 1aedl Message f9il

End-User
(Web browser)

RP Federation Proxy

{a) gldwe s usSasuag RP

(b} RP redirect Tuhniniu 3'5};',-.|i|

Request

Method | URL

GET https://example.digitalidproxy.or.th/authorize
W1s1dLnas

W1518LMe3 Required | 518az198n
response_type Required | muunALdu “code”
client id Required | identifier Ml45y RP

ETDA | Electronic Transactions Development Agency (Public Organization) e 9
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W15TL005

Required

sneazLden

scope

Required

YOULIANTOYRVBITRYaTFave A1ves scope Tirwundu
uaza1uee profile 5o profile kyc Tunsdiidasnisitouns

ndid Tld ndid

redirect_uri

Required

fvupAndu HTTP endpoint (url) vee RP 14dm3u redirect
nduluds Buledues RP Wian1studusauiasadu

FeAnveq redirect_url dadu url Aldamzidoulinu Proxy

state

Required

string T9lun19m519@UAMNALNUSTE NI request (31 RP)
AU response (183 Proxy) tiedesfunislaufiuuy Cross-Site
Request Forgery (CSRF, XSRF) lagA19e4 state 91avilalagy
encode 1 hash 283 browser cookie Wian19d0UI

A a & N 1Y) =i = Y
request MNAYY e callback NAINAUNIN browser LAgINY

prompt

Required

o o8 « H ”
T munadu “login consent

acr_values

Optional

T
=

Juerfiszyiitevelsl RP wanssienis IdP Mifedos Taginasi
nsdenuans 1dP Tnglseyen dieludl (ausaseyld
1NN 1)

- 52y 1AL Wneflguuuy umn:didial:[seAuves ial]

feEs Maszy IAL ety 2.1 Tl © urnididiali2_1

- 52y AAL Tnefiguuuu umn:didial:[seAuves aall

79819 N558Y AAL SeeU 2.1 Fuly - urn:did:aal:2_1

- 53y sector AoM33wY IdP Aludmsdmiuiewzngussia
Iﬂ&lﬁ'gULLUU urn:did:sector:[sector short name]

A19819 Sy IdP dmiunalg: urn:did:sector:government
- 3314% IdP $i5Uuuy urn:did:idp:[idp short name]

P LEAN ﬁzq%amaq IdP : urn:did:idp:idp001

f79819 HTTP Request

ETDA | Electronic Transactions Development Agency (Public Organization) e 10
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GET https://openidl.digitalidproxy.or.th/oauth2/authorize?
response_type=code
&client id=ba2fdDyiE3SsbQTUtOUWZu6
&redirect _uri=https://rp.example.com/callback
&scope=openid%20profile
&state=af0ifjsldkj

&prompt=login%20consent

&acr_values=urn:did:ial:2_1%20urn:did:aal:3%20urn:did:sector:financial

1.4.2 52UV Federation Proxy &4 Authorization Code Tvidu RP

End-ser

(\Web browser) RF

Federation Proxy

1]

{g) Proxy @a Authorizstion code Tvidiu RP shumia Web browser |:|

5¥UU Federation Proxy ag7i1n15ds Authorization Code 19U RP 8 HTTP GET lagiinnsnilines

samalull

GET https://rp.example.org/callback?
code=nnqtYcoik7cjtHQYyn3Af8uk4LG3rYYh
&state=af0ifjsldkj

AN9SUNENSITLRDS
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W15 8Ln0s Required | s1wasiden
code Required Authorization Code #l4lun15583ve ID Token
state Required A1 state 91 RP @ wsauiu Authentication

Request Tutumau (b) LeBuduIN response 7

1e5uiliu response 7inan request ¥4 RP 434

1.4.3 Yunaun13vavaya ID Token

RF Federation Proxy
i i
i i
H {h) RF daama 1D Token H
' s16 authorization code '
- i
(i} Proxy retum 10 Token
Tvifu RP
T

-]
]

RP maéfj'aga ID Token 210 Proxy 28 authoruzation code

RP wadoya ID Token W1 Proxy Inenisas Regeust 1u HTTP Post U8 Proxy visil Tuduwes HTTP

Header v iMuuan1510tmnas “Authorization” 4 9A'1994 Authorization §n Encode @ 3¢

Base64(client id +”:” + client_secret) mmﬁszqiummgm HTTP Basic Authentication &g Oauth

2.0 section 2.1.1 FTn15109105 fasalUil

Request

Method | URL

ETDA | Electronic Transactions Development Agency (Public Organization) 9 12
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POST https://example.digitalidproxy.or.th/authorize

VERHIERY
W1513LN83 Required | 519az128n
grant_type Required | 19fA1 “authorization code”
Code Required | Authentication Code lgguann Proxy
redirect_uri Required URI #il4lun1s Call Back ?quﬂszqi"iﬁ’uma Proxy

f19819n15d9 HTTP Request

a4 Request 1Udsnay Hitp Post TUgs Proxy Tagil wisiimes

POST https://openidl.digitalidproxy.or.th/oauth2/token HTTP/1.1
Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmMFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization code

code=SpxlOBeZQQYbYS6WXSbIA

redirect_uri= https://rp.example.com/callback

Response

MA991n9 Proxy m31980U code Wa redirect_uri 119NABIUAT Proxy 9edd Access Token Uag ID

Token nauu18 RP sasalUdl

29813901589 HTTP Response 984 Proxy lU#ls RP

ETDA | Electronic Transactions Development Agency (Public Organization) e 13
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Status : 200

Content-Type: application/json
Cache-Control: no-cache, no-store
Pragma: no-cache

{
"access_token":"SIAV32hkKG",

nn

"token_type":"Bearer",

"expires_in":3600,

"Ild_token": "eyJraWQiOiJkZWZhdWxOliwiYWxnljo....",
"state":"af0ifjsldkj"
}

"Idp_token": "eyJO ... NiJ9.eyJ1c ...16ljlifX0.DeWtdQu ... ZXso"

AN9SUNEAINISITLADS

a 4 a =
NWIUABDT Required INYASLAYN

access_token Required \Ju token #ildlunsidndisusnisnsedeyaaingliuinissing 7

\Waflo access_token 1 9anliilag Authorization Server

token_type Required %¥1nva9 Token Openid connect fmuna Ll Bearer Lawo

YBINILINATI access_token

. . . L4 a @ a a o
expires_in Required 918N15M9UY9 access_token Uszzhanluwiuniiiuainim

Y

Ly

id_token Required Joyadnanualvesldanuegluguuuy JWT Uson Web Token)

gnasaeilofdvianie Proxy (nelull id_token #1léan IdP)

[
Y

AMNUARNY M99 1.5.1

= = o I « . 99 14 L4 .
Waimniinisivua scope LWy “profile” s1en1steyavesyldauly id_token awgn

ETDA | Electronic Transactions Development Agency (Public Organization)
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n3tl Amiun scope WU “openid profile_kyc” iiteldlun1sidngndn (KYC) siensveya

vouldauly id_token FzQnivuARIY M15797 1.5.2

1.5 vaulunvasdaya (scope)

UagUuseuu Federation Proxy @11305045Un1530swevauiunvattaya 3 Ussnn laun

1) openid ARUBULUAUBIUBYANUFIUTLINTFIU OpenlD Connect 1.0 MuualvililuynA15Ive

mstududnu deseasienluiite 4.3 Joyananisdududinuuazdeyagl9au (D Token) lu

a71U”a9 Payload

2) profile Ap veulwnveteyaLieingUszasAlunisBudusiinu (Authentication)

3) profile_kyc Aa YauunvastayaLioinguszaialun133angnan (Know Your Customer: KYC)

4) ndid Ao YouLvRveItayaioingUssasdlunisidauseiiiovedududinuludaszuy NDID

Platform

v .
YaULINYaTayausEAn profile

profile {Wuveuwnvesioyafinaundudeyanmdnuae (Attribute) Muguvesdldau anansasey

Iandldnuluyaealn FsgnesnuuuniiieTnguszasdlunisBuduinu (Authentication) 1ldu3nis

Va4 RP

semsdoyalu ID Token Wiafwunadn scope Wy profile

No. Short Name Type AN95UY Required / Optional
1 |given_name string %o Required
2 |family_name string | Wu@EnNg Required
3 |national_id string | visneauUseInsUsEvIvy Required (nsdiynmaiis
dyvdlne)
ETDA | Electronic Transactions Development Agency (Public Organization) 9 15
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No. Short Name Type AN95U1Y Required / Optional
4 |passport_number |string | MuNgLaYNITIERLAUNY Required (nselyana
FIN9YF)

vaulwavasdayaussian profile_kyc

profile_kyc ilureuiunvasdayannaunduteyanmdnune (Attribute) 309991 Noanuuy

1

wnielv RP SoswetayaiieinguszasAlun1s3ingnan (Know Your Customer: KYC)

semsdayalu ID Token Wanviuadi scope WWu profile_kyc

No. Short Name Type AN95UY Required / Optional
1 |given_name string | @® Required
2 |family_name string | Wl@nNa Required
3 | national id string | wunelavUsEafUsEsTU Required (nseluAAa#Ll
dyvdlne)
4 |passport_number | string | MUNBLAVUTNADLAUNS Required (n3eluAAa
H9YF)
5 |birthdate string | U Ao UiAa Required
6 |address JSON | Nagiiende Required
object
6.1 |formatted string | Meguuulaiiilaseasne anunsald Optional
Jayaunndt 1 ussvin aely
LATOINNIE “\n” LNUNITTVUUTIVA
Twaal
6.2 |street address string | Unutau auu dua Optional

ETDA | Electronic Transactions Development Agency (Public Organization) 9 16
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No. Short Name Type A195UNY Required / Optional
6.3 | locality string | WUR/94N8 Required
6.4 | region string | 99179 Required
6.5 | postal code string | sWaluswald Optional
6.6 | country string | Usgine Optional
7 |career string DTN Required
8 |business_address | JSON |a@niuyineu Required
object
8.1 |formatted string ﬁaguwhiﬁimaa%’w aunsald Optional

Poyaunnit 1 ussvin lagld

= « ” £ >e
LATEINUEY “\n” LNUNITIUUTING

Tuaad

8.2 | street address string rnaudl auw fua Optional
8.3 | locality string | WU®/9408 Required
8.4 | region string | 99139 Required
8.5 | postal code string | s9alUswild Optional
8.6 | country string | Usgine Optional
9 |phone_number string | wuneLavlnsAwd Required
10 | email string | dlua Required

ETDA | Electronic Transactions Development Agency (Public Organization) 9 17
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s1emsdayalu ID Token Wanwiuadl scope 1y ndid

No. Short Name Type AN95U"Y Required / Optional
1 |request_id string Gi’fauua request id fSonluds ndid Required
3 | national id string | vinetavUsEandIuTEunsy Required (nsdlyanaiis
dyvdlne)

1.6 Yayanan1sguduiinuuazdayaslta (D Token)

Toyanansdudusinunazdoyaildan ve ID Token Mmun195§IU OpenlD Connect 1.0 Hu
azagluzuuuu JSON Web Token (JWT) Fegnasanefiededidnnsedindiiofusesniugnaensuiiu
YoeUayan1ugULuy JSON Web Signature UWS) Ingazusenausigdeya 3 diu loun Header, Payload

way Signature AT UazLIEARD LU

1.6.1 d9Uvd9 Header

[ a s

Yoy ID Token ludiuves Header U Wusmenisfeyainestosivaleietedidnnsetindfign

o [y

v . [y | v Ao &
g519910 IdP Wagseuyu Federation Proxy I@Eli’]EJﬂ’]iGNﬂﬁ’nﬁ]%LLﬁ@QLQW’]%’i’]EJﬂﬁ‘UE]@dﬁVH]’]L‘Uuﬁ’l‘lﬁi

NSIWONRDNUIEUU Federation Proxy winlu eusznausme

a (-4 . =
W5 Amas Required svaziden
typ Required | Aviualu “JWT” 1@ue
. a s 1y} ax = 4 A ag A ¢
alg Required | w3 fiwmesnszydanesiiudlilunisasaneiiotedidnnsedngd

AUITD 4.5 Yan1nunnIslaauneluladss uusa

(Cryptographic Requirement)

a [

x5¢ Required | misfiwesinulususesdiannsedindaiuuinsgiu X.509 9

a x

~ Y o A A A D
LNYIVDINUNITATIVEDUANYUBVDBLANNTOUNENIUUA (X.509

4

=1 o

Certificate Chain) lngtoya x5¢ dgniwualnszyludiuves

ETDA | Electronic Transactions Development Agency (Public Organization) 9 18
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a ¢ . a
NWIIULNBDI Required YAy

Header 1aUsylavilunisnsivgavaisiladadidannsaindle

NM91a4 (Long-term Validation)

kid Required | Identifier 909 key ltlun1snsiaaevareiletediannseind

1.6.2 d7uva49 Payload

Uaya ID Token ludiuvas Payload # Aesienisdeyananistuduiinuiavtayartdaui Idp

Y

o o

La¥I¥UU Federation Proxy @513%u lngsienisdinaiaziandianizsienisteyanisndudmsuns

\WonrausEUU Federation Proxy Wintu &sUsgnausme

WINDS Required 318azdYn

iss Required | Identifier vesgfiasns ID Token Tngfmunguuuuidu HTTPS
URL

un1es: §IM5Y ID Token as1lag IdP ssszydu HTTPS

URL 984 IdP usigm3y ID Token fiai1alngszuu Federation
Proxy %5:51714‘171,1 HTTPS URL %843¢UU Federation Proxy

sub Required | Identifier #1 IdP aanlvfugldnunguduiinu
ya18i99): ID Token a59lng 1dP uazszUy Federation Proxy

A NAYINY

aud Required | Identifier 784 RP #i¥asvan1studiuse (client id) 1 1dP %38
5¥UU Federation Proxy 8anlnu RP

waness: S35y ID Token fiasalag IdP agszyfum
client id 9e453UY Federation Proxy usigmsu ID Token 71

a579l9g5UY Federation Proxy 9¢3¢uitiug client id a9 RP

exp Required 1@l ID Token nne1y Ingagluguuuuvad UNIX timestamp

ETDA | Electronic Transactions Development Agency (Public Organization) e 19
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a ¢ . =
W11ilmas | Required 518821980
iat Required |38 ID Token gna$1a?u lngaglugunuuves UNIX
timestamp
acr Required | szyiamigseiuaudnens IAL uag AAL 91 IdP Tiu3nIs

YIEE): I5UTINRNIY ID Token a3 1lng seUy
Federation Proxy (%714

idp_shortname | Required | String 3814%8608@ IdP Qjaaﬂ ID Token
waEs: 9UTINYIENIE ID Token fiasilag ssuy
Federation Proxy %714

idp_id_token Required |ID Token fisyuu Federation Proxy l#5ua1n IdP
wnes): 9xU5INLaNe ID Token Tias1alag ssuy
Federation Proxy #7141

% YgIEAg UBNHEINTIUNITNITITADIAINAITIP UL §adlT18n15NT1Tme5oUUTINgG

Tu 1D Token 161 1y Yo 910¢ Bwavesldnu Jusgiunisimuansfines scope lutunau (b) A

Y Y

wavldunlwiive 4.4 Yeuirnveddeya (Scope)

1.6.3 d7Uvd4 Signature

v '
S & 1o v A

Joya ID Token ludiuves Signature & 1udddgldlunimsisnnugndesasudiuves 1D

o

= v v

Token FavgdigunuuunndeiuluTuegiudanesiy (Algorithm) #1 IdP wagseuu Federation Proxy 1%

Y

Tunsasansiletedidnnsating

1.6.4 79814 ID Token
29819 ID Token 7 IdP dsl#szuu Federation Proxy

Header:

{

ETDA | Electronic Transactions Development Agency (Public Organization) e 20
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"alg": "RS256",

"typ": "JWT",

"kid": "3e0r02045mmb5qleab6159fskd53ecle9omg’,

"x5¢": ["OuH0aBDQjCCAIqeAWIBAU6/KeIGATZ/FuSqGSIb3D ...
BgLdEWrRhjZkAZzVvMIlb3dFUJheLiIMAOGCBTWVU+A4EjYx8sX=",
"GATUNAQOWDQYJKoZIhTXMIE+zCdMwzzvcBBGSgAWIBAGIC ...
AwgbsxJDAACTQsxjsvITmV0d29yazEXMBUCAQEFBQNLBgNVcn']

Payload:

{

"iss": " http://idp01.com”,

"sub": "114386995432676543513",

"aud": "dcd27ugfdnojetquBe1kf8p8vatsbnd55",
"exp": 1519798006,

"iat": 1519794406,

"given_name": "Somchai",
"family _name": "Wahnpong",
"national _id": "1724747767301",
"passport_number": "AA7562739"

}

Signature:

dLP19D4Ho) 6E-OvAsufmli8C58LISHpCO1VFOFKNJe5rw20egUxnzWENASPxd2F5FHX7quOHTKY
zw1EtpQjGdAuaVAfl5e42vIBANDPPMymcsLC2zKthDCnYud6cN7ciemI7vx9ysmyrmVRgT-
Jen9JRL6FTdV3QH DQHLAaPClw- fAFVYVZTk8pEGJ2wQLBRANMF2zil-bG8tZmAWAOWGZB
sj9fCmmiwHrXmWaQduS9ceSpRbdDngcjs8IOwTqoAdfgel147Vzc6HFAVQ

#29819 ID Token 152U Federation Proxy &4l RP

Header:
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{

"alg": "RS256",

"typ": "JWT",

"kid": "6b46020457cclea561fded53eclebea’,

"x5¢": ["MIIDQjCCAIggAWIBASIGATZz/FULIMAOGCSGSIb3D ...
BgLdElrRhjZkAZz\Vvb3du6/KFUJheqwNTrZEjYx8 OuH0aBsXBTWVU+4=",
"MIIE+zCCBGSgAWIBAgICAQOWDQYJKoZIhveNAQEFBQ ...
AwgbsxJDAIBgNVBACTTmMV0d29yazEXMBUGA1UNIcnQsxTXdMwzzjsvI"]

Payload:

{

"iss": " https://proxy.digitalid.or.th",

"sub": "114386995432663743513",

"aud": "7Tedca2fabd074543cf6a",

"exp": 1519795196,

"iat": 1519791596,

"acr": "urn:did:ial:2 urn:did:aal:2",

"idp_shortname": "idp01",

"idp_id_token": "eyJhbGciOiJY 1OWYwNzM10GZkZjgyODhjZTU5ZJE4AOWMOMDI4ZjQifQ.eyJh
enAiOilyNjESNzE20DEwWOHF 10G1CUWxtV2Q5cB2NhbGJ9.jdWoS3Dgan3Egj3EitH;
-snhiBhlbePVrGcQaw148 -1rGtEIXINK ... UhcigXM5JsW_bOAu7E- FzD3wVaa 2-
R hA",

"given_name": "Somchai",
"family_name": "Wahnpong",
"national _id" "1724747767301",

"passport number": "AA7T562739"
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Signature:

dLP19D4Ho) 6E-OvAsufmli8C58LISHPCO1VFOFKNJe5rW20egUxnzWENAS5Pxd2F5FHX7quOHTKYV
zw1EtpQjGdAuaVAfl5ed2vIBANDPPMymcsL C2zKthDCnYud6cN7cieml 7vx9ysmyrmVRgT-
Jen9JRL6FTAV3QH DQHLAaPClw- fAFVYVZz7k8pEGJ2wQLBRANMF2zil-bG8tZmAWAOwWqZB
sj9fCmmiwHrXmWaQduS9ceSpRbdDnecjs8IOwT qoAdfgel 147Vzc6HFAVQ

1.6.5 MIATINERUANNGNABIYBsTaYE ID Token

\le RP 1¢5U ID Token 97N Federation Proxy k&3 RP 2gfainsivaauaugnaedvestoyaty

ID Token fis18azidansnsnaluil

NIIAETIUANNYNABIATUAAUVY ID Token

ID Token fl@5usniianugnees waztoyanieslu ID Token lignideunas

° mwaaummgﬂﬁawaﬂmaﬁa%aﬁtﬁﬂmaﬁﬂéﬁawu ID Token 9am1nus JWS lnglddanasiy

nszylusenisvoya alg uarldnauaasisaenseylu JWKS endpoint ¥es Federation Proxy

nsIvdeUdayaLIan

® §573@0ULIAIM ID Token nune1y nensiadeuna1lartursdedlinunafissylusienis
Toya exp
t:ll v/ g L% v Ia a
® #573pULA ID Token gnasiavu lngasivaeuartagtuagdesliifunanssylusenis

Toya iat lliAu 5 u1i

ATIVFIUANUGNABIYBITaYADY 9

® §333ARUANNYNABIBY Client ID lusienisteya aud 3gnAvnseiu Client ID veaiigny
nlaameideulifiu Federation Proxy ¥4l aud e1ailteyalaviaigsienis RP dewmsiaaey
J18n15%0ya aud fe WINHA1Yes aud Nligndesuarliuniedie 931 ID Token NSl

1 A
UNYDOD

ETDA | Electronic Transactions Development Agency (Public Organization) e 23



AP| DOCUMENT FOR RELYING PARTY

® 7519a0Y Identifier ¥09ENAIN4 ID Token lnglingI19a0UTIANY4 iss ADINTITUAIVRA issuer 71
iz‘iﬂ,‘u Discovery Endpoint
®  ATIIABUTIYNNTVOLA acr WwABINTBYATEAUVDY IAL AAL Uazdaya Sector Imseniudayaiios

volUlsf Federation Proxy w3l

ETDA | Electronic Transactions Development Agency (Public Organization) 9N 24



AP| DOCUMENT FOR RELYING PARTY

2. YaAULIINAUTHANAIN ERROR RESPONSE

lunsgviunistudumnunsdiannselindmelusinanea OpeniD fMvuasIgazidenlun1sHI

nauderawain (Error Response) Tneiifasmuuanisilinasassia Ui

WINDS Required | s1gaziden

error Required Error code udsamauastofinnaiaiiinu

error_description Optional Tdlumsuanseasiduntoiinnainasszuy Tuguwuu text

state Required string TlUNIMTIVEOUANUEUNUSTENIN request AU
response ietasfunislaufiuuy Cross-Site Request
Forgery Tnae state lun1sneunduazdoaduaniedfisu

error_uri Optional URI LﬁaLLf{’fﬁagaﬂJm Error ﬁizq 91U Webpage

d5Unn318wes error Y83 error response @111505%Y Error code lanansnemaluil

(Return Error 500 Internal Server Error
Wasanlidanunsodsnnsidwmasii Client

N1UNNY HTTP Redirect 19)

Error code A195U"Y HTTP Return Code
invalid_request Sﬁazga request lﬂigﬂéfaﬂ 302
unauthorized client Client lafle¥uayaaliisosermeisnism 302

¥y
unsupported response_type | Server Tiisesdunsiesvenuiise J 302
invalid_scope foya Scope 7i¥aausliigniies Wievn 302

Y
server_error WUTBRANAINTDY Server 500
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temporarily _unavailable

WUTDRANAIAVDY Server Lﬁaﬂmﬂ Server
lianunsasessunisy Load L9 wiseed
5¥WIeNSUTUUTS Server

(Return Error 503 Service Unavailable
fesnldannsadensfiweslyi Client

N1UNTG HTTP Redirect 19)

503

interaction_required

Authorization Server #a4n15W
Y a o =l U U 1 L3
Q‘LGUU5m§‘1/nmsw&mmmummwuﬂasm
w38 1198 Yoya Error Hanagnaenaulu
A o I
N3 Parameter Prompt gna1viuaLlu
A L% U = 1
none ﬂ’li&Juaummuﬂlﬂma’lN’ﬁa

fdunisaole

302

login_required

Authorization Server #aan15lu

Y a o IS v v dy
Rlausnisimstudusiinu Jeya Error i
a13gnaenaulunsali Parameter Prompt
gnrimuadu none nsBududiinuidly

An150aRuNSAale

302

consent_required

Authorization Server Aaan13lu
flAusnsvinnsBusenitelidioya Error
doragndsndulunsdlil Parameter
Prompt gnimuadu none nsliideya

Feldianunsasniuniseele

302

invalid_request_uri

e

948 request uri liigndss
Y — Y

400

invalid_request_object

Uoya request_object lgnAas
Y —_ Y

302

$19819 HTTP Response Error
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HTTP/1.1 302 Found

Location: https://rp.example.org/callback?

error=invalid_request

&error_description=

Unsupported%20response _type%20value

&state=af0ifjsldkj

lunsguiunistuduimnunsdiannselindmelusinanea OpeniD MvuasIgazidenlun1sHI

nautaRaANaIn (Error Response) U89 Token Request lnadfasmuuanisiiwmesnmaluil

Error code ANB5UNY HTTP Return Code
invalid_request Sﬁa;ﬂa request lﬂigﬂéfaﬁ 400
invalid_client Joya client lignaes vise lisessuns 401
FBnns¥eaved client 2y
invalid_grant Sﬁa;ﬂa authorization code lajgﬂéfaw%a 400
NUADE
unauthorized client Client lsfle¥uayanlsisosermeisnsm 400
24y
unsupported_grant_type Authorization Server 14i5843U grant 400
type mmﬁiz J
invalid_scope foya Scope M¥psvoligndes viievn 400
%Y
79814 Error Response U89 Token Request
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HTTP/1.1 400 Bad Request
Content-Type: application/json
Cache-Control: no-store
Pragma: no-cache

{

"error": "invalid_request"

}

AAKUIN N. N15TDIVOVBLANTIUBUABENY DISCOVERY ENDPOINT

117557 OpenlD Connect 1.0 lefimsimuaguuuunsmeunsdoyanisdessdesin
Discovery Endpoint luguwuu URL (https://{Proxy_URLY .well-known/openid-configuration) ielek

RP T Judeyalunsilensieszuu Inetlaqiu Discovery Endpoint ansaglafi URL
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® https://openidl.digitalid.or.th/proxy/.well-known/openid-configuration

® https://openid2.digitalid.or.th/proxy/.well-known/openid-configuration
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