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Directly Reported Incidents To
ThaiCERT In 2014 Per Type
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1. Malicious Code: 1,550 reports (43%)
2. Fraud: 945 reports (26%)
3. Intrusion Attempts: 643 reports (18%)
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UK Digital economy action plan 2014 to 2015
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OECD Digital Economy Papers
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Law for Digital Economy
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Sony Hackers Reportedly
Worked From Thailand

Photographer: Miquel Benitez/Getty Images

Seth Rogen during a photocall for his latest film
‘The Interview' on June 18, 2014 in Barcelona,

Spain. Courtesy of Sony Pictures Entertainment

Sony’s Breach Stretched
From Thai Hotel to Kevin Hart: |
Hollywood

NEXT UP Won't Play a Gay
Character

By Jordan Robertson, Dune Lawrence
and Chris Strohm
December 07, 2014 12:54 PM EST
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ITU Framework for National Cybersecurity

NCC
3 t i 5 Information gatherin
Govarnmental agencies National / servic%s g
Cybersecurity \
Lawy enfort;eme nt Council Cybersecurity
agencies , 3 \ stakeholders
Safety Material & Critical ,
e immaterial infrastructure MNational
| values i security
people protection protection

National
Cybersecurity
Authority

Mational /
Regional
CERT /{ CSIRT

ITU Global Cybersecurity Agenda 2008http://www.cybersecurity-gateway.org/pdf/global_strategic report.pdf



National Cybersecurity Framework (Kr)

National Cyber Crisis Framework

Presidential Directive, National Cybersecurity Situation Center
National Cybersecurity | Strategy Council
Regulation | (Chair : Head of NIS) |

National Cybersecurity
Planning Council
(Chair : 2™ Head of NIS)

Recovery Support Joint Investigation

# public : NIS, MND, KCC s D
** private : experts from *-mte < e:pem :‘;)nm !
industry/academic/research industry/academic/research

Ministry of National Defense =~ National Intelligence Service = Korea Communications Commission
Defense Security Command KNCERT/CC KrCERT/CC

Critical Infrastructuresin Critical Infrastructures
Government/public sector in private sector

Cybersecurity Crisis Management Standard Manual (Oct 2008)

Military Area/each unit



KISA Organization

Organizational chart

Public Relations Division

Internal Audit and Inspection Section

Management International Internet Information Security Korea Intemet
Planning Group Cooperation Center Development Group Group Security Center
. . : . : : : . :
Manage- Internet Industry || Internet Korea Personal | | Personal | | Public In- Internet || Internet
ment Policy | |Develop-|| Culture Network Infor- Infor- | | formation | | =118 Incidents | | Incidents
Support Research ment | |Develop- Infor— mation mation || Security || Center Prevention| |Response
Division Center Division ment mation Protection| | Security | | Division Division || Division
Division Center Division | | Division




National Cybersecurity Framework (My)

National Security Council
Chair : Y.A.B. Prime Minister
Secretariat: NSC

E-Sovereignty Committee
Chair : Y.A.B. Deputy Prime Minister

Secretariat: NSC

E-Sovereignty Working Group
Chair : Under Secretary of NSC

mm

Chair : NSC kaliesd Chair : PMO Chair : AGC Chair : MOSTI ehax oo
i Secreatriat : Secretariat : NSC Secretariat : AGC iletiar ek U
cretariat : g crotr
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Executive Order - Improving Critical Infrastructure Cybersecurity
BARACK OBAMA

Policy

“...The cyber threat to critical infrastructure continues to grow and
represents one of the most serious national security challenges we must
confront. The national and economic security of the United States depends on
the reliable functioning of the Nation's critical infrastructure in the face of such
threats. It is the policy of the United States to enhance the security and
resilience of the Nation's critical infrastructure and to maintain a cyber
environment that encourages efficiency, innovation, and economic prosperity
while promoting safety, security, business confidentiality, privacy, and civil

liberties. ...”
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&'/ OECD Guideline 2013

BETTER POLICIES FOR'BETTERILIVES

*Privacy management program: d4te3ulyiliHUN1ITUIHITIANITNIZUIUNITANATDY
*Data security breach notification: Msusavnazifindeyaduyaraudidrvestiaya/minssuiinendas
*Privacy enforcement authorities: #aiasuliiissnutsiuldngrunensiauinnudeivg
*Transborder flows of personal data: a3nalanisTeudayafiidasulssanislvasuvastoya
$1219UsemA“adequacy model”

*National implementation: WRAILIAINZ H319AMUATENUN LAZHLEINNININITANATIILALDNYY
*International co-operation and interoperability: Usea1uA1uSINNDNURUIBITUIZNINNUITLINA
Tumsuaniasudeyaiiaafunisuiusianisdeyagiuynna ETDA
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Nine classification paticrns covered the majority of secwrity incidents.

Nine classification patterns
Energy/Utilities T - = covered the majority - FPolmt-of-5Sals ntrusions
two p. 2 £ sy

Just

of security incidents.

- Web Application Attacks
Insider MIisu=e

- Py skcal ThefrfLoss

- Miscellaneous Ermors

T g - Crimewara
Il Point-of-Ssle intrusioas
—{ Sompiti— ) card Skemmers
Insider Misuw:
Bl Prvsicat There/Loss - Denlal of Saervice Attacks

Il Miscetianecus Errors

- Cyber-Esplonage
- Everythimg Else

fian : http://www.verizonenterprise.com/resources/infographics/ig_Verizon-DBIR-2014_en_xg.pdf
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Data Protection Bill IDA
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Standardization

Data Protection Bill
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