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Tauditealuedeyadidny mslaudiielfidugulunmsmeunsdaus’s (Malware URD vi3oldidugnulunis
olnamenisiuriuniuivladuasnans (Phishing Website) Suanarsimanidiunelminaudemeun
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1. vauLum

wsgunMssnvautuaaeasedmiudvledatud Wuamaasderimundmsunstnw
anusiuasUaenseveaivled lnsvoulnvosuuimsuardormuslumasgiuatudaguiulufinnsfnu
anusiuasUaonfeveuaiosuimarivludiuveslsunsudmiuliuinisiu (Web Server Software) s¥uu
uSusdnnisiivled (Content Management System: CMS) swugmsﬁaga (Database System) W@
TUsunsudszgnduuliu (Web Application) titoanaansidssainnislandiivlee LLazﬁﬂiﬁﬁgﬁLﬁlﬁl’ﬁaﬂ
fuumdlunisiufiewazanansodanistuliymildatuldegraluiesgiu egralsfiniy wmsgruatuil
Juifieadolausuuy ieannuidssanmsgnlasimanaluladansaumauaznisdoas niemasoulal
Wity el nsvhldulsdtianusfunsUaensety dedndudeserdoamnuiduudsdunsuimsinnisuay
nsQUa nsdnfiunmsaudelauenuzannsgiui fedlfduafisusesinduled Sauiuasasn e
TneAudsannslauf viensyngnszuu ievannuduuddunmsuimsdanmaivledlumujoa vie
fifoanauluguuvuitliineiintusnnou (Zero Day Attack) viagnlauf iitoidunlussuulaslailésy
sy nselnefivay (Unauthorized Access) Wusu

Web content

Web application

CMS

} Server-side Script Engine

‘ R Database

System

Web Server software

Operating system

AMA 1 veUnTeInsgIuMnwAutuasasnsudmiuiules (@ulidududiv)

wnsgruatuilganglidinneidesiuivlsdduumdunsdarinivleduaz uimsdnnis Jesiu
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990U wagsuilorumslauAiAntuiuiivled Tnefifguaiaiesu3nisiiu (Web Server Administrator)
yhnthiiguaiuinveu Waunsudwmiuliuinisdu ssuuuimsdaniaduled ssuugudeya uaznisdniu
Aanssusng q MiAgadestueiesuiniadu wu msfakuuarnssediieadesiulusunaudmsuliuinag
v szuvuimsdanmisiiuledt wazszuugiudoya Tilanusiuasasnsts sadansiuilemnseanamdiin
nnslaudiule Iummzﬁﬁﬁmuﬂﬂmmuﬂwqmﬁuuﬁu (Web Application Developer) futiiilunns
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WaulusunsuUszanduuiu Yiudsmazuilududsenevreddusunsudszenduuivlifinnudung
Uaondy

£

u1nsguatuiddetofmuanazuuimeiiisadestunisneunuiiovinisdanisivled
nsfnsauazmsieenfiisdastuiedosinisiv msdsesdeyaliuled waznissuiieanumsalivanaiy
ﬁLﬁ@ﬁ’UL’?UI%GﬁMﬂmmg’m NIST SP 800-44 Version 2. Guidelines on Securing Public Web Servers [1]
wagludruvesnswanlusunsuUszanduuivesifunsasnsedulidrsdsdosmuaiiieitesain
Touugihudlunazilestudounnisamiognseuveaivled vesquiuszarunsinuanuiiunsaon iy
szuvReufiumesUstmalng videlneidn (ThaiCERT) was wuavnamsiannlusunsuussgnduuiuiisdung
UaanAyain Open Web Application Security Project (OWASP) Foundation Way f{jﬁ’e} “How to Secure
Your Website” ¥99 d1insudsiasuinaluladansauine UizmﬁzﬁQu (Information-Technology
Promotion Agency (IPA), Japan)

2. nsunluldanu

Tutligtunthsausg q Wivled idueTesflolunsineunsuszanduiusinmsuagindeoiu
gnéuiteduiiufanssuniegsfe demgivivledddudmneniafignanaiuduarsaumnaniniige
Taiamziulediideidns vieiuldiiivesing fndanudssiszandudmnenisloudanguszasd
Hogiaue Tasenadunisleufiiteasuulasdoyantiiv (Web Defacement) mslaufiilealusdoya
fiey mslavdiielfidugrulumsmeunsiians (Malware URL) vieldidugulunisdelnamanisi@usiiy
siiwdulasivaonans (Phishing Website) SuanauwaniidunelAnuansenusonrnindofioves iules
mslaufduladdsingnuuds dulvgduedeteddnivesssuuvielusunaussendiifadeaiulivled
wiu Tusunsudmsuliiusnsiiu (Web Server Software) syuuusmsannisiiulas (Content Management
Systern: CMS) szuugnudoya (Database System) uaglusunsuuszandumiu (Web Application)

TairuAwazEINIe (Clauses and Guidelines) Tusnasguatuiidnihyudmsunisusmsdnng
auunslasndeveauniosusnisiviazlusunsuuszsanduuiu Inglausiuzuuinisazdonivund
a v P [y a 1 ia a £ [y =3 (3 Y o o &
Netesiedasiunislanduazunludedninnertesiuivled Inedoivuawasuuimaluginsgiuadull
gnuuseendudnuiad@laun n15319ukw (Planning) MsAnsawasnsssamieadeaiuivled (nstallation
and Configuration) nMsiaulusunsuUszenduuivesuiupsasnds waznsiulemedoanauiiiniu
Auladt (Security Incident Handling) @siisneavidensiail

(1) N15319uR (Planning) Usenausmeuuanislunisnauruusnsdanisiivled Felaun nsanaunu
Y Y Y] & ¢ a 129) P~ A & v
@’]UV"I’JWNNU?WQ‘U@@@QEJGUQQL'J‘Ui“(fm LLu’J%qQﬂqiLa@ﬂﬂﬁUC\]@V]%L'UEJU?I@I@LQJU LLu’JVﬂQﬂqiLa@ﬂéﬂﬂ

a < < & v a o & ¢
UﬁﬂqﬁL']UIaﬁ@l\‘i LLag LLu’]V]qQFLUﬂqﬁLa@fﬂ,sﬁﬁ%U‘U‘Uiﬁqiqlﬂﬂ'ﬁL'TUVLGZW] (Content Management
System: CMS)
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(2) msfndsaznsasAneItosiuiuled (installation and Configuration) Wudarinunisatiuls

[
v 1

fnsfadaunzmansanes Wsunsudmiulviuinmady ssuuudmsdamadivled ssuugiudeya
way Server-Side Script Engine $aufauuannansinuasiaruiisiunsasns

(3) maanlsunsuUssanduuiuetieiuacaende Sedatmualuduiiniunisdestunslaufise
madlasing 9 inutesainesnuvesquilszaunisinuianusiuasasniossuuneufiomes
Uszwalve viselneldse (ThaiCERT) uumnanistesiuainiena1sves IPA uag OWASP

(@) ms3uilemadvanam (Security Incident Handling) 1udafmuaiisaiiulifauairiesuinsiiv
annsnsuiiedumnfognauduanusiuasasafoifinduiuduled 1 nsddulesdgnyngn
warAIuAN (Intrusions) nsgin1sgnlandludnuaig (Denial of Services: DoS) WAy NFAILALIUGN

la1e (Domain Hijack) tHufuy

wwspuatuilifuuumaezdormuadimiunissnmanutiunsasadoveaivledifieannin
FoannisTanfivled uashligfifstestiuuimdunsiuiiouaraunsodanistutlgmiiaaduld
Tnegpuatndesudnsiiuuasdimulusunsudszgnduuiu ansaldfenweuulsyiiuiionsiaoy
ausiunsUasnisvesiulediieglunamnn n. iuszgndldldfuiuledmlumuuumaazdeimusly
snsgruatull venanifguaieiesinisiuussiiauilsunsussgnduuivdiannsaldinsgiuat
iflouansnnuaenadesiudoimunuazuumsiiieadedag

(1) Usziiumutad (Self-Assessment) wazUsen1ANI1SIUTEIAULEY (Self-Declaration) 31tadinas
fudunsmutelausiuratiuil
(2) Buduinnuaenndosiuninsgrunngidmulddnudoiuivled
(3) PUUNINITUTENIASUTDINULDIIINUUILUAEUDN
y v

(4) ve¥un3iuses (Certification) MasgrunissnwanuiuasUasndedmiugauauazimuivled

PNMUILATIVFOULALTUTDY (Conformity Assessment Body)

Formuslunnsgiuatuiiannsailuldldduivledialuneguueiassuinisiivdiusa (Private
Web Server) vise Vuleanlduinisiugliuinisiivleaia wie Viulednlduinisssuu Cloud

3. Ueny
Adeuvesdnnldiuannsgiuatull

3.1, L3ULe (Web Page)l® nunedi tonansuiufiadnedaeniuwn HTML w3e HyperText Markup

= o = Y I
Language @adun1wunsgiunldlunisairaiving

2 dwiideygiRsstudineanny
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3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

Auled (Website)' nunefis nguveaiuinaiiog uuiaAsesusn1siiu (Web Server) &adlgansuea

[y

1MUY
U

Do

915198 (Universal Resource Locator: URL) ! maneds drgunasluduimesiindslsznauaie

Y

IS Ao w

Folnslnaeaililunisidrdadoya (au http:/) uas Telawm (W www.etda.or.th) iy
ieesuinisiu

Badldidu (www) ' mneds nuveaiuledvielndesnenfinesidteyansenl viglduznng
SengUayanulnslnaealeyinil (HTTP w38 Hypertext Transfer Protocol)

\A309UINSLIU (Web Serven) ! e fia in3esnssfiunofiviiniihiiduiniesudnig (Server)
wioudulusunsuliuinmsteyaiuiuedoriedadlsii

TWsunsudmiuliuinindu (Web Sever Software) waneis TUsunsufifadeuuiadesuinig
(Server) Lﬁaﬁﬂﬁm%w%m'immaaf[,ﬁu‘%mi%'aagaﬁulﬁ wu lUsunsu Apache tay TUsunsa
Internet Information Service (IIS) for Window Server 1{u

TUsunsuAugLiu (Web Browsen) ! waneiia Tsunsuiildizendeyaiivarnaiesuinisiiusiou
wseredankiniv

TUsunsuuszgnAuulIu (Web Application)' unefis Tusunsuussgnafigniimundudmsunis

Y

=] 1

= v Y = v < ! = 1 a 1 ! a § < =

Senlduuazidifslalaglusinsuaugiviniaistieneuitunes 1wy in3edngdumnesiiavie
= 1 a ] < £%

\SeY1eBuUNT N Luduy

seuuUImsdanisiiulesd (Content Management System: CMS)® manefie Tsunsuiignua
= a I a Y < 5 | | S %

wsesUInsvasaldlunsguarimisianisiiulediudiusieuszaiu (interface) Fataeli

NeRNIIUIMIINIIAUMALETNSUTUUTIAARAWG 9 TRgdes

4. N15LNULINUSHITIANTSLAU L6

asrUsznavvesiuledlaeiliazusznaume w3aauin1siu (Web Server) Tusunsudszensiuu

I . . v & A @ a v a 1Y) a
13U (Web Appllcatlon) LA e GUEJ;JUaUUL'JUﬂiaL'JULWf\] W@%ﬂ"lfﬂmfﬂiﬂ'ﬂU@m@LLaLﬂﬂﬁﬂu N1INLANUUINT

Y [ 9 val o v & e o w - I s al =
Janmsivledlviianuduaslasadeidunszuiunisifiaudidgy 1leniuledvinn1sinaunui
wizaudnazalddnenadunisunladymmuanuiuanlasndowaziinudesiagilvifianansen u
fuesdusznavdiune o veuiuled dewaiinismaunuiieouimsinnisivledezdigligiieides

ausaudmsdanisivledlifianuduaslasnfeietuamuimnzauuazdonnaesiuaufeanIsng

5379 TuN19919uN U AT 0IUTNITIVATADIAN¥ITaLaTAEITRIATLA N15ILNEAIUAIINTUAS

Uaeadeveaivled nsaanzileudelawu madengliuinisiuleans (Web Hosting Service Provider)

wazn1sldenszuuUImsInn1 s vleansiunsUaendie Weiesingiuiuauduaslasadeliduiuled

AUz alrusnig

3 padadnrilng ddnanuiauinerrmanswazswalulaguisnnd
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4.1 nN15NeAUAUAMudUAsUasassvaadIulua

N3N UAUALIUAIUaRRfBYaadUles TudninannlgaInsunIsiaITuL RN UTa LA WA

MINURUTBUIITIANITATRIVINISAU deanau (Threat) MAeades wagn15319u19IN1S (Measure)
wietesdudeanmuniiaud Ay dnsgruaduiliiuimidunsdaiuruiuanuiuaivasndeves
Aulednweluil

¢))

(2)

(3

N15LHNULNDUSHITIANISIASEIUSNITAU

AounaziinIsaaviniulea N1381533ANABINITNNGIN INTOANUADINTVOIHLTUTNS
Judoyaiddgydimniunisiauwauiiousnsdnnisiasosudnisiiu Jauenliiinisdavinivled
I d' wa d' a < < 1 ¥ I3 @ o v
yauszasdiieeasls auaudivenasesuinisiuiluegnals dedldlusunsudssenduuivdinsy
uinsiulatng imsiusnedeyauuivedidls wasnmsimuamihfianusuiingeuvesypainsd
a 9 P v PR v 'Y Iy} ) ) | A
W99 52u9Nsamaluladfinetaaiunissnw AL UAIUaA A YBE LN ALLNDR B UANDY
AOANABINTTVOITINALHLTUINT Y19l N15IUNUTBUTINTIANISLATOIUTNSIVAINN SO
wwInnsluiaden 3 “Planning and Managing Web Server” 98311015511 NIST SP 800-44 [2] 1114

Wuwwmslunisdevinle

dnanauaNUEsIasisanaaiiatndaziaduiuiuled
v o w = 1Y d' ! a & o & v 14 « a [
N39EIRaIRUANNFIRITEAnANTAInIRzintuiuuledlaty dauainsasusnisiiu
w0eiin133nYIN918n15009FUNTNE (Asset Inventory) o0 uled 19U T1UIULATEIVINITIU
lUsunsuuszanduwiv wazdeyauuiunialiuimaiiieides saudyanivesduning (Asset
Value) wagisufingeuiiiendes naawntuiazdealinsssydeanany (Threat) anudululafiann
1nRgindeAnAINAINE1ITY NouRuNanTENy (Impact) Aadunsneg nnddsaAnaA1ufang?

Andu iethundudeyalunisdnaiduanudsaestoanaiuiazdesdnisiainsnisdeatiu

3
©
o—
[l
LDEE
Do
DD

Fn1swasdunaureInIsUszliuaudssanunsaditunounnrualilulinsgiu

N
ISO/IEC 27005:2011 unlgonadale

° a o % - [ e o w
AmuaansNsiingadavedasiudeanaruniiadnudfgy
NsInaIRUANLEsIRsiEAnAYilrEINsaEantdIn N sive asiurIeanaIudes
o A °o o N 19y - I & A = P DY)
nfeanauniinnudidglasiialgieivanzay linsdusewenismssuanunieulviu

yAraviiieteas NMsdenldmaluladuaziinsgiunuaiuivaslasndenmungiuisanaiuuway

a a 6

A1115098189ULIAN15 S nwIANLTuAUaanduldag1etiussAnS nnlunsaindvlestaldusang

Y
[

1INV dnsidenuIeiruanInI N sivnzauietesiuieanmundauddgytuaiuisals
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(SSAC) [3] siatiu nmsgruaduiliiuuimislunsidendsuaanzileutelawudissaluil
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a Yo =
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sanzifouaunsaifiuaininisanuiunsasnfelaglinisindeludmueiarinsdwsivosive
annzfou evsnmneiavdmsuiudunsameifou (Confirmation Number) guaannzideuth
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(2) faesmslunisifiuawsiunsUasadslifustaniou Wy msmmusiEuduyessiaiuiiaig
Fudoumaanldon (Strong Password) szyametusitvessianiu uazdrinengnisldau
Dusiu
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futy gliusnisasdigrusilugouassuudjUanis (Operating System) Tdsunsudmsuliuinisiiu
(Web Server Software) sguuuimsinnisiivlas (CMS) wazgerawisiiigadosiuininsuinisiviavue
Valun1sAnee fian uasnisusuestuniausuuseseuy (Upgrade/Update) @sluunenss dodlnifenans
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AnTunandeianainvesszuudjUAnis (Operating System) w3e lusunsudmiuliuinisiiv wie
sruuUIMsInn s iuled Faunsesinisdsausesadldusnislianunsoudlousulssldies
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o X a A Y a 3 & v 1 &
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fA1suFeNFURUUNSIUINITIEnIN Shared w38 Dedicated
Y a =3 L Y o [ < Y oa E=!
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Dedicated @egunuunsliusnistuiideunnsaiuiluisesvasiunualdineuazanimuindouni
' ) o [ ¢ v o 19y Ao A &
HansenuseAuiuaaeaisvediuled Msliusniswuu Shared dianlddreiinniesnnidunis
Tdwsesusmsiusaniusenieglduiniswans q 518 lnednldladnisuusendnsnisditiesening
Tsunsuuszgndvesdlduinisusazse delu mniuledvesilduinisselaseniafivesivi
v (52 < [N %7 v a w s = [ = a a [ v 1
Husrasdienonvedededitulumsidnlandivledau q Negluesesusmaieiiuld uliae
Juduleanlifdedmiaeiau dmguiuy Dedicated tu Jldusnisusassieazliiaiaauinisiiu
U = o Ya Vo1 1 1 % dl a0 1 1
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vouduledduld uizuuuunisliuinisdenaniasiamldineiigadu aeumnglduinisiidednin
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nsiAsanIINgULUULEleuIeN15INNSYoeLT
Wiefinsdunugedivilugenduasfldnusgluaiesuinisiv gliuinsezdediuleuien
Faaulunistesiuaudemenenaziinaindeddnity q wu mswdsligldusnmsuluriui
135 Patch viaunlydamianizniiy (Workaround) auiinEnganiws v3egidedviyauay
& o a A« v o o ad & 1 | 1 aal =]
Tuastasndsfitedoliuuril naonaulnud15es Tunsaliidudedlwinliaunsanisuily wie
Jostumudsnelaluszeziiandu o lnefssiiasannimanainieglasu uayszeziaianunsa
Aunsladnse aaenaueafeaiasanidienusuie (Liability) Agliusnsenvsssesaely

nsdiinAudemeLiyldusnslunsaininauunnsedlunisdnnisivdedinineg

suwuunstiuinisleudneliadaya (Remote File Transfer)
Tunistendnelrddoyaszninuniosvelduinisuas wiesusnisiu gliuinisivlaans

U
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Aslaudng wu 1usn1s Secure Transfer Protocol (SFTP) dnsunseuiunstousalng iudu

mﬂﬁu%migﬂLLUUmsﬁamsasjﬂaﬂumﬂaa@ﬁaéfm%’uL%U"Lsmﬁ (USN1snstnaaa SSL/TLS)

usn1slnsinaea SSL (Secure Socket Layer Protocol) uag TLS (Transport Layer Security

Protocol) Lulnsinaeadidnuaguiuunisdearsiiiauiuaivasndie (9sivazidoniiuily
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AARUIN U.) %"’ammaaﬂaﬂﬁuma?{lamwaﬂﬂsLLﬂsuﬂssqﬂmﬂluizUU%’u—Iﬁ (Client-Server System)
nn1saeuile (Eavesdropping) nsuflelvidenie (Tampering) wae n1suUasuudasdamuiildly
M330a13 (Message Forgery) uladitldlgiinnsii ssL/TLS wldfa wUnlenaliguszasdsng
annsaaeuils uilvuazasuudasteyanldiu-dssevinaniesuinmaiuuazlduinsle Tunsdii
fanusndudeddamuuing ssL/TLS dléusnsmsnmageuiidlvuinadivleans dmslvins
SSL/TLS wielyl manglusnisatunsalduingg SSLTLS ldusnisndnluazveluiuses

didnnsefinduszinniiuled wie SSL Certificate (g3neaziBoaiiinlunianuin a.) RNELUINIS
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1 IS

TuSusesdiannselindfundetio uin1s SSL/TLS aztfumiesdlendrdglunisSnwininudung

Uaendgvestoyadify 9 wWu Yayagna Taualtnsiashn Fein1sSudeiuseninuniasues

Aldu3nisuasiaiaauin1siiv lnsnwizdlduinsndesnsasdauimaiuleddmsunisyimndud

dudnwselind (e-Commerce Website) sansiingsnssumediinnsedindvesniasy

(5) m3dsesdeyauazmIguasnuAesuinisiy
flruinisdesiinmadisestouavenadosuimaiuiiegluniuquasdrsainase uonani
gliinsasiiaiesdielifugliuinsdmiunmsdsesteyavoaivlediedues fliuinisns
nyvasvulsneiiffestunsdseuarirudoyavesliiuins Basdrsesdoyadigliuinsld
wazipsesiosusanuarmnliiunsdseaasdAudeya Indmnumsnzauuazasandesiuain
foen1sldaumselyl
(6) msdndeflsusnsiiletivngniay
JWusnisesaeiidemadinseianzdmiunsafifinmnmsaliuaiusiunsasnds 1o
THlunsUssanunuegiaiuriag sislunsdfigliuinistesnishndofieverutiemie wiensd
fvhpnuduuszaudian msigliuinisidomsdadeiamziioiiubesanusiuasvaends oz

Preazfioudn giuinisiinueilalddedgmimunnuduanaonsdsidueeabs
4.4 wwimensidanszuuuimsdanisiuled (CMS)

nsiawIvledvemhenuvessuazionyululagiu wulddninduunltuvenistissuuuims
Fan153ulaed W ldeuiueg1unIvats 9713Le9LIINANNAZAINAUIEVDINITHAIUILAEN1TUSUITAANIS
I3 I3 Y] No A& ° a o PRy ' = v
Auled laegluuuresnisimuineiidunisdn CMS Afaunangiaunlusisseing daeugy1ali
fldusnismlananunsatluldausielans nsednUsznyniledalu CMS Aimunlasusenlulseinelng

P a a A a o S P & & a P = a @ 2 ¢

wazdn1sAnAIUSN15NIeaVENSlUNSITaIN Fududnmiudsnuilsvesnaluladniswaunivled Taeluy
Jagiunudn szuuuimsdanisivledndunfeusasddlduinisuiniianlaun WordPress, Joomla,
Drupal a1ua161U 91n@0fU89 Google Trends [4] kaza1na@nfALI0IY0911I7 National Vulnerability
Database (NVD) Fuluasdnsiegniglanifiuves National Institute of Standards and Technology ¥5e
NIST [5] Wua1 CMS AflanudenldiuninfaziisneuyealnivedseuuuInguiy 29usii1n15ui s2u
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UIn3dnnsiivled inUssgndldagiioldunisneulandmiisnuiideanisiinisusnisdanisivledduly
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lneg1aieme uagaunsagusrezatlunsiawas dinaluiaunludiuvesienlvlinnuauysalla
witflosa1n CMS Munfeusndussuuvmuinuulainueesa (Open Source) Feiauldssaznuos
TR <)

o X a & a o 3 s alal & Y} 1
HIRIFIURVUUL LLu’JVﬂQl‘Nﬂ'ﬁW‘U'ﬁmWLaaﬂig‘U‘UUﬁ‘Vi']Tﬂ@Iﬂ']iL?U‘l%@]ﬂﬂﬂjqumu@ﬂﬂa@ﬂﬂﬂ U

(1)

[

NIFAUNNFLABNTLNYIVBINUNITINEANULUAIUADANE

CMS AasillonansuuziuuInIInIsinaauaznIsaeAniiesnuininuiunslasnde
(Security Best Practice) wail Plugin w@3ufinasliinnnusiunsasnfonsinuninudosnisves
auarndesuinisiiuuariléuins uenandudensnuanusiunsuasadouddeiitadedu 9 1
anunsathunfansanlfidusuamslumsden s I8 Tngsruseasideadiudulédatn “Choosing
a CMS” [6] 983 GSA’s Office of Citizen Services and Innovative Technologies ey the Federal

Web Managers Council

WT0UNAUNINYBSUSEIIANTINTRILY CMS

Tunsdlaes CMS M8 Open Source Fwfpsardauszmauvasdnimuilunisuiuuss CMS
TRTW CMS NiUszaantnwmunivuinlng dnsdeansniglu wagimuiegisraiiley (Active
Developer Community) a0 CMS Nfi#leAdun15M19unouaueInenI uAeIN15v0E b LA
| Py o x> a o =~ ¥ | | ' s
1NN FANsUTUnesTUMSaUSUU ST UL Wewdludaunnieduazdadlnives CMS aause
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fA1TUNLMATRYAMNEITUNITAAAT N1FAIAT kALK INMTSNIATUTUAUABASY

CMS Nfpdsiluastoyauazionansatuayuilie1vaaiunIsiafg MR WagkWINIeN1s
Snwanusiuaslasndeliiu CMS

5. N1IAIANLATEIUSNISIAUBENUAIUADANY

Wiefin1sAnsszuuufifinis (Operating Software) TifuiA3asu3n1siviousosudtunousald

AonmsfnAslusunsudmsuliuinisiu (Web Server Software) &ufiimumalesnauasiinanssu faewme

IN

fnounsfnfsgenduasiingn Jauaasesuinisiumsfinesieazidenvesgiionisfings (installation

Guideline) WarN1IFIAIMNITIADIAN ) NAvITsieligandALITAINE1MENTATINNULIRILANLADINTS

v bruInshariinuduasasndy Feluninsgruatuliaznddfatenvuaiiieidesn1sinng

(Installation) ka¥n15#9AT (Configuration) MNeatesiuAToaUSNSAU lneazlananteiidendifey 9

owA nsasAlusnsudmSuUINIS AU MsmiAnszuuUImsTanIsiiuled n1sRsrigIuteya N196aAT

Server-Side Script Engine Wag nsmuuasiarulazSnwsiasulidanuiuaslaonse
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5.1 n1saeAlUswnsua1sUTRUSNI513U (Web Server Software)

nsAnfawararluswnsudmsuliusnisiiu (Web Server Software) Fanduluswnsundl

ANauIateTekaziinalesu demainauni1sAnalusunsufings fauain3esuin1sivaisAng
TaziBynvregilon1sAnce (Installation Guideline) hagn15AIAINITINBIAIY 9 MReITe LielH
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(1)

(7)

Usudgsdnusznouvestsunsudmivliinsiveduainane dulnajudrgnuiulge (Patch)
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UsrAvsnlunshasedusunsulifisedy

muAutomuudaieunsederuuansdefianain (Error Message) liliiuanstoyaiidulselov
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doRawannmamdeyanisterveddusunsuuagsuuiisiodls

Jpmnnvfuesansuu (Directory) AldAUINAToya Tuma szuvuFointg Wsunsudmsuliuing
Fu warlusunsudu o Tneasdosdimsimundnslunmsithisasuuiiiesdostomalimnzeauiu
nslfuuasmilsisnusiunmasnie

Y

MTIvARULAINNITAU spg1alusunsy fegliddeya TayBdldnlalaldau wu Jaydvdinsld

o

]
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IUITENINNTTUIUNITAAAAATOIUINTIUINNA WU INGLeNa SN U TvENEAAToIUINIS
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A Wldnaaeu InddiegnaiinniaininIesuinisiiv Teddldnugiunaiesusnisivasiagy
Dusiu
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- a I - 1Y sy o Y1 oAy e v L v a A
LA3BIUINITIV esngUsrasdedinaeldansuiuvrardiludeyaleswiulunislaudinies
USNI54IU
Y o o a < o w = = s - DA
AIVANNITALATRILINISIL kagdrdanuneavlefivateniavsegersueaiiougynliiaies
a =3 a ' . . = v Y = a < a a I
Usnmsivanansaleusie (Whitelist) Fatnglgguaiaiosusnisiiunsianuanuiiaunivinnuing
= i o =~ = I3 A W vo
nswewseaniudmuneavlefivareniwieyeisueailulasuayny e
Yausnisas q Alddnduvuaiesuinisiv lnglanizuinisussian Remote Access d@aulngy
303U IuleddninsfnRsganduasang g ulddudguainiesuinisiviiieriunliy
Y v ] ' I3 s [ < a
dzmnautgannsiindndiudsenausing q veaduled lidnduuinisuseian Remote Access

LU Remote Desktop, VNC, SSH, Telnet #39U3n159u 9 AlAnuiieidesniutivlanlnenss
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9E19LU UIN1531uTeYa (Database) naanauuinis FTP dmsudanisindveaivled n1sida
U3n13919 1 Mabivuesesuinisiulaelildldnuiilssuatounisdalonalviussasnsola
nogeulaAMTRnInINYoImaTY 9 Felunsaigunsaunn onteugniUsrasaedntadeyaly

a a < v a a o & & 1Y)
winsusmsivluseavavzvesguassuuilula
5.2 ANSAIAITEUUUSMSIANSAULEd (CMS)

wwanstunsiuiuledluiisnedunainvaneds Janisihszuuuimsdanisivledunyssgndld
uidudnmadenvilanviesrneanuazainlunsimuisaznisuimsdnnisivles fauainiasuinig

Hussdudeesarasdusenauuieagenauiarlauase Wwsliivlediainuiiunsasnsonazdesiuse
ANANANFUSEAIARTY [7] [12] [13] [14]

See

a

v
& @

sty wesguatuiifalidemuundniunisasinssuuuimsdanisiuled fedl

(1) fpadimsfimundnsnislda (Permission) warn15AIVANNITIINEN (Access Control) luldsing « T
WigaNfuunuIMkaE N veelduInIg
(2) avrvaeuindilvdnielusunsuiasy (Plug-in Program) Mlddndunielildldnuusingegwiely i
o - a & v 4 a @ s A A & o =
ATIANULRLALATBIUINISIUABIAUTonaUN SRR ldvTalU L TUES UYL

(3) MIUATIADUNTENAALIBSTUVRITTUUUIMTIANISIIVgdegaue wasdnmaasdulndy
Uaq0u lianilnaalndanivledndnvesdliuinisssuuuimsinnsiuledvintu
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= a U

(@) avUyddldnundunisindeszuuuimsdanisivled Wasuderdldvesdydfldtuniedeu

o

[

swanurosUn Ty TR dusianuidanuiunsUasnsouny

Y

(5) \Wasu Table Prefix vosgudoyaiiniluszninanisinsssuuuimsdnnisiivled endiegraguluy
WordPress a¢dinsd Table Prefix Maudusme wp_xxx ivaswdudodu iesanoralutemis

WigUszasnieanunsansuidasiasiuagmsslugiudoyala

5.3 M3ReA1gIUdaya (Database system)

9MNeNasi3es Oracle Database Security Checklist 983 Oracle [15] ey Making Database
Security an [T Security Priority 983 SANS [16] ‘1'7iﬂa'nﬁqLLm‘mNms%’ﬂmmmﬁ’umﬂaaﬂﬁmaﬂgmsﬁaga
Sfuinilrnuhadlafuegiann Wesmnlunssuaumsinuveaaiossmsiunaziulediu azdesding
Audeyare q adugiudeusegiaue fufu fauariossinsduieiulusiostimesdusznauuisenaiio
$nanusiunsasafovesdeya

1%
[

Aty WnspruatuiiReidervuadmiunisasagiudeya fail

(1) sadngudeya sugnbianizlusunsuuszend (Application) waziA3oeusNIsIUMNEITaALAs

Tawinuu
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(2)

(3)
(@)

(5)

(6)
()

(8)

9)

AANM AT UUTINTaYamesEuUSNwIAuduAUaendy 1wu Auduungnuseliiiead
(Firewall) {Wwsiu iveladliigldusnismiluidnfegudeyald

asrvdauLaslnuinis (Services) Nlidnlunielildldaiu Tussuugudoya

=

) vy v o % % A o Y] vay M va ]
Fnlnsinsnunmudyiglinelugiudeyaniusseziatinmun wagaudydglanlilasinisldenu

v Y

20NINTTUUFIUTRYA

[

Undydldnumseudunisinfsgiudeya wiawdsuswanuvesdayddldanaty Tiduswadund
ANuiuAsUaansiy

MuuarAafsszuugudeyativelieugnlldeusianuniaing (Null Password)

(% ]
(Y v

nTIvdRURATAULILEIAT1Y (Temporary File) ignas1aduseninamsinfssruugIudoya tHed9n
InédeyadinaneonvvziiveyanilulselovisofUszasdse

USulganesturedusunsuszuugiudoya vsedwan Patch anusengianngendwistidunies

' '
v | =

Fuaraniaue Weilusunsuiianuiuasasndeuniign
AMMuAaNENI5lgaIU (Permission) kagnN1sAIUANNITUINT (Access Control) Tilmungauiuunum

wagvtivesyld [17]

(10) s uAulugudeya fosdinsidisfaiaue

5.4 n15RaA Server-Side Script Engine

Tullagtu nanaivledlafinsldmaluladlunisimunivleduuunadsn (Dynamic Website)

s & Y @ = 1 o a o LY Y v & v [ 1
Faloluniivmaasustaslamudadennmun Inenisvauininiumatuunaintussedenisly
walulad Server-Side Script Engine wu PHP [18], ASP.NET [19], JSP [20] tlusiu fuguainiosuinisiiu
ADNINITAIA1BIAUTENOUUINBE19UBY Server-Side Script Engine Titinnusiunslasnduiinatasiunis

WinflaveuUszasning

(1)

(2)

(3)

(%
[

Ael WnsgIuatULIvairuAdImMSuN5RIAT Server-Side Script Engine @4t

muRuMsEhslidusomsuusing 4 Tsnzaniuumumuesdld 1wu nld Script wieansuuiiiy
TUsunsu mseyywniaidfuarliavduiflétdudivedrdniodniausenduifivingy
fdusnmemhluliuavsursuasldansoudlald viedauariossnisiulésuavsiieen Wou
wazudluld Jusiu

U3uU3s105%unea Server-Side Script Engine m1308wian Patch 9 nuiemgiamneniuaslsiy
nestuaaniane Wislilusunsuiinusiunsasafoanniian

smuneAnaslalss Server-Side Script Engine LLam‘?JjayjaL’Jai‘%bu%ﬂ Server-Side Script Engine 71
iw3esuinsiiuldann lu HTTP Header Wosnnenafusessliiussasdioansiinostuiiaios

Usnsiuldausazmve sl vindunsiels [21]
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@) AnuarIRART Server-Side Script Engine Tdl#iin15UW@n1919881880U09U0ANUNTOUEAS
Y a D] a v I ao & & )
Toranan (Error Message) Mnsaalseastdunniszuansdoyanininluasliilussloniiu

AUsEAsAsY

5.5 NMSATAUAKALSNWITARNIU

2 ~

nsldauszuuane o vesduledlutagiu wiesuinisivinduiivssesnsisaeunaziudu

v A

Aanuvedlduinis induyananlasuoygianseld Falasuiniudnly YeUnyIgly (Username) wax

vy
)~ =

swaru (Password) Tumsnsiaaeu Fsnsidngdszuuiedetydilduassiariudy darudssgwionisgn
TauRanduszasdie uagtadedagrilinislanfiduiavdelddu dniusgfunisiuunsianuvos
Ausnsieadundn fennglivinstmunsiaimuilifienusiuasiasniouds Avindudumsidalenia
TiUszasdhemamstainazdoyaiilumnuduvesfltuinsllaeie waznelmAnnansznusnnuneg
Wy nsvigsnssueaulat mngUsradionduietyduassiariuveslduinisld Aaunsavasudh
weilouindugléuimsientiluvigsnssule 9 Aldedndase Wudu suuuulunslaufifiednionsasiou
“U@Qﬂm%m:ﬁ i 23%Afe Dictionary Attack wag Brute Force Attack n151auASAEN1ULUY Dictionary
Attack 1unsguiendeyaviesiariuainddwifioglu Dictionary uazddwsifinuyssdasenin “word
List” Tuvauzfinnslaufiswaruuuy Brute Force Attack [2) as1uiBmslaudsenisgudeyaviesaniou
Ingmawnsiaumuynanudululivesdnusluusdazndn fusvasieeadulinnduemionsazly
Tusunsudluifvianuiiownnduils 85 Brute Force Attack amnsnmswaruiigniasld ifissusduogi
srpvnaenduiinznnvietiostudueg fusududouvaaniadasiasio

v
v [

v & v A=t ° A a Y] o YN v Y Y] &
PRUUNIANIZIURVUUIIN E]ﬂ'ﬁﬁu@‘ﬂLﬂEJ’Jﬂ‘Uﬂ']i‘i]ﬂﬂqiiuﬂmqlﬂﬂmﬂ’J']llllu@N‘Ua@@ﬂﬁlﬂﬂu

(%
(Y Y 1

(1) ssesaeulvdaudunilasnsdy (Strong Password) lagsiar1ua1sUsenaumefisnesiigg

13 Y o [ 3

Snuasiilvanauty Sfewasdydnvalfiavediedos 1 vdn uazfesdruenimunlites
N3 8 nan

(2) fvusliinsasusiariusg ez disanlonianinnisgnaansary

(3) Lifuswarindilifinmsdhsfaduuuedosuinmadu sndududesinsfusiaiuaseglusuid
nasfaduaufinnssuFuauiuasasadeiivun [22] Wy AES wie Triple DES s
wazsniimaiveglusuuuuesaues (Hash Value) aslddunouds (Algorithm) mulinnsgiu

gruausTuasUasneivualy [22] @y SHA-224 SHA-256 SHA-384 SHA-512 \Juduy

6. MsnaulUsknsuUIEENAuLASaIUSNMSIVaEsiunsUaBniY

asfUsEneudfresnsihwmutiuasasndeiuledusznausenissneauiunsUasn ey
avduvdn Tiud (1) msshwenuiuasaendevenaiosudninivuaslusunsudmsuliuinsdu @l
nanluseazidealiunil 5) waz (2) MmdnwimnusiuasasnfeveslusunsuUssgnduuiu anada fe
anAuiilunislaufiivlsdifiedsunuasdeyainsunininiu (Website Defacement) Faglasfil
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Foquszasdifieuudsuntinivled 1l wa. 2556 Suunmadseinmmieny (ane Tawu th)
wuinuledvosminsanuuesiy (so.th) ignduanaudsnanddmiugean 1,929 Livled Eaduiovas
44.6) wariulwdvesaandunsAne (ac.th) d5qwiu 1,515 Vuled (Aadusesay 35) Gﬁanmeé’ﬂﬁﬁﬂﬁ
Aedinslaufussandindminangeduiviedounnsesiiinanlvsunsussgnduuiu Wesnnvesads
fnmssmwarusiunsasafeveddusunsussgnduuiuinasgnuosiuieiidudodidsny

Open Web Application Security Project #38 OWASP @aifuatfinssndeduiiiodaiasunas
fimunsnwanusiuasasaseveaivledvielusunsusegnduuiuldingdavilasensdn 10 Susu
aaidssvaslusunsudsegndvuiudulsedmnd elud 2013 du fnsdasuduarudseiinugaan
10 $udiu (SeazBuniiniuanduled https,//www.owasp.ore) %qaaﬂﬂé’aaﬁ’ummLﬁ'mﬁ@uéﬂismu
mMsinwmsiuasasafuszuuaenfiunesusamndlng vie naiddn asanvluiuledifeglulssine
ne Tngdeslnivioanuidssiifefulusunsuuszgnduudvinudnngazduieanslasfannede
#1499 U SQL Injection, Session Hijacking tay CSRF Judy

o o

A9tY WnsgruaduiiFafitemuuadmiuiuinislunisinuiauduasasndevedlusunsy
Uszgnduuiuiielesiuanudesinedulusunsudssgnadanududulngiaadl

6.1 nnsUasnunislanfainmaiia SQL Injection

Tullagtu nansivledlafinsldmalulaglunisimunivinanuunain (Dynamic Website)
= & D a % v o | a 1 PR PN Y = & s
Fadomluntiivmaidsunlasldnutadendmuau Wasuuvamiugiaangldusnadiaivled
viaasuwlasnuigldusnisimuadudu endregiagu Vulednszauyn dedlduinisfeaniseu
nszylunszaun Weunsuussendinete sazdszinananaziansiiivmaiiludegiuunnfianliun
A lEUsNg

Fendnuaznisvinudisiu Tusunsussgnduuiudeudetugudoyaynadaiiinaiionmii
Auwa Wuanuglimianistaudiivleddiemaiia Injection FanrslauRdaemaiin SQL Injection 4
Q’Uizaaﬁ%ﬁml,mﬂﬁ’]é'a SQL W lunig Input Form vutiuina vilwanuisadniunisia q Aaudulu
gruteyald Taosudds SQL 19U Insert Update Delete w3 dsidstngiudoya iWusfu difmunlusunsa
Jspenduuduiiudosianivledlassdsinistostunislauidewmaia Injection fe ey unsgu
atuilsafidermualunstiostulameenan dail

(1) Wawnsudszanduuiufosiinisdnil Prepared Statement wag/W38 Stored Procedure 1iu
Bnsfaruenddslunstszinananazaiinztihlluszananasenainiu 2n3snsfananagdae
Josfunislaufisnesnisvi SQL Injection 1§ Faanunsefneseasideniiuiiudes Stored
Procedure 167 https://www.owasp.org/index. PHP/Guide_to SQL Injection iag
https://www.owasp.org/index. PHP/Avoiding SQL Injection#Parameterized

Stored_Procedures
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TUsunsudszenduuiufeaiinisdnyin Input Validation &4 Input Validation 0u3gn1sildlunis

v [

nsraaeutoyailiiudeudiundszuianasis duinduisnasiiddgyuazduiudignly
nszvaumsRaLnszuUliEmnuiuasaendy mnszudle q veulviglduinmsaansadeuteyals
Ingldfinnsnsrvaeuudn nislaufssuuazaunsariladne A5t Input Validation duannisde 9
WigauAfosansassysULuuTeateyafieyymuiohioynalvitdeudigssuu Fausundndeinns

711 Whitelist tag Blacklist anud1aUA188190115%11 Whitelist 19U n1sonlvanlvdenasazmiod

augnbioninanlianglndnfiumana (File Extension) u .txt .docx xlsx .pdf it #9013
W flaidud1nsuyia Whitelist fenaifagyinlinisneteiusnluanliddunsiens q Juvu

sruuhlaengadu faeg1an13vi1 Blacklist 1y N135UA191A Form MKlduIn1snsenidnunazfes

laiaqzywmiﬁﬁé’ﬂﬁussﬁLﬂwﬂizmmﬁﬁdﬁlﬁmmﬂwﬁé’wL%ﬂﬁﬂ@hq q 1y dedlifinisldiniamang
< > visodetldliinnsldrin <scripts 1WWudu Fsnsimunileddudmususi Blacklist fananaae
Pgyilianlemalunsgnlanddiialadnsziumils
TUsunsuuszgnauwiusaadinisyin Encoding 3% Sanitization
foyaiifuananaieuenalsiinisin Encoding w3e Sanitization neuthAanUszanana
iletestunislauddomadasing 9 deyafiiiunszuiunsdnanazgnulasguuuuesdeyaiids
snanilegldusnsTieglugunuuiiszuuiludseananaldlaglisunse fogragu msldau
#lari4u mysql_real_escape_string lunwn PHP iiiedosiunislaufdiewmadia SQL Injection
Tneilsiduninanazyinnisnsraaeuindinistoudidnasyiawdunie i wind fleidudenaaz
yhmsiiueSone Backslash adlufumih wu mnfuszasdeteudeyaililunslaufiszuy
u ' OR 1=1 - svvvazuvasAdu \ OR 1=1 -\ Fawirdudeyadideunleudaylaiidunale o
swazBenainsosnuiuduldanienaisves OWASP
(https://www.owasp.org/index. PHP/SQL _Injection Prevention Cheat Sheet oy
https://www.owasp.org/index. PHP/Query Parameterization Cheat Sheet)

6.2 n1svasiunislaufanmaiia Session Hijacking

Tunsndaiuledle 4 vewdlduinig azinsdsidedluduasesuinisiu Fuasosusnsivnasd

ax a ¢ o Y a ad & addy vo & A % <

Tnslunmsasiaaeunariigatinuresliuinisainnaeds 3a3snldiulaeuiniuse n1sadilniy
(Token) @aldidudoyanisfusesdinuaasglduinis (User Authentication Credential) YU 9310

& v W Y a o < Y] a 1 . . agf o

nszuIuMsBudumauveslduinisdusa NdniSendn Session ID Ing Session ID Hazgniluldlunis
9198 uaraTIvdevanslun st Iumasng q ludvlsdndlduinisdngeusy Session ID Tavgnld
unIglduinisazlandsnadusunsudugiv Afeazilunisau Session ID Tuly wavazliaiuisald
Session ID Wnlun1381984laan wenideandealalusunsuAugiiviulml 39aldsu Session ID Tugd 910
anwaenIsininutedu sibiasesusnisivanusofanudeyanileglduinisldnaennsiumng
TWsunsudugiudslignla viliduszasdseaunsaodededlwitlunislaufiivlusiagds Session Hijack
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Ipdunfanisanulug Session ID va3gldu3nis ¥nen Session ID MWldlunsidwivledmednsvesdtves

Session &

(1)

[

U dgjdy o U U ! dgj
41RIFIURUVUU %@ﬂﬂ%u®1UﬂWi{jaﬂﬂu‘ﬂﬁy,MW@ﬂﬂa’n JU

Session ID NilUayAN13TUTRIRINUVBIEbEUTNT (User Authentication Credential) #i9eiinns
WnsEdu nsiisiaauteyanissusesiinuveliuinig medanesiudmiunmsiiisiadu vise
ilantuney awrgliuszasnielianunsahdeyadnanunlilalaedie Fezsananuidssain

nslaufmemala Session Hijacking

(2) Wswnsuuszgnduwiudesimue Session Timeout Tusseziiailmuigaunisfiinua Session

(3)

Timeout Lunsn1swilafitasanainudssainnislaufigrsinaia Session Hijacking Wail
syzi1afildiimun Session Timeout 1atuAazLivlefiuagfungfnssunisléaunazany
dosnsldsuvesléuinig snfedradu maglduinisldnaiedslunsidreunasyigsnssud
Redesuudvlediadoauay 1 $2lus Aenaazimunlil Session Timeout ogfi 1 luadugiu
favuaan Session ID 1uArduiiatainildldnaslifinnslds1lussozinanfiimuisan
n1514 Session ID #Lfuenda (Random Value) aualaild waziduaitlsidinisinduuldsly
SrpznaTuzaLaztIsannmIudsInmslauiisiemeaia Session Hijacking 1

Hoad3A1 Session ID lutaanian1sdeasiiinisidnsiadu (Encrypted Connection) Tusunsy
Uszgnauuiuiifinigdasn Session ID suszuulaietioneyimes Tnglanznsdaiusaudslu
URL aghaillawe shazfimnudesionislaufisneweia Session Hijacking g4 N13daAn Session ID
sdsYesIsAsansiiinsihsadu 1wy nmsdsdoyadnulnslnasa HTTPS (a3 waziden
Wdslunianun v.) Wietestunisdnasudniudoya vie fnsdwitudemnsduilailamese

<3 ¥
A571504e LUURU

= A a v Y ) ~ a . . . = a a v
3'1863LEJE’J@IV]LﬂEJ'JGU@Qﬂ‘Uﬂqi{]@\iﬂUﬂqii"ﬂlmﬁnﬂLV]@UFI Session Huacklng a'uJ’ﬁﬂﬁﬂ‘H']LW@JLWﬂJVL@

INLBNAIUDI OWASP a1yl URL ‘ffhttps://Www.owasp.org/index.

PHP/Session_Management Cheat Sheet

6.3 n1stUasnunislaufannmatin Cross-Site Scripting

Cross-Site Scripting (XSS) tinngesimiveaiuled/umanilidfimsdanseuasnsivaeudeyad

lesuangldusnmsindudeyaiiiedolivseld viliiussasidvaunsaunsnmdssng 9 Whluluiume

= Y a a Y S Y o o Y % v %% °
degldusnsisenniniumatiu Aensazgnaluedeyadidgluls 3ajuszasiivenassiiluaiusesuas

(2% a v v & (3 =l P [ Y a Y a
aQﬂBULGUWI‘UENL’J‘UIGZIG]LﬁlIEJ‘LWi'lN'NLUuEﬂ%UﬁﬂWi@’)‘ﬂiﬂ

[

wnsgruatuiiiiverivualunislesiunmslaudmemelindainan fail
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(1) Wsunsuuszgnauuiudesdinisyi Input Validation
Input Validation 13u3snsitlélunisnsavasudeyaildsunoudmuszananasis Tngld
NN Whitelist fo seysunvuvestoyaiioyywlitoudyadissuy wu mssnlvaslnidionans
wioseyqlsisninanldianglndfifiumana (File Extension) 1 txt .docx xlsx pdf iy
2) WswnsuUszgndvuiugedinsnsaasuteyayaaduivlad
nsnsvasuteyagamddulivledinideiudouaiiinund 1Wuarsudfisunse 3ol
WU @nsURTTIASpneShusE e 9 W < > ? & # 1Tudu Tnedosiansennieamnemani
rouflazthluussmnanaiedesudnisiu wagmsnsesdunaangliidundn Tnedunnsing 9 laiens
gnihanldanluiud uidesiinisnsesnounnads uasdestulaldigldlasansaniudla q
asluuls Aasuuaanan "Non-alphanumeric Data" Tinaneilu HTML Character [donou 13y
\3esmnetiosnin <" magmuﬂmtﬁu "& Lt ;" usiy
(3) Wsunsuuszgnduuiudesdinisyih Output Validation Tudnwauz Sanitization
A15 HTML Entity Encoding 38 URL Encoding ﬁu%auuaﬁ%uamma 1nen15%1 Output
Validation W3guiaileunistiesfunisuansuadeyaiilifisUssasddsilaflduing wu mIuansua
fofiawan (Error Message) luunsndsanauansdoyaiiiuusslovidodusrasdde defoya
FavueiiUszasdeannsanurnundudoyaililasiivledldhenntu fegratu mildnu
flafdu htmlentities) Tun1w1 PHP 1iletestunslaufdnemaila XSS aunAingusvasdseiing
491 <script>alert ("Hacked")</script> 1111695z vusudwl snile Lﬁamﬁ’mdngﬂﬁﬂﬂ
Usgananaruilsddu htmlentities() §3aziinng Encode e 9 Teglugunuuilsunsuaugiiv
sendufssfomnusssun nadinadnsfildainns Encode freilafduiand azldoanuniu
&lt;script&gt;alert ("Hacked")&lt;/script&st; a¢19l5AnY IUiLLﬂ‘iﬂJﬂu@L%UgﬂmuﬁﬂLLaﬂ\‘iNaﬂ'W
ssnanlendu <script>alert ("Hacked")</script> Tuilsglduinsleiog usogluguuuuvesdonin
Flalanansminnusznanaludnuuzaniudnuiiuszasdiedesnsle
(@) Wswnsulszgnavuiudedinsldenu HTTPONly Cookie flag
HTTPONly LﬁugmwumiﬁmummLﬁmam (Flag) ﬁm%’uﬂmﬁ’uhﬂﬁﬁﬂ;ﬁ%w‘%msmmsa
nsLifisAn Cookie wasszuldl Tnevhlumnszuuiivesluivesnslan@semnaiia XSS fuszasd
Seorvdsidaiioliglduinisvhnisetudeya Cookie vesfliuinsuazdnasudsdoyasenluss
Jangmna saudsluvisadsonadsliiinisuiuudsuailu Cookie lide udesnslsfiniunislden

[y (%

HTTPONly* Hugadidednininauisaldanuiulusunsudugiviaiuayuinty wu lUsunsudug)

* lonansues OWASP I¢7URL
https://www.owasp.org/index. PHP/HttpOnly#Browsers_Supporting HttpOnly)
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11U Chrome A9UALIBsTY 1.0.154 %50 Safari AauALIOITU 4 %38 Internet Explorer AaALIBsTY

6spl tDudu

6.4 N15UINUN1SlaNRANWATIA CSRF

Cross Site Script Forgery (CSRF)® iludisanauuszinnuianmaivledninainnisnguseasnse

'
[

dnasuvasuulasidsteyaliiafioududdsanglévinsieiuilefndeduszuuse o veadulud
Taoruledazidlaintdufemdsiinangldvimsdsuazduiumsmuiisons wWu fuszasdioende
Feslivoaiume Uasuulasddsteyaliiafloudumdsninidmestiydaiaiefnsetuszuusurasma
Bumesiin ﬁﬂlﬁi$UUL%E}LLaBLGﬁﬂﬁ]’jﬁLﬁ’l‘Uﬁ]ﬂﬁ@%éfaﬂﬂ’]ﬁﬁ’]ﬁﬁﬂiimﬂ’ﬁﬁuﬁ?‘i‘! 9 939

[

U -dyﬂl ¥ o 2 S v a [ 1 dy
HRIFIURVUU Jomuualun1sUeaiunislanfmemaianingry fedl

(1) TWswnsuuszynduwivdesdinisldaru Unique Token uaz/n3ensi9aou Referrer 52u1UN13

o 1

detoya vivomdsiuluunesy
nslauddemadia CSRE oradusesiivilaldendnila widsnstesiunlinadfiande
nsasdeyaneds wisldlunminsivaeuanugnisvesdeyaiidwnussiiana 9199emenisas

Unique Token Tuwuuvlasu wieliuwilaindeyalunuunesufivzdunvszananalunsazasadudy

Y A

Toyafiinun1nnsiglduinisase llalusunsudnludfvisearsudildlunislaudusdegnela eag

Y '

aa . U ¥ ¥ 14 . . Q" | ] k4 =
Wiuiag13vesisn1saenanilaainnsidnldeu Online Banking Nluusazn15vignssuazdodinig

o

gudusenuneiay OTP (one-time password) Aeutaue watdunistuduiinisyiigsnssuiuiin

NFLEUINITAT

'
& U a o v

(2) Wsunsuuszgnavuiudesdinisld Captcha nsivasuwdasaauznisviauluilsddundfy 9

W Wasuananuzidendedun W Meludiszandus ssuuasagliglduinig ududinudn

A3 1w Tinsenswanulual wSeuruld Captcha WWudu

OWASP léTenansfisausumaiacms q lunistestuainnislauddaewmaila Cross-site scripting &
seatdaaLiNLANAI URL 1
https://www.owasp.org/index. PHP/XSS  (Cross_Site Scripting) Prevention Cheat Sheet

* foyarfintindiiisadesfunislanddronianaiadanaitaruisasruiiuinlaiivledues OWASP uas v
SANS 970 URL #ai]

https://www.owasp.org/index. PHP/Cross-Site Request Forgery (CSRF)  Prevention Cheat Sheet
https://www.sans.org/reading-room/whitepapers/application/appsec-cross-site-request-forgery-

attackers-33108
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6.5 nslasiumslaunandgymideyaduidlva (Sensitive Data Exposure)

et Vulesisindnsfudeyandmnudfguosliuins dafife mnoavdnsuseddussevy
yinolavingiasin siaiwiliidssouduiu Sedndufiazdesiinsmunulidamedouadanaisiedi
Aendeariiy wasdesdinsmuauiormuudufeunietoruuansteianareliliuanstoyale 1 A
Uselowinoduszasddne fimunlusunsulszgnavuiuiudosiuunivlsflaemisdnisinuanudy
yostoyafiinrmddnyse

o

wnspruatuiivefimuntunsdesiulgmeaingn fal

(1) Wiwnsudszanduuivagdeaiinssenuuunazaivaudennuuisfiouriodennuuanstoianain

(Notification or Error Message) Iaﬂﬁuam%a;ﬂaﬁL‘“ﬂuﬂsﬂwﬁda;ﬁﬂssmﬁ%ﬁa

(%

(2) Wswnsuuszgndvuivazseaimuivledleeldlifinisldenu Autocomplete Tunuunasudnfay

o

WU WUUNDIUAIMSUNITRINLLTIUNIS FIITUTEUUNTTHERIY Y58 hUUNBSUMLNEIUe9IiUN1ST15Y
[y Wusu
3) Lild%e URL Aienawaladedsldlunisidrdmdiivdmsulguainiosuinisiiu (Administrator

Control Panel Web Page) 19U admin. PHP %38 login. PHP Juduy

7. mssulieaatunisalieanauiiiinainn1slaudiivled (Incident Handling)

Foanevioanumsainislasdfiiatusudulsdlutiagtu amnsosuunldlunainuans Ussiom
gosmsland eradunszanusiygivlavesnsldnudumefidaildfinguueninessudfudieiy
wousdaininnsunidoyaismslanfilamouarannsdunldessiemevulandu vefidn Fa1n
fhegrsaddninedinnnaasununinagiivledvesmhenuludszmalne (th) lud 2556 wuaia
Aulast th gniangiiiewdsuutasiuleivieizondn Web Defacement @4 5,230 Vulws uanainidsmy
wnn1sallaufludnunrdu 9 Snunane Tufiemsiidiuiudes q egnadeiiios wandiifuisaudsade
msglandvesszutlumenusing q Jsdianudndudesiuniuinasmsuaznsdidunsiisdeslu
ns¥uiledlaifaugnisalaniludnuaesing 4 ferafndu

7.1 mssuliadeanauiinduiuiuled

Inauwinenssuiieaniunisalisaneauiiadudvlsdauenaisadull Suuneendu 3 Ussian
YaaguiuuNsIauAdswaluil

7.1.1 nadlduladgnungnuazAaunu (Intrusions)

[

faanauainnisyngnuazauauiuled (ntrusions) anunsanuiiuuazBudulaineiian Wesan

9 9
(%

nslauftudnezdesinisasiesesseensevdngruiiiuldegedniau auudazyauszasives fusyaniig
Aaegagu n1sasamtiivlednasnais (Phishing) wiendimanian1siiu nsidsuulasdoyasiia 9

cz s - @ o A o - % Y Y ¢ o %
v AUy (Web Defacement) Lilenianalunisinansdeidss visudinseianisineunsdawisuwivles
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(Malware) Wisligidnvaiulesifadauss Wusiu Sanssudieanunisaldeanaulunsdiivleignunsnuas

LT I |

& o a o = IR o et av o P -1
ﬂ']UﬂiJua']ﬂJ']iﬁ@']Luu‘ﬂ'ﬁlmuaﬂ@m%lﬂﬂjﬂu PNUU AR TURUUUINTDNTAUAVILNGIVDINIU

(1) Unnsideusievasiulesd

(2 duundoyadine 9 MAeartesiunsgayngniiiothunldlunisiiasigs Wi Web Log Sourcecode
Database

(3) AreaeutewnInslanfnazdedlnivesiuledfmedoyaidnuian Tngluseninadidguanids
ASIAERUYDINNNSTLAUR

(@ sewiunsnaseuinadiaiumanu Static Tusmaunubunsianga Wetuasaniunisainig
Unuuuge suiludadielimhonuamnsaduiunsialdedseiiles Ingdiumadananaisia
fegluiosuimaivlmi ileanmudssainnsiedesuimaiuiugneuauiasUiudeu
nssareng 4 detiostulliinadutoyasing  eguuaioudy

(5) fAulusunsuiiiendes doyaiu uazgruteyaiifertosiuivledidunesdunounthiiazgnland

(6) ws1vdeutaslniveiulud (Lﬁa%ﬁ'ﬁ’udauuﬁﬁﬁ%gﬂiﬁma) A18n15%11 Vulnerability Assessment
uilvveslmivesIuledfivinliiuszasdoaansamzifiedimuauszuuls

() Sufinumanisaiuagduneunisandunisiiiatuianun welfidudeyalunisdosiuuagnis
Ussanunuiumheauiiieidedunsaliisndy

Tunaneadinuifuszasieaunsoyninuazdieuauivledldunauuwdudidanaths
sessesvseIdsuntasieyalunaien dwmalinsinsesideyanslaufuazdediveaiuledrudeya
Log thuhldentu iesnluuiamhsnuiifivieys Log Wifiestrmaenils vilinisinmgideyalutos
nanfidinisTaufiads 9 dulslannsavild egndlsfinudauaiomumutoya Log sgahiauaifionsraaey
amslauffiAniy

7.1.2 nsdhivladgnlaufludnuae DoS (Denial of Service)

mslandiuledludnume Dos dunanfe nslaufilesuiiuldivledldannsaliuinisold
Futsrasdannsafnldainvatsdin 1wy nsanmunindefiovesminenu nsaslenalunisviigsia
suidudagtunuhildwszasdluBsnsidesnmsuimsidanife ddifunguusninesusznimitaglani
mipnuswnsuuuldlilauinislddn lutagtunslaufivereseenlinislaudfifonin fnea uie
DDoS (Distributed Denial of Service) Lﬁué’ﬂwmzmﬂwaLﬂumjuﬁtﬁmmﬂLﬂ%qmuﬁama%‘wma 9 TECE
Tasfimnglunandeatu damsiuiioanunisalfeanaalunsdiiuledgnlaufludnume DDoS tu
wasgruatuiiteditermuaiiieadosil
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VolTh

gausule

FaspsuTulse

NI

13.3

PINNIT LU SN SUASNANTENUAUNIS IAUI NSTUD AT D
U3N543U mseedinisdrseadeyannaisnoudnisld
TUSUNTUATIFEDU (P99 7.2 1B 3)

13.4

3

AsalUsHNSUNINNINEelUskAsuTUlUTuNSRSI9de U
WiawSeueunadnsinlaann (e 7.2 1e 4)

14

ﬂ’l'iLﬁU%ﬂH’]ﬁ@ﬂJﬂﬁﬁ]i’lf\]iﬂmmamﬁ’JLG\E]% (F9a? 7.3)

14.1

nmaiusnwndeyaasasmaeuiiunes wse deyanisly
uvesfld (Log) musnsguatiuil UsRmudoriinue
TunszsvtygRifen1snszyinauRanIIAeNiImes
WA, 2550 way Usgniansensanaluladansaumanay
nsdeans (a3 ndninaminisivsnvdeyassasma
AoufmasYRsElsUINNg e, 2550 (Fdedl 7.3)

15

nsdsesteyaiuled (Hadedl 7.4)

15.1

dnsdmihuunuidilumsdsesdeyaveanissudnsiiv
(1) wwfuRresaennfeIiutaiMuANINg e
(2) wwjURnesaenanaatuteyniun1daya,
(3) wufURdesaenadesfunuuleusAItes
YDIDIANT
(4) YPUTLAALALVOUATDI IV U
(5) unumuaznthilvesiiiendes
(6) 13osuimsiviifedostunuUfoa
(7) etleuvasdniianiy Inawnnglunianguing
wagmanaila
(8) 18azIdATRIN MY VaRnWudaa) wag
wunlleniesesdnsfiieitos
(9) AmnuAvasn1sdsesteya
(10) SuneudmivBusiuirdoyaiifimadisedldsuns

auadnwuaznistesiueamingay
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(Fwsudauaniasuimsiivuasinauilusunsuussenduuiu)

LuunasunsIvdavanIuzANIUAIUaannsasuLIU w6

VolTh

gausule

FaspsuTulse

NI

¥
(9 )

(11) Yumoud

Y (%

wivguduiteyalasunisvitaieved
@ [ d' a o [~ £

msuiusnwdlalifianuswdulunistdau

(12) Tupeudmivguduinteyaniinisdisesause
P o Y ) Ao ]

anisenesnunldnulaegignaedunsaiiiinisiee

(13) Ausuiaveurewilduslunmaiusng

nsUeaiiu uagnmsianedeya

(14) 53&15naﬂuﬂmﬁu%’ﬂwﬁayjaLwiazﬂizmw

(15) nthnsuiinveuvesfiudsesdaya (mMni)
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wuunasudmiunsudlusientsndadiasuulie (nmsnsrsauaauzaNlunslaandie)

fogrsveswuulasudmsumsuilesen1sngwesusuldainainn1snsiaaeuanIueAUIuA
Uasasdveviulgdmutenmuataziwimisluginsgiuatiull wesdlonusiensaludulymudamnuad
Wiszysenisuilvadusuurlesundeuduimuaszezianlunmsudludiediavesiegieitewely

UNAIFIU P
Vulas
anug
TngnrU89UY
v o . Aoty

s o o | | A1eSuresrens . NSO LY :
Aauin ; WA - v = v o v

< { o SuRawau | Jufindn

UIAIN S18A1TALY

v Y L4
91997U | NBIR9UIUUSS
<
lng 1639
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AAKNUIN V. g‘lJLL‘U‘Uﬂ’ﬁ?i’e]ﬁ’]i’é]‘c’h\‘iﬂuﬂ\‘iﬂa’ﬂﬂﬁﬂi%%dﬂﬂIﬂiLLﬂiﬁJﬁu@L%ULLazLﬂg’ﬂ\‘l‘U%ﬂ’liﬁU

Twslnaaa SSL (Secure Socket Layer Protocol) tharg TLS (Transport Layer Security Protocol)
Julnsneeaiimuasuuuunsdeasiifiausiuasasnds Geanunsatestunisdoasvelusunsy
Uszyndluseuudu-1i (Client-Server System) a1nn15a8uile (Eavesdropping) n1sufbuluidanie
(Tampering) waz nsUasuulasonuiildlunisdeas (Message Foreery) nslnaaa SSL gnununldenu
afausnlud 1994 IngU3EM Netscape Communications wagfirinuanléfinsusuusafioutlatigmania
fuasUaandsresinslnaoaly 2 ads waznesdugaiinevos SSL Aerresdu 3 Fagniwmuilull 1996
puenas RFC 6101 [8] luvazilnslnasa TLS gnimundeseaiioundlutgmiaiuiuasasnfoly
Tnslvaea SsL1ud 1999 Tae IETF Faldfinmstmuaidunnnsgruuasldfinsiannuiulsaeidesiunniy
TLS 124 1.2 Tul 2008 Mt RFC 5246 [9] Lunestuilagtuildiunisseusuluieswesanusiung
Uaandeanndign ogslsimulutiagiuedosuinsiuaslusunsudugivlildsessulnslnaea SSL/TLS
ynnesiu fetanuansdsadulediill [10] dodeunnsien wa. 2557 nudwdulasunnninfesas 99
sesdulnslvaea TLS 1.0 wag SSL 3.0 Tuvaeiiulediisesiu TLS 1.1 wag TLS 1.2 fidunufesay 23 uas
Jeuay 25 Auasu

[

Inslnaea SSL/TLS Amuaguuuunisdeansiianudiuaslasadenisnssuiunisiugiundifgy
3 N3zUIUNSTILaULA

1. nmstufuinueaaiesuinisiv
Twslnaea SSL/TLS sygwliglduinstuduiendnuaiveandesudnmsiiu (Web Server’s
Identity) Ineltinadiavesmaihsialaglinauasssusasaaevlufusesdidnnseindvenies
Uinsdvieenlaegliuinsesnluiusesdidnnsetindiundeienieliuaslususesdidnnsedind
manandeanunsaldauls Wivueeneriesglusenisifinaeuluiusesdiannsedngd
2. msgudumnureelduinig
\a3eauinisivatunsaduduiondnualueflduinng drenisnsiaasuluiuses
danvnsedindvesdldusnmsmeweiavesnisidisialaeldnguaasisasduiu dulwgudilunsdl
ffinsBudusiauvesdliuinig fldvinseslimsdududinuveaniasuinmaivmugiull dady
nsBudusauiaaesine (Mutual Authentication)
3. mshstateyaitldlunisdeans
Tnslnaoa SSL/TLS annsaldlunisidrstadeyaildsudstiussniaaioswimaivuas
TUsunsudugiiu Tnemsidennszuiunsidhsiadeyadisianusiunsasndouazimnzaufunis

d' o v v Aa v Y o« a a 1
GRGHE u@ﬂf\nﬂu&h‘i?ﬁll']iﬂmi'ﬂQa@Uiquaﬂ@yjawmﬂqiicUﬁ\clu‘UlIﬂ']iLLmﬂMi@Ua@NLLU@Q‘Vﬁ@iﬂJ

Auledldladnisun sSL/TLS wnldeu azlalendliiuszasiiieaiuisaasuile uilanas
Uaouwdastoyanldsu-dsseninuesesuinsivsaggldusnisle
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1. N5LANLIBSVUVDY SSL/TLS Mmsnzas

1.1 Tnslveea SSL/TLS fnaneliestu uiaznaitulinuaudimuainuiuaslasndelimilouiy delu

WHALLIDSTUVDY SSL/TLS fsnuasidensall

(1)
2)

(3)

SSL estu 2 fimniuasUaondosuagtagtulifinigldau

SSL 1efdu 3 sWawmnain SsL nesiu 2 udluagtumirsnudidng/lidesldau ssi
Vesiu 3 Wednn SSL Laaésﬁl’uﬁiﬁﬁ@mamﬁ’aﬁﬁw AQYUINOLNY ﬁﬂﬁgﬂ;ﬂ%ﬁmsmﬂmjﬁﬂﬂw
U TLS v1.0

TLS efiu 1.0 fimumain SSL nediu 3 auauiRdnlvgudiinrusiuasasady eld
nufvesrusznaudy q egesednsyTs kulnslnaea HTTP

' (%
AV v

TLS w5ty 1.1 uay 1.2 udlalgmilusuenuduaslaendendunidinviovun

Tulagtuldsunsudugiiviinissesiu SSL/TLS Tuusiasiestudweluil
Mozilla Firefox t1059u 27 uld 045U TLS v1.2 Lestuimniiusessuame SSL 3.0

g TLS 1.0
Google Chrome sy 30 Tl 50950 TLS v1.2

Internet Explorer 13054 8 FulU 589%U SSL 2.0, SSL 3.0, TLS v1.0, TLS v1.1, TLS v1.2

1.2 wUInINstaenlaasturadnsnaoa SSL/TLS deail

(1)

2)

Y
v a A L3

TLS v1.2 arsazthunlfifulnslnaeandn iesnluesduil fesdusznauuasiinis
witymlusuauiuasaendedliflulnsinaeanesduney 4 Jsh unaslesuvouno
Uimaulisesu TLS vi.2 Aldnaunuileysulss viedinmsvesdliuinislisessu Al
Laualﬂé’ﬂ;ﬁﬁu‘%miﬁ?u 7 WiesmanselUluewas

Tududu wushinasesisnsdudessessu TLS v1.0/ TLS v1.1 ieswndsdl ireslduins
1¥nslnaeaieidusy q sdramainvans da TLS voen 2 nodduil szsesiuausiuns

Uanasslunisldnuniisswadmsuiuled

2. N15LABNISN5HUNTIEVDY SSL/TLS Nnunzay

lunsinsedeansuazuaniUisudoyasgrsiunsaends agdesiliudlaladinisinsedeansiu
Nndulpgnseseningdadoyauazisutayandesnswasliiimsinileteyalreyanadu dulnsinaea SSL
waz TLS ladinsle Cipher Suite dmsuninunszauaNluasUaonioveIn1shnaedoasiiindu Lag

Cipher Suite 9zUsznauUMenuelATIas1I9eN o NiwndsznaudwilminanuiuasUasaduluseduig

q Feanusausuilasuniieslassairmuaslamiienidsls nnesanuildidsziuanuiunsasniy
Weane laglusinaoa SSL/TLS azdinsldlnslnasa Handshake Tun15mnasisn19s@oansseningin3os

USNsAuLAY

A o a I3 g A . . v A & [ YY) 1 1 1
LATBITUUINITNIUMIENITLADN Cipher Suite Ul ien1sBudusmauvesunaziie n5as

lususesdiannsefindsynineiu wazn1sadns Session Key fg 9 visll nsidenisnisidnsiaves SSL/TLS
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a

muzantuediuratedadeauusaresdns FludnlunagdeddisnsdrsianianuiiuasUaonds

asanausld Inatadudasnulunisidenltvunauisnisnsiailsad

Y 9

(1) ANUTUAIUADANENABINTS

f.

2.

[

anudduestaya tngvndeyainnuddguin msldismsiisianianuduasaensies

v Y
(Y 1

szeziia1vesloya InemndeyalinnudAnudeglussasiandy (Wu nanTuwnunzilumedn

o

=

@ vaa P o A ) ) )
U) Nau1salddsnsnsianilseauanusuaslasnfganasun

N

[y (%)

vanAusiedeya Inemndeyaiszaudeanaugs AasliisnmadhsfaninnudunsUaende

Y

N

e D

Wnsn1smMstesiudu q Fsaansaldunuiivananusndulunmsidisnisdswaninuiung

Uaenduas wu madenldisnisfaredeaisniinisdesiu lneonadunisldnudumesidawuy

[

IRV ULVALNUNITIT LD U TRaIs 1Sl

A1550ULNABIN1S (Required Performance) lagmndgan saussausias 8199¢Aeednnminglns

YDITTUULNLLAL Y5919 10 ufsanseAuALIUAIlaRA 8IS NSNS

NENBINTVDITLUU 1AEMINTNSNEINT LU NTZUIUNNT WIanuIeAuen liuin Aanuisalddisnns

o—

o

IsFEndseauANUTUAIUaBnNBanasunle

[

YINNANIUNNTUYT N15EI9N WALAITITINUITNSINTHEVDILAREUTENA

v ada £ Y 1 [3 <
ANTIDITUIBNTLUITUELLUUNI € IWEJIUﬂLﬂiiJUiSEJﬂG]UUL’]‘U

NN35995UTBNINIRERUUAN 9 InelusunsuAugivveanguildusnisidmune
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Inefifetgansidentay SSL/TLS Cipher Suite muanwauznisidnulazmutuaslaondoiilugii
131 Guideline on Securing Public Web Servers §i#d]

ANWALAT YU

Cipher Suite

TuSusesdannsaiing
FrusuLAseausnisiiu

ANUTuAsUaeniogen

MSINIE: N5IUNsIFERUU Advanced Encryption Standard
(AES) Fenauarin 128 Sniuly videldenidunsidrsiauuy
Triple Data Encryption Standard (3DES) fagngykavu1n 168 Un
(L8nayua 3 du) laensidnswanuy 3DES agdndtwuy AES

HMAC: Secure Hash Algorithm 1 (SHA-1) %30 SHA-256

OnsBududnu: Digital Signature Standard (DSS) %38 RSA

DSS %50 RSA Menayua
yun 2048 Tnduld uay
Hash function wuu SHA-1
e SHA-256 wail n1sld
SHA-256 Tuluduses
diannselindonavhanu
swiuldlanudldusnisies
Fuwin

ANusuAsUanniauay
#1550 (Security and

Preformance)

TBnsusvia: NMsdnsELUY AES menauatwin 128 Un
HMAC: SHA-1

Ans8uduUsIAL: DSS 198 RSA

DSS %50 RSA Menayia
U9 1024 Tnuld way
Hash function tiuu SHA-1

ausunsaensiouay
A nulasauiule
YDIT¥UU (Security and
Compatability)

WNAIHE: NMIUTTALUU AES PI8NRITUIN 128 Tn 38
dondunsidnsanuy 3DES menauavua 168 In (dnaus 3
31)

HMAC: SHA-1

I/NsPuTUFImU: DSS %3 RSA

DSS %38 RSA fenayua
U9 1024 Tnuld way
Hash function tiuu SHA-1

ASTUTURINULALANT
Jasiunisuanuulas

HMAC: SHA-1

ada IS

IN158UTUFIAL: DSS %3 RSA

DSS 50 RSA Menayia
un 1024 Tn3uly way
Hash function tluu SHA-1

M1597 1 Snwagmsidnurkazanuduaslasaiefiwugiililu Guideline on Securing Public Web Servers

2e19l5Anu SSL sa95ULaNIY Cipher Suites ﬁLﬂu RSA, Diffie-Hellman, wag Fortezza/DMS Lﬁa

Wnluldsaudusiundsdu 9 lunisadasiadu da TLS langanissesdu cipher suite MLy Fortezza/DLS

usieyglassaLia Cipher Suites hlululnsTnmea TLS ostusieluls

-37-




YUFD.1-2557

AaNuan a. N1siteulususasdidnnsatinddnsunisaeansadneiiunslannse

Tunsfiassuazldau SSL/TLS duflauwansisiululusiuuszsianveua’osu3nisiv Tadgua
1A309U3N13 AU ArsdenldeulususesBidnuseiindaulsziangsiauazdnwazilonivesivled
Inglususesdannsetinddmsuivlediiog 3 Ussin loun

Usenn?l 1 Domain Validation : 1ulususesiidnswaseau 128-256 Ua #51980UAY
Judwes lawudmsatudoyadueluiuses SsL viseldnounseylid vinlud
ANMULUAIUADANBWALIANNULY DN

Uselandl 2 Organization Validation : tJuluSusesd1uSuesansfidesnisiiunlny
oA A = ¢ 4 v LA a A oA
Wngedie lagdnisnsirasuesdnsiveluiuses SSL 11degasanseld dns
gudutoyagualuiuses SSL nelnsdnn (Verify Call) Ingduduiinsiaqui
128 0 uay gegan 256 Un vinlnidanudiupsasnaiouaziinuiieiosgs

Uselandl 3 Extended Validation : LflﬂU%’Ui@ﬁzﬁugq@m lagiin1snsiaaaudoyaseny
durndrnuduinvedauuwazn 90U InuYeI09ANT W N15ATIEBY
193ANTHBEIIT ImaawmmmimaLaﬂmsmmgwmaau 9 YDINUIBNY, N3
1‘1/1memwmmwaawammammammmumaamuwasmaw Weuld
wsoll 1Wudu Imamaﬂmﬂﬂgwma (Third Party) miuﬂazmwlmumgwma
v3effiTlimuisainanmuisanuuisUsemalng asnuiuseaenasves
peAnsde Tnsdududisnaduil 128 Gn uay gegail 256 Sn Faumunedy
p9AnsifiBsnsAIBetiogs 1wy Liuladsuians idudu

WatdenyUseinnveslususesdidnnsetndiumunzaulanan ﬁ’%Lﬁ?hfgjﬂizmumiéﬂﬁﬁawdﬁﬁmu
lususedidnnselinduazNsandalususesdidnnsetnd delltunauseralil

1. nsvaludusasdidnnsatinddnsurnsosusnisiiuivofnns SSL/TLS

Tudagtuivlednasnaisfiunnuie auglduinisliamisasenueglainivledlaiinuindete
N3 S | Y [ Y a a eo o = a 2 o2
v uledlaliungede nsvuiunstududwuivledlagldluusedidnnselinddwiuasesu3nisiivis
Juismamianasibigldusnsivlsdanunsedulalainivledisiesiasldusnstudsnuegasuag
lgsunissusesangbiuiniseenluiusesddnnselindiundedio nszuiunssnwanuduailasnieves
Inslnaea SSL/TLS lddnazlunmsdisadeyaiildlunisioans waznsdududinudiuiuegiungus
arsnsausfieglulususesdidnvseiinddmiuviniasuinisivdaluluiusesndliuiniseanluiuses
Sidnnsalind (Certificate Authority) Suseengwaas1sa (Public Key) Mldauinluvesivledniiynaa
A aa A v & 1% & YU a - Y a % 2 a 1w < a
visellifyamaiineitonduinvesuaziiugTuiiaveu WagltuinisldlusunsuAugiivinsieiuinsasuinis
& ' A [ Y ¥ v Y dl d" ! v & 1% =3
Auildlnsinaea SSL/TLS Aeunvzandunisidnsiadeyaiiionisdeanssenineiuiy TWsunsuAugiuae
nsIvdeuAUgnAeredluiusesdidnnselinddldunasivaevinduluiusesiioanlnegdliuiniseen
Tususesilusunsuduguiviu o Wellenialy vie asiaaeuinlususesdsnailagnenidnnisldanunie
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wunengnsell Wudu msdendliuinisesnlususesdidnnsetindidudiudsnileiniia udAgysoniny
tupsaenfeduuinisdniunmsdentdusnsangliuiniseenluiusesdinnsetinddmsuiniaauinis
Aulidweluil

=

(1) dmsunisidendliusniseanlususesdidnnsatindnudsdantslulsenalne 131v94

Y

4

Gulwivierguairiesuimaiumsveluiusesdidnnsedndangliuinsilasunsiuses
ngliusniseenlususesdidnuselindunianf (Thailand National Root Certification
Authority) Gsan1sansiaaeusiedeveslsiusnisesnlususesdidnnseindildsunns
Fu59997n URL: http://www.nrca.go.th

(2) dwiumsidengliuinisesntuiusesdidnnsedindlusisuszme Wiveaiuledniegaua
in3osuimsidumsidengliuinisesnluiusesdidnnsedndfiiiuniinsrauszifiunig
AluRanIsMIUIIRTFIUEINAYY WIMSEIU Web Trust {udu

(3) Wveaivledndegualnsesuinsiuiivelduinismsnuneazideavesuuiulove
(Certificate Policy) WazuwiUfUa (Certification Practice Statement) Y835 l¥iu3n1500n
Tufusesdidnnseiindodeseunou Trudsdnwisazidoauaztoulunisliusnisaes
TususesdidnnsedndusiazUszunm

(@) gliusnisesnluiusesdidnnselindegnstieasedliuinmsteyaressenmsifinaeuluiuses
S1anvselind (Certificate Revocation List (CRL) Tagludiuvesuinisdu q flduinns
anusauldlunisiiansundenlduinisligu Jusnisinslnaeale@ieai (Online
Certificate Status Protocol (OCSP)) dwsun1sasivaeuaniusvadlususesdiannseiind
winu3nseenluiusesdiannselinduszinn Domain-validated uaglususesdidnnsedind

UseLnm Extended Validation tudu [11]

2. msasrFesvaldaulususesdiannsaiind

dld 1%

waenidend iusniseenlususesdidnnselindnundetendiuu Tudiurestunaunisdiniies
=~ v s S a Y &
\ieveldau Certificate 1 I5wazidendiasialuil

(1) fuaaiesuinaiu adenauadsia (Key Pain) Tu Tnsnguaasisagiuazysenaude Public
Key way Private Key ¥9atp303u3n1515u titethanldludunounisadaslg Certificate Signing
Request

(2) I;:JQLLam%w%miﬁU @574 Certificate Signing Request (CSR) lag/lwa CSR ﬁﬁgmwummmmgm
RFC 2986 waz PKCS#10 Tnglld CSR axUsznauludng 3 ssddsynaundndisil

n. Certificate Request Information (CRI) §3 CRI fagUsznouluse Distinguish Name, Public
Key 10938303343 uaz Attribute 3 9 WU s1eauBenvesasdng Wusu (Optional)
9. Signature Algorithm Identifier
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m. Digital Signature : 1Jun15 Sign A8 Private Key a8ata3asusnisiiv tadunissuses
Toyainluauas

Wiatfldayansuia 3 @11 1A303Usn1svazas1alid CSR Taslunsazusemaliusnisasas

Y

[

S5 vaziiensasalid CSR unnsinartuly endagnau

Tu Microsoft IIS azillusunsu IIS Manager eldlunisdnnisteyasie o MAgaiunIesusng
v wazaziilugadmsuaielng CSR fie Create Certificate Request AagU

FEEICE

UJ' Server Certificates

Import...

Use this Feature to request and manage certificates that the Web server can use with Web sites configured for S5L. Create Certificate Request... &
MName ~ l Issued To ] Issued By I Expiration Date ] Certificate | Complete Certificate Request...
WhSVC-ETDASTANDARD WhSvC-ETDASTANDARD 7(23/2023 1:38:34 PM  DE2B2B6AG Create Domai Cortriaam
115 Express Development Certific... localhost localhost 7/25/2018 7:00:00 ... S228ESEF6 ; =
standard.etda.or.th standard.etda.or.th GlobalSign Organization Yalidatio... 2/20/2015 3:44:51 PM  B0296D80C Create Self-Signed Certificate...

AN 2 Iuaaﬁm%’ua%ﬂﬂﬁ CSR #® Create Certificate Request

U

Tu Apache t:mLLﬁLﬂﬁ@WiﬂﬁLWISﬁMﬂW Apache 7i%a Apache OpenssL Tunsasaslg CSR

a

3 OpenssL uﬁ]“mmmmum agnels /usr/local/ssi/bin wagld Command Line ‘Lumiaiwmﬂmmm
9alg CSR dagy

OpenSSL> genrsa —des3 -out www.mydomain.com.key 2848
Loading 'screen’ into randon state done
Generating RSA private key, 2848 bit long modulus

A 3 ﬂ’]ﬂﬂ] command line Iumiaswmﬂmu'«mimlﬂ/da CSR

(3) fauardosuinsduilng csr dasludagliuinmssonluiusesdidnuseiind iodsnfesuald
miluSusesdidnnseding Fdunsdeindomeldilususesdidnnsetinddu fifedunn fil
n. fesdnsvewihuduniisanuessy wwdewihnisdelususesdidnnsedndruiunly
Usznelne Feffguatriosuimsiiudesdsuuulasumiosweldom lunfeufuld CSR se
W USE INET Wuiunudmne TuSusesdidnnseiindues GlobalSign 1ludu
9. Sesnsvesiudumihsnuensy aunsavinsge ludusedidnnseindlalaenseain
Certificate Authority viaeazvimsteruuisniummessemalnefls
A. YJagUu USHM Thai Digital ID vie TDID Wudliunisesntuiusesdidnnsedndseusnues
Uizmﬂiwaﬁié’%’umi%’maqmummgmmﬂa Trust Service Principles and Criteria for
Certification Authorities Version2.0 (WebTrust for CAs) lguiiegnfiugliusniseaniuiuses
Sudnnsetindilan dausd 2013 Feausadusdoseldiu Tudusedidnmsedindnion
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Wetendanssu 9 ldiduifeafy sneazideatfiniAumniy URL
http://www.thaidigitalid.com/index.jsp?page=registration_ssl.jsp

U

(@) Hpuain3asuin1sivdesyinnisdisesdeyalnd CSR uaz Key-pair Lise lnedeyaludiuideniu

[

WuAMNAUY

3. Msfaaslususasdannsaiingd

Slegliuiniseanlufusesdidnnseindrsaasuinuvasuelivimanagdniunsluduneusig q
dieousd Tususesdidnnsedndliudduelduinsnusuuuures X509 3eudes Avaunsadigiuneu
nshadslususesdidnnselindld Tnsfquainiasuininivasldsudiuannglivinisoanluduses
Sidnvseind 1Hudnvazlnavieynsiadernuuuuinnioutudiua Fsazvhnsdaiedluavesiveluiuses
Sidnvseiindlagnsavieriudiunudming Geguuuvazuanssiuoenldmuusazuismgliuinnsieaios
vinmauiu luduefiswanBenvedlususesdinusedindndorisnmsfings SSL dalnevanudnasiisnsded

(1) fauaiaiesuinsunsaaaeunounisinis Tiuiladndlng Certificate dwiuinIoufndsnsuau
Tnehlugnlaun
n. Intermediate Certificate : \Ju Certificate fifuiie3usotosdnsfieseldulususes
8uannseiindindfinuass Iag Intermediate Certificate 9¥aongliu3niseenluiuses
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