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Disclaimer

All materials or explanations (not restricted to the following presentation slides) (collectively “Material”) have been and are prepared in general
terms only. The Material is intended as a general guide and shall not be construed as any advice, opinion or recommendation.

In addition, the Material is limited by the time available and by the information made available to us. You should not consider the Material as
being comprehensive as we may not become aware of all facts or information. Accordingly, we are not in a position to and will not make any
representation as to the accuracy, completeness or sufficiency of the Material for your purposes.

The application of the content of the Material to specific situations will depend on the particular situations involved. Professional advice should be
sought before the application of the Material to any particular circumstances and the Materials shall not in any event substitute for such
professional advice.

You will rely on the contents of the Material at your own risk. While all reasonable care has been taken in the preparation of the Material, all
duties and liabilities (including without limitation, those arising from negligence or otherwise) to all parties including you are specifically
disclaimed.
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About Deloitte Forensic
Why do we show up in a Cyber crisis?

: : : Investigations :
FlnanCI_aI Crime Forensic Digital Discovery and g DIEMIEES Ele
Advisory Remediations Hitigation

' Crisis Support and
Forensic

Financial Crime
Investigations and
Remediations

Fraud, Accounting,
Corruption and
Misconduct
Investigation
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» Physical damage / Loss /

Hardware
Server, End-user hardware, Mobile device
Theft

Channel of Intrusion and
Exfiltration, Catalyst for
pervasiveness

Network Y~ >
Network hardware, Network software Y

Software 5
Application system, Database, System software

> Has been overlooked, not
properly managed

> Is this the most vulnerable?

= Reputational risk
= Regulatory risk

= Financial risk

= Operational risk
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The Changing Threat Landscape
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The Changing Threat Landscape
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Beneath the Surface of a Cyberattack
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Source: Beneath the surface of a cyberattack, Deloitte

© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd.
Private and C

Fourteen cyberattack impact factors

A wide range of direct and/or intangible costs contribute to
the overall impact of a major cyber incident

.

4
-«

- Attorney fees and litigation

Insurance premium increases
Increased cost to raise debt

Impact of operational
disruption or destruction

rface "™
cident costs )

Value of lost contract revenue

Beneath t

hidden or less vis

surface Devaluation of trade name
Ccosts
Loss of intellectual property

Lost value of customer relationships
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Fourteen cyberattack impact factors

A wide range of direct and/or intangible costs contribute to
the overall impact of a major cyber incident

.

-«

rface A
cident costs

Attorney fees and litigation /

Insurance premium increases Value of lost contract revenue

Increased cost to raise debt Beneath the surface Devaluation of trade name
hidden or less visible costs
Impact of operational Loss of intellectual property
sisruption or destruction

Lost value of customer relationships




What is Data Leakage?

Enterprise Data Lifecycle

o

&

Archive

Acquisition

A=
W-‘

Destruction
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Data Leakage is the movement
of an information asset from
an intended state to an
unintended, inappropriate or
unauthorized state,
representing a risk or a
potentially negative impact to
the organization.
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Why and How Data Loss Can Happen To Your Organisation?
Because it flows ...

Sensitive data such as personal information, financial data, and intellectual property moves horizontally across
organizational boundaries, including vertical business processes (e.g., order fulfilment process).

mmed  Data in use - What is the agent doing with it?

e Disgruntled or terminated employees copying files containing personal or confidential
information to portable devices (e.g., flash drives)

e Users printing sensitive data to equipment in common areas which can be accessed by
others

Data in motion — Where is the data going?

e Users sending sensitive data to personal webmail accounts in order to work at home

e Personal and confidential information being shared with third parties for valid business
purposes using insecure transmission protocols

¢ Malicious insiders transmitting personal and confidential information outside of an
organizations network

=] Data at rest - Where is sensitive data located?

e Business users innocently placing personal information in insecure storage locations
where access is not administered by IT
e Database administrators storing backup copies of sensitive data in unapproved locations

© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd.
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(Overview of Data Loss Prevention: DLP)
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Deloitte’s DLP in action

Central administration,
policy management

®
’im and workflow 000,
Business data owners ® DLP administrators
Policy man 'ément e
, = a9 discovery
End point
monitorin Network -
J = Activity
monitoring e
monitoring
— —=
Data in use Data in motion Data at rest
Source: Do you DLP? Maximising the business value of your Data Loss Prevention (DLP) solution, Deloitte
© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd. 14
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(Monitoring and Detection)

© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd 15
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Know Your Employees: KYE

Using Analytics and Discovery

Employee profile can be compared

technology, a company can develop / against norm or peers and identify
employee's profile from available 7 ) suspicious patters of potential

input such as:

« Activity logs
* Usage behaviour log
» Data usage logs.

Activity logs:
Email, Chat
Phone communication
Internet browsing history
PC and Network activity log
Physical movement

© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd.

abuse. The company may be able to
Employee detect data breach or leakage

D rOﬁ lin g earlier.

Data usage logs
Usage behaviour: « User of external drives

Time spent on applications - Copied, moved and/or deleted
and software data

Time of day at which

applications and software are
used

16
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(Cyber Forensic & Incident Response)
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NIST Special Publication 800-61 Revision 2

Computer Incident Handling Guide — The Incident Response Life Cycle

'
Containment

Detection & Eradication
Preparation Analysis & Recovery

© 2018 Deloitte Touche Tohmatsu Jaiyos Advisory Co., Ltd.
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Post-Incident
Activity
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Cyber Forensic
Critical steps in incident response process

— Incident Lifecycle —I
Pre-Incident Incident Investigation Post-Incident

1. Proactive Incident

3. Respond 4. Contain 5. Remediate

Planning

Intelligence - Triage & Classify

: - . . » Containment » Restoration » Root Cause
Fu5|on_ Surygllla_nce ComypremiEs » Control Updates » Patches  Solutions

© LAELE > INeTEIEns DLeEluriels » Procedure Updates + Damage Repair + Lessons Learned

* Modeling Assessment P 9 P

Incident Communication

@ Incident Internal External
Playbooks Communication Communication
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Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee ("DTTL"), its network of member firms, and their
related entities. DTTL and each of its member firms are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide
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industries. Deloitte serves four out of five Fortune Global 500® companies through a globally connected network of member firms in more than 150 countries and
territories bringing world-class capabilities, insights, and high-quality service to address clients’ most complex business challenges. To learn more about how
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About Deloitte Southeast Asia

Deloitte Southeast Asia Ltd — a member firm of Deloitte Touche Tohmatsu Limited comprising Deloitte practices operating in Brunei, Cambodia, Guam, Indonesia, Lao
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regional and fast growing companies and enterprises.
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In Thailand, services are provided by Deloitte Touche Tohmatsu Jaiyos Co., Ltd. and its subsidiaries and affiliates.

This communication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its member firms, or their related entities (collectively, the
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