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1. N15LYaUAD RP NUSEUU ETDA CONNECT

1.1 mswnssudeyadmiuivausianuszuu ETDA Connect

TumsiTeusieszning 1dP uaz RP fu s¥uU ETDA Connect 9% Lﬂumaﬂa’lﬁuﬂ'rwﬁammamu
lUslamoa OpenlD Connect 1.0 Tnonoutdunisideudefusyuy ETDA Connect 1 u
RP %maﬂLmamagaLuaqmuLLazmmumaama (uguuuy URL) Tuns¥esteyanisnudilusinaea
OpenlD Connect 1.0 Muuawazdsliiu Federation s FieazBeadelud

1) Redirect URL: URL d@1%13U5U Response 984 authentication request 210 ETDA Connect
2) doyavieldlunsameidouiu ETDA Connect Hisasialuil

RP Name (TH) Foviaeau (ne) Foves RP awlvie (ufisnusefivy)
RP Name (EN) Yaviseanu (English) Foed RP Mw1sangy (huisnuseiiem)
RP Short Name Fodo Fodenieau RP

Sector UseLnnniagany UTELANUUIBUYDS RP

Address ‘ﬁagj thuavil Joo1ans ouy

Sub-District fua WUI/HUA

District N9 LUH/DLND

City AIWIN WA

Post Code svialUswaid sTalUsweld

Mobile nsAnviindoudi weslnsAnsiedouiives RP

Phone WnsAnandneu WBSIWMSANNENNIIUUDY RP

d95U RP 91A09n159WaIU1 OpenlD Connect tel@ausanu ETDA Connect @unsalgeu Library Ainu
n155U58931n OpenlID Foundation Fegimu1a1115a17 Library auanuvangaufiuniwtldimun
Inedayaves Library NldWamaunsamianain URL : http://openid.net/developers/certified
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1.2 N32UIUNITINUVRINTTUTUAINUNI9BLANNIaTindlnedl ETDA Connect

End-User
(Web browser)

RP

ETDA Connect

(a) sildsnuaiiduinisuas RP

h 4

(b) RP redirect 1aluiiu ETDA Connect

(c) ETDA Connect wamd Link was IdP Tsiiizianmdan

(d) eildanuidan 1dP Adasnsdududeu

h 4

(c) ETDA Connect #ii13a Lﬁalﬁsﬂﬁmuﬁi&ﬁummu

(M eilasudududau

A 4

() ETDA Connect &4 Authorization code 190U RP HIUNIS Web browser

(i) RP ieilafonuainlgusasseuy

P ———

{(h) RP sas1a 1D Token
@18 authorization code

(i) ETDA Connect return ID Token T#Au RP

e L
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1.3 JUNBUNITIINIUVRINTSEUSTUFINUNIIBLANNIatindlaail ETDA Connect

1. glduiian URL w4 Relying Party teidlda1ussuusume Web Browser
2. Relying Party yinnsSaavemstudusinugldauludissuu ETDA Connect wiauviainmun

o Seulvlunisuans IdP List 1wy Level of Assurance (LoA) Wugu uay

° ﬁEJauﬁstﬁagaﬁ Relying Party #84n15 19U 98 UINEANS LaENUIELavUsEINen
Uszrvu (unsdidesmsteyaiiieszyldinduyanala) vie deyauszneunis
Fufiun133¥ngnén (Know Your Customer: KYQ) tludiu siedl o1afin1sifiafia
SreagsSen LAl

Al¥auviinisiien Identity Provider fFosnsiudusnu
Identity Provider vinn1sgugusiinugldanu
Aldanuriinistuduiinu ninnnsududinudnsa Identity Provider azfasuantayaves
Aluuuntiee W%famﬂgﬂﬁ;ﬂ%@uﬁummgﬂﬁawaa%’ayjaLLazﬁuaau (Consent) Tun151UaLwe
Gi’fajﬂal,m' Relying Party

6. WefldnuiuiuanugniesesteyanazBusonamedeyauds §ldnugn redirect Tué ETDA
Connect Wauransiudusinu Juun31 Authentication code Wiy ETDA Connect
ETDA Connect ¥11n15@3 Authentication code 19U Relying Party #1119 Web Browser
Relying Party ﬁwmssuasﬁagamﬂ Identity Provider lngn15de Authentication code lUgfs ETDA
Connect

9. ETDA Connect %1 Authentication Code 7iL#§uUann Relying Party #539@8U Authentication
Code %10 Authentication Code gnsiad ETDA Connect agds Assertion nauungs RP lagnns
szydeyalilu ID Token @3 Assertion fesgnasansiletedidnnselindsengyuadaui (Private
key) ETDA Connect #18

10. Relying Party ¥1n13n59aauaieilededidnnsefindfiasly ID Token 31gndeunain ETDA
A A ag a ¢ Y . < A I ] Y o
Connect naneilededidnnsatindgneas Relying Party fianunsaidatiolaingldaulaviinig
guduiinuuaiiu Identity Provider Nn¥eiion1usediu LoA Aifvualiuazeyyinligldanuy
W lgszuula
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1.4 swazBeavastunauaznsidausa RP fu ETDA Connect §a8 Web AP
Fumounistuduinuniedidnnsedindfuszuy ETDA Connect Usznaudag 3 Sunaundn
Fastolul
Funeundnit 1: RP Sesvenstudusny s Authorization Endpoint
Funeundndl 2. szUU ETDA Connect d4 Authorization Code Tsifiu RP
Sunoundndl 3. RP $asva Access Token uag 1D Token H1u Token Endpoint

1.4.1 Yumadu RP Request Va1iN199989UaA9I518115 1P Tnedl Message fiail

End-User
(Web browser)

BP ETDA Connect

{a) Hldawen Il usSasaaa RP

(b) RP Redirect luntii3u ETDA Connect .D

Request
Method | URL
GET https://example.digitalidproxy.or.th/authorize
WIS nDS
W1518LMe3 Required | 518az198n
response_type Required | fviuaAdu “code”
client id Required | identifier ﬁiﬁﬁizq RP
scope Required ?Jawuw'%mgmﬁuaqsﬁmﬂaﬁ%awa A0 scope Tmvualu
uazaUeIE profile 3o profile kyc
redirect_uri Required | Awunandu HTTP endpoint (url) ves RP T4dmsu redirect
nduluss Vivledves RP WensBudusauaiedu

ETDA | Electronic Transactions Development Agency (Public Organization) 91 8



API| DOCUMENT FOR RELYING PARTY

W1518LM83 Required

=
IYasLagn

Fepnve9 redirect_url Aeadu url Aldawmzideoulinu ETDA

Connect

state Required

string Tlun13m319@OUAUANNUSTENIN request (31A RP)
U response (w89 ETDA Connect) ietasifunislaufinuy
Cross-Site Request Forgery (CSRF, XSRF) lag@uay state
91991 18lae encode A1 hash 483 browser cookie il
»379d9U71 request FiAnTu waz callback fidanduundi

browser g

prompt Required

Truuaadu “login consent”

acr_values Optional

Juenfiszyiitevelsl RP wanssienis IdP Mifeados Tasinasi
nsdenuans 1dP Tngliseye dwieludl (ausaseyld
WA 1)

- 52y 1AL Ineflguswuy urn:did:ial:[seAuves ial]

19819 N558Y IAL S 2.1 Fuly ; urn:did:ial:2_1

- 5y AAL Tnefiguuuu umn:didsial:[5eAuves aall

freEs MIsry AAL SedU 2.1 TulU : urnididaal:2_1

- 53y sector Aom33Ey IdP AlUSMsdmiulawznaugsia
Imﬁgmw‘u urn:did:sector:[sector short name]

719819 Sy IdP dmiuninsg: urn:did:sector:government
- svufle IdP f5Uuuu urn:did:idp:[idp short name]

9 Y

F9E9 izq%mm IdP : urn:did:idp:idp001

/79819 HTTP Request

GET https://proxyl.auth.teda.th/proxy/v1/authorize?

response_type=code

&client_id=ba2fdDyiE3SsbQTUtOUWZu6
&redirect _uri=https://rp.example.com/callback
&scope=openid%20profile

&state=af0ifjsldkj

&prompt=login%20consent
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&acr_values=urn:did:ial:2_1%20urn:did:aal:3%20urn:did:sector:financial

1.4.2 52UU ETDA Connect @4 Authorization Code 1#nu RP

End-User
(\Web browser)

RP

ETDA Connect

1]

() ETDA Connect @a &uthaorization ccdq Tvidu RP suwig Web browser |:|

s2UU ETDA Connect 9231101584 Authorization Code 19U RP @8 HTTP GET Taeiinisiines

samalull

GET https://rp.example.org/callback?
code=nnqtYcoik7cjtHQYyn3Af8uk4LG3rYYh
&state=af0ifjsldkj

ANB3UNENIINDS
NI51305 Required snuazden
code Required Authorization Code #l4lun19593v0 ID Token
state Required A1 state 71 RP @sw3auiu Authentication

Request Tutiunau (b) Lileguduin response 9

Yy [ A a a
1eisulu response 7LAn31N request U89 RP 439
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i 10




API| DOCUMENT FOR RELYING PARTY

1.4.3 Yunaun13vavaya ID Token

RF ETDA Connect

{h) RF faqua 1D Token
s16 authorization code

|

T

[}

i

i

i

i

[}

i
—L

(i) ETDA Connect return ID Token
Tinu RP

o]

RP %a%’aada ID Token 211 ETDA Connect 728 authoruzation code

RP ‘U’e)“i’J”eJ;JUa ID Token W11 ETDA Connect lagnsas Regeust \Ju HTTP Post 1U&s ETDA Connect
731l Tudruvea HTTP Header TAnnuan131fiines “Authorization” #4A1v84 Authorization gn

Encode a28 Base6d(client id +”:” + client_secret) mmﬁizﬂummgm HTTP Basic Authentication

war Qauth 2.0 section 2.1.1 Hafinns1dmas Aeweluil

Request

Method | URL

POST https://proxyl.auth.teda.th/proxy/v1/token

W1s1dLnas
W15 8Ln0s Required | 518aziden
grant_type Required | 19fA1 “authorization code”
Code Required | Authentication Code #l§§ua7n ETDA Connect
redirect_uri Required URI #il#lun1s Call Back ?jﬂgﬂizqﬁﬁuma ETDA
Connect

ETDA | Electronic Transactions Development Agency (Public Organization) 9 11
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/7981901589 HTTP Request

a4 Request 1Udsae Hitp Post TUgs ETDA Connect lngll w1s18imes

POST https://proxyl.auth.teda.th/proxy/v1/token
Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmMFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization code
code=SplxlOBeZQQYbYS6WxXSbIA

redirect_uri= https://rp.example.com/callback

Response

18397n91 ETDA Connect #5198V code Wag redirect uri ﬂwgﬂﬁaméﬁ FTDA Connect agd3 Access

Token uag ID Token naud1fa RP Aepalull
f288194n1589 HTTP Response ¥89 ETDA Connect lUgis RP

Status : 200

Content-Type: application/json
Cache-Control: no-cache, no-store
Pragma: no-cache

{
"access_token":"SIAV32hkKG",

"token_type":"Bearer”,

"expires_in":3600,

"ldp_token™ "eyJO ... NiJ9.eyJ1c ...16ljlifX0.DeWtdQu ... ZXso"
"Ild_token": "eyJraWQiOiJkZWZhdWx0liwiYWxnljo....",
"state":"af0ifjsldkj"

}

AN9SUNEAINISITLNDS
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W15 8Lnes Required 1981380

access_token Required \Ju token Aldlunsidindsusnmsviedeyaaingliusniseneg 7

\Wofle access token 1 oonlwlag Authorization Server

token_type Required %1nAvDd Token Openid connect fmunALlu Bearer Lawe

. . . L4 a & a N
expires_in Required 918N"15M49UY09 access_token Uszezhanluwiuniiduainia

YOINILIUATI access_ token

Y]

nasanedloRdviasie ETDA Connect (n1elufl id token #ilé
91n 1dP)

id_token Required Joyadnanualvesyldaueglugduuu JWT Uson Web Token)
a

35 Q’{’ a o < « . 9 [ [ .
Maivniinisiivun scope LWy “profile” s1en13teyavesyldaulu id_token awgn
AMUUARIL A1599 1.5.1

n3dl fiwum scope W “openid profile_kyc” tiialdlunisidngndn (KYC) tenistoya
vouldauly id_token FzgnivuARIY M15197 1.5.2

1.5 vaulwnvastaya (scope)
Uagduszuu ETDA Connect @1a13aseasiunisiosvarauiunvastoya 3 Uselan Lo
1) openid Aovoulumasdeyaiugufiunnsgiu OpeniD Connect 1.0 fwualiiilunndisesve
nstuduinu fegasidenlwiate 4.3 Joyananseugudinuuaztoyaglsiu (D Token) T
&1uva9 Payload
2) profile fie veuLIRTBITBYALiiaTngUsTasAluNMTTUSUSIAY (Authentication)
3) profile_kyc Ao voulmastayaiiofnguszasdlun1sidngnin (Know Your Customer: KYC)

vaulwAvastayalssian profile

profile {uveuwnvestoyaninoundutoyanmdnuue (Attribute) fiugnuvesyldanu Maunsassy
Igfldnuduyeaaln GsgnesnwuuniieinguszasAlunistuduiinu (Authentication) 1ildunas
294 RP

F1en15tayaty ID Token wWamwuan scope WUu profile
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No. Short Name Type AN95UNY Required / Optional
1 |given_name string %o Required
2 |family_name string | WW@Ng Required
3 |national_id string | vianeauUsedndusyuvy Required (nselyanaiil
dryvdlne)
4 |passport_number |string | MuNELAYNTIEDLAUNY Required (ﬂiiﬁqvﬂﬂa
AN9YF)

YauLvnvaIdaauszLAn profile kyc
v [—
profile_kyc {uvauwnvesdoyaninoundudoyanmudnume (Attribute) veldiu fieanuuy
wnivelv RP Soswedayaiieinguszasalun1szingnan (Know Your Customer: KYC)

semsdayalu ID Token Wanvuadl scope WWu profile_kyc

No. Short Name Type A195UNY Required / Optional
1 |given_name string | 4® Required
2 |family_name string | wN@nNa Required
3 | national_id string | MUNeLaYUTEINRIUTEY VU Required (nsalyapaid
dyuilng)
4 |passport_number | string | MUNELAYRTIEDLAUNY Required (ﬂiiﬁqﬂﬂa
F9YF)
5 |birthdate string | U 1o UiAa Required
6 |address JSON | Nagiiend Required
object
6.1 |formatted string | Meguuuliiilaseashe anunsald Optional
Joyaunnin 1 ussvin lagld
LATDIANY “\n” WVUNITTUUTINR
Tuaa]
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No. Short Name Type A195UNY Required / Optional
6.2 |street address string truaedl ouy fua Optional
6.3 | locality string | LW§/87L08 Required
6.4 |region string | 39n3A Required
6.5 | postal code string | sWaluswdld Optional
6.6 | country string | Usgine Optional
7 |career string | @1TW Required
8 |business_address | JSON |@niuyineu Required
object
8.1 |formatted string | fleguuuliilassais awnsald Optional

¢

U
Poyaunni1 1 ussvin lagld
LASBVUNE “\N” LNUNISTUUTING

Tuaad

8.2 |street address string el ouy fua Optional
8.3 | locality string | LU®/94N8 Required
8.4 | region string | 99179 Required
8.5 | postal code string | s9alUsweld Optional
8.6 | country string | Usewnd Optional
9 |phone_number string | wuneLavlnsAW Required
10 | email string | BLua Required

ETDA | Electronic Transactions Development Agency (Public Organization) 9 15
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1.6 Yayanan1sdududinuasdeyadldau (ID Token)

oyanamstuduimuuasdoyadidau vie ID Token AuaASEIL OpeniD Connect 1.0 1
zagluguuuy JSON Web Token (JWT) Fsgnasaneiietedidnnseindiiesusasanugniesnsudiu
YoeUayanugULuy JSON Web Signature UWS) Ingazusenausieteoya 3 diu loun Header, Payload
LA Signature fieaziBunselll

1.6.1 d2uvD9 Header

Uoya ID Token luduves Header U Wusiensdeyannestesivaleietediannsetindfign
319910 I1dP wagsruu ETDA Connect lagsnenisdsnanasuandanzsenisteyanindudmiunis
Wousaiuseuy ETDA Connect Wit ausenaume

W13lmas | Required 318AZ198A
typ Required | Aviuadu “JWT” 1@we
alg Required | msfiwesnszydanesiiuililunsasaneiiotedidnnsednd

nuiaTe 4.5 damvuanisliaunaluladssuysia
(Cryptographic Requirement)

x5¢ Required | msiwesiuluusesdidnnselindmuunnsgiu X.509 7
Aendastunsnnaeuaeiietedidnnsedindvianun (X.509
Certificate Chain) Tnedioya x5¢ dgnrinnualszyludmung
Header iousglonilunsnmaseuasiletedidnnseindlsd
Nenad (Long-term Validation)

kid Required | Identifier 484 key Nl¥lun1snsiaaeuansiletediannsetind

1.6.2 d§7uUvd4 Payload

Joya ID Token ludiuves Payload i Aosensteyananistududiinuiazdeyarldaud 1dP

Y

Laz3¥UU ETDA Connect a5193u tagsienisaenaivzuanauanizsionisteyaniniudmiunis
Weurariuszuu ETDA Connect Witiu FaUsznaume

ETDA | Electronic Transactions Development Agency (Public Organization) 9 16
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W150L9105

Required

=]
INYATLAUNA

iss

Required

I dentifier vesgfias1s 1D Token Tnsfvunguuuuidu HTTPS
URL

e #1935 ID Token fig51alag IdP asszysdu HTTPS
URL 984 IdP usidmsu ID Token fias1alnesyuy ETDA
Connect v¥ syzf]u HTTPS URL v&43¢UU ETDA Connect

sub

Required

\dentifier 1 IdP aanlfugldaunguduinu
v1eug): ID Token 71as19lme IdP uagszuy ETDA Connect ¢
dnnaenu

aud

Required

Identifier v04 RP fi¥osvan1sBududany (client id) 7 IdP we
5¥UU ETDA Connect aonliiiu RP

wnes: 81930 ID Token ias1alng IdP agszyiun
client id 99957UY ETDA Connect Uiid1m3y ID Token 7ias1a
lagsyuy ETDA Connect 9% ::yzﬁwﬁ client id va3 RP

exp

Required

138771 1D Token viuneng lngaglugUuuuras UNIX timestamp

iat

Required

13817 ID Token gnas1adu lngagluguwuuves UNIX

timestamp

acr

Required

JEURNITITAUAMNULTEND IAL waz AAL ¥ IdP TSNS
Y88 VUTINGINIY ID Token fias1alme seuy ETDA
Connect (%714

idp_shortname

Required

String S2U%¥0¥04 IdP &aan ID Token
Y88 VUTINGINIY ID Token ias1alme seuy ETDA
Connect 71U

idp_id_token

Required

ID Token 7iszUU ETDA Connect l@%uann 1dP
waEvIe): FUTIMGRNIE ID Token Tlasalng szuy ETDA
Connect (%711

ETDA | Electronic Transactions Development Agency (Public Organization) 9 17
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% RIELAR YNNI IBNITNITITADTANUAITNIUUY §aTi518N15N51T0e50UUIINg
1 ID Token 19 wWu To 7oy Baveldaiu Yuediunsimuan1siwes scope lutunau (b) A
Twaxdenluiiige 4.4 vaulunvevdeya (Scope)

1.6.3 d9Uvd4 Signature

¥

Joya 1D Token ludiuves Signature 1 WudrwdAgAildlunisnsisanugnsesaasudiues ID
Token @sagiigluuuiuandnsiuluiuegivdana3iiu (Algorithm)  IdP wagszuy ETDA Connect 14lu
nMsasaneiieTedidnnselind

1.6.4 729814 ID Token

10814 ID Token 7 IdP delfiszuu ETDA Connect

Header:

{

"alg": "RS256",

"typ": "JWT",

"kid": "3e0r02045mm5qleab6159fskd53ecledomg”,

"x5¢": ["OuH0aBDQjCCAIqgAWIBAU6/KgIGATZ/FuSqGSIb3D ...
BgLdEWrRhjZkAZzVvMIlb3dFUJheLIMAOGCBTWVU+AEjYx8sX=",
"GATUNAQOWDQYJKoZIhTXMIE+zCdMwzzvcBBGSgAWIBAGIC ...
AwgbsxJDAACTQsxjsvITmV0d29yazEXMBUCAQEFBQNLBgNVcn"]

Payload:

{

"iss": " http://idp01.com”,

"sub": "114386995432676543513",

"aud": "dcd27ugdnojetquBelkf8p8vatsbnd55”,
"exp": 1519798006,

"iat": 1519794406,

"given_name": "Somchai",

"family_name": "Wahnpong",
"national _id": "1724747767301",
"passport number": "AA7562739"
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Signature:

dLP19D4Ho) 6E-OvAsufmli8C58LISHPCO1VFOFKNJe5rW20egUxnzZWENASPxd2F5FHX7quOHTKV
zw1EtpQjGdAuaVAfl5ed2vIBANDPPMymcsL C2zKthDCnYud6cN7cieml 7vx9ysmyrmVRgT-
Jen9JRL6FTdV3QH DQHLAaPClw- fAFVYVZzTk8pEGJ2wQLBRANMF2zil-bG8tZMmAWAOWGZB
sj9fCrmiwHrXmWaQduS9ceSpRbdDngcjs8I0OwTqoAdfqgel147Vzc6HFAVQ

814 ID Token fiszuu ETDA Connect dslsf RP

Header:

{

"alg": "RS256",

"typ": "JWT",

"kid": "6b46020457ccleab61fded53eclebea’,

"x5¢": ["MIIDQjCCAigeAWIBAGIGATZ/FULiMAOGCSgGSIb3D ...
BgLdEWrRhjZkAZzVvb3du6/KFUJheqwNTrZEjYx8 OuH0aBsXBTWVU+4=",
"MIIE+zCCBGSgAWIBAGICAQOWDQYJKoZIhveNAQEFBQ ...
AwgbsxJDAIBgNVBACTTmMV0d29yazEXMBUGATUNIcnQsxTXdMwzzjsvI"]

Payload:

{

"iss": " https://proxyl.auth.teda.th/proxy/v1",

"sub": "114386995432663743513",

"aud": "Tedca2fabd074543cf6a",

"exp" 1519795196,

"iat": 1519791596,

"acr": "urn:did:ial:2 urn:did:aal:2",

"idp_shortname": "idp01",

"idp_id_token": "eyJhbGciOiJY 1OWYwNzM10GZkZjgyODhjZTU5ZJE4AOWMOMDI4ZjQifQ.eyJh
enAiQilyNjESNzE20DEwWOHF 10G1CUWxtV2Q5cB2NhbGJ9.jdWoS3Dgan3Egj3EitH;
-snhiBhlbePVrGcQgw148 -1rGtE1XINK ... UhcigXM5JsW_bOAuUTE- FzD3wVaa 2-
R hA",

"given_name": "Somchai",

"family_name": "Wahnpong",
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"national _id" "1724747767301",
"passport_ number": "AAT562739"

}

Signature:

dLP19D4Ho) 6E-OvAsufmli8C58LISHPCO1VFOFKNJe5rW20egUxnzZWENASPxd2F5FHX7quOHTKV
zw1EtpQjGdAuaVAfl5e42vIBANDPPMymcsLC2zKthDCnYud6cN7ciemI7vx9ysmyrmVRgT-
Jen9JRL6FTAV3QH DQHLAaPClw- fAFVYVZz7k8pEGJ2wQLBRANMF2zil-bG8tZmAWAOwWGZB

s 9fCrmiwHrXmWaQduS9ceSpRbdDngcjs8I0OwTqoAdfqgel147Vzc6HFAVQ

1.6.5 MIATINERUANNGNABIYAITaYE ID Token

ile RP 195U ID Token 970 ETDA Connect Wi RP agiiaensiadeuadugniesvesdayaluy ID
Token fis1eazidansanaluil

14 14
AIIVEFIVAIUYNADIATUAIUYD ID Token

ID Token fl@5usniianugnees waztoyanieslu ID Token lignideunas

® pMRERUANUYNFRIveINiiatedidnelindfiasuu ID Token Fafvun JWS lnglddanasiiy
Mszylusgnistoya alg uazldnauaasnsaeseylu JWKS endpoint ¥e4 ETDA Connect

mqaaa‘u%gamm

® a519doUAT ID Token nuneng Inensiaaounariagiuazdediiiunaniszylusonis
Toya exp

® n31ApUIAT ID Token gnadistiu lnsasadeunandagiuasdoslifunafissylusonis
Toya iat L 5 uril

N32EBUANUYNADIVBITaYABY 9

® ayIRHOUANYNFABIYDS Client ID Tusign1stoya aud I1gnAednseiu Client ID vosvIBa
filFamedeuliiu ETDA Connect visil aud o1afideyaldvianesnens RP fesmsiaaey
semstena aud fe minmves aud lignsesuaglsiundefie 91 ID Token fiFuanlal
undedio
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® 529@0U Identifier v83fiad1a ID Token laglvingavaeuina1ves iss AesnsafuaAued issuer 7
iz‘iﬂ,‘u Discovery Endpoint

® psaEEUTIINITOYA acr Axdesliteyaseiuved IAL AAL wagdeya Sector Tnsstutioyaiiies
walUl ETDA Connect 38l
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2. 99ANUKIINAUTDRANAIN ERROR RESPONSE

lunsguiunistudufmnundiannselindmelusinanea OpeniD fMvuasIgazidenlun1shI

nauderianain (Error Response) lngiinasmuuanisiinasnse Uil

w15 8Lnes Required 1981380

error Required Error code wisanvnuastofianaindiiiniy

error_description Optional Tdlunsuanenvasidundeianainvessuy Tugukuy text

state Required string TluN19M519@OUAUANNUSTENIN request U
response ietleatunslaufiuuy Cross-Site Request
Forgery Tnae state lunisneunduazdeaduaienfisu

error_uri Optional URI LﬁaLL%’asﬁagamm Error ‘1'71'53‘14 oy Webpage

dSUnn10was error ¥ad error response @111505¢Y Error code lanansesialuil

lanansasesiunise Load 16 visesy
5eMIaMsUTUUTe Server

(Return Error 503 Service Unavailable
esnldanunsadansfiwesli Client
WUN19 HTTP Redirect 19)

Error code AN95UNY HTTP Return Code

invalid_request Sﬁazﬂa request 13J'Qﬂ§faﬂ 302

unauthorized client Client lsflésuayaalisosermeisnism 302
¥y

unsupported response_type | Server Tiisesdunsiesvenuiise J 302

invalid scope Uoya Scope ﬁ%’awavl,ajgﬂﬁm NIDUN 302
ne

server_error WUTDRANAINTDY Server 500
(Return Error 500 Internal Server Error
\losnldansnsndansiiwes Client
HAWNNG HTTP Redirect 1¢1)

temporarily _unavailable wudefinnainves Server 183910 Server 503
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interaction_required Authorization Server f93n159
Algusnsvinstuduimnusuluunesy
yi3e withae deya Error Horagnandulu
A5617 Parameter Prompt gnmviuaiduy
none Ns8uduimuisldaning

sdunisaola

302

login_required Authorization Server @8snsIi
AlEusnsvinstudusianu Jeya Error 1
a1agnasnaulunsalil Parameter Prompt
o < A v o = 1
gnimuady none Mstudusinuislyl

anunsaaiunisaele

302

consent_required Authorization Server fian15l¥
RlausnsimsBusenivelteya Error
& Y ~al
flenagndendulunsdli Parameter
Prompt gnivuaidu none n1sbidaya

9ldiaunsadiiunissale

302

¥

invalid request uri U9ya request_uri lﬂgﬂﬁaﬂ

400

v

invalid_request_object 19ya request_object higﬂéfaﬂ

302

$19819 HTTP Response Error

HTTP/1.1 302 Found
Location: https://rp.example.org/callback?
error=invalid_request
&error_description=
Unsupported%20response _type%20value
&state=af0ifjsldkj
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lunseuiunistudufmnunisdidnnselindmelusinaea OpeniD vuasIgazidenluN1sLI

nautaRaANaIn (Error Response) U89 Token Request lnadfasmuuanisiiwmosnmaluil

Error code A93UNY HTTP Return Code

invalid request Toya request Liigndas 400

invalid_client Toya client liigndas vise lusessums 401
FBs¥esvei client sz

invalid_grant Sﬁa%a authorization code lajgﬂéf’ejw% 400
NUARY

unauthorized client Client lafle¥uayanlisosermeisnism 400
58y

unsupported grant type Authorization Server lais945u grant 400
type m’mﬁ'izq

invalid_scope Yoya Scope 7i¥aavsliigniies Wieun 400

als!

§179814 Error Response ¥84 Token Request

{

}

Cache-Control: no-store

Pragma: no-cache

HTTP/1.1 400 Bad Request
Content-Type: application/json

"error": "invalid_request"
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AMAKUIN N. N15399Y0UBYANTTLUBUABEHIY DISCOVERY ENDPOINT

15§71 OpeniD Connect 1.0 léflmsAmuaguuuunsmeunsdeyansideusesinu
Discovery Endpoint Iug'iJLL‘UU URL (https://{ETDA Connect_URL}/.well-known/openid-
configuration) Lty RP T futeyalunisidensoszuu Inedagiu Discovery Endpoint annsaglé
URL

® https://proxyl.auth.teda.th/proxy/v1/.well-known/openid-configurstion
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