Electronic health record security and patients’ data privacy
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Economy Quality of Life
A \

f ) f )
Application c o Government Online
Front-end e-Commerce e-Trade Sonices Others

Increase the Volume and the Value

by creating and strengthening application back-ends

Application - e-Health
Back-end e-Payment e-Document e-Certificate Record Others

Logical Laws
Infrastructure Standards Secu”ty & Prlvacy Code of Conducts &

Best Practices

Physical
Infrastructure Communication Network Infrastructure
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Application back-end components

e-Certificate

e-Payment

e-Health

e-Health record

e-Document
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e-Medical record statistic

IwUNWA 22 USLNOUIDFSUuUSIaNNSaind nwuMwi 23 USuicumsigusnisniw
I IUTEXANNSOUN IDYS:HTUUSIANNSOUNA”
(S'IU) (OGU)
500,000
800,000
450,000 =
700,000 <
400,000 | o 8
600,000 © & N ©
350,000 -8 Lk d B
300,000 — § o 3 500,000 ~ o
| 3" 88 82 8= a000 | § =
200,000 300000 -
150,000 200,000
100,000 ! 100,000
50,000 — :
: o | = N ™ <t wn
O * D B B @ B
o — o I - <t 7] N N N ~N o~ N
T s 7o) 0 W0 7]
7o T 7] T T ) -
N ~N NN o~ MW 1sanmu
M 8iannsoiing Tsludidnnseting e — -
wi ate
CAGR Growth Rate
2550-2555 9553-2554  2554-2555 2532']2255 2;"3;2554 2522-22255
8.3% 2.5% 15.2% : - :
-0.03% -4.4% 2.2%

o ot - FYy 1
NN If\"‘lﬂ'ﬂl"ﬂﬂ“fn5”&0”{”397”5"7\,”75“""!] 1"“’7

“" ot at - -y : ’ i
"“";'-T"’"”""::'"""”2””;'”;"’""’"’"""""’.‘,‘"{’”, }Z“J’ Bowgnnafiny  Bowgnnamhaunsol uaslsoneiuia
W W7 S pneensal uss 3. ssrunsielnsl dhid peths e Ml S ey

ET0A

Nwesoe  SIUnnUBUIsSsSAssuUNalannsaung [(auAmsuriuu) nsnswmaluladaisaunAea:-mMsaaas

Smart Thalland



74 1

dld = Y N 1 1 v 1 1
sgnsIU IN. mumiu,aﬂuJaﬂuﬂjagamamma%gamuszuumiaummw6] N.A. 2553

Us:anndovdoua

4 as&aﬁa‘lﬂumﬁﬂm 48.8% 11.1%
U952 9AMSIAuIRuuaITUNN

mommwmﬂuuuunéﬂmuan 41.4% 8.6%
152 3mMIIAuIThauazIunn

memmwnﬁ'luuuumﬁﬂw‘lu 46.4% 12.5%
nMtaaslsae avfihauan 50.9% 10.4%
mﬁﬁad’u'[swméﬂwlu 30.8% 7.3%

P o vy

gAuWNdaIAETEUaN 40.3% 11.6%
gAuwndaalitilanlu 41.3% 9.1%
SIENFHIAAUATMTIRAONS 32.4% 9.1%
HANINTIANWHBNGTANS 43.8% 8.6%
MAURZHANTIATIANIIIR NG 15.3% 3.8%

N&1: Theera-Ampompunt N. Thai hospitals' adoption of information technology:

a theory development and nationwide survey [dissertation]. Minneapolis (MN): University

EIUH of Minnesota; 2011 Dec. 376 p i

Nweso  ZUnnubicuissassunalannsaund [uAmsuriuu) ns:nswmaluladaisaunma:msasals E ST )
mar a an

; MIMNISTRY D&




ThalCERT: 792 Security Incidents in 2012

2.0% 0.4%
10.4% Ul B Abusive Content
1.6% B Availability

M Fraud

9.5% ‘ B Information Gathering
B Information Security

3% B Intrustion Attempts

7 8% B Intrusion

B Malicious Code
67.4% i QOther
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Healthcare data breaches Trends: 2012

2012 2012
Breaches by Type Rriv{vpriiibl
reaches by Typ -- (Q1 and Q2) | (Projected)
107 82 41 88

Theft

Unauthorized 20
Access/Disclosure

| Incorrect Mailing [SEIET

Improper Disposal 11 9
11 8
0 2011

Breaches by Source i
Desktop Computer 26 15

b

5

3

Theft continues to

13

dominate as the most
17

likely cause of a
2 breach in healthcare.
7

b 12
2012 2012
(Q1 and Q2) | (Projected) The breaches involving
5 10

laptops and mobile

39 (32 23 40 media, of which we
[ﬁ] [ﬁ 7 15 continue to see high
16 15 6 15 numbers
49 4 12 32

System/Application 12 5 3 9

E'I' Reference: “A Look Back: U.S. Healthcare Data Breach trend” By Hitrust .
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Facts on Healthcare data breaches in USA: 2012

1. The healthcare industry in US loses $7 billion a year due to health data breaches

2. The average economic impact of a data breach has increased by $400,000 to a total of $2.4
million since 2010

3. 94% of healthcare organizations have had at least one data breach in the last two years

4. The average number of lost or stolen records per breach is 2,769

o

Only 40% of organizations have confidence that they are able to prevent or quickly detect all
patient data loss or theft

18% of healthcare organizations say medical identity theft was a result of a data breach
Annual security risk assessments are done by less than half (48%) of organizations

48% of data breaches in 2012 involved medical files

The primary activity conducted by healthcare organizations to comply with annual or periodic

o o = O

HIPAA privacy and security is awareness training of all staff (56%), followed by vetting and

monitoring of third parties, including business associates (49%)

Reference: http://www.datafiletechnologies.com/hipaa-breach-statistics-2012/#.Ug3xHtJkNf8
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NVAENNYIYRINUNTANATBIUBYadIUYAAA (Data privacy)
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NUAENALIVIINUNITBUTUAIUAAA (Authentication)
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Curmrent [ssue

dentity Registration

“Status” of Identity

®* No e-Authentication Framework
®* No “Standard Set of Data” for

® No Guideline for Managing the

=+ Risks

Transaction \

Position & Responsibility of relevant parties

User Name & Password

r Two-Factor
| Cret Key National
L PKI e-Authentication
- -{ Cryptography Framework
! Trust Mark Ba”d on m*
' Local Mapping
. Management

_ | VP"
Cloud

Identification

NSSEUAInY

Authentication

ATsEuUEA Iy

nsigeuRIny

Public Interrjet

Otheu/

For e-Health, e-Payment

* Define Standard Set of Data
for Registration

®* Create Guideline for Status
Management
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e-Authentication Definition Case studies Case Studies

Casel: Uszmaasni (NIST) azaSungmnunainIsaumatiad niunsseufmnunNiy
remote network (?jﬁlﬁiﬁwﬁﬁﬂﬁm biometrics)

Case2: UszwAdasnsias wialunsssydnureinguIngsnavsefyans  wagngy
vouduladiannsy wazuls level arwddgliunvanuosiusznoudie
(1) Registration (2) Credential Type (3) Credential Management

Case3: Uszmeduife wuanziumshauiifedesiuigimunmsldnudumesidn
w30ileno

Reference: (1) Electronic Authentication Guidance (NIST Special Publication 800-63), April 2006
National Institute of Standards and Technology, U.S. Department of Commerce
(2) Australia: National e-Authentication Framework (NeAF), January 2009:
Australian Government Information Management Office, Department of Finance and Deregulation
(3) India: Draft National e-Authentication Framework (NeAF) Version 1.0, Date -01-09-2011

National e-Government Division, Department of Information Technology
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Case Studies

WSguweu Definition

Assurance Definition Definition

Level

US. Australia
Null
(level 0)
Minimal ANUGadnIsnns  Little or no Minimal confidence is Minimal level of
(level 1) ssumaudaaunn  confidence in the required in the identity assurance of
asserted identity’s assertion identity is required
validity
Low ANUGadNIsNNs  Some confidence in  Low confidence is Minor level of
(level 2) FEUMIAULAE the asserted required in the identity assurance of
identity’s validity assertion identity is required
Moderate AMNueiadn1sn1s  High confidence in Moderate confidence is  Significant level of
(level 3) seusIauUlu the asserted required in the identity assurance of
N identity’s validity assertion identity is required

High
(level 4)
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Case Studies

WSguweu Authentication Mechanisms

Assurance Credential Type
Level
Australia
Minimal (level 1) Personal Pre-registered origin Taf username/password
password
Low (level 2) token on secure Memorized password PKI X.509/Soft Token
protocol User-supplied shared info

Context-specific shared info
Voice biometric

Moderate (level 3) Cryptographic Code book 2 factor authentication:
protocol + Call back to pre-registered(voice, Soft/hard token +
Soft/hard/OTP +  SMS OTP, email OTP) + username/password
password memorize password

SW crypto : Symmetric key
SW crypto : Asymmetric key
OTP device
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ETDA roles for e-health security and privacy | External entity |

e-Payment e-Trade e-I_—IeaI_th e-Invoice e-Document
applications applications applications applications applications

Application front-end XML message validation Tools

Management Authority (TeDA)

Application Back-end
service (TIMS)
JoutavduAusIang f
SVaveyaauINY
Code and Message -
Repository (CMR) National Root CA
> (NRCA)

Transaction ID Trusted e-Document
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Logical Infrastructure ITU-T X.660 / ISO/IEC 9834 (OID) (519) W.5.1. ANASAITDUARIULARR
(579) N’lﬁi‘g’lu‘il"aﬂ')"mLLazLﬂﬂﬂ’l‘a“w’maLgﬂﬂiﬂﬁﬂﬁlﬁ'ﬂﬂ'ﬁdﬂﬁﬂéﬂ')ﬂﬁ')ﬂ HL7 CDA

o ' ° a a o a a & a
TUAEN (TMT) NPMS W.i.u.qqﬁQﬂﬂqiﬂi$ﬂqﬂquNﬂLﬂﬂQﬂuﬂﬂNWQLm@% N.9.1. ﬁqiﬂ??uﬂq\ﬁ’ﬂlﬂﬂwiﬂuné

Standards Security Law
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