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Speaker Profile

5o3n81ns : IN38VINS YUANGAs:Na
AIKUY : Consulting Innovation Manager usyn ACinfotec
Js:nFAdouas :

" PECB Certified Trainer, PECB I1SO27k Lead Implementer & Auditor

B PCl Professional, IRCA ISMS Lead Auditor

B CISSP, CEH, Security+
Us:aunisad.

" UInwnnggIu 1IS027001 Wmammmﬂ%’g NIALDNYU %ﬂaaﬂﬂuiﬂﬁqa%fWQWugﬂuﬁéﬂ U IUTENA SUIATIUUTEIALY
AU ELNA

" USNw1U1nsgIu PCI DSS Insuianstudseme wazgsnatisyiduoaulad

Y a v v

" pUSnwnuAuUasanelsiuas uTEnTualugsnallnslasukasnasIy sUIATIUUIEImA DEUNINY kaEnUIeu
1AS9ETNNUFIUNF A VOIUTEINA
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1Dan KoUo 3NYINS

09.30-10:00

10:00-10.45

10.45-11.30

11:30-12.00

dwiaaurasgiuuisvl 2563 ... vnasgiulkunoavAnsAdSIAoNMN

1S027001:2013 gvaaulonduiasgiudiuanulasangksall ...
1DasBulkjoonIUDIKS ?

PCI DSS v4.0 an1un1sais1ou1aszu iaznusniviv:idasulufu
1D9S5ulKL

USKIsvanIsdayadduunnaadguIassiu ISO/IEC 27701:2019

n1sIGuUIasTU ISO/IEC 20000:2018 IWDNISUSKISIANISUSANS
RERVVSEREE

Uo:Isfkufuunassu 1ISO 22301:2019 ?
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What are standards?

= A document, established by a consensus of subject matter
experts and approved by a recognized body

= Provides guidance on the design, use or performance of
materials, products, processes, services, systems or persons.

© ACinfotec 2020



The benefits of using standards

01

Improving performance

Reducing business risk Becoming more sustainable

04 05

Encouraging innovation Standards for services

© ACinfotec 2020



DISRUPTIVE FORCES

More organizations are looking to upscale their business and benefit from the implementation of standards.
To determine the factors that play an important role in the growth of an organization we must determine the
disruptive forces that affect the organization’s growth directly or indirectly. There are four major trends which
ISO deemed crucial disruptive factors for organizations

INCREASING TRADE UNCERTAINTY CHANGING SOCIETAL EXPECTATIONS

IMPACTS OF CLIMATE CHANGE DIGITAL TRANSFORMATION

© ACinfotec 2020



Which are Thalland top demanding
standards for cyber security?



1ISO 27001:2013

Industry’s de facto Standard for Information Security

Number of certificates and sites in 2018 by country # 1ISO27001 Certificates in Thailand by Year

Country Site Certificate 600
China 7,199 7,612

Japan 5,093 12,145 500
Taiwan, Province of China B27 1,410

Korea (Republic of) 353 530 400
Malaysia 276 470 -
Thailand 239 557

Indonesia 163 335 200
Viet Nam 113 241

Singapore 106 240 100
Philippines 94 331

Hong Kong 72 131 S

Worldwide 31,910

© ACinfotec 2020



1ISO 22301:2019

Crisis become closer than ever

© ACinfotec 2020



1ISO 27701:2019

Driven by Law and Regulation

| Tha:_iland’s qusopal Data .
Pfotect’ionﬁct

PDPA

© ACinfotec 2020



PClI DSS v3.2.1

Driven by Business

PCI Non-Compliance : Negative conseguences for businesses

Target to pay $18.5M for 2013
data breach that affected 41
million consumers

Kevin McCoy USA TODAY
Published 4:10 p.m. ET May 23, 2017 | Updated 6:42 p.m. ET May 23, 2017

PCI DSS & Travel Agent
Compliance Requirements

=¥ 5
IATA

International Air Transport Association

DISCOVER % gs:

© ACinfotec 2020




Wi o

@Y eab ABUN b N 31‘65'\]'\]'\1{L‘Uﬂ't}'1 b NWHYNIAN bdDle

L) e
NZBUYRA
mssnweNnuuAlaannslawes
WA odble

NIZUMAULAINTZUSLLUNTS LS URAS AUNSUNITS1a9NT0U
wsm%smé’wﬁwagﬁa

v v o
W7 w un b nqunAL WA, bdoe
d @ L
Juli @ Tussnatlagiu

NIST CSF v1.1

Driven by Law + Cybersecurity Protection Demand

AT e

UsenNaumeIsNISLazuIensni1s sanaludl

VDIUAAR
(o) 1nsmstlastunrndesiionnasiindu

(en) W1MSN1INTIVERULALN ST T BANALNISlTL U3

(@ tnsmasdgivaidledinsnnamuduanaumslaues

Tun1sfimuANsauNIRsEIUIUNISSwIAUTiuAtUaenselaluasaed

(@) NITLUANNALINDI1ILLAATULNABNTINDT TBYARBUNUADT TEUU
ABNIIWBS YoyadufieIteanuszuuABNiIWmes nindauuwasdininene

(&) WmsMssnwsasiunANUdEsmeiiinanduanAmumelsues

] CYBERSECURITY
i
°

FRAMEWORK
VERSION 1.1

© ACinfotec 2020

NST

Identify

Detect

Respond

Recover

Asset Management (ID.AM)

Business Environment (ID.BE)
Governance (ID.GV)

Risk Assessment (ID.RA)

Risk Management Strategy (ID.RM)
Supply Chain Risk Management (ID.SC)

Access Control (PR.AC)

Awareness Training (PR.AT)

Data Security (PR.DS)

Information Protection Processes and Procedures (PR.IP)
Maintenance (PR.MA)

Protective Technology (PR.PT)

Anomalies and Events (DE.AE)
Security Continuous Monitoring (DE.CM)
Detection Processes (DE.DP)

Response Planning (RS.RP)
Communications (RS.CO)
Analysis (RS.AN)
Mitigation (RS.MI)
Improvements (RS.IM)

Recovery Planning (RC.RP)
Improvements (RC.IM)
Communications (RC.CO)

ID.AM-1 to ID.AM-6
ID.BE-1 to ID.BE-5
ID.GV-1to ID.GV-4
ID.RA-1 to ID.RA-6
ID.RM-1 to ID.RM-3
ID.5C-1 to ID.SC-4

PR.AC-t to PR.AC-5
PR.AT-1 to PR.AT-5
PR.D5-1 to PR.DS-9
PR.IP-1 to PR.IP-11
PR.MA-1 to PR.MA-2
PR.PT-1 to PR.PT-5

DE.AE-1 to DE.AE-5
DE.CM-1 to DE.CM-8
DE.DP-1 to DE.DP-5

RS.RP-1

RS.CO-1 to RS.CO-5
RS.AN-1 to RS.AN-4
RS.MI-1 to RS.MI-3
RS.IM-1 to RS.IM-2

RC.RP-1
RC.IM-1 to RC.IM-2
RC.CO-1 to RC.CO-2
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History of ISO27001

BS 7799-2:1998 /1SO 27001:2005 1SO 27001:2013
First Publication, mostly Globally accepted as a standard Formal Publication
. adopted in UK and some . for information security :

countries in Europe management with more than

. 8,000 certified organizations
worldwide and more than
. 80 organizations in Thailand

1998 2002 2005 Jul 2013 w

- BS 7799-2:2002
- Third revisions, became
- popular in Japan and

ISO FDIS 27001:2013

- was introduced to :
. Thailand by ACinfotec with . Final Draft International
. first certified organization : Standard

© ACinfotec 2020



LD INFOTEC

* The ISMS Requirements (for audit and certification)

INTERNATIONAL  ISO/IEC ® Published on 1 Oct 13
STANDARD 27001
= Supersede ISO 27001:2005
®» Certifiable and auditable

Nechuiquas— nlormasgen sacurily " Used 10 Clauses-structure (based on Annex SL) to align with modern
management system standard

ianagement systems — Requiremen s

= Based on risk management approach and aims to achieve effective

iInformation security management through continual improvement
process

" Included an Annex (Annex A) which lists the controls from 1SO 27002
with the “should” replaced with “shall”

© ACinfotec 2020



* The Guideline (for implementing security controls)

= Published on 1 Oct 13
= Supersede I1SO 27002:2005

= NOT a certifiable or auditable standard — it is a code of best practice only

" |t is intended to provide a catalogue of non-mandatory best practice with

some implementation guidelines — the controls in ISO 27002 are contained

in ISO/IEC 27001 Annex A as mandatory “shall” statements

© ACinfotec 2020

LD INFOTEC

INTERNATIONAL IS0 /1EC
STANDARD 27002

Inlormation et hnoglogy — Security
technigues — Code of practice for
information security controls




Information Security Management System (ISMS)
Act

Plan

5. Leadership

6. Planning Managed Risk
9. Performance Evz?lu_atlon 7. Support

8. Operation

10. Improvement

4. Context of the

Requirements Organization

source: ISACA

© ACinfotec 2020



Controls In Annex A

gnnfidentia\ity, lntegrity and Avai\abi\ity of Information

L@
& ‘ﬁ vp
-

Ensuring that information is
accessible only to those auth
orized to have access

Safeguarding the accuracy and

q o ~v-. completeness of information a
. nd processing methods
Information

Security Incident
Management

INFORMATION
SECURITY

Gmmnmic_:ﬂtinns

securty
Supplier
A = Physical & . .
i Enrir:-;::;::ml o PIAIL N Enﬂurlng that authorized users
Cryptography ' { #)] have access to information and

assoclated assets when required

© ACinfotec 2020



1ISO 2/7002:2013 Status

Status: Valid

LATEST NEWS - 15027002

" The standard is being revised to reflect changes in the field such as BYOD, cloud computing,

virtualization, crypto-ransomware, social networking, pocket ICT and loT
" The standard will be renamed “Information security controls”

" .a ~ .r@ "
Foreword 4
" The standard will have a radically different structure: O girodcton . Attributes
Mormative references P hys ICa I - ~

The controls are being categorized into étlfémi:ﬂ?tiﬂ':;;':;‘:m controls 0 Mapping to
Organizational controls - controls involving management and the organization in general, other than Bibliography ’37002:2013
those in 1ISO27001 J\ ) :
Technical controls - controls involving or relating to technologies, IT in particular © ©
(implying “cybersecurity”, perhaps, if so defined);
People controls - controls involving or relating to behaviors, activities, roles and responsibilities etc.; Organizational

Physical controls - tangible controls such as locks, and other means of environmental protection and controls Te C h n 0 I Og l Ca I

control such as fire and intruder alarms and uninterruptible power supplies;

External party controls - controls involving or relating to parties outside the scope of an ISMS (e.g. CO nt ro I S
contracted cloud services, service level agreements, legal and regulatory obligations, privacy policies ’

and other obligations to customers etc.) o Peo p|E
© ACinfotec 2020 CDntrD|S

source: www.iso2 /001security.com
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1ISO 2/7001:2013 Status

Status: Valid

LATEST NEWS - 1S027001

* ISO/IEC 27001 will be revised with the goal to have a new

version in 2021, with a new list of controls (according to the
future ISO/IEC 27002),

* Fundamental terms & definitions will be stated in the
standard itself and not in a separate standard (such as
ISO/IEC 27000)

© ACinfotec 2020



Latest update of standards in ISO 27000 series

ISO/IEC 27000:2018 — Information technology — Security techniques — Information security management
systems - Overview and vocabulary (fifth edition)

ISO/IEC TS 27008:2019 — Information technology — Security techniques — Guidelines for the assessment
of information security controls (second edition)

ISO/IEC 27007:2020 — Information security, cybersecurity and privacy protection — Guidelines for
information security management systems auditing (third edition)

ISO/IEC 27050-3:2020 Information technology — Security techniques — Electronic discovery — Code of
practice for electronic discovery

© ACinfotec 2020



Enforcement of 1ISO27001 in Thailand

a1Qu |soUs=NA KU28gvVIUNULAU UIASTIUNDIVIY

KanINoun 25N1SooNNSUSSSUUS:AUNY N1SIdUd

A e AUNSSIUNISANNUlA:
UN9NSUSSSUUS:AUNY 1a:N1SEQl5IOU KsoAN

15027001:2005,

I N oL L dguiasuniIsus:Noussn»
Fulkunannuanudnyoyds:nune laaldd5n1sNv o ' AW Annex A
C L Us=nung (AUN.)
dlannsound W.f. 2560
KaniNoun DSN1S09NNSUSSSIUUUS-AUNY N1SIdUD AfU:NSSUNISNAUNA: 0270012005
2 vgnsusssUUs:AUNY lla:N1ssal@ivuaiudnyoy avIasyuNIsUS:NoUSSAD ' ’
e — = . - ‘ AW Annex A
Js:Audda laglBdEnisnivaidannsaldng W.A. 2560 Us=nung (AUnN.)

UIASTIUS:UUUSKISYaNISADIUUAVUADQNY
3 a@1sdauinAYDLADUWIINDSANYIYS:UUUINIUQ
(BAHTNET) (asu. 4/2560)

sunAISIIKYUS:INAINg  1S027001 1Dassu
(sun.) aldaa (2013)

UIASTIUS:UUUSKISYaNISADUUALUaDQNY
d1SauINFAYDLADUWIIADSANUIYS:UUNISKNUTYE
IBAAYINIWIBANIAISIUUNTISYAINUNTWIBA (ICAS)
(asu. 5/2560)

surAISiIKvUs:INAlINg

(sun.) 1ISO27001 120S8U

aldaa (2013)

© ACinfotec 2020
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(PCI DSS) v4.0.




History of PCI DSS

DECEMBER 15, 2004
PCI D55 1.0

PCI DSS Version 1.0 is released. This is the
first time that all five major credit card
brands have come together to create a
comprehensive standard for all
merchants in the payments cycle.

c004 c00b

OCTOBER 2010
PCI D55 2.0

Reinforces the need for thorough
scoping before an assessment and

promotes more effective log
management. It also broadens

validation requirements for the
assessment of vulnerabilities in a

merchant environment.

APAIL 2015
POIDSS 3.1

FEB 2018
PCIDS5 3.2

Calls for merchants to PCl 3.2 takes effect

deprecate the Secure e Eliminate use of SSL and early
Sockets Layer (SSL) and TLS version

"early" Transport Security * MFA will be required for ALL
Layer (TSL) protocols administrative access to cardholder
immediately, as these data — not just consoles.

encryption protocols put * Maintain detailed documenta-
payment data at a high tion of cryptographic architecture
level of risk.

el13

015 20162017 2018

SEPTEMBER 2006
PCI 0S5 1.1

PCI DSS Version 1.1 is released.
Calls for the professional review
of all web applications and the
placing of virtual firewalls as a
security measure.

© ACinfotec 2020

NOUEMBER 2013
PLI 055 3.0

Updates made as a result of
shifting needs in the payments
industry: Weak passwords and
authentications by merchants
and service providers;
Third-party security challenges;
Inconsistency in assessments

APRIL 2016
PLI 055 3.2

Centered on a reformed
change-management process,
multi-factor authentication, service
provider regulations and primary
account number (PAN) masking.



PCI DSS - 12 Core Requirements

Build and Maintain a Secure
Network and Systems

Protect Cardholder Data

Maintain a Vulnerability
Management Program

Implement Strong Access
Control Measures

Regularly Monitor and Test
Networks

Maintain an Information
Security Policy

- e o

-

Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect stored cardholder data
Encrypt transmission of cardholder data across open, public networks

Protect all systems against malware and regularly update anti-virus
software or programs

Develop and maintain secure systems and applications

Restrict access to cardholder data by business need to know
Identify and authenticate access to system components

Restrict physical access to cardholder data

Track and monitor all access to network resources and cardholder data
Regularly test security systems and processes

Maintain a policy that addresses information security for all personnel

© ACinfotec 2020



Chip
PAN

Cardholder
Name

PClI DSS — CHD & SAD

Types of Data on a Payment Card

CID
(American Express)

AL

Expiration Date

CAV2/CID/CVC2/CVWV2

(all other payment card brands)

Magnetic Stripe
(data on tracks 1 & 2)

Account Data

Data Element

Primary Account Number (PAN)
Cardholder Cardholder Name
Data Service Code
Expiration Date
] Full Track Data®
Sensitive
Authentication CAV2/CVC2/CVV2/CID*
Data?
PIN/PIN Block®

© ACinfotec 2020

Storage
Permitted

Yes
Yes
Yes
Yes
No
No
No

Render Stored Data Unreadable per
Requirement 3.4

Yes

No

No

No
Cannot store per Requirement 3.2
Cannot store per Requirement 3.2

Cannot store per Requirement 3.2



Who need to comply with PCI DSS?

1 Counc "Any organization that accepts payment cards or
stores, processes, or transmits
data must comply with the PCI DSS’”

| DISCOVER %&; gs:




Goals for PCI DSS v4.0

Ensure the standard continues to meet the security needs of the
payments industry

Add flexibility and support additional methodologies to achieve
security

Promote security as a continuous process

Enhance validation methods and procedure

The standard is still on RFC process and won't be published until
2021 and won't be required for 2 years after the publication date.

© ACinfotec 2020



A first draft of PCI DSS v4.0

e The draft of PCI DSS v4.0 addresses feedback received during the 2017 RFC and
reflects changes in payments environments and security technologies.

e The updates made to the standard focus on strengthening security and adding
flexibility.

e While the 12 core PCI DSS requirements remain fundamentally the same, several new
requirements are proposed to address evolving risks and threats to payment data and to
reinforce security as a continuous process.

e All requirements are redesigned to focus on security objectives, and there is a new

validation option that gives more flexibility to organizations using different
methodologies to meet the intent of PCI DSS requirements.

© ACinfotec 2020



Changes to PCI DSS’s layout and descriptions

The overall structure of the PCI DSS is retained in version 4.0, and will keep the
same 12 high level requirements.

Changes to PCI DSS’s layout and descriptions v.4.0 will include:

1. More accurate requirement titles

2. Additional direction and guidance provided in the Overview section

3. Requirements organized into Security Objectives

4. Requirements refocused as objective or outcome-based statements focused
on implementation of the security control as the end result.

5. Clear identification of Intent (Objective) for each requirement

6. Expanded Guidance

© ACinfotec 2020



Examples of some of the proposed new requirements

1. Scoping — Increased testing and documentation will be required for confirmation of the accuracy and completeness
of scope of the cardholder data environment (CDE) and periodic scope validation processes.

2. CHD Protection — Card encryption requirements will be expanded to include all transmissions of CHD instead of
only those across public networks.

3. Security awareness training — Requirements for training of end users will be enhanced to include more
information regarding current threats and phishing, social engineering, etc.

4. Risk assessment — The Council recognizes that the current PCI DSS requirement that a risk assessment be
conducted is not always resulting in useful risk analysis and risk management outcomes. This requirement will be
modified to ensure that the risk assessment is not being treated as a “checkbox exercise” by organizations.

5. Authentication — The new version of the DSS will provide more flexibility for the use of authentication techniques
and solutions within the CDE to align them with industry best practices.

6. Cloud environments — Version 4.0 will evolve all requirements to be more accommodating for the use of
technologies such as cloud hosting services.

7. Sampling — Additional direction for assessors on sampling guidance will be included to verify that controls are in
place consistently across the entire population.

© ACinfotec 2020



Two Implementation Options

Defined Implementation Customized Implementation

* Follows current PCI DSS requirements and * Focuses on the intent of each PCI DSS requirement
testing procedures * Provides greater flexibility for entities to demonstrate how

* Supports entities whose security security controls meet common security objectives
implementations align with current * May suit risk-mature entities with a robust risk
requirements management approach

* Provides direction on how to meet security * Unlike compensating controls, customized validation will
objectives not require a business or technical justification for meeting

the requirements using alternative methods, as the
requirements will now be outcome-based. (Compensating
controls will be removed)

Organizations can choose to report their compliance via one of these two options or choose a
blended approach where some of the control requirements may be assessed under the defined
implementation and others using the customized implementation approach.

© ACinfotec 2020
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THANK YOU
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For more information, contact: ACinfotec Consulting Services |

[ f__;—' 02-670-8980-3 | services@acinfotec.com | www.acinfotec.com

Consulting Training Assessment Solutions






