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e-Timestamping Ais USN13UsEUUsOIABENNIOlind asusesnsleguauenais a
LAt q wazganusaltlunisnsisdeuInenalsdannseindilasunisuseiiviusesiaiuditiu gn

wilnsali

sEUUNliusnsUseyiuSuseanadidnnseding ves ETDA 138 Timestamping Authority
(TSA) IN13ATIVABUAINYNADIVBIIATULLAT DIV IENITD198 (NTP Server) Lil8ufiuann 3 unas

Ao A0 TUNINTING YA, NTUINNANENT NBIWINSD Uay ANGe.

wannsvieulaggevesusnisilfie glduinisds hash vesdsiifesnisvii imestamp a0
WeIEUUaTas timestamp token 18U hash 1w naululy @eld-anunsaiy timestamp token W

TFule v lvlndunarlunisasaieiedendva (wunazldinanannesesiasalsiletonivia)

Gl Y QI Q"QJ LY v
159U NBULNNUAINABDINITUTENUSUTDILIAN

Tngmnseandinisunluiliomvesdsnlai timestamp UW&7 A1 hash Aewadlng Qegld
Henduenfuneuniruaiioddluyin timestamp) Aazasuwdasiunae winviinisnsiaaeu Nag
nulainAnnisualadu 9 ETDA 1adnii website wazlwuinis APl fldlunisnsiaaeu lag

Uagtusesiulneduszinn POF uag XML g3ngastdunlaniun "N150539a0uA218g 00984013

Usiiususadaan 9ae TEDA Web Validation Portal"

U3n15 e-Timestamping dog 2 sUluUA®

1. M33u-ds message MUFULUUTIDY RFC3161: @1311150 download #28E14 source code
(AVA) 1§70 project PDFTimestamping lu ETDA GitHub 7
https://github.com/ETDA/PDFTimestamping #3emn@edn1suseriususaanaruulng PDF A
@1308479 Runnable JAR file 97 project & udaSonldenild Im@%umulﬁﬁw "NN3E319

Runnable JAR file wlau¥usiususesnatasunlig PDF"

2. HTTP API: g318az\Bunldiiundl 6 "Timestamp APl Specification”

nsgudusinuveveliuinig dmiuuinis e-Timestamping lugUuuu RFC3161 3¢y
mﬁ@uguﬁ"muﬁ’wgmwu Certificate Authentication @uU3113 e-Timestamping Iug‘ULLUU

HTTP API agldnnstuduiinumeguuuy APl key unudivaninsagseazidentunsulaniunsiedly
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AN59. VaaUANSIUNMSITHUINTS e-Timestamping wAneusgwinLY Inglifn

I a v a = Y a a Y o &
AIUINII (GU@lIUa U LU B.A. 2564) ""ZNﬂ'ﬁsU@IsUUﬁﬂ']iiJsﬂumau@ﬂu

nsvenaaaulgusnng

1. arnlluanlid Wensenluumvevagauuinis (TEDA Test Application Form)

2. vhnsaine Certificate Signing Request (CSR) file museazidenluun “n1sguduminuive

1gusnsiieguuuy Certificate Authentication” usivnnidentdusnistuguuuy HTTP AP

T dumeuiiiv
3. AUUUAIUENAAEUUINISTINToNud umneBiuads support-center@etda.or.th QY
eservice@etda.or.th
To: support-center@etda.or.th; eservice@etda.or.th
Subject: VONAFDUATITIIUIZUY e-Timestamping
Tnevnnldusnmsluguuuy RFC3161 iuu CSR file ndunoud 2 indae antu ETDA 1z
4374 credential Tunsitnlgssuudsnaululimedine wien URL 9035z UUMAdDU
4. \flevhnsfinga credential #l#¥U9N ETDA adluszuuvesfliuinisuds awnsovaaeu

usnslaeaslwaitnunyin Timestamp Asyuunad@ouniy URL Akasld

n15velguINITUUTEUUUURN39%
1. mfadevsldusn15a1niI vt nuiIgaIu INDBIUIENISENNIURAILITINTTUNY

Y 9

Slannsating (Q(ﬁl’aaemlé’mﬂ A1ANUIN)

2. amiivianlnd iensenwuudiuelduini3 (TEDA Application Form)

3. ¥1N13a373 Certificate Signing Request (CSR) file dmiulduuszuuufufnisnse wann
denldusnisluguuuy HTTP APl Tithaudumeuilly

4. dwvumaslduinisiintenial wieunilsdevslduinig waglwanvih Timestamp 21ns3UU

NAABU UIN9BANY support-center@etda.or.th LAY eservice@etda.or.th
To: support-center@etda.or.th; eservice@etda.or.th
Subject: volH91UTEUU e-Timestamping
lngvnldusnistuguuuu RFC3161 Tiuu CSR file nTuReud 3 11dhe Nt ETDA 92

4374 credential lunsiinldsyuvdanaululviniadiua wiou URL v0e5zuuduminsase
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http://www.etda.or.th/getattachment/Our-Service/Digital-Trusted-services-Infrastructure/TEDA/e-Timestamping/Example/เอกสารของบรการ-e-Timestamping/แบบคำขอทดสอบบรการ-TEDA-Test-Application-Form/TEDA-TestRequest_2021-enabled.zip.aspx?lang=th-TH
http://www.etda.or.th/getattachment/Our-Service/Digital-Trusted-services-Infrastructure/TEDA/e-Timestamping/Example/เอกสารของบรการ-e-Timestamping/แบบคำขอใชบรการ-TEDA-Application-Form/TEDA-UsageRequest_2021-enabled.zip.aspx?lang=th-TH
mailto:eservice@etda.or.th
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5. Weviin1sinms credential Nlasuan ETDA aslussuuraslduinisudy awnsaldusnig

Tngdalwdidnunyin Timestamp laniszuuUfiRn15a3ema URL Nudsld
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uni 2 myguduaraudue lFusmsaeguny Certificate Authentication

n33enldusng e-Timestamping agfodivunaulunissudumaudmsudnlduinig lng
Tudullagidunseduneduneulunisadne private key uay Certificate Signing Request (CSR) file

(Wedslit ETDA Tunisaswnziloulususes) neld OpenSSL v Windows @aiivunsunsseluil

YUNDUN 2.1: N15AARY OpenSSL

1. \Uedanseluilluusiiwesvesan httpsy//slproweb.com/products/Win320penSSL.html

2. Beuluiivhde “Download Win32 OpenSSL”

3. lugilefl Honilu Win6d4 OpenssL v.1.1.1 (lusegnaudenlunuu 64 n Jso1aidonling
funsuiwmesvesnalls lnunsiden 32 Jnvse 64 Un xiinadevelrawes Tutunaui 2.2

way Jumaud 2.3 uazvelild edition Buqfililly “Lisht” edition)

Download Win32 OpenSSL

Download Wind2 OpenSSL today using the links below!

File Type Description

Wing4 OpenSSL vl 1.l Light |3MB Installer [Installs the most commonly used essentials of Winé4 OpenSSLvIl.l.1 (Recommended for users by the creators of OpenSSL). Only

EXE | M5l (experimental) installs on 64-bit versions of Windows, Note that this is a default build of OpenS5L and is subject to local and state laws. More
information can be found in the legal agreement of the installation.

Wing4 OpensSL vl .| 43MB Installer |Installs Win&4 OpenSSL vl.1.1 (Recommended for software developers by the creators of OpenSSL). Only installs on &4-bit

EXE | M5l (experimental) versions of Windows, Note that this is a default build of OpenS5L and is subject to local and state laws. More information can be

found in the legal agreement of the installation.

Win32 OpenSSLvI.I.I Light |3MB Installer [Installs the most commonly used essentials of Win32 OpenSSLvI.1.1 (Only install this if you need 32-bit OpenSSL for Windows.

EXE | M5l (experimental) Note that this is a default build of Open35L and is subject to local and state laws. More information can be found in the legal
agreement of the installation.

Win32 OpenSSLvl. 1.1 30MB Installer |Installs Win32 OpenSSL vI.1.1 {Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of

EXE | M5l (experimental) OpenSSL and is subject to local and state laws, More information can be found in the legal agreement of the installation.

4. panlu?l “EXE” iiovinnsaniilluanlusunsy OpenSSL v.1.1.1 wagvinsiesslusunsulag

TadAsuau

W7


https://slproweb.com/products/Win32OpenSSL.html
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Junaudl 2.2: n15a319 Certificate Signing Request (CSR) Tagld OpenssL uu

Windows

1. ﬂﬁﬂlﬂﬁﬁm Start #uI1 CMD (Command Prompt)
AaNYT TUSUNSL CMD wazidenludl “Run as Administrator”

awUsInglusunsu CMD 1y

Cal

fuviendaelud wazne Enter
cd C:\Program Files\OpenSSL-Win64\bin

JziiuinusIiafiins Waswdu C:\Program Files\OpenSSL-Win64\bin

b

UNAAIRlULl wazne Enter

o
=)

openssl genrsa -out private-key.key 2048
7. furiddsreluidl uaznm Enter
openssl req -new -key private-key.key -out csr.txt -config cnf\openssl.cnf

8. niandeynssAnstuaniifeIns:

o Country Name:  (f19813%: TH)

o State or Province:  (§18813: Bangkok)

o Locality or City: (f19819: Huai Khwang)

o Company: (A79813: A Test Company Ltd.)

o Organizational Unit: (f19814: Information Technology Department)
o Common Name: (A70819: IT Dept.)

o Email: (§081: itadmin@atest.co.th)

o Challenge Password: \3u319uagna Enter
o Optional company name: NUWINNUaENA Enter
9. Private key wag Public key f\]%Qﬂﬁ%’N“ﬁu Tne Private key (fhoehsluiitl fmundslididu
private-key.key) %Qﬂa%ﬁqLﬁaslﬁi’fﬁm%'umiaamﬁa way Public keys G‘z?qagjiu'gﬂLLuu Certificate
Signing Request (fegndludi Mnundelnddu csr.txt) %Qﬂa%ﬁqLﬁaiﬁumﬁaamlﬁau

Tususes
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10. a¥1sllameslue (Fregrsluiid fvuatelnawmesidu certificate) Instlulilulasd C

O w | @ Search Windows (C:)
Mame Type
certificate File folder

11. §1e private key (Frogaluitl e C:\Program Files\OpenSSL-Win64\bin\private-

Y
(%

key.key) and CSR file (fhognslufiil 1Wﬁa§ui17i C:\Program Files\OpenSSL-

Win6a\bin\csr.txt) ISR Hawesvsifisadnety (Fegraluid fvuadu Ccertificate)

bin - O
« > ~ 4 | C:\Program Files\OpenS5L-Win64\ bin| ~| @ | Search bin y-l
A MName Type Size (e
s Quick ac B
I Des # IT-I cslr.txt Text [flccument 2 K:B
|| private-key.key KEY File 2 KB
l_’ Dov# [ capl PL File B KB
5] Doc# [] capi.di Application extens 68 KB
| Pict # |J dasync.dll Application extens 44 KB
b [ v ccces 4 4 24 an [ TSP 7 94E R b
13items 1 item selected =
certificate - O >
&« v | Ci\certificate| w| @ Search certificate ye
e
- MName Type Size
#F Cuick ac B
=] esrbat Text Document 2 KR
Bl Des ~ o .
| | private-key.key KEY File 2 KB
* Dov #
E] Doc o
| Pict #
LU 4 >
2 items =

12. CSR file (foenaluidd frvusdolndidu csr.txt) TuvuziindaunaiNnazvinnisamedeulususes

13. d4 CSR file W% ETDA itevinisameifeulususes

1 9
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HWSB

JUABUT 2.3: 155U certificate AU private key Iagly OpenSSL Ul Windows

AR N

sl ETDA dalwd certificate dwSu authentication (Frogdluiit svusdelndidu
eservice.cer ) wavlng certificate vos CA fiaan certificate 115U authentication (fgslu
71 foundelildidiu authenCA.cer) nduun Tiéhe certificate 7 ETDA dan TUlSTinawmes
Feafuiitiu private key (fegndludit muuady Cacertificate)

ﬂﬁﬂlﬂﬁﬁu Start LW CMD (Command Prompt)

AANY7 TUswNsy CMD wazidenlufl “Run as Administrator”

U5 Usunsa CMD

fuiendasioluil waznn Enter

cd C:\Program Files\OpenSSL-Win64\bin

Jziiuinussiafifinivdewdy C:\Program Files\OpenSSL-Win64\bin
fuiendasioluil waznn Enter

openssl pkcs12 -export -in c:\certificate\eservice.cer -certfile c:\certificate
\authenCa.cer -inkey c:\certificate\private-key.key -out eservice.p12

n3en Export Password agdugiu Export password Snass

certificate iU private key azgnsauiuidu keystoreFile (Fheghaluitll Auusde

keystoreFile 1Ju eservice.p12)

NHULUR:

1. WsaAuswesinu (Export Password/keystorePassword) Tilufivasnse wagiiuieniu

keystoreFile (.P12)

2. WnYAsEenlgusng e- Tmestampmg WAINY mamwmmm “could not create

SSL/TLS secure channel.” TUsaveny dunauil 2A.2 n1siiass Trust Root CA fuipSesiildusnig e-

Timestamping

71 10
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N1SNAdBULIYEN timestamp W1l Adobe Acrobat Reader DC

KeyStoreFile f1lsinann Tumeud 2.3 agldilu certificate Tun1studusnuglduinig Tunis

Senld timestamp U7 server vas ETDA Tngviidotll fgauszasdiiiawdu quick suide wienaaauliiiu

11970 client 1Teenilss awnsasenld timestamp lasgnals dunisisenlusunsunidinigldeu

UNTYa188e13 Adobe Acrobat Reader DC LeINAUNI9IUNNINITAAAY Timestamp Proxy Server 184

Tatunaud 2A.1 — 2A.2 Wiuneuit 2A.3 1&lae

Junaudi 2A.1: M3AnAd KeyStoreFile

1. sullaman KeyStoreFile

Type

I _ﬁ-esewice.p'll I Personal Informati...

2. Aan Next

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Local Machine

To continue, dick Mext.

Cancel

Size

i 11
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3. 939980V Path File (@avzuansAnsusudu path 1219lWldtUueg) wuaipdn Next

|
x |
& ¢ Certificate Import Wizard |
]
File to Import
Spedify the file you want to impart.
File name:
D:\User\Desktop'p12\eservice.p12| Browse...
Mote: More than one certificate can be stored in a single file in the following formats: |
Perzonal Information Exchange- PKCS #12 ((PFX,.P12) !
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7E)
Microsoft Serialized Certificate Store (,55T) |
|
MNext Cancel
|
¥ 1
LY 1 U = ¥ a
4. nyonsuanu (keystorePassword) 3MATUABUN 2.3 tadAan Next
w R
,
€ & Certificate Import Wizard
Private key protection !
To maintain security, the private key was protected with a password.
Type the password for the private key.
Password:
| FEREREN .l
[ Display Password
Import options:
[JEnable strong private key pratection. You will be prompted every time the
private key is used by an application if you enable this option.
[IMark this key as exportable. This will allow you ta back up or transpert your
keys at a later time.
£
Protect private key using virtualized-based security(Mon-exportable)
Indude all extended properties. |
™
Cancel &

i 12
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5. @an Next

€ ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store

Certificate shore:

Browse. ..

Cancel
6. AAN Finish WaAUAAN1IAARY KeyStoreFile 9¥n15139 import success AUAN

*
€ &# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

(o= gvi ey Rl etk Automatically determined by the wizard
Content FFX

File Name E:\Users'naponDesktopfiia'\20210216 \certinewCAauthent

o The import was successful,

Cancel OK

i 13
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JuABUR 2A.2 : N13AARS Trust Root CA

1. sudandn Root Certificate (fagrslufiil fwuate Root Certificate 1fu authenCA.cer)

|| authenCA.cer

2. @an Install Certificate...

of Cert

General Detalls Certification Path

@ﬁ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: ETDA CCACA-G2

Issued by: ETDA Root CA-G1

valid from 22/8/2562 to 17/8/2581

Install Certificate... || Issuer Statement

O

3. @Aan Next

=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

®g

(O Local Machine

To continue, dick Next.

Cancel

i 14
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4. @an Next

€ ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

(®)iAutomatically select the certificate store based on the type of certificate!

(O Place all certificates in the following store

Browse...

ca 4 ce'

5. Aan Finish aduann13AARa Root Certificate 9¢iN15U39 import success AUAN

& L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish.

‘fou have spedified the following settings:

Certificate Store Selected Automatically determined by the wizard
Content Certificate

Cancel

o The import was successful,

Ok

i 15
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Jupaufi 2A.3: N3 configure Timestamp Tulusunsu Adobe Acrobat Reader DC

1. Walusunsu Adobe Acrobat Reader DC
2. IUﬁLaJlé Edit -> Preference -> Signatures aan More... i Configure timestamp server

settings

Categories:

Digital Signatures
Camment ting 1
d |Cocuments Creation & Appearance |

+ Control options for signature ereation PR
+ Set the appearance of signatures within a document
Verification

« Control how and when signatures are verified R

Status: not yet verifie
Identities & Trusted Certficates

Outputintent

« Create and manage identties for signing More.
« Manage credentials used to trust documents

Signatures
Spelling
Tracker

Trust Manager
Units:

oK Cancel

[

3. Aan New LitasaAn timestamp server lngldvayasiail

Name: f9813luiil fvuadu test tsa etda
Server URL: Td URL szUU timestamp 984 ETDA snu#ilanaald %38 URL 909 Timestamp
Proxy Server inulgaulavinnisanasll
kaaman OK
B Server Settings -
Directory Servers ‘ffﬂ New |7 Edit 43 Import /& Export & Remove Lf:l"? Clear

Time Stamp Servers

E
Edit Time Stamp Server X

Name: ;tﬁl_isa_eida

Server Settings

Server URL: %da.th,"signserverfprocess?\n\ro rkerMame=teda

C

[[] This server requires me to log on
C — a trusted time stamp when signing. If you are in :
o = e l erver configuration information.
b3 Password: i lge settings, or click New to add and configure a T
S a default server then a time stamp will be embed
s1)
C pthers.

Ca 2 CEI

Wi 16
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4. \Fendeya timestamp server 3nYunaunaunin WiAdn Set Default Aeilguafuviinde
PNTUITUantieisen
ﬁ Server Settings

. e | . & o~
Directory Servers Q%J New Lj Edit %% Import = Export & Remove L%‘ Set Default
Time Stamp Servers MName URL

https://time-uat.teda.th/signserv...
T | B ] [ B BB

Configure Time Stamp Servers

Configure a default Time Stamp Server 1if vou want to embed a trusted time stamp when signing_ If vou are 1n a wor
computer administrator may provide vou with Time Stamp Server configuration information.

Select one of the entries above and click Edit to view or change settings, or click New to add and configure a Time !
Select a default server using Ser Defaulr. If yvou have selected a default server then a time stamp will be embedded v

signature that you create.

Click Export to share your Time Stamp Server settings with others.

5. \Unalwd PDF 7isioen15vi1 timestamp lUfilaiy Tools 1den icon Certificates agnuiniay

\sasiloTuin Tviadniaen Time Stamp

File Edit Window Help

Home )ls wiladafusaenmssitun.. X

ﬂf@eo\ / @@@4‘

Certificates éf; Digitally Sign [?D Time Stamp

6. wnilutr1elitlden Certificate Tiideon Certificate ivin1sinsslulutunouil 2A.1 Lai1n13
Tufinlvall medefianseenly ielinsuindulwandnigii timestamp i
7. \feiken timestamp lad153 Tukau Signatures (waudedle Mluzuinnn) vesenans e

Feaziden Timestamp TLiiavinlUUsIng Iy

i 17
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@ This file claims compliance with the PDF/A standard and has been o

Signatures

v _"_,“a Rev. 1: Signed by (Test) TeDA Time-stamping Service|

Signature is valid:
Document has not been modified since this signature was ap
Signer's identity is valid
Signature is a document timestamp signature.

Signature is LTV enabled

Last Checked: 2020.06.10 18:09:24 +07°00"
Field: Signature2 (invisible signature)

Click to view this version

Famn configure timestamp server lutuneuiudy wiuslunisasaneilieTendvia NaziSenldiiaives

timestamp server 104 signing time (lalldlnaweunIesnouianesiiu local time) Fafinaiu

Undedelmenaisdidnnseindlente

i1 18
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Uni 3 myguduaraudue lduinmsareguuy APl key

n338nlduInTg e-Timestamping luguuuu HTTP API T35 siudusnumesuuuu APl key

dwsudnldusnms TneludiuiiaziluniseSureduneulunsldau APl key Nlasundaandulume

1. 58UA1 APl key adlu header 989 HTTP request lneszy key = “apikey” wagsey value = [An
API key #il¢i5usn] Tnelusegnausn PUANINTIZYAT APl key Tu tool dusunegeuiien
HTTP %931 postman wagf108197 2 AUaniN1TsvyA APl key Tu HttpPost wag HttpClient

FaUu library dmsuisen HTTP request Uselnvnilsresniwl Java

» TSA API (api-uat.teda.th) Examples (0) «
POST https:/fapi-uat.teda.th/timestamp/v1/basic Params Send - Save
® Headers (2) ® Cookies Code
Key Value Description E E Presets «
Content-Type application/json
apikey 5717cal3-76f7-4365-8221-2436d718a%a6

1. HttpPost request = new HttpPost(tsaUrl);
2. request.addHeader("content-type", "application/json");
3. |request.addHeader("apikey", "5717ca03-76f7-4365-8221-2436d718a9a6");|

4. HttpResponse result = httpclient.execute(request);

2. Wevin1sseyen APl key way parameter #1199 lu body (318/agldeawiiy HTTP Request :

Timestamp request) ¥4 HTTP request 1@3a58U5p8uan azanunsaisenldeau e-

Timestamping Tuguwuu HTTP APl 1¢1

POST ~ https://api-uat.teda.th/timestamp/v1/basic “

Params Auth  Headers (10) Body @ Pre-req Tests Settings Cookies

raw JSOMN -~ Beautify

"messageDigest” : "zOPQt16C5ppg+FDED/Im2AgiqoGGokd10Q0=sN20yulki" ,
"hashAlgo™:"1"

7 T

B
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A a ¥ .
UNN 4 NITAANN Timestamp Proxy Server
ey proxy server d1w§udnnis certificate authentication Yoemnenugliusng wazdu

fnaslunsiien timestamp 119 ETDA

1. m’la\léfaﬂﬂ’l'i%uﬁ’r‘uaﬂ server CPU = 2 cores, RAM = 4 GB, HDD = 50 GB

2. RaResne NGINX (version 1.9.0 Tulv) uawsey certificate authentication 137 NGINX

3. gur NGINX 13 forward transaction ifimsiSen timestamp 18 port 443 Tidslufiszuu
e-timestamping U8 ETDA

§179814 config nginx

location /upstream {

proxy_pass https://backend.example.com; //url 181 tsa etda
proxy_ssl_certificate /etc/nginx/client.pem; //certificate fims etda dslik (PEM formate)
proxy_ssl_certificate_key /etc/nginx/client key; //private key (PEM formate)
proxy_ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
proxy_ssl_ciphers HIGH:!laNULL:IMD5;

(

proxy_ssl_trusted_certificate /etc/nginx/trusted_ca_cert.crt; //trust root fimns etda a4l (PEM formate)

proxy_ssl_verify on;
proxy_ssl_verify depth 2;

proxy_ssl_session_reuse on;

4. Uszne domain name 84 Timestamp Proxy Server Aglu internal network v9uiag91u

Tagldasasliaansadifs Timestamp Proxy Server aandunesiinls

Hieh level network diasram

Organization internal network

& INTERNET

HTTPS with

- _ ETDA
certificate authenction

Timestamp
( HWPS proxy server »  Timestamp
) PN (Nginx 1.9.0+) \_’\/\/ server

\ 4
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ci 9 . 4 9] 4
UNN 5 Myad1e Runnable JAR file iwodsziusosseanarnd PDF
Weriuanuazmntunmsiaulysunsusuiuniedy aansadenlduinig e-Timestamping WU
Runnable JAR file Tnan1511 JAVA library (project PDFTimestamping) 1%t8u Runnable JAR file

dwmsun1susenau timestamp token #l@annsguu Au PDF Tnaiiden

v & a va .
F’YJ’]SJG]’ENﬂ’]iWUi’]‘UUUiSUUUQUWﬂ’]S Windows

- Java 1.8 TulU (https://www.java.com/en/download/)

- Tusunsu Eclipse Oxygen for java EE version 4.7 uly

(https://www.eclipse.org/downloads/packages/)

- W& Keystore wag Password Keystore (Inganunsaviimiudunou “n15asna private key way

CSR file” Tuunnountin)

Junaui 5.1: N13 import project PDFTimestamping
1. 111U Download file project PDFTimestamping 211 GitHub

(https://sithub.com/ETDA/PDFTimestamping) wag unzip file

) GitHub - ETDA/PDFTimestampin. X +

- x
& C @ GitHub. Inc [US] | hitps//github.com/ETDA/PDFTimestamping a ¥« 8
[ ETDA / PDFTimestamping Owatcn 0 st 1 | Yo 2
¢ Code ssues 0 Pull requests 0 Projects 0 Insights

Join GitHub today Dismiss

GitHub is home to over 28 million developers working together to host
nd review code, manage projects, and build software together.

PDF Timestamping using PDFbox
{® 14 commits ¥ 1branch © 0 releases A2 1 contributor
Sranch: master = find fle
pragasitcha Formatting
3
I resources 010
; amping. | (3
B sre/main/java change cert authen detect condition
B gitignore support calling tsa by certificate Authen
Open in Desktop Download ZIP
[E] READMEmd Formatting o hr
[E) pomaml add mavon jum config to 1.6 8 months ago

B README.md
https://github.com/ETDA/PDFTimestamping/archive/master.zip
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2. \Unlusunsu Eclipse tdanuuy File don import denilu Maven > Existing Maven Projects

£ Import O >

Select

Import Existing Maven Projects I@

Select an import wizard:
= General
= Git
= Gradle
= Install
v = Maven
f:L Check out Maven Projects from SCM
i:l‘ Existing Maven Projects
El‘ Install or deploy an artifact to a Maven repository
i:l‘ Materialize Maven Projects fram SCM

= Oomph
(== Run/Debug
(= Tasks
== Team
(= XML
s
@ < Back Next > Finish Cancel

3. nadu browse waGanlnaMBIUBY project PDFTimestamping 91¥11115 unzip file WA wagyil

A190A Finish

& Import Maven Projects [m] x

Maven Projects
Select Maven projects

Root Directory: | ChUsers\napon\eclipse-workspace\PDFTimestamping-master ~| i Browse.
Projects:
fpomaml etda.orth:PDFTimestamping:0.0.1-5MNAPSHO T jar Select All
Deselect All
Select Tree

Deselect Tree

Refresh

[] Add project(s) to working set
PDFTimestamping

b Advanced

® < Back MNext > Cancel

i 22
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4. 58l% Maven import dependency download @39

Mo consoles to display at this time,

- Importing Maven projects: (9%) =

5. awdl project PDFTimestamping Auagnudnsvadlusunsy

S eclipse-workspace - Eclipse - O X
Eile Edit Source Refactor Mavigate Search Project Bun  Window Help
A E@v?‘g?%@vﬁv&v%v?ﬁ?@v?@@Q‘v‘_v'v'_ - -
5@
% Package Explorer i3 | =0 T ¢ = 0
Ble - -
e = [
> u=> PDFTimestamping-master
= N =% el
X % =]
4
=
Find Q| F £
5= Outline 23 @ ¥v= 0 P TECTEET = B8
An outline is not available, =58
No consoles to display at this time.
< >
PDFTimestamping-master

vianewe: vnlaianansa import project I anansadeuasiugluimide “nisuitieym nsdl import project laauysal” 16
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Junaudi 5.2: n15a%19 JAR file

1. Bl project PDFTimestamping \d@0n Run As > Run Configurations \d@eniau Java

Application

= Run Cenfigurations X
Create, ge, and run fi i
€ Main type not specified @
5 A ]
Caxlae- Name: | New_configuration |
type filter text (® Main "o Arguments| g, IRE| %; Classpath| - Source | I Environment| (5] Common |
& Gradle Project Project:
& Java Applet
ava pp. | PDFTimestamping-master ‘ Browse...
+ [T] Java Application
New_cenfiguration Main class:
JUnit
Ju Jni | ‘ | Search...
i Launch Group
mz Maven Build [ Include system libraries when searching for a main class
Juy Task Context Test [Jinclude inherited mains when searching for a main class
[ Step in main
Revert Appl
Filter matched & of 16 items — BEE

@ Run Close

2. @A33 Main Class naYy search waztdenidu main - (default package)

& Select Main Type O Pad
Select type (¥ = any character, * = any String, TZ = TimeZone): -

|”

Matching items:

G main - (defauit package]: A

o Workspace matches
GE AddAnnotations - org.apache. pdfbox.examples.pdmodel w

| 3 PDFTimestamping-master\target\classes - (default package)

®

3. 91N%UNA Apply kag Run
#1 Eclipse 2% return error ls1gliinu n1563A1 Argument lddesaulainsizisndesnisem

execute jar file

i 24
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4. pdnund project PDFTimestamping L@an Export laan Java wazidonlufl Runnable JAR file

S Export [m] X

Select
Export all resources required to run an application into a JAR file on the local file system. E 5 l

Select an export wizard:

(= General
= Install
v (= Java
AR file
@1 Javadec
3 Runnable JAR file
(> Run/Debug
> Tasks
= Tesm
= XML

®@ < Back Next > N 5= Cancel

5. ymsi@en Launch configuration TUilu main — PDFTimestamping wagiiunam1niad

f89N152749 JAR file

% Runnable JAR File Export O >

Runnable JAR File Specification —

(L) The export destination will be relative to your workspace. | L

Launch configuration:

New_configuration - PDFTimestamping-master e

Export destination:

| PDFTimestamping-master/timestamp.jar ~ Browse...

Library handling:

(®) Extract required libraries into generated JAR

(O Package required libraries into generated JAR

(O Copy required libraries into a sub-folder next to the generated JAR

[ 5ave as ANT script

ANT script location: | Ch\Users\napon\eclipse-workspace Browse...

® < Back MNext = Cancel
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6. Wevhnsadaase szmulwdusngiulusundsindenty

<« Windows (C:) » Users » napon » eclipse-workspace » PDFTimestamping-master

s

Mame Type Size

settings File folder

resources File folder

sFC File folder

target File folder
| ] .classpath CLASSPATH File TKE
=] .gitignore Text Document 1KE
|| .project PROJECT File 1KB
|| pomaml XML Document 1KB
| | README.md MD File 4 KB
| £ timestamp jar Executable Jar File 8,332 KB

Juaaudl 5.3: 115131 Runnable JAR file w114

fAn 11511 JAR file Alann run Taganunsaldniwansgu C# .net python sisenly

LY 1 GU|

1 -lusing System;

2 using System.Diagnostics;

4 - namespace ConsoleApp2

6 = class Program

{
8 = static void Main(string[] b
i
CMD = "/c java -jar \"Timestamp.jar pdfa3. pdf https://time-uat.teda.th/signserver/process workerlame=teda Mapon.pl2 Napon PKCS12
Process.Start ("CMD.exe”, CMD);

H
}
¥

[T
Bl e

Ine process.Start(“cmd.exe” CMD) aztdunisi3en cmd.exe wazldmdsny string CMD galu
string CMD 3gtun15i58n JAR file wagldan parameter asly Ao

JAR file - 48 JAR file Fivhnsadrsoenin Gheehsluiidl fmundeliddu timestamp.jar) 13
U84 JAR file
inputFile : FolWd PDF 7idfaanisyin Timestamp (Freghsluitdl Mmuuadelididu pdfA3.pdf)
TSAURL : URL 989U3015 TSA

1nen19 ETDA zds URL Tvndaunulvla certificate medima wdsdinisusldusinismse
YINAFDUUING
keystoreFile : Hold keystore (Fregnaludi fuuadelwdifu Napon.p12)

o Y 1

keystorePassword : SWaR1uves keystore (favg1aluiil Avunsias 1wy Napon)

keystoreType : Uszinnuadhild keystore (Freghsludiil fvunuUssnnvedididu PKCS12)

N 26
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logType : Usetanueenisuans log § 2 Usenn Tagmniwumdu 1 azidunisuans log su
console wagymnivuady 2 agidunsuana log Hunelng PDFTimestamp_log.txt (A8

il AvusUseinnvesnisuana log Wy 2)

Tnedlevinnis run w@saseuios gl output file N¥oAd1U inputFile Inedjunuudald
\Ju F9 inputFile 1Ax_timestamped (fhog1sluiill azld output file o

pdfA3_timestamped.pdf) uag log file o PDFTimestamp_log.txt %u

« ConsoleApp2 > ConsoleApp2 » bin » Debug v O Search Debug o
2 Name - Date modified Type Size
timestamp 19-Oct-18 2:12PM  File folder
[%5] ConsoleApp2.exe 27-Dec-18 10:57 AM  Application 5KB
¢ ConsoleApp2.exe.config 19-Oct-1 XML Configuratio... 1KB
[ ] ConsoleApp2.pdb 27-Dec-1 7AM  PDB File 12KB
[5] ConsoleApp2.vshost.exe 27-Dec-18 10:57 AM  Application 23KB
'R ConsoleApp2.vshost.exe.config 19-Oct-18 2208 PM XML Configuratio... 1KB
j ConsoleApp2.vshost.exe.manifest MANIFEST File 1KB
j{‘ Napon.p12  4:03 Personal Informati... 5KB
pdfA3.pdf 26-Nov-184:22PM  Adobe Acrobat D... 51KB
pdfA3_timestamped.pdf 27-Dec-1 : Adobe Acrobat D... 70KB
|=] PDFTimestamp_log.txt 27-Dec-1 Text Document 1KB
|£] timestamp jar 27-Dec-1 Executable Jar File 8,334K8
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n1suntayyn nsdl import project lalauysal

1. AAnYd project &N Maven > Update project

£ edlipse-workspace - Eclipse
File Edit Source Refactor Navigate Search Project Run Window Help

Er @ O R R E @ISO S A
‘s | 13 Package Explorer 53 |l Y= 0O
] #3 PDFTimestamoina-master
New >
Go Into
Open in New Window
Open Type Hierarchy P4
Show In Alt+Shift+W >
B Copy Ctri-C
2 Copy Qualified Name
@ Baste Ctrl+V
3 Delete Delete
Remove from Context Ctrl+Alt+Shift+ Down
Build Path >
Source Al ShiftS
Refactor Alt+Shift+T »
.
e Import.. Add Dependency
i Brport. Add Plugin
& Refresh F5  [%  NewMaven Module Project

Cloge Project
Assign Working Sets...

Download JavaDoc

Download Sources

Coyerage As > 4% Update Project.. AltF5

5 b4
Bun As Select Maven Profiles... Ctrls Alt+P
Debug As > .exe (¢
—— Disable Workspace Resolution

Restore from Local History. BECIERIaE TN

Maven > Assign Working Sets...
Team >

Compare With N

Configure >

Properties Alt+Enter

2. AanLaen Force Update of Snapshots/Releases waanm OK

& Update Maven Project X

Update Maven Project

Select Maven projects and update options

Available Maven Codebases

{= PDFTimestamping-master Select All

Add out-of-date
Deselect All
Expand Al

Collapse All

[] Offline

Update dependenc

Update project configuration from pom.xml

Refresh workspace resources from local filesystem
Clean projects

@ i
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3. 589 Maven update uLEse

X% 2eEREE -

Updating Maven Project: (25%)

H e B

=S|

4. winnundymgnudlouda lidesirdendenil wivndawutymvelvindedaly

5. viinsUalusunsu Eclipse

6. mlnamas .m2 Tu drive #vinisaslusunsy Eclipse wavinnsaulnanas .m2 een

» This PC » Windows (C:) » Users » napon

Mame Date modified

MTUSER.DAT 10/16/2018 609 PM
|:| .gitconfig 9/20/2018 1:14 PM
:ﬂ mercurial.ini 9/20/2018 1:14 PM

ml 10/18/2018 5:54 PM

p 10/18/2018 5:34 PM

eclipse-workspace 10/18/2018 10218

7. \UalUsunsu Eclipse 80T

8. v Uo7 1-3 TnudnAsy

Type Size

DAT File 5,376 KB
GITCONFIG File 1KB
Configuration sett... 1KB
File folder
File folder

File folder
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n15m52988u log file MAn911115 run JAR File

1899119101 Runnable JAR File ka7 1iaiin15495U JAR File 98%n1581UA1970 W58 s

logType Fadusnmuun lnewnfmuady 1 azifunisuans log iy console wagynmuuady 2

zidumsuana log Hunmelng PDFTimestamp_log.txt

Tneflormvuadu 2 udragyinisnsraaeuindlng PDFTimestamp log.txt w3sld windalad

W& agvihnsadalidlmivu wimnilndegud avvimadeulndseainlvdidu Tnefisyuuudu Uideu

Tu 1981 inputFile urlTsa keystoreFile Lazsioniy 1oA1u log lnglwa PDFTimestamp log.txt %agjﬁ

awmasiignu Runnable JAR File

Tun15198u log a4 PDFTimestamp_log.txt LAazAse az1lsu 3 egnaiiuaslufe

1. Junalunisdssu

2. %’aga inputFile, urlTsa, keystoreFile ﬁ;ﬂ%ﬁﬁﬂﬁﬂiaﬂvﬁ?m

3. AU log Feg1agy

49U Log

ANa5UNY

A315091 timestamp 1953

java.io.FileNotFoundException

minldnszyliliine

java.io.IOException

14 U¥ fiu input/output

java.lang.StringIndexOutOfBoundsException

Tannsiwmasliasu

java.net.UnknownHostException

[

Li33NAU witsa ousDU tsa Wilal

java.security.KeyStoreException

keystore ﬁ‘ﬂﬁyj‘ﬁ’] S9d keystore ﬁm/hig_]ﬂéfm

java.net.MalformedURLException

a
13J3J urlTsa

e lunsainlaidnslun1sen PDFTimestamp_log.txt alaifinsasnelvld log seliausiaain

TdiAy urazuans log HUW console wnu
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A19819 PDFTimestamp_log.txt n3@ivin Timestamp @159

Input

"resources/pdfA3.pdf"
"https://time-uat.teda.th/signserver/process?workerName=teda"
"resources/Napon.p12"

"Napon"

"PKCS12"

non

Output: PDFTimestamp_log.txt

2018/12/07 10:20:30
inputFile: resources/pdfA3.pdf, tsaUrl: https://time-uat.teda.th/signserver/process?workerName=teda, keystoreFile:

resources/Napon.p12

§29819 PDFTimestamp _log.txt N58#1vi1 Timestamp LalAnUaRaNaInT

Input

m

"https://time-uat.teda.th/signserver/process?workerName=teda"
"resources/Napon.p12"

"Napon"

"PKCS12"

nom

Output: PDFTimestamp_log.txt

2018/12/07 10:20:35
inputFile: , tsaUrl: https://time-uat.teda.th/signserver/process?workerName=teda, keystoreFile: resources/Napon.p12
java.lang.StringIndexOutOfBoundsException: String index out of range: -1

at java.lang.String.substring(Unknown Source)

at main.main(main.java:48)
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‘1m‘ﬁ 6 Timestamp AP| Specification

Timestamp AP \Juudn1siiassuifiesiulsanuazainlunisisen TSA server @msUasns

Timestamp Token #111175514 RFC3161 Iﬂaﬁjﬂ APl Requester agad HTTPS request Wanlusguu

nSouU parameter 13184 lokAA1 hash ¥03dsWIABIN1591 timestamp Wag hash algorithm a7ntiu

szuuagyinsneunauldy Timestamp Token Tuguiuy Base64String wiouiuaan1uganisvi

timestamp  @nunsaasutgdwiunsviulanuguauE

** HTTPS request 310udnguuu APl key d5un1s authentication (aganusaymuduneu “nns

LY Y] v

gudusmnudueliuinisaigsuwuy APl key” Tuumneumi

AP| Reqguester

Authenticate +
JSON message

APl Authenticator

TSA AP

<

JSOM request message

«

JSOMN response message ‘

TSA server

Timestamp request

Timestamp response

JSON response message
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HTTP Request : Timestamp request

Request HTTP Type:

HTTP Type

Description

POST

POST method @113Un15d4 hash U99dINAIN15Y1 timestamp

Request URL:

URL

https://[URL]/timestamp/[version]l/[endpoint]

Request HTTP Header:

HTTP Header Value
Content-Type application/json
apikey [ API key #il¢iun191n ETDA]

Request HTTP Body:

Parameter Type Description M/O
messageDigest | Text hash vasdfidaanisvii timestamp 1A832AId519998 | Mandatory
(Base64) | hash algorithm LRgnAuniU parameter hashAlgo
hashAlgo Text A1 hash algorithm Imammﬁﬂdﬁﬂé’é’aﬁ Mandatory
0: “SHA-1”
1: “SHA-256”
2 : “SHA-512”
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HTTP Status Codes:

Code

Description

200 OK

N 1 £ %
ﬂimmﬁﬂﬂmqﬂiUQﬂﬂﬁﬂ

400 Bad Request

nsalfldan parameter fn WisldATu WU request body wlaings

format NMuuA

401 Unauthorized

nsailulasey certificate authentication

403 Forbidden

nsainlilaamzdounisldauszuu APl

404 Not Found

nsalfild URL fin

405 Method Not Allowed

nsglild HTTP Method fin

500 Internal Server Error

NY a 44'
ATEUVDNANATINBDUE)

Example Request:

URL

https://api-test.teda.th/timestamp/v1/basic

BODY

{
"messageDigest":"+FDEb/1m2AgiqosN9Oyuz0PQt16C5ppgqOkiGGokd10Q=",
"hashAlgo":"1"

}
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HTTP Response : Timestamp response

Response HTTP Header:

HTTP Header Value

Content-Type application/json;charset=UTF-8

Response HTTP Body:

Parameter Type Description M/O

resultCode Text ANANUEN159 Timestamp Mandatory

a11150919191n91519 Result code and Result

Message
token Text Timestamp token AUNIATII1U RFC3161 Optional
(Base64)
019170 resultCode LAAINAIINY error
token agdiAandu null
resultMessage | Text Return message 984A1 resultCode Mandatory

819170 result code wamana WuA1 P1004 — P1007

A 1%

APl 9g return A1 ID nluAand 1Hi991999n150529@0U

transaction Hulussuy
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Result code and Result message

resultCode resultMessage Description

P1000 Success &1130@379 Token 19d15a

P1001 Request hash is null parameter messageDigest AAVINAU
null 439 parameter name iﬂgﬂé’fm

P1002 Request hash algorithm is null parameter hashAlgo AU null
38 parameter name kigndes

P1003 Input hash algorithm support only | Tdf1 hashAlgo Buq wenmileaine

0,1,2 (for SHA-1,SHA-256,SHA-512) 0,1,2

P1004 Input hash is not in Base64 format | Input messageDigest llagluguuuu
V83 Base64String

P1005 An error occurred in TSA APILPlease | wu error Tugiuves TSA APl 1y é]yjﬂ

contact admin with transaction 1D A1 URL 984 TSA server I%QWEULL‘U‘U

P1006 Response timestamp token is null | TSA server il response message
neutenIuNduUNIT TSA API Ui
timestamp token nelu response
message agdiandu null
o TSA APl retumn resultCode tu
P1006 TSA APl 94U message 71
QnAwm191n TSA server Lianinse

P1007 TSA server connection timeout laiausafame TSA server 1 nelu
nanftrnuald Magliudalii 10
i)

P9999 Unknown error wudeRnnandug

Lﬁa TSA API return resultCode T
P9999 TSA APl agLllUU message i

NWUAIN exception HLLALAE
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Example Request and Response:

Example 1 : Valid request

Request Body: P1000

{
"messageDigest":"+FDEb/1m2AgiqosN9Oyuz0PQt16C5ppgOkiGGok410Q=",
"hashAlgo":"1"

Response Body: P1000

{
"resultCode": "P1000",
"token": "MIAGCSqGSIb3DQEHAGCAMIIQIQIBA......oKOQLFtY6N77xmRt+(UZPISQAAAAA=",

non

"resultMessage": "Success"

Example 2: Request hash is null

Request Body: P1001

{

"messageDigest":null,

"hashAlgo":"1"

Response Body: P1001

{
"resultCode": "P1001",
"token": null,

"resultMessage™: "Request hash is null"
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Example 3: Request hash algorithm is null

Request Body: P1002

{
"messageDigest":"+FDEb/1m2AgiqosN90yuz0PQt16C5ppgOkiGGok410Q=",

"hashAlgo":null

Response Body: P1002

{
"resultCode": "P1002",
"token": null,

non

"resultMessage": "Request hash algorithm is null"

Example 4 : Invalid hash algorithm

Request Body: P1003

{
"messageDigest":"+FDEb/1m2AgiqosN9Oyuz0PQt16C5ppgOkiGGokd10Q=",

"hashAlgo":"99"

Response Body: P1003

{

"resultCode": "P1003",

"token": null,

"resultMessage": "ID:3d074e0900cefd77b21546f7898e405e1541576287382,Message:Input
hash algorithm support only 0,1,2 (for SHA-1,SHA-256,SHA-512)"

}
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Example 5 : Input hash is not Base64String format

Request Body: P1004

{

"messageDigest":"aaa",

"hashAlgo":"1"

Response Body: P1004

{
"resultCode": "P1004",
"token": null,
"resultMessage": "ID:714d1e81f5df788a000afdalla7fdece1541495691180,Message:Input hash
is not in Base64 format"

}

Example 6 : Internal TSA API error

191 config 1Y TSA API 158A TSA Server ¢ng URL fifi format

Request Body: P1005

{
"messageDigest":"+FDEb/1m2AgiqosN9Oyuz0PQt16C5ppgqOkiGGokd10Q=",

"hashAlgo":"1"

Response Body: P1005

{
"resultCode": "P1005",
"token": null,
"resultMessage": "ID:64d8170196c1ac29a7d7309a04b561f61541496549424 Message:An error

occurred in TSA API.Please contact admin with transaction ID"

}
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Example 7: Response from TSA server is null

Request Body: P1006

{
"messageDigest":"+FDEb/1m2AgiqosN90yuz0PQt16C5ppgOkiGGok410Q=",

"hashAlgo":"0"

Response Body: P1006

{

"resultCode™: "P1006",

"token": null,

"resultMessage":
"ID:41c82709e34cadd8d2e546bb274ebd2d1541496303142,Message:Response timestamp token
is null,Cause:null,Exception:[Error-45008] Failed to validate request - hash length in TSA
request does not match with hash algorithm"

}

Example 8: TSA server connection timeout

1 config ¥ TSA API 158A TSA Server g URL ﬁlajgﬂéfm l¥iAn TSA Timeout 71 10 3wl

Request Body: P1007

{
"messageDigest":"+FDEb/1m2AgiqosN9Oyuz0PQt16C5ppgOkiGGokd10Q=",

"hashAlgo":"1"

Response Body: P1007

{
"resultCode": "P1007",

"token": null,
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"resultMessage": "ID:ad1ba9f841aeefe7b04053c708f40e091541496943758 Message: TSA

server connection timeout"

Example 9: Unknown error

Request Body: P9999

{
"messageDigest":"+FDEb/1m2AgiqosN90yuz0PQt16C5ppgqOkiGGok410Q=",
"hashAlgo":"1"

Response Body: P9999

{
"resultCode": "P9999",
"token": null,
"resultMessage": "ID:93d0d8525249fc3cf24952b7be6e8d2f1541680732734,Message:Unknown
error,Cause:null,Exception:null"

}

Example 10: No API key

Request Header: No API key

e

v Headers (U)

KEY VALUE DESCRIFTION sss  Dulk Edit Presets

Response Body: No API key

{

"message": "No API key found in request"
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Example 11: Invalid API key

Request Header: Invalid API key

» Headers (1)
KEY VALUE DESCRIPTION

apikey abcd1234

(=]

Response Body: Invalid API key

{

"message": "Invalid authentication credentials"
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UNN 7 mim’m’dwﬂ’mJgﬂﬁ)mﬁummiﬂﬁzﬁﬁ’uﬁ'mamm &28 TEDA Web
Validation Portal

1. Wedsseluilluusiwesvesnm https:/validation.teda.th

2. @enlWdena1siagyinnIsnTvdeu taginnshniivesdnasy vin process reCAPTCHA wagzne

YUn5Ie0Y

E % info@etda.or th

RS o 0-2123-1234

osyvapulenaisaldnnsalng  MmuRwudos  Gada 1@aulumsiiusms

Qas2vdoulondis
Idontenalsndaonsasivdsu
sausulanans PDF, XML, ianansanulnsonis e-Tax Invoice by Email ua: e-Tax Invoice and e-Receipt

Choose File | No file chosen

I'm not a robot

HUNELHG: Msasdvdaudonainilumsasivaaumsus:nususavioan areliadosiannsaling ua:mswasundavia a AlicUAAAISINEHAD
Us:fiususavbanuas/HSoavaneiodasidnnsaling udlusoufivmsasivasunnugndavuauiiorilutananstiu a fod awisnasivasusie

I L oaa
a:deasulunisiiusnisian nan
asd>vdaau

3. @euawNTviiTe “E TIMESTAMP” iiensieawtdenluyeanisvin timestamp #lglususad

Bidnnseilnanseuusassy vulndenansiinn1snsaasy
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PDF E-Timestamp -
WanisasJvdaunisusziususavidan + Ui

(Timestamp Validation Result)

HudguRUsAUSUSDOLIAT Electronic Transactions Development Agency
(Organization Name) (Public Organization)
HUs:nusSusavoal TeDA Time-Stamping Service G3

(Timestamping Authority)

Woaonlususav DigiCert SHA2 Assured ID Timestamping CA
(Certification Authority)

SuRUs:AUSUsavDan 18 d.A. 2564 15:49:16 U. (DaUs:tnAlng)

(Timestamping Date)

Juponlususov 12 0.8. 2563 07:00:00 U. (Daws:nAlny)
(Certificate Create Date)

SuHuoglusUsDY 11 0.9 2566 19:00:00 U. (Las:nNANe)
(Certificate Expiration Date)

anu: nsuUs:zriususavaldnnuundaiia
(Status)

HWan1sOsludou LTV -
(LTV Result)

WansOs3vdou LTA -
(LTA Result)
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MARNUIN

A9819MNFava lUSNS

1389 VBANOULATIBNLTUTEUY e-Timestamping

oy Jnnenisddnauiruigsnssundidnnsetind

AINLUVUINIY LUUNDSUNTANASVDLTUSNSUSEUSUTRIIAN

fe... Fomigau....... fulsunelun1siiszuy Electronic Document wldlu3nng
WieriuAnuazamaig lunsiusesenas dyan vie ganssudule Mezdesiimsasusziviuseanan
dWardundngulunsiusesenansinundedeld

Tunsil itelsinmsuinadulufemnuiouies Swerrueyaszinisldnussuy
e-Timestamp Uutenans ieas1seusiilaliiugldienans ufmhsnuiiiedes ansansivaey
mMadsuuvadlag uazmnugniesvesienansle

Jussuniielusafiansanlinnueyasziog azdunszauis

End of document
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