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All Data
Breaches in

2019

At least 70 cases and 7.9 billion records including
credit card numbers, home addressed, phone
numbers and other highly sensitive information

e 2.4 Million — Wyze, December 30,2019 (Smart camera
provider)

e 267 Million — Facebook, December 19,2019

¢ 15 Million — Lifelabs, December 17,2019 (Medical Testing)
largest breach in Cannada

¢ 1 Million — T-Mobile, November 22,2019

¢ 3 Million — UniCredit, October 28,2019

e 20 Million — Novaestrat, September 16,2019
e 14 Million — Hostinger, August 25,2019

e 50 Million — Poshmark, August 1,2019

¢ 100 Million — Capital One, July 29,2019

data-breaches-in-2019
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Why Privacy and Personal Data Protection Matters

Commonwealth Bank customers' medical data
exposed in potential privacy breach British Airw ays

0CT22  MORE ON MEDICARE & MEDICAID

CMS responds to data breach
affecting 75,000 in federal ACA
portal

Open enroliment, which begins November 1, will not be negatively
impacted, CMS says.

e Susan Morse, Senior Editor

Jakes, ABC Investigations
3 Dec 2018, 8:40am

ymmonwealth Bank is urgently

gating a potential data breach that may
iven its staff access to customers’

ve medical information.

ue was discovered around late July as the
1ade preparations for the $3.8 billion sale of

= a rance arm, Commlinsure, to the AIA group.

I information supplied by an unknown

r of customers to Comminsure was made
le to other arms of the bank, including to
10 decide whether to approve or decline
plications.
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Some of the Reported Data/Privacy Breaches in 2018

April 15, 2018 By Plerluigi Paganini

. TrueMove H, the biggest 4G mobile operator in
website suffers

data breach;
3 80,000 on an AWS bucked were left on accessible online,
payme nts including driving licenses and passports.

affected

Thailand suffered a data leak, 46000 people’s data store

Let's speak about a new data breach, this time the victim is TrueMove H, the biggest 4G mobile

operator in Thailand.

The operator exposed online customers personal data that were stored in an Amazon AWS 53
bucket.

BRITISH AIRWAYS WEBSITE SUFFERS DATA BREACH; 380,000 PAYMENTS

PHOTO: The CBA says it has not inform AFFECTED
potential data breach. (ABC News: Marga :

SINGHEALTH

DATA STOLEN

Chloe Aiello | @chlobo_ilo

Ly L]
WHO’'S AFFECTED: cqthqy Pac'flc suffe rs Published 4:38 PM ET Thu, 29 March 2018 | Updated 8:20 PM ET Thu, 29 March 2018

el World's Largest Airline 2
POLYCLINICS BETWEEN Dq tq B req c h

MAY 1, 2015 AND JUL 4, 2018,
INCLUDING PM LEE HSIEN LOONG
POLYCLINICS SINGAPORE GENERAL HOSPITAL October 29, 2018
BEDOK CHANGI GENERAL HOSPITAL
BUKIT MERAH  SENGKANG GENERAL HOSPITAL
GEYLANG KK WOMEN'S AND CHILDREN'S
MARINE PARADE HOSPITAL
OUTRAM NATIONAL CANCER CENTRE
PASIR RIS NATIONAL HEART CENTRE

PUNGGOL
SENGKANG SINGAPORE NATIONAL EVE CENTRE

i BRIGHT VISION HOSPITAL o MyFitnessPal app, website hit by

Under Armour says data breach
affected about 150 million
MyFitnessPal accounts

* The breach affected an estimated 150 million users of its food and nutrition
application, MyFitnessPal.

NST!

data breach



Why Privacy and Personal Data Protection Matters

Marriott tobefi
GDPR breach

ICO imposes fine after persona
stolen by hackers

F_ocl_nm_igl_x_r_.f_‘l_ﬂ
BA faces £18

S

Some of the Reported Data/Privacy Breaches in 2018

breach

ICO says personal data ¢
website and mobile app
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Equifax to pay $7
exposed data of 1

Credit agency exposed social s
Settlement to provide up to $4

Sty -S4\

1 1 « 1 - |
Facebook to pay $5bn fine as regulator
settles Cambridge Analytica complaint

Penalty by US government reflects scale of breach, first reported by
the Observer

Reference: https://www.theguardian.com
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Privacy Laws Coming Into Effect Across the Globe

rination |
PIPA) 2011

General Data Protection

Personal Information Protection and —~ ‘
4 Regulation (GDPR 2016)

Electronic Documents Act (PIPEDA)

Act on Protection of
Personal Information
(APPI) 2017

California Consumer
Privacy Act 2018

onal Inf'ormation

,f{ral Data Protection Law 2000 Pe g
p Security Specification

U e
'y, Protection Act’

X

Tl "

General Data Privacy
Law(LGPD) 2018

Protection of Personal
Information Act 2013 (POPI)

Data Righ
Data Protection in Act (pending) COHSU';;-I‘I’ 20?: ‘ f



Personal Information
Security Specification
2018

Law on Cybersecurity
2018

Personal Data
Protection Bill
2018

Personal Data
Protection Act 2019

Personal Data
Protection Act 2010

Personal Data
Protection Act
(PDPA) 2012

Personal Data
Protection Law

(draft)

*
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Privacy Laws Coming Into Effect Across APAC

.\& Personal Information
4 | Protection Act (PIPA) 2011

Act on Protection of
. Personal Information (APPI)
2017

“ Personal Information

Protection Act 2015
Personal Data

(Privacy) Ordinance

2018

1 080 HBQE

Data Privacy Act 2012

Consumer Data Right Bill
2018

Privacy Act 1993
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But What is Personal Data?

* First, there was Personally Identifiable
Information (PIl) — NIST definition:

* Pllis any information about an individual
maintained by an agency, including (1) any
information that can be used to distinguish or
trace an individual’s identity, such as name,
social security number, date and place of
birth, mother’s maiden name, or biometric
records; and (2) any other information that is
linked or linkable to an individual, such as
medical, educational, financial, and
employment information.

Race

Credit card numbers

Email
Mobile phone number

Home address

Job position Date of birth

Gender

Name National ID




But What is Personal Data?

* Now, we have Personal Data, or
Personal Information (PI) — GDPR
definition:

* any information relating to an identified
or identifiable natural person (‘data
subject’); an identifiable natural person is
one who can be identified, directly or
indirectly, in particular by reference to an
identifier such as a name, an identification
number, location data, an online identifier
or to one or more factors specific to the
physical, physiological, genetic, mental,
economic, cultural or social identity of
that natural person;

Health data

Religious orientation
______ Trade union

Politicalopipfén we - membership

Credit card numbers

/ National ID
[ Name

CO O ki e I D 'i Mobile phone number o ‘.e n et I C .&
“"-; Home address bl O m et rl C d at C
/

\I\ ar
| fdobposition ot of birth

SpPouse’s OF e Y
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children’s names Location datg

Mobile device ID
Education history




2. Players

Data Subject (15aasdayadauynna)

Data Controller (faruandayadouynna gnaanuianing
fnaulanaaiuniafiusmums 14 viaidlawmeadasys)

Data Processor (fiszunanadoya vinnuada §rouns
dayaduLAna)

Personal Data Protection Committee
(PuznssunsAuAsasdayaduAng)
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6. Rights of
data
subjects.
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7. Penalties
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concerns

No toolsets or method to “forget” data

No clear understanding of where the data is or
who owns it

No system to respond to huge numbers of
customer/consumer/employee complaints

Increase focus on transparency and consent

How to handle data breach?

Engaging with data protection regulators (e.g.
Committee, Expert Committee, Office)

Required legal documents for compliance

Unidentified legal basis for collection, use, or
disclosure of personal data
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conduct data mapping, determine legal basis revisit privacy notice
and applicable and create relevant

W h at tO d O obligations, legal documents,
next? o .

o it

implement data maintain compliance
management process with the PDPA.
and operation system,




Conduct Data

Mapping
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determine
legal basis
and

applicable
obligations




revisit privacy
notice and
Create

relevant legal
documents,

K

lihs,

®
dh
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(0

Purpose of processing and legal basis

Collected personal data

Data retention period (or expected period)

Categories of persons/entities to whom personal data may be
disclosed to ?

Contact details of controller/DPO/representative

Rights to data subject




implement
data
management

process and
operation
system,

Internal Policies

Procedure

Record Keeping



maintain
compliance
with the




