Interoperability of Electronic Health Record
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Electronic health message standard
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Thai business rules and the usage of NPMS is flexible for banks’ customisation which defined
message items must be complied with in Bank Guidelines. e.g. Tax Information and Remittance
Derived Regional guideline, CGl and 1SO 20022 information
I(:erlve Consistent
rom With
A = Bank ID = CBID or BIC
ARIUUNT3LI | Bank Customer ID = Bank or Tax ID or BEI
guidelines
AZATIUNITIANIN National guidelines Bank ID = CBID or BIC Customer
‘J’N&I’]ﬂ‘éﬂ'ﬂ‘u NPMS (NPMS) |D = Tax |D or BEl
WCPSS Regional guideline: A\ Bank ID = BIC
=
ASEAN \ Customer ID = BEI
CGl Forum | = Common Global Implementation BEI = Business Entity Identifier

. . BIC = Bank Identifier Code
guideline (CGI Template) e s

TXID = Tax ID

/ ISO 20022 standard and business model _
|| (Message Definition Report: MDR) N
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<xs:complexType name="PaymentTypelnformation19"> National
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UINTFIUTVAVDUANUDULANVDINUILITUATLE) <xs:sequence> T/ MX
9 U 1) . _n n _n . PN} . _nAn
<xs:element name="SvcLvl" type="ServiceLevel8Choice" minOccurs="0"/>
<xs:element name="Lclinstrm" type="Locallnstrument2Choice" minOccurs="0"/> <!- siailszian

T"H UEnsnsziuy -->

= <xs:element name="CtgyPurp" type="CategoryPurposelChoice" minOccurs="0"/> <!-- sia

GroupHeader nguszasAnstiszitu -->

</xs:sequence></xs:complexType>
PaymentInformation [1..n] danlavdiays uaz Code list Auswazes suasuvisdsznalng
= - <xs:complexType name="BranchAndFinanciallnstitutionldentification4">
Debtor Account SRES ety “]H Sxsisequence> : o o snMIusUszmAlng
Agent Awso <xs:element name="Finlnstnld" type="Financiallnstitutionldentification7"/: _sankorTHAILLAND
<xs:element name="Brnchld" type="BranchData2" minOccurs="0"/> <!I- ssgsransunmg -->
CreditTransferTransactionInformation [1..n] </xs:sequence></xs:complexType>
- Exchange Rate y _ S
Information wanlesdiays uay Code list /i lufusasn®in o faneaas nauassning
<xs:complexType name="TaxInformation3"> Clear Data
InCPr‘qu'e N Purpose Tax <xsisequence> /
structio <xs:element name="RefNb" type:"Max140Text" minOc /
- - <!- mnearaedslususasnd vin o Nane --> \ | |[fviadaon:
Regulatpry Creditor & Creditor =] [ <xs:element name="Mtd" type="Max35Text" minOccur: ‘2 ‘ é e
Reportlng Age nt <I-38msfruanmivn w fiane aesnsuasswIng --> \\%m,;ng/g@f "’ EL
<xs:element name="TtITaxblBaseAmt" type="ActiveOrHistoricCurrencyAr ""
R itt I ti <xs:element name="TtITaxAmt" type="ActiveOrHistoricCurrencyAndAmo |,” ] -
emittance Information <xs:element name="Dt" type="1SODate" minOccurs="0"/> Do Dossuries Danr Dions
<xs:element name="SegNb" type="Number" minOccurs="0"/> ik Do Duaws  Drius
<xs:element name="Rcrd" type="TaxRecord1" minOccurs="0" maxOccurs || i leuivive g | B |
TI]H '"]H </xs:sequence></xs:complexType> i e
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<xs:complexType name="RegulatoryReporting3 % \é <xs:complexType name="StructuredRemittancelnformation7"><xs

77/ N n " n

<Xxs:sequence> ""l[\“ <xs:element name="RfrdDocInf" type="ReferredDocumentinform:
<xs:element name="DbtCdtRptgind" maxOccurs="unbounded"/>

E1== RegmatoryR?f’ort'"ngYpe1C°”de minOccurs="0"/> . <xs:element name="RfrdDocAmt" type="RemittanceAmount1" mi
<xs:element name="Authrty" type="RegulatoryAuthority2 " " " . e
minOccurs="0"/> <xs:element name="CdtrRefInf" type="CreditorReferencelnformat
<xs:element name="Dtls" type="StructuredRegulatoryReporting3" <xs:element name="Invcr" type="Partyldentification32" minOccur
minOccurs="0" maxOccurs="unbounded"/> <xs:element name="Invcee" type="Partyldentification32" minOcc!
</xs:sequence></xs:complexType> <xs:element name="AddtIRmtInf" type="Max140Text" minOccurs:

</xs:sequence></xs:complexType>




Supported components for electronic health (e-health)

PKI & Digital signature
Data encryption

Access control

P Do

Authentication

NS e

ETDA aims to build

logical infrastructures

(Standard Security and
Law) to support e-health

- /

Core data set standard

2. Semantic standards

(coding and terminology:
such as TMT)
3. Syntactic standards

1. Electronic Transaction (HL7 messaging standard)

Act B.E 2544 f

2. Data privacy protection
Act (future) Interoperability needs standards

3. Computer crime act

B.E. 2550 e-health
ET0A O
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Electronic Health Record (HER) Models

Centralized Model

« Patient medical related data is collected from local sources but stored in a central
repository. With a request from entities for patient data, the transaction is routed
through the central repository. E.g. Denmark, England, Finland, Canada

Decentralized or Federated Model

« Provides organizational control of the healthcare record and provide the framework
for data sharing capability to enterprises, perhaps widely distributed across regions or
even nationally.

Hybrid Model

« In hybrid architecture only some of the actual data is replicated to the central data
repository. The hybrid model may also include elements where data is produced
locally and the original is stored centrally. E.g. Australia

’; MIMNISTRY D&
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Centralized Model * EMPI = Enterprise master patient index

/\ o
w ~_
Eligibility Data

4 Plan effective dates
Demographics, Orders, Results, Y 4

N / and coverage
Diagnosis, Allergies, Treatments, N~ N Y, v
S U4
Notes, etc.
\ / \A ’ Immunization Registry

/\ Date immunizes
~~~ /\

Provider Medical Record Data [= ™= == == -> ‘ - v
-~y ~ ~

Demographics, Orders, Results,

Provider Medical Record Data

S .
Diagnosis, Allergies, Treatments, /’ N\ N Claims
\Notes, etc./ ,/ \\ Procedures
4 \ Diagnosis

N Prescriptions
. S
Collection of clinically relevant data is held in a
\_// central CDR, from all entities this person has data in, /_L\
which the user has security clearance for, as w

determined from the security policies, and consent.

Provider Medical Record Data

Demographics, Orders, Results, Personal Health Data

Participating systems update CDR as they receive

Diagnosis, Allergies, Treatments, Procedures
updates. . :
\NOteS’ etc./ \Dlagiogs/
Reference: o
E‘l‘ﬂH https://himsshie.pbworks.com/w/page/4777793/HIEModels @ )
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Decentralized Model * EMPI = Enterprise master patient index

N
S

Provider Medical Record Data /
Demographics, Orders, Results, N

Eligibility Data

Plan effective dates

and coverage
Diagnosis, Allergies, Treatments, (N V4

\ Notes, etc. K—\< N V4
/\ EMPI

Provider Medical Record Data
Demographics, Orders, Results, T '>
Diagnosis, Allergies, Treatments, ’

\ Notes, etc. C ’,
EMPI ,/

V4
m Collection of clinically relevant data from all \\

Immunization Registry

Date immunizes

Claims

Procedures

Diagnosis

Prescriptions

w entities this person has data in, which the user has S
security clearance for, as determined from the
Provider Medical Record Data security policies, and consent. EHR is built “on the

Demographics, Orders, Results, fly” by pulling all clinically relevant data from Personal Health Data

Diagnosis, Allergies, Treatments, participating entities each time it is requested. Procedures
\ Notes, etc. — < Diagnosis

N
EMPI Reference: S e
E'I'UH e - https://himsshie.pbworks.com/w/page/4777793/HIEModels @ )
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Hybrld \VileYe =1 * EMPI = Enterprise master patient index

TN
S

Provider Medical Record Data

Eligibility Data

Plan effective dates

) and coverage
Demographics, Orders, Results,

Diagnosis, Allergies, Treatments

Notes, etc.

\ EMPI

O~
S I

Provider Medical Record Data

Immunization Registry

Date immunizes

N

Demographics, Orders, Results, \/
) . : e
Diagnosis, Allergies, Treatments,
\ Notes, etc. , Claims
EMPI ’, Procedures
Y 4 Diagnosis
P S
V4

w Some data is held in a centralized CDR and other data
Provider Medical Record Data is held by the system it is created in. Clinically relevant
Demographics, Orders, Results, data is pulled from the CDR and the Centralized FEREIE S T P
Diagnosis, Allergies, Treatments, Record Locator when an EHR is requested. Free eSS Dl
\ Notes, etc. / Reference:
E_I,UH https://himsshie.pbworks.com/w/page/4777793/HIEModels . ) noiisray ar
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HL7 CDA document can be co-exist with other code list standard

Clinical_Document <mood_cd V="EVN"/> LOINC
<cd V="10122-2" S="LOINC" DN="Allergies” />
<txt>
Document_Body <A

<item><content ID="c1”>Penicillin - Hives</content></item>
<item><content ID="c2”>Aspirin - Wheezing</content></item>

Document Section #1 </list>
_ / </txt>
Document_Section #2
<mood_cd V="EVN"/> TMT

<cd ORIGTXT="b1” DN="Oral administration”/>
<dose_qty V="200 mg”/>
<rate_qty V="BID"/>
Substance administration #1 —=p <Administered_product>
<type_cd V="CSM”" />
<Material_med_product>
<cd V=" 107106" S="TMT” DN=" AGGRENOX”" />

Substance administration #2 .
= \ </Material_med_product>

Document_Section #3

</Administered_product>

Substance_administration #3

<mood_cd V="EVN"/> SNOMED-CT

<cd ORIGTXT="b2” DN="oral inhalation”/>
<dose_qgty V="2 inhalations”/>
<rate_qty V="QID"/>
<Administered_product>
<type_cd V="CSM"/>
<Material_med_product>
O <cd V="C-68010” S="SNOMED” DN="Albuterol”/>
. </Material_med_product>
</Administered_product> <
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XCH Services Experience Cycle ETDA

ETDA
Advertise via

Provide

ETDA OID fgr Advertise via
Codelist Websites

Issue OID Push Notification

h
by location Search by

Code
owner

Join Code Standard
Sl Code Standard

Request to Repository/Regist
Join XCH ration/Validation

Search by
Xchange
purpose

Compare

Pass Code
Req.

Code/Standard XCH { Operation

Set
Code/S(taandard [ Revelopment Ser\[ices

Check
Availability

Code/Standard
Publication

Register Prod

owner CP Fresh Mart

Online

Register Shelf Pickup Payment

Rating Prod. Buyer & Pay
Owner by Buyer

Rating Buyer by Pick up @

e . = 2 Locker .
e dunNuwauUISSASSUNWalannsaunga B0 PrOd' Owner R ———" b |21~ {1 |11131 £ | § b= 2 1= 4 0
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Finland Service Operation Architecture

Service consumer " Service provider (external services)?

® Citizen's browser ® Pharmacy system ® Hospital system ® Mational code & Mational certificate

accessing personal accessing prescription accessing personal server for unified authority for PKI

health information data health records and code base authentication

prescriptions
. ... 2 | W - ... 2 | OOOO.. ) ;.c.... 2 .. ... 200 [ W . ...
® Query records. ® Query prescriptions. ® Query all records. ® Provide healthcare #® Provide certificates.
® Query prescriptions. ® Deliver prescriptions. ® Create records. classifications ® Provide block lists.
® Update records. (master code
values).

\L Actions || Actions |, Actions J/ & Actions | | Actions 7

TCP/IP network

/ Service provider (core)® \ / Legend \

Messaging interface 1) Mational eArchive and ePrescription services
® HLT v3 messaging-based interface and transaction management are used by service consumers. CI'F‘,N systr._ams
Raole generate HLT v3 messaging-based interactions

— to communicate.
Authentication & Access control

2) Mational solution uses external services.
Code server displays human-readable values
of technical codes in a unified manner.
Security is based on PKI, which requires

® Electronic health record ® Electronic prescription a trusted certificate authority.
archive application o8 application Hole 3) National eArchive and ePrescription services

are provided by centralised SOA-based system.

" Provided services are based on HLY CDA R2
® Code values for ® Centralised ® Consent information model.

\ applications Hole logging Role management Role /\ /

TCP/IP: Transmission control protocol, Internet protocol

® PKl-authentication, SSL-connections, and digital signatures R0l
ole
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