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Web Validation Microservice

1. AIWSINATINIUVBS AP (APl OVERVIEW)

1.1 AMWSIUNISN9IUVBS APl (APl Overview)

API Requester API Authenticator

| | |

[ [ [

[
|

Authenticatt

Send Document to verif

Send Document to verif;

|
: Check Document Validation
|

|
————————————— Response TransactionID — — — — — — — — — — — —
|
|
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|
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Figure 1 AMNIINVBIN5EINAUIASIVFOULLAZVINANSTIVEDY
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Web Validation Microservice

2. S19aLUANTEUIUNITNINU

2.1 NFZUAUNTYINNIUVDS API delnansiasdau (Verify API)

Wunisdalad iensiaaeuanugniesvenenaisdidannsednd dnszuiunis
famalul

API Requester API Authenticator Backend
| | |
| | |
|
|
Authenticate

Send Document to verif
Send Document to verif
|
: Check Document Validation
|

Figure 2 YumaUN1589A1 Parameter wazsa3u Transaction ID
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Verify sequence
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Figure 3 JunauN1TIungly Verify API
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Web Validation Microservice

2.1.1 T1wazidgn APl dwmsugldeau

1. Verify API
sy HTTP API
Method POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/verify

fa819

https://api-uat.teda.th/WVP/v2/verification/verify

Request

HEADER

donwrsfines A1 Value

Content-Type multipart/form-data

apikey Tdan apikey Ml@a1nn1s request valdusng

BODY

YaW15151na3 viladoya A183UY

file File anlvanlnguilu Body Tusuiuu Form-Data
) A1 Parameter Digest 483 SHA-256 Algorithm aaslWaiids

digest Text o \ -

Whanluszuu lugduuuengudunn

Example Request:

BODY

POST /WVP/v2/verification/verify HTTP/1.1

Host: api-uat.teda.th

apikey: b24759a9-3355-4a78-b767-65alb17f4833

Cache-Control: no-cache

Postman-Token: 9aa55add-163d-41ec-8d1b-7ffb18772952
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YwxkTrZu0gW
—————— WebKitFormBoundary TMA4YwxkTrZuOgW
Content-Disposition: form-data; name="file”; filename="TIV.xml”
Content-Type: text/xml

—————— WebKitFormBoundary TMA4YwxkTrZuOgW
Content-Disposition: form-data; name="digest”

a%deee837e5a6al100adfcf233ef9899ecfb5f38f27db22f6996f97663c4292f
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Web Validation Microservice

—————— WebKitFormBoundary 7TMA4YwxkTrZu0gW--

Response

Yovaalnandan

1 | InputName tnull, Fovealna} 5 | 255 0
unvaeuluszuy
*null luiitnness
Transaction ¥11974
laid159 Felaliiona
N5ATI9E8U
2 | ResultCode vuenanIuzYes | esunewiuiuly - - M
Tndfidadhssuy M1579 Result code
and Result
message
3 | ResultMessage | Yamnuiiuen asvefianinluy - - ¢)
anuzveslngiids | #1979 Result code
LNSYUU and Result
message
4 | TransactionID La% Transaction ﬁ {null, [0-9]{10},[a-z 18 18 M
larasnisnsiadeu | A-Z 0-91(81
a%sil 1Hu Unix
Time + A1 *null lufidweneds
random 8 A9nwS | Transaction 91U
laid159 Felaliiona
N13ATI9dBU
5 | TransactionDate L’Jmﬂaqﬁ’uﬁmu yyyy-MM-dd - - M
155ulvdiiie hh:mm:ss.S
A5I9d0U
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Web Validation Microservice

HTTP Status Code:

Code Description
200 OK nsdlldAsnasugnsie
400 Bad Request nsdiiilarn Parameter fin wiolinsu 3ensdifild Request Body 1

l3im59 Format finnviun

401 Unauthorized nsdifilalsameifounsldaussuu APl wioszyen credential sl
gnAeg
404 Not Found nsdlitld URL fin

405 Method Not Allowed | nseifild HTTP Method fin

500 Internal Server Error | NSz UULAANITRANAINDUS

Result code and Result message

Result code a2 Result message U84 Response Verify API

Result Code* Description Result Message
P1000 Success null
P1001 Invalid File Type null
P1002 Invalid Digest Value null
P1003 File Size Limit Exceeded | null
P1004 No Input File null
P1005 No Digest Value null
P1999 Internal Error null

mes: *Result Code — M3 MuAA1 Result Code nsalimtiua Error Ussnauluse
e P - Popup Message
e 1 - Response ¥av Request a4 Verify API
e XXX - Running

Example Response:

Response Body (nsaledeAsin99) gnévsauiissuunvum)

{
“InputName”: “DBN_CN2017110001_signed.xml”,
“ResultCode”: “P10007,

"ResultMessage”: null,

“TransactionID”: “1525757328HH2YonJT”,
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Web Validation Microservice

"TransactionDate”: “2018-05-08 12:28:48.850"

Response Body (nséidean SHA256 Linssfiulndfidasnisnsaaaau)

{
“InputName”: “TIV_signed.xml”,
“ResultCode”: “P1002”,

"ResultMessage”: null,
“TransactionID”: “1525757328HH2YonJT7,
"TransactionDate”: “2018-05-08 12:30:48.125"

Response Body (nseleean apikey lsignéiad)

{

»

“message”: “Invalid authentication credentials

Response Body (nseailsilaldan apikey)

{

“message”: “No API key found in request”

ETDA | Electronic Transactions Development Agency
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Web Validation Microservice

2.1.2 A19UNISINULATII8asLIen APl dagnialu

14. API Authenticator @314 transaction 210 client U Extractor Wiansiagaulnduwazidsu
Toyauazlndnglussuy

Juuuy HTTP API

Method POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/verify-extract

f9819

https://api-uat.teda.th/WVP/v2/verification/verify-extract

Request
HEADER
Fowriines A1 Value
Content-Type multipart/form-data
BODY
dawrsfiinas viladaya A1B3 U
file File anlvanlnguilu Body Tusuiuu Form-Data
fin Parameter Digest 483 SHA-256 Algorithm vaslngTids
digest Text o . -
whanluszuu lugduuuengudunn

Example Request:

BODY

POST /WVP/v2/verification/verify-extract HTTP/1.1

Host: api-uat.teda.th

Cache-Control: no-cache

Postman-Token: 9aa55add-163d-41ec-8d1b-7ffb18772952

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YwxkTrZuOgW
—————— WebKitFormBoundary TMA4YwxkTrZuOgW

Content-Disposition: form-data; name="file”; filename="TIV.xml”

Content-Type: text/xml

—————— WebKitFormBoundary TMA4YwxkTrZuOgW

Content-Disposition: form-data; name="digest”

ETDA | Electronic Transactions Development Agency Page 8
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—————— WebKitFormBoundary 7TMA4YwxkTrZu0gW--

a%deee837e5a6al100adfcf233ef9899ecfb5f38f27db22f6996f97663c4292f

Response

1 | InputName

Yovaalndnadstn

1asgeuluszuu

tnull, Fovealnla)

*null Tuntdnuned
Transaction 11914

Tidusa F9luiAnma

255

N5ATI9EBU
2 | ResultCode @vvenanuzues | esuienfisiuly - - M
Tndfidadrssuy M1579 Result code
and Result
message
3 | ResultMessage | Yamnuiiuen asuefiandinluy - - 0
anuzvesldiids | #1979 Result code
RTRFEANY and Result
message
4 | TransactionID La% Transaction ﬁ {null, [0-9]{10},[a-z 18 18 M
lPuesn1sasidou | A-Z 0-91(8%
ﬂ%’jﬂﬁ vJu Unix
Time + A *null lufidweneds
random 8 A19n®3 | Transaction ¥1197U
laid159 Felaliiona
N19ATIADU
5 | TransactionDate L’Jmﬂaqﬁ’uﬁmu yyyy-MM-dd - - M
1g5ulvidiiie hh:mm:ss.S
A5I9d0U

ETDA | Electronic Transactions Development Agency
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Web Validation Microservice

HTTP Status Code:

Code

Description

200 OK

nsslfildAnasugnees

400 Bad Request

n3NlaA1 Parameter fn 30liiATU NIaNTANlE Request Body 11

l3im59 Format finnviun

404 Not Found

nsalfild URL fin

405 Method Not Allowed

nsalild HTTP Method fin

500 Internal Server Error

NIITUULAANITHANAIADUS)

Result code and Result message

Result code a2 Result message U84 Response Verify API

Result Code* Description Result Message
P1000 Success null
P1001 Invalid File Type null
P1002 Invalid Digest Value null
P1003 File Size Limit Exceeded null
P1004 No Input File null
P1005 No Digest Value null
P1999 Internal Error null

wiENe: *Result Code — n13ri1mumAT Result Code nsediiiug Error Usenauludaeg

o P — Popup Message

e 1 — Response Y8y Request ¥av Verify Extractor API

o XXX - Running

Example Response:

Response Body (nsaldeAnge andvenuiiszuuimum)

{

“InputName”: “DBN_CN2017110001_signed.xml”,
“ResultCode”: “P10007,

"ResultMessage”: null,

“TransactionID”: “1525757328HH2YonJT”,
"TransactionDate”: “2018-05-08 12:28:48.850"

ETDA | Electronic Transactions Development Agency Page 10




Web Validation Microservice

Response Body (nséideAn SHA256 Linssiulndfigasnisnsavdav)
{

“InputName”: “TIV_signed.xml”,

“ResultCode”: “P1002”,

"ResultMessage”: null,

“TransactionID”: null,

"TransactionDate”: “2018-05-08 12:30:48.125"
}

2. Extractor @41 transaction ID, file ID Wag file type 1 u Controller LW anszat89 Ul AU

validation module 14

s HTTP API

Method POST

URL Endpoint

https://{{URL}Y/WVP/v2/verification/verify-control

f19819

https://api-uat.teda.th/WVP/v2/verification/verify-control

Request

HEADER

oo A1 Value

Content-Type application/json

BODY

Fawrsdiines viladoya A185U"Y

transid Text ID 989 transaction

transSubid Integer Sub ID 89 transaction

fileid Text ID Uu Repository U891 file finsraaeu
fileType Text Ussinnvedldfinyiaaeu wu xml, pdf

ETDA | Electronic Transactions Development Agency Page 11
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Example Request:

BODY

POST /WVP/v2/verification/verify-control HTTP/1.1
Host: api-uat.teda.th
Content-Type: application/json

{
“transid”: “15949530698THK6VIC”,
“transSubid”: 0,
“fileid”: “3,01637037d6”,
“filetype”: “xml”

}

Response

1 | ResultCode LBTUBNANIULVRY | BSuUNeLiuLANluY - - M

ANS5U  transaction | #1519 Result code

WUsEUIBNE and Result
message
2 | ResultMessage | ToA1ufiuen asungLNuLANTY - - o)

ADTULVDINITTU #1509 Result code

transaction 11 | and Result

Uszaiana message

HTTP Status Code:

200 OK nsalfildAnasugnaes

400 Bad Request nsdifildA Parameter fin w3oliAsu wionsdifild Request Body 11

lains9 Format fifnuun

404 Not Found nsalild URL fin

ETDA | Electronic Transactions Development Agency Page 12



Web Validation Microservice

Code Description

405 Method Not Allowed | nseifild HTTP Method fin

500 Internal Server Error | NSSEUUAANITRANAINDUE

Result code and Result message

Result code LLag Result message U84 Response upload file to verify API
Result Code* Description Result Message
P101000 Success null
P101999 Internal Error null

mnes: *Result Code — M3 MuAA1 Result Code nsalimiua Error Ussnauluse
e P — Popup Message
e 101 - Response Y84 Request Y& Verify Controller API
o XXX - Running

Example Response:

Response Body (n3aldemsinge gn&'mmuﬁsswﬁwum)
{

“ResultCode”: “P1010007”,

"ResultMessage”: null
}

3. Controller @31 transaction ID, file ID was file type # als¥iiu module PDF signature 1ii®

#M3398U
Juuuy HTTP API
Method POST

URL Endpoint

https.//{{URL}Y/WVP/v2/verification/verify-pdfsig

f9819

https://api-uat.teda.th/WVP/v2/verification/verify-pdfsig

ETDA | Electronic Transactions Development Agency Page 13
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Request

Content-Type application/json

transid Text ID 994 transaction

transSubid Integer Sub ID ¥®9 transacttion

fileid Text ID Uu Repository ¥a1 file finraaeu
fileType Text Ussivvasldiinsadeu wu xml, pdf

Example Request:

BODY
POST /WVP/v2/verification/verify-pdfsig HTTP/1.1

Host: api-uat.teda.th
Content-Type: application/json

{
“transid”: “15949530698THK6VIC”,
“transSubid”: 0,
“fileid”: “3,01637037d67,
“filetype”: “xml”

}

Response

1 | ResultCode LBTUDNANIULVDY | BSuUNeLuLANTuY - - M

ANS5U  transaction | 11519 Result code

1UTZUIANE and Result
message
2 | ResultMessage | Foanudiuen aureiininly - - o)
A01ULVDINITIU #1979 Result code

ETDA | Electronic Transactions Development Agency Page 14



Web Validation Microservice

transaction 11 and Result

Uguana message

HTTP Status Code:

200 OK nsalfildAnunasugnees

400 Bad Request nsaifilden Parameter fin w3oliAsu wionsdifild Request Body 11

l1ins9 Format Nfuun

404 Not Found nsglild URL fin

405 Method Not Allowed | nsdlifld HTTP Method fin

500 Internal Server Error | NSSEUULAANITRANAINDUS

Result code and Result message

P102000 Success null

P102999 Internal Error null

mes: *Result Code — M3 MuAA1 Result Code nsalimtua Error Ussnauluse
e P — Popup Message
e 102 - Response a4 Request Y&y Verify PDF signature API
o XXX - Running

Example Response:

Response Body (nsaledefsin99) gnéveauiissuunvum)
{

“ResultCode”: “P1020007”,

"ResultMessage”: null

ETDA | Electronic Transactions Development Agency Page 15



Web Validation Microservice

4. Controller @4A1 transaction ID, file ID wag file type @ ol iy module PDF timestamp il

asvgaulna
Juuuy HTTP API
Method POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/verify-pdfts

f19819

https://api-uat.teda.th/WVP/v2/verification/verify-pdfts

Request

HEADER

Fowriines A1 Value

Content-Type application/json

BODY

dawrsiiines viladoya A183UY

transid Text ID 989 transaction

transSubid Integer Sub ID ¥89 transacttion

fileid Text ID Uu Repository v91 file finsradeu
fileType Text Usuunvweshidingiadeu wu xml, pdf

Example Request:

BODY

Host: api-uat.teda.th
Content-Type: application/json

{
“transid”: “15949530698THK6VIC”,
“transSubid”: 0,
“fileid”: “3,01637037d67,
“filetype”: “xml”

}

POST /WVP/v2/verification/verify-pdfts HTTP/1.1

ETDA | Electronic Transactions Development Agency
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Response

1 | ResultCode lvvonaurYes | ssunatiuiiuly
A153U transaction | #1579 Result code
WNUIEUIaNE and Result

message

2 | ResultMessage Fomufiven aureiininly
A01ULVBINITTU #1379 Result code
transaction 41 | and Result
UIguana message

HTTP Status Code:

200 OK

nstinldrnaTugnaes

400 Bad Request n3aifilden Parameter fin w3oliasu Wionsdifild Request Body 11

l3ins9 Format Nfvun

404 Not Found nsdlifld URL fin

405 Method Not Allowed | nsdlifld HTTP Method @in

500 Internal Server Error | NSSEUUAANITRANAINDUE

Result code and Result message

P103000 Success null

P103999 Internal Error null

WIER): *Result Code — 11571MUAAT Result Code nseldiua Error Usenauludae
e P - Popup Message
e 103 - Response ¥a3¥ Request Y&y Verify PDF Timestamp API
e XXX - Running

ETDA | Electronic Transactions Development Agency Page 17



Web Validation Microservice

Example Response:

1 1 1 v a

Response Body (nsalderndnge gnaveniuiiszuuimum)
{

“ResultCode”: “P103000”,

"ResultMessage”: null
}

5. Controller &1 transaction ID, file ID wa file type sialsiiu module PDF A3 \fensavaeu

Juuuy HTTP API

Method POST

URL Endpoint

https.//{{URL}Y/WVP/v2/verification/verify-pdfa3

f12819

https://api-uat.teda.th/WVP/v2/verification/verify-pdfa3

Request

HEADER

Fowrfimes A1 Value

Content-Type application/json

BODY

dawrsfiinas viladaya A1B3 U

transid Text ID ¥4 transaction

transSubid Integer Sub ID 983 transacttion

fileid Text ID Uu Repository v91 file finsradeu
fileType Text Usuunvweshidingiadeu wu xml, pdf

Example Request:

BODY

POST /WVP/v2/verification/verify-pdfsig HTTP/1.1
Host: api-uat.teda.th
Content-Type: application/json

ETDA | Electronic Transactions Development Agency Page 18
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”, «

“transid”: “15949530698THK6VIC”,
“transSubid”: 0,

“fileid”: “3,01637037d67,
“filetype”: “xml”

Response

1 ResultCode

LBUUDNANULVDY | BSueL LAY - - M

A155U transaction | 1519 Result code

UUTTUIANE and Result
message
2 | ResultMessage | UpAIUNUBA adungLuANlY - - o)

A0ULVDINTIU M1579 Result code
transaction 41 and Result

UIgaana message

HTTP Status Code:

200 OK

nsalfildAnunasugnaes

400 Bad Request

nsanlda Parameter An wisoliAsu Wsansalld Request Body 11

l3ins9 Format Nfvun

404 Not Found

nsalild URL fin

405 Method Not Allowed | ns@liild HTTP Method &in

500 Internal Server Error | ASElSEUUAANITRANAIADUS)

Result code and Result message

P104000

Success null

P104999

Internal Error null

ETDA | Electronic Transactions Development Agency Page 19
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mnes: *Result Code — M3nmuaA Result Code nsaliiiua Error Usznaulume
e P — Popup Message
e 104 - Response %84 Request ¥a3 PDF A3 API
e XXX - Running

Example Response:

Response Body (nsaldemnsinge gné’aamuﬁﬁzwﬁmuﬂ)
{

“ResultCode”: “P104000”,

"ResultMessage”: null
}

6. Controller @@ transaction ID, file ID wag file type @ 81U module XML signature Wie

$3398U
Juuuy HTTP API
Method POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/verify-xmlsig

f19819

https://api-uat.teda.th/WVP/v2/verification/verify-xmlsig

Request

HEADER

oo A1 Value

Content-Type application/json

BODY

dawrsfines viiadoya A1B3 U

transid Text ID 989 transaction

transSubid Integer Sub ID 989 transacttion

fileid Text ID VU Repository 494 file finsradeu
fileType Text Ussinnvedldfinyiaaeu wu xml, pdf

ETDA | Electronic Transactions Development Agency Page 20
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Example Request:

BODY

POST /WVP/v2/verification/verify-xmlsig HTTP/1.1
Host: api-uat.teda.th
Content-Type: application/json

{
“transid”: “15949530698THK6VIC”,
“transSubid”: 0,
“fileid”: “3,01637037d6”,
“filetype”: “xml”

}

Response

1 | ResultCode LBTUBNANIULVRY | BSuUNeLiuLANluY - - M

ANS5U  transaction | #1519 Result code

WUsEUIBNE and Result
message
2 | ResultMessage | ToA1ufiuen asungLNuLANTY - - o)

ADTULVDINITTU #1509 Result code

transaction 41 and Result

Uszaiana message

HTTP Status Code:

200 OK nsalfildAnasugnaes

400 Bad Request nsdifildA Parameter fin w3oliAsu wionsdifild Request Body 11

lains9 Format fifnuun

404 Not Found nsalild URL fin

ETDA | Electronic Transactions Development Agency Page 21
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Code Description

405 Method Not Allowed | nseifild HTTP Method fin

500 Internal Server Error | NSSEUUAANITRANAINDUE

Result code and Result message

Result code LLag Result message U84 Response upload file to verify API
Result Code* Description Result Message
P105000 Success null
P105999 Internal Error null

mnes: *Result Code — M3 MuAA1 Result Code nsalimiua Error Ussnauluse
e P — Popup Message
e 105 - Response ¥4 Request Y8y Verify XML signature API
o XXX - Running

Example Response:

Response Body (n3aldemsinge gn&'mmuﬁsswﬁwum)
{

“ResultCode”: “P1050007”,

"ResultMessage”: null
}

7. Controller @ 9#1 transaction ID, file ID wae file type # 013y module XML Schema iii @

nsvdaulila
Juuuy HTTP API
Method POST

URL Endpoint

https.//{{URL}Y/WVP/v2/verification/verify-xmlschema

f9819

https://api-uat.teda.th/WVP/v2/verification/verify-xmlschema
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Request

Content-Type application/json

transid Text ID 994 transaction

transSubid Integer Sub ID ¥®9 transacttion

fileid Text ID Uu Repository ¥a1 file finraaeu
fileType Text Ussivvasldiinsadeu wu xml, pdf

Example Request:

BODY

POST /WVP/v2/verification/verify-xmlschema HTTP/1.1
Host: api-uat.teda.th
Content-Type: application/json

{
“transid”: “15949530698THK6VIC”,
“transSubid”: 0,
“fileid”: “3,01637037d67,
“filetype”: “xml”

}

Response

1 | ResultCode LBTUDNANIULVDY | BSuUNeLuLANTuY - - M

ANS5U  transaction | 11519 Result code

1UTZUIANE and Result
message
2 | ResultMessage | Foanudiuen aureiininly - - o)
A01ULVDINITIU #1979 Result code
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transaction 11 and Result

Uguana message

HTTP Status Code:

200 OK nsalfildAnunasugnees

400 Bad Request nsaifilden Parameter fin w3oliAsu wionsdifild Request Body 11

l1ins9 Format Nfuun

404 Not Found nsglild URL fin

405 Method Not Allowed | nsdlifld HTTP Method fin

500 Internal Server Error | NSSEUULAANITRANAINDUS

Result code and Result message

P106000 Success Null

P106999 Internal Error Null

mes: *Result Code — M3 MuAA1 Result Code nsalimtua Error Ussnauluse
e P — Popup Message
e 106 — Response Y84 Request ¥av Verify XML schema API
o XXX - Running

Example Response:

Response Body (nsaledefsin99) gnéveauiissuunvum)
{

“ResultCode”: “P1060007”,

"ResultMessage”: null
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8. Controller &1 transaction ID, file ID wa file type sielsiiu module XML FHIR fiensavaeu

sUluu
Y

HTTP AP

Method

POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/

fa819

https.//api-uat.teda.th/WVP/v2/verification/verify-xmlfhir

Request

HEADER

YaW151MS

A1 Value

Content-Type

application/json

BODY

davniines viindoya A1B3 U

transid Text ID 9819 transaction

transSubid Integer Sub ID 83 transacttion

fileid Text ID Uu Repository U941 file finraaeu
fileType Text Usuunvvashidingiadeu wu xml, pdf

Example Request:

BODY

Host: api-uat.teda.th
Content-Type: application/json

“transid”: “15949530698THK6VIC”,

L”

{
“transSubid”: 0
“fileid”: “3,01637037d6”,
“filetype”: “xm

}

POST /WVP/v2/verification/verify-xmlfhir HTTP/1.1
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Response

1 ResultCode

bAYUBDNADIUL VDY

ANS5U  transaction

asuneLNaLRnlu

#1919 Result code

transaction i1

Uszunana

1UTUIANA and Result
message
2 | ResultMessage Fomufiven aureiininly
A0ULVINITTU #1379 Result code

and Result

message

HTTP Status Code:

200 OK

nstinldrnaTugnaes

400 Bad Request

nsainldan Parameter An wisoliAsu Wsansalld Request Body 11

l3ins9 Format Nfvun

404 Not Found

nsdlifld URL fin

405 Method Not Allowed

nsdlifld HTTP Method fin

500 Internal Server Error

NIUTTUULAANITRANAINDUE

Result code and Result message

P107000

Success null

P107999

Internal Error null

WIER): *Result Code — 11571MUAAT Result Code nsaitiuay Error Usenaulugae

e P - Popup Message

e 107 - Response %84 Request Y83 XML FHIR API

e XXX - Running
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Example Response:

Response Body (nsaldemsinge gné’aamuﬁixwﬁmuﬂ)
{

“ResultCode”: “P107000”,

"ResultMessage”: null
}
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2.2 ATEUIUNITNINUVDY APl YBRANIIATIEDU (Result API)
WJuniseemn Transaction ID Lt E]ﬁjlWl’]NaG\i’]ﬁ]ﬁ@Uﬂ’ﬂNQﬂ@T@ﬂ‘U@\?Laﬂﬁ’ﬁ

a a s
kannIvUNd

API Requester API Authenticator
| |
|

Authenticat

Send Transaction |

Send Transaction |

: Retrieve Validation Result
|
———————————— Response Transaction Resut—— — — — — — — — — — —
|
|
|

Figure 4 9unauN1589 Transaction ID UIRINANTIVEDU

2.2.1 Twazidyn APl dmsugldau

HTTP API

POST

URL P/v2/verification/result

Request

Content-Type application/json

1ddn apikey filda1nns Tdan apikey AleiannTs request valduinis
request ¥ol4UINS

transid Text A1 Parameter Transaction ID 719¢1131 Query M¥aya
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Example Request:

BODY

Host: api-uat.teda.th

POST /WVP/v2/verification/result HTTP/1.1

apikey: b24759a9-3355-4a78-b767-65a1b17f4833
Content-Type: application/json

{

“transid”: “15949530698THK6VIC”
}
Response

\a% Transaction 7ids
Wuasadeuly
) fnull, [0-9)10} [a-z A-Z
1 TransactionID syUULU Unix Time 18 | 18 @)
, 0-91{8%
+ A1 random 8
fONYT
2 FileType J5LNNUYBUBNANT {null, “pdf”, “xml”} - - @)
Hovoalnaivhan
3 FileName 5 255 @)
A5IvEpUlUSTUY
yurnvedlndfivin
4 FileSize . {null, #### ## } - - O
A579d0U mile KB
TransactionStart | @ fiEuyinig {null, yyyy-MM-dd
5 - - O
Time $HFIEU hh:mm:ss.S}
TransactionFinish | anfiviinsasiageu | (null, yyyy-MM-dd
6 v - - O
Time GERGD hh:mm:ss.S}
szavaleluns
TransactionProce .
7 ASI9dBU TRE (null ## ### } - - O
ssTime - A
IUIMN
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adunaiandaly mang
LAULLEI NS D1 US VD
8 ResultCode Result code and Result - - M
NIINIIVEDYU
message
3 aSunafidinly meng
VDAIULFANEN UL
9 ResultMessage Result code and Result - - O
VNNIINTIVEDU
message
XmlSignatureRes | 83an130539d0U
10 0 2 @)
ult XML signature
nafiasaneiiede {null, “yyyy-MM-dd
10.1 | signingTime 18 | 18 O
XML hh:mm:ss.S”}
adunainduly mang
IRAANTULUD Signature Status,
10.2 | signatureCode - - @)
Signature Signature Code and
Signature message
Sufi Certificate 7l {null, “yyyy-MM-dd
10.3 | certBeginDate ey - - O
Sign XML Ti5uld hh:mm:ss.S”}
Jufi Certificate 4 | (null, “yyyy-MM-dd
10.4 | certExpireDate x - - O
Sign XML unu®e1g | hh:mm:ss.S”}
Fovosthenufionn
10.5 | certlssuerCN & 1 1255 O
Certificate U
o Common Name
10.6 | certSubjectCN 1 1255 | O
U3 Certificate
%a Organize U84
10.7 | certSubjectO 1 [ 255 O
Certificate
Fodoyaiinves
10.8 | certSubject 1 1255 | O
Certificate
U0YaN1INTIVADY
embedTimestam
10.9 Embedded 0 1 @)
pResult
Timestamp
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r {null, “yyyy-MM-dd
10.9.1 | signingTime IRV timestamp 18 | 18 O
hh:mm:ss.S”}
. aSuneisdnly m19s
IRAADIULVDY
Signature Status,
10.9.2 | signatureCode timestamp - - O
Signature Code and
Signature
Signature message
Sufi Certificate 4 | (null, “yyyy-MM-dd
10.9.3 | certBeginDate X aw - - O
timestamp 15314 hh:mm:ss.S”}
Suil Certificate 7114
P {null, “yyyy-MM-dd
10.9.4 | certExpireDate timestamp U - - O
hh:mm:ss.S”}
VUMDY
Fevemsnudiean
10.9.5 | certlssuerCN timestamp 1 125 | O
Certificate &
%E} Common Name
10.9.6 | certSubjectCN YB3 timestamp 1 1255 O
Certificate
%a Organize U84
10.9.7 | certSubjectO timestamp 1 1255 O
Certificate
Fovoslndiinn
10.10 | fileName nsvaeuluTzUUUS e 5 255 | O
Fovadlduuy
XmlStructureRes | U8yan13n5I9a0U
11 0 2 O
ult XML structure
. oAl M3
INAADIULUDING
Schema and
11.1 | schemaCode MU XML - - @)
Schematron Code and
Schema
message
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. e aSunauAnlY A3
YaANUNLALIINNNT
Schema and
11.2 | schemaMessage | A533d0U XML - O
Schematron Code and
Schema
message
N aSunauAnlY A3
SUAANIULVDING
Schema and
11.3 | schematronCode | fi579d@auU XML - O
Schematron Code and
Schematron
message
. e aSunauAnlY A5
YoANUNLALI1INNNT
SchematronMess Schema and
114 $339d@9U XML - O
age Schematron Code and
Schematron
message
ANULVDY Schema,
structureActiveSt {null, “Active”,
11.5 Schematron Version - O
atus 4. “Obsolete”}
NNIN1TNTIADU
Yavasbwanyun
11.6 | fileName #5980 UIUTTUUNSD 255 | O
Yovasludwuu
U0YaN13NTIVADY
12 XMLfhirResult XML FHIR profile, 2 O
extension
SHARDULVDINTT asuneLNaLANlY M9
12.1 | fthirCode $939@2uU XML FHIR | FHIR Code and - O
profile, extension message
. e asureLAnlY M99
YaANUNLANIINNNT
12.2 | fhirMessage FHIR Code and - O
$379d9U FHIR
message
Yavasbwaniiun
12.3 | fileName A5739dUlUTTUUNS 255 | O
Fovoalnanuy
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Namim’maauﬁmﬂa
Laﬂmiﬁgﬂ Sign 11
Mme3ULuU Digital
pdfDigitalSignatur
13 Signature Tu 1 5 O
eResult
LONEAITANUNNTD
§539dDY Signature
16 5 518158180
nafiasaneiiede {null, “yyyy-MM-dd
13.1 | signingTime - @)
PDF hh:mm:ss.S”}
adunaianduly mang
I9d A01ULUD Signature Status,
13.2 | signatureCode - @)
Signature Signature Code and
Signature message
Sufi Certificate 4 | (null, “yyyy-MM-dd
13.3 | certBeginDate L2 aw - O
Sign PDF 1i5ul4 hh:mm:ss.S”}
Jufi Certificate 4 | tnull, “yyyy-MM-dd
13.4 | certExpireDate 5 - O
Sign PDF Ununang hh:mm:ss.S”}
Fovosthenufionn
13.5 | certlssuerCN & - O
Certificate U
o Common Name
13.6 | certSubjectCN - O
U3 Certificate
%a Organize U84
13.7 | certSubjectO - @)
Certificate
Fodoyaiirves
13.8 | certSubject 255 | O
Certificate
13.9 | reason ngmalumﬁaﬂum - O
U0YaN13NTIVABY
embedTimestam
13.10 Embedded 1 @)
pResult
Timestamp
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- {null, “yyyy-MM-dd
13.10.1 | signingTime IRV timestamp 18 | 18 O
hh:mm:ss.S”}
. afuneifisndnly m1sns
IRAADIULVDY
Signature Status,
13.10.2 | signatureCode timestamp - - O
Signature Code and
Signature
Signature message
Sufi Certificate 4 | (null, “yyyy-MM-dd
13.10.3 | certBeginDate X aw - - O
timestamp 15314 hh:mm:ss.S”}
Suil Certificate 7114
P {null, “yyyy-MM-dd
13.10.4 | certExpireDate timestamp U - - O
hh:mm:ss.S”}
VUMDY
Fevemsnudiean
13.10.5 | certlssuerCN timestamp 1 125 | O
Certificate &
%a Common Name
13.10.6 | certSubjectCN YB3 timestamp 1 1255 O
Certificate
%a Organize U84
13.10.7 | certSubjectO timestamp 1 1255 O
Certificate
Fodoyaiirves
13.10.8 | certSubject 1 1255 | O
Certificate
IAANULUDI LTV aureiinsinly ansng
13.11 | ltvCode - - @)
signature LTV Code
sWaan1uzves LTA | esviewisdsly 1319
13.12 | taCode - - O
signature LTA Code
UERVIRIGN aureiinsinly ansng
13.13 | signatureType - - O
signature SignatureType code
signatureTypeCo | @n1ug Usztnnes aduefinduly an9ng
13.14 . B, 0O
de signature SignatureType code
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13.15

signatureSegNo

d1AUTBY signature
Tulid Teduduain
1 [S99uaIfunIs
sign LAzUULYNAY

UsgLan (Sig w30 TS)

14

pdfTimeStampin
gResult

Namimsmaauﬁmﬂa
Laﬂa'liﬁg]ﬂ Sign 11
MeIULUU Time
Stamping Tu 1
WAFITAINITD
M9IdBU Time
Stamp Token 16 5

F78NTAEA

14.1

signingTime

Al timestamp
PDF

{null, “yyyy-MM-dd

hh:mm:ss.S”}

14.2

signatureCode

I8 @01ULUD
timestamp

Signature

osuediniuly M5
Signature Status,
Signature Code and

Signature message

14.3

certBeginDate

Uil Certificate #il4
timestamp PDF 4

wsula

{null, “yyyy-MM-dd

hh:mm:ss.S”}

14.4

certExpireDate

Juil Certificate 7114
timestamp PDF 1

IRy

{null, “yyyy-MM-dd

hh:mm:ss.S”}

14.5

certlssuerCN

YoUDIUIBUNDBN
timestamp

Certificate 1
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%o Common Name
14.6 | certSubjectCN YDY timestamp - @)
Certificate
%a Organize U84
14.7 | certSubjectO timestamp - @)
Certificate
Fodoyaiirves
14.8 | certSubject 255 | O
Certificate
14.9 | reason Lﬁﬁgwaiuﬂﬁiaﬂu’m - O
sWaan1uzves LTV | esuiewiisdsly 1319
14.10 | ltvCode - O
signature LTV Code
sWaaoured LTA | edunediandialy 1319
14.11 | taCode - @)
signature LTA Code
A1RUTBY signature
Tulvd Tneisuduan
14.12 | signatureSeqNo | 1 \3emiuaIsun1s | 1 - o)
sign LaztuLYNAY
UszLan (Sig %30 TS)
NAN1INTIFDU
15 pdfaResult 1 O
PDF/A-3
adureiiniinly A
15.1 | pdfaCode IYEENIUEVD PDF/A | PDF/A Code and - o)
message
3 " afuneniudnly 157
VoAUNLANIINATT
15.2 | pdfaMessage PDF/A Code and - O
$3739d9U PDF/A
message
{(lalb”’ (lala”’ “azb’)’
PDF/A compliance
15.3 | pdfaCompliance | | . “a2u”, “a2a”, “a3b”, - O
nszylulvidionans
“a3u”, “a3a”, null}
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HTTP Status Code:

Code

Description

200 OK

nsslfildAnasugnees

400 Bad Request

n3NlaA1 Parameter fn 30liiATU NIaNTANlE Request Body 11

l3im59 Format finnviun

401 Unauthorized

nsdinldlaaametounsldanussuu APl weseyan credential unly

NADY
Y

404 Not Found

nsdl#ild URL fin

405 Method Not Allowed

nseifld HTTP Method fim

500 Internal Server Error

NIUTTUULAANITHANAINDUS

Result code and Result message

Result code 1ag Result message Va9 Response Result API

Result Code* Description Result Message
P2000 Success null
P2001 Transaction ID Not Found null
P2002 Transaction in progress null
P2003 Unable to Process the File null
P2004 Verification timed out null
P2999 Internal Error null
P1001 Invalid File Type null
P1002 Invalid Digest Value null
P1003 File Size Limit Exceeded null
P1004 No Input File null
P1005 No Digest Value null
P1999 Internal Error null

waENe: *Result Code — N131mumAT Result Code nsedviiiug Error Usenauludig

P — Popup Message
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e 2 - Response 984 Request ¥a4 result APl 14 alg response code ¥a3 verify APl i

lunsaliisen result APl 93¢ transaction ID 9] verify APl #@U error response

o XXX - Running

Signature Status, Signature Code and Signature message

nsasaneiletonaviad XmlResult /
AU Ldelie pdfDigitalSignatureResult
50002 Trusted nsUsgiiususeaand pdfTimeStampingResult /
anundede embedTimestampResult
F0001 Warning ldanunsafigarianiug XmlResult /
Tususedldluvnei PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
E0002 Untrusted | @599WUIL0na15001S XmlSignatureResult /
wilandasansiiodonava pdfDigitalSignatureResult /
NI9NaIN1TUEIIUTUSEY | pdfTimeStampingResult /
whl embedTimestampResult
E0003 Untrusted 1U§Ui’e]x‘1§]ﬂ1‘%‘1/ifﬁﬁ]’]ﬂ XmlSignatureResult /
VUADE PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
E0009 Untrusted 1U§'Uiaﬁgﬂiﬁﬁwé“ﬂﬂﬁﬂgﬂ XmlSignatureResult /
Winnoy PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
S0003 Trusted lususeaunengy XmlSignatureResult /
PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
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S0004 Trusted lususesgniinaeaunisly | XmiSignatureResult /
UL PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
E0004 Warning Lanmsgﬂaﬂmaﬁa%a XmlSignatureResult /
Advia visegnUseviuiuses | PdfDigitalSignatureResult /
nan deluiusesiil pdfTimeStampingResult /
AoAAARIAUUIZLAYUBY | embedTimestampResult
LONEIT
N0O001 null wnanshifianefiete XmlSignatureResult /
AINA/N15UTTIUTUTOY XmlSignatureResult
1an w%agﬂaamaﬁa%'a .embedTimestampResult
favia/UseyiusuTeaan
shegunuuTiszuusslsl
5033
N0002 null wnanslifianeiiede PdfDigitalSignatureResult /
AAvia/n1sUsEiuiuTes pdfTimeStampingResult /
180 w’%agﬂmmaﬁa%a PdfDigitalSignatureResult
fAvia/UseyiusuTeaan | .embedTimestampResult
shogunuuTiszuussls]
5095
E0005 Warning fludiuvesenaislign | PdfDigitalSignatureResult /
asaeflefiondia/lseiu | pdfTimeStampingResult
FusoIIA
E0006 Untrusted lajmamaﬂqaﬁﬁmu XmlSignatureResult /
Weslususesla PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
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N9999 null syuuintaRananlyl XmlSignatureResult /
anunsansIadeuLendlste | PdfDigitalSignatureResult /

pdfTimeStampingResult /

embedTimestampResult

Schema and Schematron Code and message

S0001 Valid Validate Successfully null
E0001 Invalid Invalid Version null
E0002 Invalid Invalid structure [ﬁﬁﬁﬁaya%i\?ﬁ%ﬂﬁﬁ@]
N0001 null nasilansaaey null

Taseasravseluaiunse

AsIvEaUlAsIasale
N0002 null Not Implemented
N9999 null Internal Error null

FHIR Code and message

S0001 Valid Validate Successfully null
E0001 Invalid Invalid Version null
F0002 Invalid Invalid structure [Aasioyalnsiaseiin]
N0001 null onanshlansraaeu null

Tasaasrauseliaiunse

n5vaaUlAsIEsale
N0002 null Not Implemented
N9999 null Internal Error null

LTA and LTV Code

S0001 Validate Successfully
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E0001 Not LTV

E0002 Not LTA

N00O1 nansianunsansivasule
NO002 Not Implemented

N9999 Internal Error

PDF/A Code and message

S0001 Complied according to file null
E0001 Not complied [52197(?7/8%/61721/975\7@71/ PDF compliance]
N0001 nanshianunsansiasula | null
N0002 Not Implemented null
N0003 No specified compliance null
N9999 Internal Error null

SignatureType Code and description

50001 Approval signature

50002 Certification signature

N0001 lagnunsansivaeu Signature 1o

N0002 Not Implemented

E0007 fusdiuvetenaiseguen Certification signature

EO008 LONA1ITNITAIUINIUU Certification sighature 11N 1 ﬂ%’ﬂ
N9999 Internal Error

Example Response:
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Response Body (Transaction ID Not Found)

{
“ResultCode”: “P2001”,

“ResultMessage”: null,

Response Body (Transaction in progress)

{
“ResultCode”: “P2002”,

“ResultMessage”: null,

Response Body (nseleean apikey lsigndas)

{

”»”

“message”: “Invalid authentication credentials

Response Body (nseilulaldan apikey)

{

“message”: “No API key found in request”

2.2.2 a19UN1SNN9IULazs18azden APl gasnelu

1. APl Authenticator d3W1u transaction Ty result Query API Litevetayan1snsIvaaulndan

transaction ID

FUunuy HTTP API

Method POST

URL Endpoint

https://{{URL}}/WVP/v1/verification/result-query

f12819

https://api-uat.teda.th/WVP/v1/verification/result-query

ETDA | Electronic Transactions Development Agency

Page 42



https://api-uat.teda.th/WVP/v1/verification/result-query

Web Validation Microservice

Request

multipart/form-data application/json

transid Text A1 Parameter Transaction ID 19¢1131 Query M¥aya

Example Request:

BODY

POST /WVP/v1/verification/result-query HTTP/1.1
Host: api-uat.teda.th
Content-Type: application/json

{

“transid”: “15949530698THK6VIC”
}
Response

\a% Transaction 7ids
WnumsaEauly
B {null, [0-9]{10} [a-z A-Z
1 TransactionID syuuldy Unix Time 18 18 O
, 0-9){8}
+ A1 random 8
AIONYT
2 FileType UILLNNUYBIBNANT {null, “pdf”, “xml”} - - @)
Fovedludfivnun
3 FileName 5 255 @)
A5I9ERUlUTTUY
e &AL
4 FileSize . {null, #### ## } - - o)
#9729@9U turile KB
TransactionStart | Lanizuyiinis {null, yyyy-MM-dd
5 - - @)
Time $939d0U hh:mm:ss.S}
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TransactionFinish | Lafivhinisasiaaeu {null, yyyy-MM-dd
6 L - - O
Time LAY hh:mm:ss.S}
szozaildlunis
TransactionProce .
7 n1980U Tunie {(null ## s - - 0
ssTime - 4
UM
aureinsnly ansng
LAULLE NS D1 US VD
8 ResultCode Result code and Result - - M
NIANTIVEBU
message
. aSunafindinly meng
VDAIMULLAAIAD UL
9 ResultMessage Result code and Result - - @)
YNNIINTIVEDU
message
XmlSignatureRes | 83an13n539@8U
10 0 2 @)
ult XML signature
nafiasaneilode {null, “yyyy-MM-dd
10.1 | signingTime 18 | 18 O
XML hh:mm:ss.S”}
aureiiniinly A
IRAATULUD Signature Status,
10.2 | signatureCode - - @)
Signature Signature Code and
Signature message
Jufi Certificate 4 | tnull, “yyyy-MM-dd
10.3 | certBeginDate I - - O
Sign XML Ti5uld hh:mm:ss.S”}
Jufi Certificate 4 | tnull, “yyyy-MM-dd
10.4 | certExpireDate ¥ - - O
Sign XML uuyna1g | hh:mm:ss.S”}
Feveamsnudiean
10.5 | certlssuerCN & 1 1255 ] O
Certificate U
%o Common Name
10.6 | certSubjectCN 1 [ 255 O
U3 Certificate
%a Organize U84
10.7 | certSubjectO 1 [ 255 O
Certificate
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Fodoyaiirves
10.8 | certSubject 1 1255 | O
Certificate
UoYaN1INTIVADY
embedTimestam
10.9 Embedded 0 1 O
pResult
Timestamp
- {null, “yyyy-MM-dd
10.9.1 | signingTime IRV timestamp 18 | 18 O
hh:mm:ss.S”}
5 oS unefisidsly a3
INAADIULVDY
Signature Status,
10.9.2 | signatureCode timestamp - - O
Signature Code and
Signature
Signature message
Sufl Certificate 74 | (null, “yyyy-MM-dd
10.9.3 | certBeginDate X aw - - O
timestamp 15314 hh:mm:ss.S”}
Sufl Certificate 7l
¥ {null, “yyyy-MM-dd
10.9.4 | certExpireDate timestamp U - - @)
hh:mm:ss.S”}
NUADIY
Fovommhsnuitean
10.9.5 | certlssuerCN timestamp 1 1255 | O
Certificate &
o Common Name
10.9.6 | certSubjectCN YB3 timestamp 1 1255 O
Certificate
%a Organize U84
10.9.7 | certSubjectO timestamp 1 1255 O
Certificate
Fovolndfiinn
10.10 | fileName n9aeUluITUUNIO 5 | 255 | O
Fovadlduuy
XmlStructureRes | U8yan13n5I9a0Y
11 0 2 @)
ult XML structure
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N aSunauAnlY A3
SUFENULVDINNT
Schema and
11.1 schemaCode $5798@aU XML - O
Schematron Code and
Schema
message
. e aSunauAnlY A3
YaANUNLALIINNNT
Schema and
11.2 | schemaMessage | A533d0U XML - O
Schematron Code and
Schema
message
. asungLiENly 91579
FUFENIULVDINNT
Schema and
11.3 | schematronCode | fi579d@aU XML - O
Schematron Code and
Schematron
message
3 e aaueiisLANly 91379
YaANUNLALIINNNT
SchematronMess Schema and
114 $339d@9U XML - O
age Schematron Code and
Schematron
message
An1ULVDY Schema,
structureActiveSt {null, “Active”,
11.5 Schematron Version - O
atus 4. “Obsolete”}
NNINIINTIEDU
Yavasbwaniun
11.6 | fileName #5980 UIUTTUUNSD 255 | O
Yovasludwuu
U0YaN1INTIVABY
12 XMLfhirResult XML FHIR profile, 2 O
extension
TRFAOULVDINTT asuneLLANlY A1519
12.1 | fthirCode $1357989U XML FHIR | FHIR Code and - O
profile, extension message
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. e aSuneisdnly M9
YoAUALENIINATT
12.2 | thirMessage FHIR Code and - @)
$3398@2U FHIR
message
Fovealwdfithun
12.3 | fileName nsaauluszUUUIe 255 | O
Fovoslnlduuy
Namimaﬁ]ﬁau%aﬂa
Laﬂa’liﬁgﬂ Sign 11
me3ULUU Digital
pdfDigitalSignatur
13 Signature Tu 1 5 o)
eResult
LBNAITdIUNI0
f33I9FDU Signature
16 5 s18n1sanan
nafiasaneilode {null, “yyyy-MM-dd
13.1 | signingTime - O
PDF hh:mm:ss.S”}
adureiiniinly A
I9d A0TULUD Signature Status,
13.2 | signatureCode - O
Signature Signature Code and
Signature message
Jufi Certificate 4 | tnull, “yyyy-MM-dd
13.3 | certBeginDate X aw - O
Sign PDF 1i5ul4 hh:mm:ss.S”}
Sufi Certificate 7l {null, “yyyy-MM-dd
13.4 | certExpireDate ¥ - O
Sign PDF unin®1g | hh:mm:ss.S”}
Fovoswtheaufionn
13,5 | certlssuerCN & - )
Certificate U
%a Common Name
13.6 | certSubjectCN - @)
U3 Certificate
%a Organize U84
13.7 | certSubjectO - @)
Certificate
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Fodoyaiirves
13.8 | certSubject 1 1255 | O
Certificate
13.9 | reason qumalumimum - - O
U03aN13NTIAOU
embedTimestam
13.10 Embedded 0 1 O
pResult
Timestamp
r {null, “yyyy-MM-dd
13.10.1 | signingTime LIAN timestamp 18 |18 @)
hh:mm:ss.S”}
. aSunefisdnly f13ns
IRAADIULVDY
Signature Status,
13.10.2 | signatureCode timestamp - - O
Signature Code and
Signature
Signature message
Sufl Certificate 74 | (null, “yyyy-MM-dd
13.10.3 | certBeginDate Xl oy - - O
timestamp {1514 hh:mm:ss.S”}
Sufl Certificate 7l
¥ {null, “yyyy-MM-dd
13.10.4 | certExpireDate timestamp U - - O
hh:mm:ss.S”}
VN
Fevowmhonuitean
13.10.5 | certlssuerCN timestamp 1 1255 O
Certificate i
o Common Name
13.10.6 | certSubjectCN YB3 timestamp 1 1255 O
Certificate
%a Organize U84
13.10.7 | certSubjectO timestamp 1 1255 O
Certificate
Fotoyaiirves
13.10.8 | certSubject 1 [ 255 O
Certificate
sWaan1ugves LTV | esviewisdsly 1319
13.11 | ltvCode - - O
signature LTV Code
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sWaan1uzves LTA | esviewiindsly #1319
13.12 | taCode - @)
signature LTA Code
Uselnnuag
13.13 | signatureType - O
signature
signatureTypeCo | @n1ug UseLnnvad aureiinsinly ansns
13.14 - O
de signature SignatureType code
A1AUTBY signature
Tulvd TneEuguan
13.15 | signatureSegNo | 1 \essuasun1s | 1 - o)
sign LagtuLuNAY
UsgLan (Sig w30 TS)
HANIANTIAABUTBYA
Laﬂa’liﬁgﬂ Sign 11
MEFULUU Time
pdfTimeStampin | Stamping Tu 1
14 5 @)
gResult LBNETAIUNTD
M333d0U Time
Stamp Token a5
S18M5AER
LAl timestamp {null, “yyyy-MM-dd
14.1 | signingTime - @)
PDF hh:mm:ss.S”}
. aSunefisdnly a3
TN A01ULVDY
Signature Status,
14.2 | signatureCode timestamp - O
Signature Code and
Signature
Signature message
Sufl Certificate 7l
Y {null, “yyyy-MM-dd
14.3 | certBeginDate timetamp PDF L3 - O
. hh:mm:ss.S”}
14
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14.4

certExpireDate

Uil Certificate 714

timestamp PDF ‘ﬁ

Ry

{null, “yyyy-MM-dd

hh:mm:ss.S”}

14.5

certlssuerCN

YoUDIVUIBUNDBN
timestamp

Certificate 1

14.6

certSubjectCN

%¥® Common Name
U9 timestamp

Certificate

14.7

certSubjectO

%0 Organize U8
timestamp

Certificate

14.8

certSubject

Yotoyadves

Certificate

255 | O

14.9

reason

LMQN&IUﬂWiﬁQU?@J

14.10

(tvCode

SWaAn UL Uee LTV

signature

asunLRNlY M99

LTV Code

14.11

(taCode

SWaADIULVe9 LTA

sighature

asunLRNlY M99

LTA Code

14.12

signatureSegNo

A1AUTBY signature
Tulid Teduduain
1 1S99uaIAuNIS
sign WaEHULENAY

UsgLan (Sig w30 TS)

15

pdfaResult

NAN1IAIIAFDY
PDF/A-3

15.1

pdfaCode

SHARO1ULVDY PDF/A

asuneisAnly m919
PDF/A Code and

message
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asuneL LNy m1519

Forudildnanms
15.2 | pdfaMessage PDF/A Code and - - 0]
7539dU PDF/A
message
5%a PDF/A {“alb”, “ala”, “a2b”,
15.3 | pdfaCompliance | compliance ﬁisﬂu “a2u”, “az2a”, “a3b”, - - O
Inaenans “a3u”, “a3a”, null}

HTTP Status Code:

200 OK nsalfildAnunasugneaes

400 Bad Request nsaifilden Parameter fin w3oliAsu Wionsdifild Request Body 11

lains9 Format Nfvun

404 Not Found nsdlifld URL fin

405 Method Not Allowed | nsélifld HTTP Method fin

500 Internal Server Error | NSz UULAANITRANAINDUS

Result code and Result message

P2000 Success null
P2001 Transaction ID Not Found null
P2002 Transaction in progress null
P2003 Unable to Process the File null
P2004 Verification timed out null
P2999 Internal Error null
P1001 Invalid File Type null
P1002 Invalid Digest Value null
P1003 File Size Limit Exceeded null
P1004 No Input File null

ETDA | Electronic Transactions Development Agency Page 51



Web Validation

Microservice

P1005

No Digest Value

null

P1999

Internal Error

null

wEN9R: *Result Code — N1319uAAT Result Code nsediiiiug Error Usenauluhiy

e P — Popup Message

e 2 - Response a4 Request ¥a4 result query APl i) azle response code Va4 verify API

wnu lunsaliisen result query AP/ 73¢l transaction ID 9] verify APl §i@U error response

e XXX - Running
Signature Status, Signature Code and Signature message
Signature Signature Description Corresponding Seq no.
Code Status
S0001 Trusted msasaneilode XmlSignatureResult /
favatiAL pdfDigitalSignatureResult
Yndeie
50002 Trusted N13UTENUSUTEY | pdfTimeStampingResult /
1a1HAM embedTimestampResult
Yndete
E0001 Warning ldgnunsafiaar | XmiSignatureResult /
annuzlususesls | PdfDigitalSignatureResult /
Tuwai pdfTimeStampingResult /
embedTimestampResult
E0002 Untrusted ATIINUINDNAT | XmlSignatureResult /
fnsunlundas | pdfDigitalSignatureResult /
aeileToRiva pdfTimeStampingResult /
NIDUAINTT embedTimestampResult
Usgyiuiusaaan
F0003 Untrusted lufusesunld XmlSignatureResult /
naeanvuney | PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
E0009 Untrusted lufusesunld XmlSignatureResult /
NRIINGALIN PdfDigitalSignatureResult /
[AR)P
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pdfTimeStampingResult /
embedTimestampResult
50003 Trusted lufusesmuneny | XmlSignatureResult /
PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
50004 Trusted IU%J‘Uiaﬂg]ﬂLﬂﬂ XmlSignatureResult /
QOUNISITULAY | PdfDigitalSignatureResult /
pdfTimeStampingResult /
embedTimestampResult
E0004 Warning LONFATYNA XmlSignatureResult /
aeiletoRiva PdfDigitalSignatureResult /
wIeQnUIEIiy pdfTimeStampingResult /
fuseuaan Mg | embedTimestampResult
Tufusosiilyl
#OnAADINU
Usglanves
LONAIT
N0001 null onanshifianeile | XmlSignatureResult /
YoRdia/nns XmlSignatureResult.embedTimestampResult
Usgituiusaanan
wIegnasaeile
FoRdva/Useiiu
FUT0UIANNE
sULUUTISTUUE
laisoesu
N0002 null onanshiiianeile | PdfDigitalSignatureResult /
FoRdta/ns pdfTimeStampingResult /
Usgiususeaan | PdfDigitalSignatureResult
M%E]Qﬂaﬂmslﬁa .embedTimestampResult
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FoRdva/Useiiu
FuTDaAIse
sULUUTisEUUSs
Taisoesu
E0005 Warning Hunsdiuves PdfDigitalSignatureResult /
nanshignas pdfTimeStampingResult
aeflotediva/
Useiuiusesian
F0006 Untrusted ldgnunsafiaa | XmiSignatureResult /
FIAULIVDY PdfDigitalSignatureResult /
Tususesla pdfTimeStampingResult /
embedTimestampResult
N9999 null JEUULAN XmlSignatureResult /
JoRananlyl PdfDigitalSignatureResult /
A1U1907939a0U | pdfTimeStampingResult /
Llnansa embedTimestampResult

Schema and Schematron Code and message

S0001 Valid Validate Successfully | null

E0001 Invalid Invalid Version null

E0002 Invalid Invalid structure [55@’%@%/@?@5@5?7077}37@]

N00O1 null wnasiilansiadeu | null SchemaCode
Iassasnvizelyl
GREVAFRERG RN
Tassasnsle

N0001 null wnansldlansiageu | null SchematronCode
Foulvdoyanielsl
GREVAFRERG RN
Foulvdoyals
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NO002

null Not Implemented null

N9999

null Internal Error null

FHIR Code and message

S0001 Valid Validate Successfully null

E0001 Invalid Invalid Version null

E0002 Invalid Invalid structure [527&7"27@%/5)?@50&51’)\777;575)]

N00O1 null onasilansaaey null
Iassasaviseliaunse
avvaaulasassle

N0002 null Not Implemented null

N9999 null Internal Error null

LTA and LTV Code

S0001 Validate Successfully
E0001 Not LTV

E0002 Not LTA

N00O1 wnasianunsansivaeuls
N0002 Not Implemented

N9999 Internal Error

PDF/A Code and message

S0001 Complied according to file null
F0001 Not complied [55’97‘%%/297721/9)5@@71/ PDF compliance]
N0001 wnanshianunsansiaaeuld | null
N0002 Not Implemented null
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NO003 No specified compliance null

N9999 Internal Error null

SignatureType Code and description

50001 Approval signature

50002 Certification signature

N0001 lagnunsansivaeu Signature 1

NO002 Not Implemented

F0007 fuduveenaiseguen Certification signature

EO008 LONA1ILNITAIUINLUU Certification signature 111N 1 ﬂ%’jﬁ
N9999 Internal Error

Example Response:

Response Body (Transaction ID Not Found)

{
"ResultCode": "P2001",

"ResultMessage": null

Response Body (Transaction in progress)

{
"ResultCode": "P2002",

"ResultMessage": null,
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2.3 NTZUAUNTTINNIUVDS APl n1sanUlnannan1snsdalaseadne (Export Excel API)

\Jun15d9mn Transaction ID tiian1llnannan1snslalaseasiauess XML anuilu

JUveslna Excel

2.3.1 wazidun APl dmsugldau

FUuuu HTTP API

Method POST

URL Endpoint

https://{{URL}}/WVP/v2/verification/export-xls

f19819

https://api-uat.teda.th/WVP/v2/verification/export-xls

Request

HEADER

Fowrsfinos @1 Value

Content-Type application/json

TdAn apikey #ilda1nn1s Tden apikey #il610M13 request veldu3nis

request ¥ol4UINS

BODY

Fawrsdiines viladoya A185U"Y

transid Text A" Parameter Transaction ID flaz1131 Query meya

ETDA | Electronic Transactions Development Agency

Page 57



https://api-uat.teda.th/WVP/v2/verification/export-xls

Web Validation Microservice

Example Request:

BODY

Host: api-uat.teda.th

{

POST /WVP/v2/verification/export-xls HTTP/1.1

apikey: b24759a9-3355-4a78-b767-65a1b17f4833
Content-Type: application/json

“transid”: “15949530698THK6VIC”

Response Message

18 Transaction g9
\Wanmnsvaeuly
o {null, [0-9]{10} [a-z A-Z
1 transid ¥uulu Unix Time 18 | 18 M
. 0-91{81
+ A1 random 8
FONYS
A0UTNITTOIVONA
2 result {“success”, “error”} - - M
1571599
3 | desc FREHGHE - - o)
{“Validate
schema_messag | WANTTATIVEADY
a o W Successfully”, “N/A”, - - M
e lassasnatoya
<Error Message>}
{“Validate
Schematron_me | NAN1TATIVEADY
5 4' d. Successfully”, “N/A”, - - M
ssage Woulainmua
<Error Message>}
End of Document
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