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N13%UN52VBY GAC Vice-Chairs
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(1) Olga Cavalli (Argentina)
(2) Henri Kassen (Namibia)
(3) Gema M. Campillos Gonzalez (Spain)

(4) Wanawit Ahkuputra (Thailand)
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1. DNS Abuse Mitigation, Cybercrime

Phishing Attacks (and malicious domain use) up
Phishing Sites, 2008-2016
source: APWG
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YOANTINEIBAN Registrar faly

Registry Policies and Requirements (cont’d.)

* Registrant Verification: modeled after CA/Browser Forum Extended Validation SSL
Certificates Guidelines
— Entity eligibility
— Confirmed phone number and mailing address
— Registrant is a full-time employee and authorized (via phone call)
— Domain name eligibility
«  Security Requirements

— Domains must be DNSSEC signed and have in-zone name servers to be in the
zone and accessible to registrants

— Transport Layer Security/strong cipher suites, authenticated email, multi-factor
authentication, DNS Resource Records limitations

«  Security Requirements Monitoring
— Daily reporting to fTLD
— Weekly notification to registrars/registrants about compliance issues

1.2. ANNEX 1 Al Hyderabad Communique’ ila3ufl 8 nuansiug 2560 ICANN CEO lénau

Aauludruves ANNEX 1 Tu Hyderabad Communique’ fanszdnfigyiieniunisvi
Validation w84 Input #19 ¢ Tun1sasmgideu WHOIS , ns5vi Verification , nsesn

Taimunves Applicant Guidebook d115u New ¢TLD Tual Tusngauatuangaiinisudein
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Tugudieya WHOIS fiteya 70% Ahilideyasts GelneaziBeavesmanoumaudsna i

sesteluil

1.2.1.WHOQOIS Accuracy Program Specification - Cross Validation Requirement

1.2.2.Enforcement by ICANN of WHOIS Verification, Validation and Accuracy
Requirements

1.2.3.Diligence by ICANN in Relation to Registrars’ Duty to Investigate Reports of
Abuse

1.2.4.Awareness Efforts by ICANN on Registrars’ Obligations

1.2.5.Vetting Registrar Accreditation Applications

1.2.6.Vetting Registry Accreditation Applications

1.2.7.Abuse Investigations, Research, Reports

1.2.8.Multi-Jurisdictional Abuse Reporting

a1unsaeuatuLAu e https://www.icann.org/en/system/files/correspondence/marby-

to-schneider-08feb17-en.pdf

2. msUulsteyarasounsoelawu (Whois and Domain Registration Services)

2.1. NM399NUWUU Next Generation Registration Directory Service Lgldaunaunuseuu

WHOIS 1Ay \esanndeyarasyasauasas Domain Tuszuutagiuliaunsaduduning
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ansnadnsldeu Domain lumemiiialadine wazgSnwinguinglianaunsansiaaeuvse
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1. Hold %3on5¥ serverHold status Ut Domain Name iietlos Dormain 5uL%au
polUdl Internet 16t
2. Lock Domain ¥39n15¥11n13 Lock iiletlesifunns Transfer Domain Tugfonses
AUl
3. Redirect name services #39n15¥1111% LU?}IEJu Name server 989 Domain Name
U8 Name server fivaensedansna wietlostunisiulauf Domain dudluszuy
Internet
4. Transfer M3éna Domain LU Registrar fivasnsfoaintosing
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Algorithm) Taen15¥1191Uve9 Bot Net
A155189°UN151AURYBY Domain @111505UL59950958UNN55189U e R s UL
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Future round of new gTLD

International Domain Name

nsdalsiuveasas new eTLD luseulmigilififunnsoonunegaudidaluvasd desannna
mssunuiisndesdimsuiuugsiermua (Policy) Wewftamilintuainseuiiniuuli

SeuTosnau NM3YINNUTENINE Working Group #19 9 tesniiunisusulgsdemmundinga1iagii

£
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TAnnn5.3eu Applicant Guidebook atului 3¢ Applicant Guidebook atulwaiifiduiiieides
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Label Generation Rules

Whole Label Evaluation (WLE) Rules

.No leading combining mark (default WLE)

. Every leading vowel must precede a consonant
. Code points which must follow a consonant

. Context of U+0E31 (MAI HAN-AKAT)

. Context of U+0E30 (SARA-A)

. Context of U+0E32 (SARA-AA)

. Context of tone mark

. Context of diacritic

1
2
3
4
5
6
;
8

Tun1suseyuasan 58 ladnisiauenansaniiueures Thai Generation Panel Wgafiu Proposal

9315t Label Generation Rules lul#91ulu Root zone iilevandennisld Domain Name
awlngldognaiiussaviam ddluvasdnmasifunudu Label Generation Rules vasUseine
Inglarumsvissnfinnsaiuazegszritamsudluiiouiuusmdsanildsuaraniuain
Integration Panel Tuduvessisnusiilignldausu dshus v a g mfsaszivu fug wazdaiio

anene Tuseninenisuseys ICANNSS
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Update On Whole Label Evaluation (WLE) Rules

Context of diacritic

= An above diacritic MAITAIKHU can follow consonant , above
vowel and below vowel

« An above diacritic NIKHAHIT can follow consonant, above
vowel and below vowel

[

fdavinlaudle Test Set uieldlun1smaaeu XML (Label Generation Rules) uazlgtirddlimnis

Integration Panel 3ausoaudiiieynnisnaaeunsll Tumuununsaiunuwes Label
Generation Rules #a%31nvin1suAlukazysuugeaulaniunisiiansanain Integration Panel
SuuSosudn Usewalneaisaniiunisinyin Second Level LGR aaluiioaiusan1svineuves

Label Generation Rules Tanunsnannzidew Domain WWunwilvelaegsgniessisly
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Policy Development Process (PDP) 1399 IDN (International Domain Name)
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ANANUIN N, msﬂ%"uﬂga GAC Operating Principles
(angwe wananizdaniinismssuaz/miausulseluiasuseaa)

ARTICLE Il - MEETINGS

Principle 8
Face-to-face meetings of the GAC shall be convened by the Chair, by a notice issued not

less than twenty-eight (28) calendar days prior to the date set for the meeting. This notice

may be issued

Principle 9

Online and electronic meetings of the GAC shall be convened by the Chair, by a notice

issued not less than ten (10) calendar days prior to the date set for the meeting.

This notice may be issued by email or any appropriate means as approved by the GAC.

Principle 10

An emergency meeting of the GAC may be convened by the Chair, by a notice issued not
less than ten (10) calendar days prior to the date set for the meeting. This notice may be

issued by email or any appropriate means as approved by the GAC.

Principle 11
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In addition to face-to-face meetings, meetings and discussions may be conducted online via
secure communications. “Online” includes email, web-based communications, and

teleconferences (and that can be accessed by all Members).

ARTICLE Il - AGENDA

Principle 12

A proposed agenda for the meeting shall be communicated to GAC Members and

Observers prior to the meeting.
Principle 13

Requests for items to be placed on the agenda of a forthcoming meeting shall be

communicated to the GAC Chair in writing, including by email..

ARTICLE VIII - POWERS OF THE CHAIR

Principle 28

In addition to exercising the power conferred elsewhere by these Principles, the Chair
shall declare the opening and closing of each meeting, shall direct the discussion,

accord the right to speak, submit questions for decisions, announce decisions, rule on
points of order and subject to these rules, have control of the proceedings. The Chair

may also call a speaker to order if the remarks of the speaker are not relevant.
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ARTICLE IX - ELECTION OF CHAIR AND VICE CHAIRS

Principle 31

Elections for the GAC Chair shall take place during the final meeting of every second year ()
unless the Chair can no longer perform the functions of the office. If Chair can no longer
perform the functions during the first year in the office, the elections shall be organized for
the remaining term in the office during the next GAC meeting. If Chair can no longer perform
the functions during the second year in the office, the GAC shall decide which of the Vice

Chairs should replace the Chair until the regular elections are held.

Elections for the Vice Chairs shall normally take place during the final meeting of the year. If
Vice Chair can no longer perform the functions before the full term has finished, new
elections should be organized, if necessary, for the remaining term in the office during the
next GAC meeting. The results of each election shall formally be announced at the end of
any meeting in which an election has taken place, and shall take effect at the end of the

next GAC meeting.

Principle 32

In the event of a single candidate he or she shall be elected by acclamation. If there is more
than one candidate for the position of Chair, or more than five candidates for the positions
of Vice Chairs, an election will be held. For elections, the candidate or candidates with the

most votes shall be elected to the position(s) that he or she has stood for.

In case of a tie ballot for two leading candidates, an additional ballot shall be held

restricted to these candidates after an interval of at least one hour.
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Elections shall be valid if more than 1/3 of the GAC members participate in the voting. In
case of the second round of voting, only GAC Members present at the meeting can

participate.
Principle 34

For elections, votes shall be taken by secret ballot. It will be a matter for each voting
Member to decide if they wish to make his or her choice public. This includes the taking of
votes in person, or ballots transmitted electronically. The GAC Secretariat will organize the
voting procedure and count the votes under the supervision of the Chair or Vice Chairs who

do not stand for re-election.
Principle 35

The voting process must be secure, fair, independent and transparent. Details of the voting
process must be communicated to Members at the time when nominations for candidates
are finalised and announced (Principle 33). Votes may be cast using a secure online voting
mechanism, or by any other secure mechanism the GAC deems appropriate. Elections shall
be valid if more than 1/3 of the GAC members participate in the voting (Principle 32). The

GAC Secretariat will facilitate the election process.

Where votes are cast in person, for example in the case of a tied ballot, the GAC Secretariat
will distribute ballot papers to Members’ accredited representatives at that meeting, and

arrange for a ballot box to be placed in the conference room.
Principle 36

All Members shall be provided with the opportunity to cast their votes up to 21 days

prior to the relevant meeting. Voting shall also remain possible during the first two
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days of the relevant meeting. Votes shall then be tallied, and the results announced

before the final day of the relevant meeting. In the case of a tie, refer to Principle 32.

Any Member from whom a vote has not been received within the above-mentioned

time-limit shall be regarded as not voting.

ARTICLE XI — THE SECRETARIAT

Principle 44

The Secretariat of the Governmental Advisory Committee shall undertake such
administrative, coordination, liaison and research activities as shall be necessary for the
efficient functioning of the GAC. The Secretariat shall facilitate communications among

the GAC Chair, Vice Chairs, other Officers, GAC Members and Observers and with ICANN.

The Secretariat participates in all GAC meetings.

ARTICLE XIII - RECORDS

Principle 49

Records of the meetings of the GAC shall normally be recorded in an appropriate form

and be available online.
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ARTICLE XVI - REVISION

Principle 52

The GAC may decide at any time to revise these Operating Principles or any part of

them.
Principle 53

A Member or Members may move, at a meeting, for these Operating Principles to be
open to revision. If so moved, the Chair shall call for the movement to be seconded. If
so seconded, then the Chair shall call for a vote to support the resolution. The
deciding vote may be by ballot, by the raising of hands, by roll call, or by using an
online voting mechanism and shall constitute a simple majority of the Members who
are present at the meeting at which it was moved for these Operating Principles to be
revised. If so resolved in favour of a revision of these Operating Principles, then the
proposal shall sit for consultation for a period of sixty (60) days. At the next meeting
following the sixty days, the Chair shall call for a vote for or against the proposal. The
deciding vote may be taken by ballot, by the raising of eards hands, by roll call, or by
using an online voting mechanism and shall be a simple majority of the Members who

are present at the meeting at which the vote takes place.

ARTICLE XVII - GENERAL PROVISIONS
Principle 54
Whenever there is a difference in interpretation between the principles set out in

these Operating Principles and ICANN’s Articles of Incorporation and Bylaws, ICANN’s

Articles of Incorporation and Bylaws shall prevail.
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Principle 12

A proposed agenda for the meeting shall be communicated to GAC Members and

Observers prior to the meeting.
Principle 13

Requests for items to be placed on the agenda of a forthcoming meeting shall be

communicated to the GAC Chair in writing, including by email..

ARTICLE VIII - POWERS OF THE CHAIR

Principle 28

In addition to exercising the power conferred elsewhere by these Principles, the Chair
shall declare the opening and closing of each meeting, shall direct the discussion,

accord the right to speak, submit questions for decisions, announce decisions, rule on
points of order and subject to these rules, have control of the proceedings. The Chair

may also call a speaker to order if the remarks of the speaker are not relevant.

ARTICLE IX - ELECTION OF CHAIR AND VICE CHAIRS

Principle 31

Elections for the GAC Chair shall take place during the final meeting of every second year ()
unless the Chair can no longer perform the functions of the office. If Chair can no longer
perform the functions during the first year in the office, the elections shall be organized for
the remaining term in the office during the next GAC meeting. If Chair can no longer perform
the functions during the second year in the office, the GAC shall decide which of the Vice

Chairs should replace the Chair until the regular elections are held.
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Elections for the Vice Chairs shall normally take place during the final meeting of the year. If
Vice Chair can no longer perform the functions before the full term has finished, new
elections should be organized, if necessary, for the remaining term in the office during the
next GAC meeting. The results of each election shall formally be announced at the end of
any meeting in which an election has taken place, and shall take effect at the end of the

next GAC meeting.

Principle 32

In the event of a single candidate he or she shall be elected by acclamation. If there is more
than one candidate for the position of Chair, or more than five candidates for the positions
of Vice Chairs, an election will be held. For elections, the candidate or candidates with the

most votes shall be elected to the position(s) that he or she has stood for.

In case of a tie ballot for two leading candidates, an additional ballot shall be held

restricted to these candidates after an interval of at least one hour.

Elections shall be valid if more than 1/3 of the GAC members participate in the voting. In
case of the second round of voting, only GAC Members present at the meeting can

participate.

Principle 34

For elections, votes shall be taken by secret ballot. It will be a matter for each voting
Member to decide if they wish to make his or her choice public. This includes the taking of
votes in person, or ballots transmitted electronically. The GAC Secretariat will organize the
voting procedure and count the votes under the supervision of the Chair or Vice Chairs who

do not stand for re-election.
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Principle 35

The voting process must be secure, fair, independent and transparent. Details of the voting
process must be communicated to Members at the time when nominations for candidates
are finalised and announced (Principle 33). Votes may be cast using a secure online voting
mechanism, or by any other secure mechanism the GAC deems appropriate. Elections shall
be valid if more than 1/3 of the GAC members participate in the voting (Principle 32). The

GAC Secretariat will facilitate the election process.

Where votes are cast in person, for example in the case of a tied ballot, the GAC Secretariat
will distribute ballot papers to Members’ accredited representatives at that meeting, and

arrange for a ballot box to be placed in the conference room.
Principle 36

All Members shall be provided with the opportunity to cast their votes up to 21 days
prior to the relevant meeting. Voting shall also remain possible during the first two
days of the relevant meeting. Votes shall then be tallied, and the results announced

before the final day of the relevant meeting. In the case of a tie, refer to Principle 32.

Any Member from whom a vote has not been received within the above-mentioned

time-limit shall be regarded as not voting.
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ARTICLE XI — THE SECRETARIAT

Principle 44

The Secretariat of the Governmental Advisory Committee shall undertake such
administrative, coordination, liaison and research activities as shall be necessary for the
efficient functioning of the GAC. The Secretariat shall facilitate communications among

the GAC Chair, Vice Chairs, other Officers, GAC Members and Observers and with ICANN.

The Secretariat participates in all GAC meetings.

ARTICLE XIIl - RECORDS
Principle 49

Records of the meetings of the GAC shall normally be recorded in an appropriate form

and be available online. .

ARTICLE XVI - REVISION

Principle 52

The GAC may decide at any time to revise these Operating Principles or any part of

them.
Principle 53

A Member or Members may move, at a meeting, for these Operating Principles to be
open to revision. If so moved, the Chair shall call for the movement to be seconded. If
so seconded, then the Chair shall call for a vote to support the resolution. The
deciding vote may be by ballot, by the raising of hands, by roll call, or by using an
online voting mechanism and shall constitute a simple majority of the Members who

are present at the meeting at which it was moved for these Operating Principles to be
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revised. If so resolved in favour of a revision of these Operating Principles, then the
proposal shall sit for consultation for a period of sixty (60) days. At the next meeting
following the sixty days, the Chair shall call for a vote for or against the proposal. The
deciding vote may be taken by ballot, by the raising of eards hands, by roll call, or by
using an online voting mechanism and shall be a simple majority of the Members who

are present at the meeting at which the vote takes place.

ARTICLE XVII - GENERAL PROVISIONS
Principle 54

Whenever there is a difference in interpretation between the principles set out in
these Operating Principles and ICANN’s Articles of Incorporation and Bylaws, ICANN’s

Articles of Incorporation and Bylaws shall prevail.
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ICANN|GAC

Governmental Advisory Committee

Overview of GAC Schedule at ICANNS58, Copenhagen 11 - 16 March 2017

Time Saturday 11th March Sunday 12th March Monday 13th March Tuesday 14th March Wed 15th March  Thurs 16th March
0800—
18. GAC Participation in the
— £. GAC Protection of GeoNames Frspiek Wga\'u'mkin 21. GAC Public Safety WG 31. GAC Meeting with
Working Group Working Session 5 E Working Session 2 Registrar Stakehoider Group
ol 1. GAC HREIL WG Session
Warking Session 9a. Update: Red Cross Protections
0930 e g e - - Com Session:
8b. Update: 160 Protections 23, NewsTiDs - Policies. | 37, GAC Mesting withthe | Cro% Community Session
— 2. GACUnder-Served Regions ICANN Opening Ceremony APl |CANN Board Moving Towards a Data
woo—{ PR 10a. GAC Implementation of new (continu m Saturday) ar Driven ICANN
'orking >ession ICANN Erlaws
1030 -
33. Briefing from ICANN 37. GAC Under-served Region:
10b. GAC Implementation of new |18. GAC Under-Served Regions " ? i WG Presentation
1130—] 4 4y 23. Meet ith ccNS0
3. GAC Operating Principles ICANN Bylaws {continued) WG Working Sessian 2 FREAILC S Ve Saaar Rt
1308— WG Working Session 5 ! 38. GAC Operating Principles
11. Briefing from GAC CCT Review Commonwealth Meeting 24. Registry Directory Services | 35. GAC Next Steps - planning [ SFERRTF A FEEEREEETT Y
1230 BEmIEal=Surte {1200-1245) DSy WIKES) for ICANNSS
tanad 4. GAC Openil Sﬂsiuﬂ . .
pening 12. Discussion: Managing Cross Community - Towards 25. GAC PSWG
1415 | Welcome & Ovenview | confidential GAC documents Effective DNS Abuse Presentation to GAC ICANN Public Forum 2
Sa. COWG A bility W52 36a. Communique Drafting
1430 —3a. ity = 2 Mitigation (sponsored by 26. GAC HRBIL WG {Part1)
ool Reports from GAC Members 13. Meeting with GeaTLD Group GAC PSWG) Prasentation ta GAL _
1530— 5b. COWG Accountability W52 - Open Session: Eroa
Discussion 14 ot ith the GNSO Under Served Community MNom Com Presentation to GAC ICANN Public E 2
1600 et ing Regions Sessian: 36b. Communigue Drafting sikab
X Council {sponsored by Data 28. Preparation for meeting with (part 1)
1630 | B3 NewgTlDs - Policies GAC USR W) Protection ICANN Board
_ i o
1730—| WG Presentation to GAC Meeting: Council 29, Meeting with the ALAC
6b. New gTLDs - Poli ne: g
ew gTLDs - Palicies SN Easnetiatn ||| TCANN PubR: 36¢. Communique Drafting |  Public Board Meeting
pr {continued) Protection Fomm 1
16. BGRI - Briefing to GAC e miicnae 30. IANA Customer Standing
Committee - Briefing
Eat 17. Meeting with Universal GAC & Commercial
_ Acceptance Steering Grouo a
1900 := Stakeholder Group: Community Wrap-Up
igz0_| - GACFublic Safety WG Networking Reception 36d. Communigue Drafting Cocktail
Waorking Session 1 Gala hosted by Danish {if needed)
2000—] Business Authority & Danish
Internet Forum: Hall C2
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