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Company:

Certificates:
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2010

Chaiyakorn Apiwathanokul
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Chief Executive Officer
S-GENERATION Company Limited

S-FORENSICS Company Limited
CISSP, CSSLP, IRCA:ISMS (IS027001), SANS:GCFA

CSO ASEAN Award 2010 by International Data Group (IDG
2010 Asia-Pacific Information Security Leadership Achievements (ISLA) by (ISC)?

(SO TIsA

Security Sub-commission under Thailand Electronic Transaction Commission (ET Act B.E. 2544)

Contribute to Thailand Cyber Crime Act B.E.2550

Workgroup for CA service standard development

Committee of national standard adoption of ISO27001/ISO27002

Committee of Thailand Information Security Association (TISA)

Committee of Cybersecurity workforce development, Division of Skill Development, Ministry of Labour

Advisor to Department of Special Investigation (DSI)

Advisor to Cybersecurity Monitoring Center, Ministry of Defense (MOD)

1999

®r

2004 2006

Committee Memberof
Thailand Information
Security Association

chaiyakorna@hotmail.com
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e Delete
100% Recoverable
* Format

* Non-conform to compliances & standards
— 1S027002
— PCIDSS
— SOX, GLB
— HIPAA/HITECH
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 Media sanitization types
(81989L18n4a13 NIST SP800-88revl Guidelines for Media Sanitization)

— Disposal: n3%is
—Clea ring: secure overwriting (against desktop attack)

— Purging: secure erase command (in ATA drive only)
or dega ussing (against laboratory attack)
— Destroy: disintegration, shredding and melting



Magnetic-type Medila (Hard drive

Tier 1 Tier 2 Tier 3 Tier 4 Tier 5
File Deletion Physical Alteration Cwverwrite Secure Erase Degauss & Disintegrate
- Indeging remowed, - [Dvill Hole in Plagters - NIST SP 800-E8 - {Proposad far Classified - [Proposed for Classified
data remains -Crush Electronics Single Pass Secret or Corposale Top Secrel or Coporals
(platters inlact) - Do Direciive: Sensifve Informabon| Confidential Iniomation)

e - Secure Erase
[Triple Pass) - Degauss Non-RSA
Equipment (<5, D000«

A00%. of Data Recoweszhlz



Tape Destruction

Tier 1 Tier 2 Tier 3 Tier 4 Tier 5
File Dekban Physical Destructan Choopi Degauss Degauss & Disintagrate
~ Ol Ferrodes Tila. nians. - Gl Tape - Large arroual - Choppirg a tape - Jegaues aon-N 54 - (Prapesed ‘o Top Seural
-:'EITEI =1 B 100% inmct il chas e  Ciata is il recaverab i Evalyatad Equipmsni of Carporate Setrelve Data)

- Degauss M54 BEvalusied
F rpaipamart

- JiFAssemnie and Racycie
Cramporenis

100% of Data Recoverakls a5% of Dala Recoveratic 25 74% of Data Recoverable® 25-80% of Cata Reccverable*” 0% of Data Recoeerable

* Oepence on parficle slze
== Diepezrdz on field sirength of magnets



Optical Disk Destruction

Tier 1 Tiar 2 Tier 3 Tier4 Tiar 5
Dimpling Strip-cut Shredding Cross-cul Sredding Disinlegration Grinding
85-100% of 65-85% of 35-65% of 15-40%; of 0% of

data remaining data remaining data ramaining data remaining data ~emaining







Legal Penalties for Faililure to
Sanitize Data

Gramme-Leach-
Bliley

Sarbanes-Oxley

FACTA

HIPAA

Financial Services
Modernization Act

Public Company
Accounting Reform
& Investor
Protection Act

Fair and Accurate
Credit Transaction
Act

Health Insurance
Portability &
Accountability Act

Directors and

Officers $10,000 $1,000,000 $50,000 to $250,000
Institution $100,000

Years in Prison 5to 12 years 20 years 1 to 10 years

FDIC Insurance Terminated

lmpactﬁon Cease and Desist
Operations
Individual $1,000,000 Civil Action $25.000

Institution

1% of assets
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