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Today Multi-Cloud Challenge



Dynamic Multi-Cloud

1000+ Employees COMPLEXITY PLATFORM
DRIVEN HUMAN T
ERROR

_ Multiple Private

17% Multiple Public

il

Single Public 10% Multi-Cloud
84% o :
Single Private / 98% Hybrid Cloud
3%
No Plans REGULATORY EXPLOSION
COMPLIANCE OF DATA
Multi-Cloud © No Plans m Single Private = Single Public
Source: RightScale 2019 State of the Claud Report from Flexera ﬁ kl,.
Lol
4 I h
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Cloud adoption Increases Attack Surface

THE RISE OF BOTS MULTI-LAYERED ATTACKS HIDDEN IN ENDLESS STREAM
« OF
By 2021, 90% of web-enabled AND ATTACK ATTACK STRATEGIES ENCRYPTED TRAFFIC ZERO-DAY
applications will have more surface FRAMEWORKS VULNERABILITIES
area for attack in the form of exposed I E,
APIs rather than the Ul, up from 40% PPlics .
in 2019.” — oy, O A1
Gartner — API Security- What you
need to do to protect your APIs, A _/
August 2019 Lo

“Through 2025, 99% of
cloud security failures will
be the customer’s fault.”

Gartner — A Public Cloud Risk Model:
Accepting Cloud Risk Is OK, Ignoring
Cloud Risk Is Tragic, 25, February 2019

Multi Cloud
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Global Shortage of Skilled Security Professionals

-

NORTH AMERICA

~498K LATIN AMERICA EUROPE, ASIA PACIFIC GLOBAL

_ THE MIDDLE EAST, AFRICA ~2 . 14'\/'
136K ~142K ~2.93M
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Unlocking Business Agility with Security

Dynamic Multi @ @ & Security for

Cloud Reality any platform

Cloud Increases I I I Multi Layer
& Attack Surface @ Cloud Security

Single Pane of
Glass Management

-

F-RTINET © Fortinet Inc. All Rights Reserved.

Shortage in Skilled | (
Security Professionals | OV r']



Shared Responsibility Model on-prem laas  Saas

Platform Control

Visibility

Access Control

CUStomer management Of I’iSk ° Data Classification

Data classification and data accountability

AR |

Application Protection

Shared management Of risk ‘ Libraries/Containers

|dentity & access management | End point devices
End Point Protection

. . Configuration
. Provider management of risk ‘ T

Physical | Networking Network Protection

AhRM! | | | ] |

Physical Security
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Fortinet Multi-Cloud Solution



Cloud Security Evolution

Virtualization —— Private Cloud - > Hybrid <—— Public Cloud

l VM VM VM East-West North-South

Hypervisor

WAF  Management Reporting

Connector API

@ SaaS Cloud

Proxy Broker
CASB API

m @
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Cloud Security 3 Pillars

Network Security Application Security
NGFW Compliance
Segmentation Web Applications

VPN Vulnerabilities
IPS Bot Security
App Control API Security

Virtual
Machine

F "RTINET

o>

Platform Visibility & Control

o)

Configurations
Account Activity
Traffic Analysis
Data Security
Compliance

Security as
a Service
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MANAGEM TOMATION
>
o B E
= 2
(@] —h
o S
o 3 Customer builds manages
> ) security IN the Cloud
&2 S
2 c
c ;'_
~ <
<
Cloud provider builds and secures
the infrastructure
SECURITY STORAGE NETWORK COMPUTE
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Security Fabric — Multi-Cloud Security

Network
Operations

Private
vmware:

NSX

NUTANI>S cisco ACI

o*® ., i openstack ol

Multi-Cloud
Security

D

Google Cloud Platform c_J Allbaba ClUUd

Network
Security

Security
Operations

F "RTINET

L4 .
.'.. Y e
ay an®
Adobe

Creative Cloud™

@5 Azure Stack

nuagenetworks

Public/laaS

aWS == kl:ll )soft

ORACLE

CLouD

SaaS
¥ slack g gyite

box
IJ Office 365
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Service Integration

Config Templates

Auto-Scaling

High Availability

Container Security

Automation Scripts

Optimization

Connectors

F RTINET

( RRRRRRNE

CLOUD
AU WA TS
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Fabric Connectors

Automation Scripts

Service Insertion

High Availability

o Microsoft ‘/

NUTANIL L
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BROAD PROTECTION

mE A A

Products
Marketplace
Availability

FortiSandbox rave

FortiMail svoL

FortiSandbox svoL
| FortiMail pave

FortiGate svoL
FortiGate ravc
FortiWeb svo.
FortiWeb ravc
FortiWeb conrainer
FortiWeb Cloud waraas
. B WAF Rules managed by Fortinet

adWS5S EEEEEEEEEEN

I\ Azure EE EEEE

'-> H B

Google Cloud Platform
ORACLE
Cloud H BN o

(-] AlibabaCloud H B
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BROAD PROTECTION

mE A A

Fabric Connectors

Automation Scripts

Service Insertion

High Availability

am Microsoft ‘/

‘ [ ,
NI i \
NUTANIL L

F-RTINET © Fortinet Inc. All Rights Reserved.



AWS Fabric Integration View MANAGEMENT & AUTOMATION

%‘go — —
62558
000

& [ o p— [ S Sec. Grp
Internet o S New Existing [ndpoint Single AZ Single AZ Mutli-AZ Multi-AZ Log
Infrastructure Infrastructure BYOL PAYG Quarantine  Active-Active Active-Passive Active-Active Active-Passive  Integration

Public Cloud Automation & Deployment Templates

High Availability

Auto Scale

aws
5 T/CFT/AS T/CFT/AS CFY
Aure Sec

/x Azure Future Future Chrioe

O IR P — ot B S
Google Cloud

AN T o 00 specisc T (00 OC apecitie T80

1iuton) solation)

(&) Fuwee  Futwe

Albaba Cloud

Automation & Dev-Ops

@OC) o BE@

Eﬁ:ﬁ Schedule ID-C.{Cqud} O'@'O Flfnztlzjtll‘;m Funcﬂnn ﬂumnﬂno
‘eﬂ L
0 ® ®

FAZ
ue  Event Handisr

TRIGGERS AUTOMATION ENGINE ACTIONS

F-RTINET © Fortinet Inc. All Rights Reserved.



Multi-Cloud Use Case



Securing the Cloud Use Cases

SaasS Visibility and Control
Cloud Infrastructure Visibility and Control

PLATFORM SECURITY

Compliance in the Cloud

Cloud Based Security management and analytics
Web Application Security

Container Security

Secure Productivity

Secure Hybrid Cloud

Cloud Security Services Hub

Logical (Intent Based) Segmentation

Secure Remote Access
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Network Security: Cloud Security Services Hub

Branch Connectivity/On-Ramp
SD-WAN
Hybrid Cloud

High Speed Site-to-Site or Site-to-
Cloud connectivity

VPC to VPC segmentation

Intent-Based Segmentation

Remote Access
Terminate connectivity in the Hub
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Cloud Security Services Hub with Autoscaling
and AWS Transit Gateway

Operational Simplicity

* Single Policy
Set across all
deployments

» Dynamically scalable
security services

» Leverage metadata
instead of traditional IP in
security policies

» Automated workload and
metadata discovery

* Centralized management
& analytics across
deployments

* Intuitive visibility

» Automated VPN
provisioning for multi-cloud
connectivity

aws AWS Cloud

~—7
10.10.0.0/16
e — B
Transit
Gateway Transit
VPC-A Attachments GW
10.20.0.0/16
VPC ¢
L_ll:l End-to-End Automation
VPC-B O
& A
10.30.0.0/16
VPC / AWS CFT Python
m s
[t \
FortiGate
Terraform
VPC-C

/=D

vec U
L ! |
i — K e !
| ” !| & I
" Ii |
|
' i

A

DX/
IPSec

3
L

Sandboxing

Container
Security

Mail
Security

B — N — B

CloudWatch
Event Trigger

Lambda
Function

API
Gateway

« Policy Enforcement Connector
* Management / Analytics
* Next Generation Firewall
» Compliance Automation

Cloud Security Components

» Advanced Threat Protection

* VPN IPSec Tunnels

* Web Application Firewall

* Identity and Access Management

 Cloud Access Security Broker
» Container Security
« Denial of Service Protection

Enterprise Data Center /
Branch Office

Policy Enforcement
Connector / Management
and Analytics

==RTINET



http://help.fortinet.com/fa/faz50hlp/60/6-0-3/Content/Search.htm?q=FortiClient

Application Security: Web Applications and Containers

 Digital Innovation drives Increased
adoption Web Services and APIs

* Micro Services and Serverless API
gateways common delivery platform
« Web Servers and API servers docker

exposed to the internet

 Web Server Vulnerabilities affect the
entire stack

 Botnets on the rise kubernetes

ADH

F-RTINET © Fortinet Inc. All Rights Reserved.




FortiWeb - Application Security

BOTNETS, MALICIOUS HOSTS,
ANONYMOUS PROXIES, DDOS SOURCES

APPLICATION LEVEL
DDOS ATTACKS

IMPROPER
HTTP RFC

KNOWN APPLICATION
ATTACK TYPES

VIRUSES, MALWARE,
LOSS OF DATA

AND FORTI
DETECTIOI

CORRELATION
User/Device Threat Scoring

UNKNOWN APPLICATION
ATTACKS WITH MACHINE LEARNING BEHAVIORAL VALIDATION
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FortiWweb Application Security

F "RTINET

Fortinet uniquely leverages Machine
Learning (ML) to address key challenges
organizations face when deploying
Internet-facing web services:

* Web App Protection
« Bot Mitigation
* API| Protection

© Fortinet Inc. All Rights Reserved.



Machine Learning-based Web App Protection

ANOMALY THREAT
DETECTION DETECTION
¢ « Compares anomalies against
Application : FortiGuard threat models
Traffic Anomalies

» Blocks known threats and
zero-day attacks

SECURED BY
FORTIGUARD.
X1 XD | IXE L « Ensures legitimate traffic can

access web applications

Statistical probability Pattern analysis
. = Normal Request analysis based on matching based on

observed application FortiGuard trained and
‘ = Benign Anomaly traffic over time curated threat models

A = Threat
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Fortinet Web Application and API Security Solutions

Multiple options for maximum deployment flexibility

AWS Cloud @
o WEW_,&%F

Public Cloud VM SaaS Container Partner Rules

Multiple VM models Dynamically AWS * AWS ECS Service * WAFV1 & WAFv2
region closest to app Support

Web Apps, Botnhets * ML Enabled for Web
and API Security ML Enabled Apps * ALB & API Gateway

covering OWASP top 1 Support
and more Data or Bandwidth * Web Apps, Botnets

Based and API Security » Basic to complete

BYOL and PAYG covering OWASP top 1 OWASP Top 10
PAYG and BYOL and more protection

AWS, Azure, Google
Cloud, Oracle Cloud
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Container Security

security-policy

External
O Registry /5\

< 2

FortiGate-VM 4 FortiSandbox

e

o

Worker Node

EKS

\‘i«».

F "RTINET

SOLUTION

o Aware - Aware to Container meta-data / north-south
@ Enabled - Delivered as a Container

@® Integrated - Service mesh integration / east-west
@ Registry - Container image Security Scanning

BENEFITS

= Security for all stages of container lifecycle
» Faster development with security built-in

UNIQUE SELLING POINTS

» WebAppSec integrated with Container App lifecycle
= Joint solutions enable container-integrated Security

FortiGate-VM, FortiSandbox-VM/Cloud, FortiCWP,
Fortiweb-CE
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Platform Security: Cloud Visibility and Compliance

Key Functions

Risk Management Visibility

Security posture,
configuration, and activity
across clouds

Data Security

@ o)
@ Threat Detection and Response @ Automation &

Remediation

\, y

Policies to automate

FortiCWP/CASB alerts and trigger actions

based on security events

Compliance Discovery
and Reporting

F-RTINET © Fortinet Inc. All Rights Reserved.




Security Visibility FortiCWP/CASB

salesforce @

Saas :} Dropbox

—_ G

=

/

N % @

Security Operations Remote Users
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FortiCWP — laaS Visibility

F::RTINET ONE

Unified Cloud Services Login

FortiCWP
Version 4.4.0

Dashboard

Alert

Resource

r & >

Documents

Activity

Policy

Report

Admin

F "RTINET

Dashboard

@ Service Info

FortiCWP

Version 4.4.0
REGISTERED TO
fcasbdemo@gmail.com

WORKLOAD GUARDIAN
Inuse: 17/20 VM

STORAGE GUARDIAN ADV
Inuse: 1.82GB/2TB

|1 Workload by Exposure Level

7

I 0
T T

T
Botnet Risk
connection

Internet Internal

facing

L:h! Cloud Account

GoogleCloud

Azure

M HighRisk M Medium Risk Low Risk M No Risk

|: Storage by Exposure Level

Public Write
Public Read
External Write
External Read
Internal Write
Internal Read

Private

fcasbdemo@gmail.com

G Virtual Machines Overview

112
aws D

A

M Critical ™ Alert Warning M Information M Pass

@ DLP Scan

s =]

24

Malware Found

View All

@ Malware Scan

Sensitive Document

View All
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FortiCWP — laaS Visibility

F::RTINET ONE

Unified Cloud Services Login

FortiCWP
Version 4.4.0

Dashboard

Alert

Q >

Resource

Documents

i1

Activity

Policy

Report

Admin

Documents

Storage Resources

aws S3 Bucket :

Please select s3 bucket...

Sensitive Data

:
SUBMIT CLEAR

Account

2y Google forticasb

Google forticasb

Google forticasb

Google forticasb

AzureDemo

AzureDemo

AzureDemo

@ Cleandata

Storage Name

prod-license-on
prod-license-on
prod-license-on
prod-license-on
documents123/licen...
on
documents123/licen...

on

documents123/licen...
on

/\ Blob Container:

Please select blob container...

Region/Project

eastus2

eastus2

eastus2

2y Bucket:

Please select bucket...

File Name

malware 2020.ezz

08-JCB Card No-
v2.0.docx

07-Discover Card No-
v2.0.doc

06-Diners Club Card-
v2.0.xlsx

RansomwareTestEzz(...

v2.0-all-policies-
31(1).pptx

v2.0-all-policies-31.xls

Path

malware_2020.ezz

08-JCB Card No-

v2.0.docx

07-Discover Card No-
v2.0.doc

06-Diners Club Card-
v2.0.xlsx

/documents123/licen...
on/RansomwareTest...

/documents123/licen...

on/v2.0-all-policies-
31(1).pptx

/documents123/licen...

on/v2.0-all-policies-

Last Modified

Jan 17,2020 7:49:18
AM

Jan 17,2020 7:49:11
AM

Jan 17,2020 7:49:06
AM

Jan 17,2020 7:49:05
AM

Jan 17,2020 7:04:07
AM

Jan 17,2020 7:03:56
AM

Jan 17,2020 7:03:56
AM

fcasbdemo@gmail.com

State

ENEE]

Malware

Q
oCe

®
Ogo




FortiCWP - laaS Visibility

F:ERTINET ONE

e
Unified Cloud Services Login

fcasbdemo@gmail.com cgo

& FortiCWP
Version 4.4.0

Dashboard
Alert
Resource

Documents

Activity

Sea of
Okhotsk

Sea of Japan

yea waran

RESOURCE

Hudson Bay

&

SD
OR
WY

NE IA

: I
e NV o United States
@l o KS i MO

\ / 0K ' AR

- AZ NM

MSE .,

KY.

IN: OH

WV

Labrador Sea

North
Atlantic

Nrnan

Create VPC

Create Default Subnet
Madify Instance Attribute
Monitor EC2 Instance
Start EC2 Instance
Bundle EC2 Instance
Modify DB Instance
Restore DB Instance To Point In Time
Create Route Table
Disassociate Route Table
Create Listener

Delete Listener
Deregister Targets

Modifv Target Groun

aLEL-dO4 7/ 00

75f213fa5

/A AzureD... 30671a63-2608
-405f-80fe-bde

59cd41174

Create Default VPC
Create Subnet
Associate |IAM Instance Profile
Reboot EC2 Instance
Stop EC2 Instance
Create DB Instance
Reboot DB Instance
Start DB Instance
Create Route
Replace Route
Create Load Balancer
Delete Load Balancer
Modify Listener
andMgdifv Target Group Attributes

Delete VPC

Delete Subnet

Disassociate IAM Instance Profile
Reset EC2 Instance Attribute
Terminate EC2 Instance

Create DB Instance Read Replica

Restore DB Instance From DB Snapshot

Stop DB Instance

Delete Route

Replace Route Table Association
Create Rule

Delete Rule

Modify Load Balancer Attribute

R%J.%tgr"l-l—arEEts CNeEwWwWoOIrK 1ow |
og diagnostic set

ting

Jan 18, 2020 10:
13:44 AM

Create or Updat
e Network Secur
ity Group

Modify VPC Attribute
Modify Subnet Attribute

Replace IAM Instance Profile Associati...

Run EC2 Instance
Unmonitor EC2 Instance
Delete DB Instance

Restore DB Instance From S3
Associate Route Table

Delete Route Table

Add Load Balancer Listener Certificate

Create Target Group
Delete Target Group
Modify Rule

Remove Listener Certificates

© autotest-nsg

SIVIAARYUWUITYIN
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FortiCASB — SaaS Visibility

<2 ; o)

Umh:i-C;udHSeIol\QnET OnE fcasbdemo@gmail.com &8 v

Forti All/ Dashboard AHEZO

® Overview Current Login User 6 fcasbdemo@gmail.com

Dashboard Primary Account = fcasbdemo@gmail.com

B Report > Current Business Unit

B Audit Log Business Unit ID

© Shadow IT > Alerts (Last 30 days) 24036029 " \

| ¢

* Data Pattern Activities (Last 30 days) 14406 salesforce ‘

= Whitelist File Scanned (Last 30 days) 180 MB Google Drive
25 salesforce >
%0 officesss >
%@ Box ’
0: ; v RUNNING v RUNNING v RUNNING v RUNNING v RUNNING

%3 Dropbox
% Google Drive 4 Risk Trend Last 90 days w Activity Trend Last 90 days w

14000000 8000

12000000 7000

6000
10000000

5000

4000

8000000 Google 12742917

6000000 Dropbox 2936
3000

4000000 M Box 2517 2000 I l . .

2000000 Office365 654 1000

o M Salesforce 1570 0

b
2019-10-28 2019-11-18 2019-12-9 2019-12-30 2020-1-2( 2019-10-28 2019-11-18 2019-12-9 2019-12-30 2020-1-20
M Box | Dropbox ™ Google ' Office365 M Salesforce B Box Dropbox ™ Google ' Office365 M Salesforce



FortiCASB — SaaS Visibility

F:i:RTINET ONE

O
i oFe o
Unified Cloud Services Login fcasbdemo@gmail.com §C3

ARE SO

Last 90 days w

Forti Office365 / Dashboard

® Overview

) Salesforce App Status History Risk Statistics

@ OAuth Request of Azure
(1/1)

o‘:l Office365

Dashboard
@ Register Web Hook (1/1)

@ Discovery
@ Add Sites Collection

I Documents Admin (1/1)

@ Running
8% Users @ Check License (1/1)
Update

Policy @ Update OAuth Data of

User Account Azure (1/1)

A Alert
fcasbdemo@gmail.co

il Activity -
Qe Box

0‘3 Dropbox

@ Initial Data Pulling Logic
(1/1)

Cloud Account

forticasb@forticasbde

v.onmicrosoft.com

0'} Google Drive

Top 5 High Risk Users

@ Remove old OAuth data
(1/1)

Top 5 High Risk Files

User

fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....
fcasbdemo@gmail....

fcasbdemo@gmail....

Connected Account
forticasb@forticas...
forticasb@forticas...
forticasb@forticas...
forticasb@forticas...
forticasb@forticas...
forticasb@forticas...
ga@casbqal.onmi...
forticasb@forticas...
forticasb@forticas...
forticasb@forticas...

<<

Top 5 Triggered Policies

Date
Jan 9,2020 10:12....
Jan4,2020 6:29:1...

Dec 6,2019 2:33:2...
Dec5,2019 1:37:2...

Nov 6,2019 1:25:...

Nov 5,2019 12:46...
Nov 5,2019 12:44...
Oct 30,2019 5:37...

Oct 30,2019 1:03....

Oct 23,2019 12:0...

2 .3 4 5

Alert M Critical

Information

Top 5 High Risk Events

Warning




Summary



-

WorkSpaces

-

-

instances
virtual private cloud )

[

Containers

virtual private cloud )

%

Amazon API
Gateway*

Amazon

Z

/

Protected Services
and Workloads

pmcE

Amazon Amazon flowlogs Amazon

Py

I
. 1
Inspector Macie GuardDuty \ FortiCWP Fortiweb WAFaaS
\ J * i
Noo . ,
‘\ I.
_________ 1 ./'
AWS Security Hub
Fabric Gonnector

F::RATINET
High Speed VPN '

\

(o M)

r

‘N

Fortinet
Security
Fabric

Offices

N - N
| st | i N stie |
- I - I /
| | | I I |
Transit GW : .
! FortiWeb VM I I FortiGate VM I \
....... e
Fi:EFITII'IET

N

{)

<\ \/
F::ERTINET E
AWS WAF

FO“'Web FortiSandbox VM FortiMail VM
Container

\ J

Cloud Security Services Hub
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FortiGate

T

AWS
Outposts

Data Center




Fortinet Security Fabric : Complete Cloud Security

FortiGate FortiCWP

Application Controls Configuration Management

Anti-Virus, IPS, VPN User Behavior Analysis
Web Filtering, Threat Intel Malware and Sensitive Data

Compliance Reporting

FortiWeb

Protect over SQL Injection,

cross site scripting, etc. .
FortiCASB

Configuration Management

FortiManager Endpoint , | | Public @ Sensitive Data Scan

. Private Audit Log
Consistency and control - , . .
. : Compliance Reporting

Shadow IT Discovery

FortiMail

Location (IP Range)

FortiAnalyzer

Compliance and visibility
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