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Skills & Experience
(Cybersecurity)
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ETDA Cybersecurity

(ThaiCERT) Scope & mission

ThaiCERT has been the first non-profit

Incident Response Teams Around the WOrkd 1. s oo eiponie o ntetnet

CSIRT in Thailand (established since

vl
Google Microsoft c1sco
2000) Q== +
; w 3 “A_P.C__ERI-Q Hﬂtlﬂﬂ
Incident Response 9% S £ o //
_ _ _ e ERTLHH, by fee
» Monitor and Coordinate Cybersecurity (ﬁﬂ] \W/
Incidents WGl e symiee (mnman
» Provide Essential and Technical Support to E,’:;._” "CER‘T @
CHINA MOBILE
victims Among more than 300 CERT(s), there are more than 50 natioal-CERTs

» Research and Develop Tools and Guidelines

Incident Monitoring 24x7
» Cooperate with Thai ClIs, Public & Private Companies and overseas (~300 CERTs

around the world)

“ThaiCERT provides an

official point of contact for
dealing with computer
security incidents in Thai

Internet community”

*First team outside Europe to
be Tl Accredited




What is about

the topic today bl 7 e
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What are new normal

E-Platform

Thermal cameras detecting elevated temperatures
Audio sensors detecting coughs

Video conference / Webinar / Live online concert
Contactless technology (e.g. online payment)
Electronic documentation (e-licensing)
Telemedicine

Smart home / Smart city (loTs)

Automation system (Artificial intelligence)
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Some technologies/services
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are being used or
repurposed for new normal

%
loT Smart Home
Unudrasu:nouinalulad loT
nouAunneglARdlefiosUasto

JOIN /

GROUP
annufuivu

QIDI@ %

,
>

s
Application

o




Cg bersecu rity Example. for what and How

« ISO 27032 defines “Cybersecurity” as the _

“preservation of confidentiality, integrity and

availability of information in the Cyberspace” T T

Confidentiality Integrity } Availability

* "Cyberspace” as “the complex environment
resulting from the interaction of people,
software and services on the Internet by
means of technology devices and networks AWEU  AXWAsUdduauysal  AMLWSDUTS

connected to it



Confidentiality

Softwrap Rawtext Duplicate

1 /viewnews.php?id=61
2
3
+  web server operating system: Linux
5 web application technology: Apache 2.2.15, PHP 5.2.17
©  back-end DBMS: MySQL 5.0.11
7 4
8
~  available databases [2]:
16 [*] information_schema
. (]
12
13
| Database:
15 [100 tables]
BB +------ e e e e e e e +
17 admin |
18 admin_authen |
19 answer
20 authen
21 badword
22 busline
23 busline_bustype .
24 busline_station Databése‘ portal
26 bustypegroup [1 entry]
27 cart_sell o T s e e o P o s 3
28 contactus B
29 contactus2804160 I password | username | Valldlty |
30 customer o mm e - - - Fommm - - Fommm e m - - +
B8 | customer_log | qwert12345 | admin | © |
32 expenses
33 faq el el e R F A +
34 faq_category




Integrity
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Availability

¢iu'tasel TOT andhesend 6 39n713 Single Gateway

By: zartre () () [B) [ bios | on 20/00/1522:35  Tags:DDoS Securty Thaiand TOT

iteway Thailand

Gumbenulif;mtas (warhidasfiertas) fuuluwne Single Gateway dyasgnyi ety
eauamasathiaiiias dmdnndnstianimamiadad Single Gateway Tamdudousnad
viufiehun Afiduladni 6 GuatiiBuiGeusooua uaniu 6 Adaduwas TOT e

. S . -
RN T fuziaam 500 Internal Server Error uazsgninm

torco.m ” - o

Lefsinsensladn uailsemalanawa sruvatny
Aumiuuimiiunstnnensausulunal 22:00
u Hlumsdsyvihodsdan e alsiaduuloue
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“ Safan Can't"?onncc-t totf‘cScrvq 5 ﬁ g e ‘ n

ition and was unable to complete your

1TyucooL.

Please contact the server administrator, root@localhost and inform them of the time the error
occurred, and anything you might have done that may have caused the error.

More information about this error may be available in the server error log.




Real internet Different levels of internet access with

various purposes and risks

Sites which can be found with the
traditional search engine

NEB'
S o

Legal Sites which can not be searched by
Do search engines - Including intranet

Scientific .
websites

Reports — 7 °

Subscription B
Information

Competitor
Webgit%s
o—— Drug Trafficking - - - -
o——— Private Communications Sites which require special browsers to

o— Political Protests view - Often associate with criminal

TOR Encrypted sites ———o°_ 1egal RESUEA] activity

http.//www.skyindya.com/wp-content/uploads/201 7/01/surface-web-vs-deep-web-vs-dark-web-2.png



[WEF] Most worrisome risks For your company

Economic  Societal Tech Environmental

Prolonged recession of the global economy

Surge in bankruptcies (big firms and SMEs) and a wave of indus
Cyberattacks and data fraud due to a sustained shift in work
Failure of industries or sectors in certain countries to proper

Protracted disruption of global supply chains

Another global outbreak of COVID-19 or d
Economic collapse of an emerging mark
Weakening of fiscal positions in major €

Sharp increase in inflation globally

*** Cyberattacks and data fraud rank third among the greatest COVID-19 Risks Outiook A Preliminary Mapping and Its Implications
COVID-related business concerns.***



[Acronis] Key issues

Key cybersecurity ?

trends of 2021

Attacks on remote
workers will keep rising

Attackers will rely on
automation, number

of malware samples will
skyrocket

Ty

Data exfiltration will get
bigger than data
encryption

Ransomware will find
new targets to hit

Cybersecurity trends 2021

More attacks on MSPs,
small business, and cloud

S




The Importance of Cybersecurity

o o Wh dH
in Business y anarow

* Cybersecurity is an important measure to ensure smooth business operations and to
maintain reputation. It also involves increasing opportunities for creating more
customers.

* In the case of failing in cybersecurity, businesses may collapse.
* Phishing can cause a lot of damage to your business like BEC.
* Social engineering can launch together with advance hacking to find the critical
vulnerabilities in an organization.
* Malware is used as a common technique in data breach or hacking situations
* The COVID-19 pandemic has raised the stakes, increasing cyber risk in every Sector in

proportion to the increased pace of activity amid widespread transition to remote work

environments



Observed cybersecurity issues

New technologies with new

in 2020 threats

Thailand (by ETDA/ThaiCERT) Global

Increasing of A lot of [vulnerable] Data breach is a Al as
vulnerability report IOT devices new normal weaponizations

thaicert.or.th/statistics/statistics-en.html

v e |s . -
Statistics — —| —

~ Google’s reCaptcha service has been cracked by a group
fm not a robot of University of Maryland researchers who devised an
automated attack that can break the service with 85

view statistics for the year 2020 v Watch live streaming webcams from Thalland | t
gy percent accuracy.
-
~ Statistics 2020 - ¢ ’2 = ‘ Yt
Qud ﬁ country:TH } 2 4.
-~§ - ® SHODAN Y- I > rtw' < The researchers created a tool called unCaptcha that is
Incident T) Month Jan  Feb Mar May Jun VA % 0
[Abusive content e / o o | 1 ‘f' I OV 1] \ 2 % Exploits % Maps | & el able to abuse the audio challenge option of Google's
|Availability 10 | 19 | 19 9 12| 2 reCaptcha V2 service
Fraud 50 | 52 | 76 | 103 | 38 | 27 [«<X1X6)
Information gathering 3 0 9 3 1 8
Information security 11 0 o1 4 10 2,683,551
intrsion Atiempts %6 3156 Ref : threatpost.com
Intrusions 51 10 13 | 4 4 14
Sum 263 | 239 | 219 | 218 | 257 | 278

Exclusive Private

ey | Al as security

Daily Number of Open NTP(SHODAN) Nodes

Thalland 2683581
HUGE: Hacker dumps @lionairthai's customer and flight -
T ] solutions
Chiang Mal 70823 First database has 21 million records which include
Nonthaburl 7958 passenger ID, Reservation ID, customer address, phone
Nakhon Pathom ass number and email (1/2) 3 -
Nakhon Ratchasima w7501 L Lo
Spesr phishing emai wroller encrypton begns
#breach #database #gdpr #blackhat ‘QPDARKTRACE l " mln‘I i
s Modem Web Interface 659,463 — 3 -
e man | 2 - Al catches Maze [ [ [
3 wrTes nsa02 : N . .
3 HITR (81) 108,505 = . new and unusual  Devi o0
H pos - Em —3 == ransomware i e
_ i i Ref : darktrace.com
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Cybersecurity

List of concerns

1s everybody’s business
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Why don’t you follow

a best practice

PROTECT
IDENTIFY
NIST Detect :
DETECT * S0C

Security
Framework

RECOVERY

Ref : NIST SP800-53 Cybersecurity Framework

§ %
Even that, no one can guarantee ér\%
100% safe & S

Identify :

* Risk assessment

* Inventory of assets
Protect :

* Measures

* Firewall policy

* IDS

* Threat hunting

* VA/PT

Respond :

* Incident handling **
Recovery :

* Recovery plan

* Backup / Restore procedure

RESPOND



Beware of conflict in

Cybersecurity and Privacy risks

Cybersecurity Privacy
Framework Framework
. . e
Cybersecurity / Privacy IDENTIEY
Risk Risks —_——
_ e _ / cyber _ ' PROTECT
associated with  /security- associated with
cybersecurity | related privacy events | CONTROL
incidents arising from | privacy arising from data 2]
loss of confidentiality, \ events processing
integrity, or \ I RESPOND
availability N —
) RECOVER

Ref : NIST Privacy Framework

Relationship

=
—

o

Gimary Functions for Managing\
Privacy Risk Sources:

data security loss

data securitJ loss & direct
authorized data processing s

direct authorized

data processing J




Keg takeawa y Don’t worry but be ready for

cybersecurity issues

* Cybersecurity is an important measure to ensure smooth business operations and to
maintain reputation. It also involves increasing opportunities for creating more trust
with stakeholder

* There are a lot of threats and cybersecurity challenges nowadays, new malwares and
new vulnerabilities coming every second, with or without targeting

* You may start to follow best practices and cybersecurity frameworks to ensure that

appropriate measures are taken



Don’t worry but be ready for
cybersecurity issues

Key takeaway (cont.)

* Some publications are useful for your organizations
+ Establishing a Computer Security Incident Response Team by ThaiCERT
(https://www.thaicert.or.th/downloads/files/Establishing_a_CSIRT_th.pdf)

« Cybersecurity checklist with Cyberplanner (https://www.fcc.gov/cyberplanner)

 Cybersecurity for small business (https://www.ftc.gov/tips-advice/business-center/small-

businesses/cybersecurity)

#Cybersecurity $>luaidesaviiwe ml
T
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https://www.fcc.gov/cyberplanner
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity

Cyber security publication

VLAl AT 7
WUDYSRUARBIRIUNNTINEN
anuNuasaaansasERNanIEln
5 wfi
AT Y ALRINT ?
And More ...
-
W wuudsziiumwainy n 5 " e /
3 - < y THREAT GROUP CARDS:
fouinmcgguiofoyalur - 4 A THREAT ACTOR ENCYCLOPEDIA
@ A Q) prerora—
" [ N2 v i Elch: Trnmacics Devemnt gy
LT ssean-1anan 2 Liwsb[ i S————
e = @'D ® ThaiCERT ETDA
smwcar €704 ()

www.etda.or.th / www.thaicert.or.th



Thailand Computer Emergency Response Team w S e
a member of ETDA www.etda.or.th
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Telephone: +66-2-123-1212
Report Incident: report@thaicert.or.th
General Inquiry: office@thaicert.or.th
Follow the news: www.facebook.com/thaicert
www.twitter.com/thaicert

Thailand Computer Emergency Response Team (ThaiCERT)
Electronic Transactions Development Agency



