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LUINI9NITLHUINTS Cloud Computing
(Cloud Service Provider Recommendation)
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On Demand Self Service :

a1u1saUsuasuni1signu leauaiu
foansiurianalanle

Broad Network Access: @1115a197

Taszuuldangunsalszanvilanlel

Resource Pooling: ai15auinig
é’)’mmiszwLﬁ@lﬁU‘%ﬂﬂiLLd;ﬁ%ﬂﬂuﬁwuau
WntuaLRgINuY Imalaiéfaaﬁl,méaﬁ
JaLAy

Rapid Elasticity: finnutinneugany
ANFRINTVRIlHIL anssaLiiamie
anninensleiss lifidediinEosdiuu
USuaw uagsvezaantunisida

Measured Service: NM5IAUSUULA
ANANUSNNSHNUNTSIFINUAAATVUISS KD

Pay per use

1813 Cloud Computing

UsLANNIS IAUSNIS

Infrastructure as a Service : laaS
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Software as a Service : SaaS
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Software as a Service
Saa$S

Platform as a Service
Paa$S

Infrastructure as a Service

laaS

Business Process

Middleware

Servers

Industry Application

Collaboration

Java Runtime

CRM/ERP/HR

Database

Web 2.0 Development Tools

Networking Data Center

Shared Virtualized, Dynamic Provisioning

Storage
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Cloud Clients
(Bromsers, Devices ™ Cross Border Information

Application and Services
(Saas, Web Services)

™M Data Localization

(Application Server, Database)
(Physical/Virtual Hardware, e.g. Servers, VMware)

Network

™ Privacy
™ Security

Cloud Computing Stack
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ICO. Information Commission Office UK
[Guidance on the use of Cloud Computing 2012]

U.S. National Institute of Standards

and Technology : NIST

[Guideline on Security and Privacy in

Public Cloud 2011]

| Cloud Security !
| Alliance (CSA) :

European commission
[Cloud Service Level Agreement
Standardisation Guideline 2014]

India
[Interoperability and Portability for Cloud Computing Guide 2014 ]

Australia

[Privacy & Cloud Computing Guideline 2013]

' Asia Cloud Computing Association
' [Cloud Assessment Tool 2012]

:r Eurocloud Star Audit (ECSA)
| [trusted cloud service 4stars]]

South Korea
[Act on the Development of Cloud
Computing and Protection of Users 2015]

New Zealand
[Cloud Computing: Information Security
and Privacy Consideration 2014]
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wunvilfHiiduavasans (Policy)

O wesnsilasdunssuiunsvineu
(Administrative Protection Measures)

O wesasilasdumanianiw
(Physical Protection)

Q wesasilasAuniainaila
(Technical Protection)

dszansnrnnistiusnns
(Performance)

ANUNWTAUTAIU (Availability)
FTULLININNTOAURURAI (Response Time)
AN INTATAITUUTU LI U(Capability)
NNSUTANTRULAUU (support)
ﬂ‘i%ﬂ')ﬂﬂ'\‘iﬁ!ﬁﬁiﬂuﬂg'} (Termination Process)

ooopoo

nssnEaNuiuavilaanin
(Security)

o0 OO

U

U

AN LadauaILENNT (Reliability)

AN qaﬁs‘h fAULLasNITAaUn
(Authentication and Authorization)

ANSLATWR (Encryption)
ANTTENULUANITAILREAITIANNS

FaraNuTuAtlaaasit
(Security Incident Management and Reporting)

msﬁuﬁnLtazm'smnaaanﬁauam'i
Tadruszuu (Logging and Monitoring)
ANTATIAXAUTUAAUNTTUIUANT
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(Audit and verification)

ANTIRNTUDI T
(Vulnerability Management)

535UVAUNR (Governance)
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(Data Management)
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AN3IAUTLLANUDYR (Data Classification)
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(Storage, Backup and Recovery)

WAITUTNUDIAANR (Lifecycle of Data)
A3 1aULNEUADNR (Data Export)
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(Data Protection)
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ANTLALSAM AN RLVINTIRL T U(Data minimization)
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(Use, retention and disclosure limitation)
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(Transparency and Notification)

ANUIUAAUDUGDADYR (Accountability)
SUNAALAUADAYR (Data Location)

a1 aMNUFZAINNI5LEN AR
(Intervenability)
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1. msdaviruiavauazuunividfiicaavasans (Policy)

O uesnisilavAunszuiunisiineiu (Administrative Protection Measures)
u'iﬂmr.lu,avumﬂ;]nm'\mﬂmmuumﬂaamﬂﬂmsaumm
mswmmmswmm‘nﬂmns‘lwummsmmm‘ta‘tmsaommuumﬁaamﬂﬂwawaua
asUssiuguniued nsianisuldauuilas nsusvisauLEes
NLUIUNTTAAUIUDIADLUANTAURNLAU NTIAVINLNULATEUAINUNTDUNTADNLAU
ASARAINALANITTYLEATS AsTIIUAITINIIea (Feua)
warnsUlfidaulaauiinguanaiivue
O uesnisilavAunivniunin (Physical Protection Measures)

> MsivuamILANiuT anuldaaadaluiuinieritn nsaluaunsinaaniui
O uesnisilavAunivimaiia (Technical Protection Measures)
liusnsagsiasdabvifianasnisluilasAudmiuanuiuasilaassauazanuindadaniomaiia
Tasoas9szuLLEfiay (Virtual infrastructure) waEANNWLIARANUDITEUL
ANTAIUANNITL2NEY AsEuduaInU ATeIaudnivaldeussuy
AaNuduavlaansuiazang
NNSANATAIUDUALRENITLANTIR
N153LAEK aanuuuIavinszuuaInIgansnIswaiuseuudu (System development Life Cycle : SDLC)
M tunisineaudaaadanisinvuaaaniauan (Outsourcing)

YVVVYVYY

YVVVVYVYVY
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2. Uszdnsnaannishiiusnns (Performance)

Q

Q

AaNuwsanldvu (Availability)

lviuznsazsasudne Lvigladuznsiuladouznsilasy 1y sasazaadnainsauliiuinis (Uptime)

szaznatn1saausduay (Response Time)

HIUUINITREARITEYTLELLIRINITADURUDIAALUGNITOL ﬂotﬂusumnmummN”‘l?.m'smmaommﬂsumﬂu,a.,w”‘musmsvlmmmumsmamm
Useaoiiu 'imﬂsuﬂ.,nmmsmafuauaamuuanmswmsmmmmmwaow”‘l?.msm's U9nsalnITAaLFUaIaNNANAIRUARINR TLAAAINN
L&eanne

ANuEIsasaviuliunaeu (Capability)

A TER R PR O N HulBinansidausdagoaaniaudu IurulBnanisiadviurasyldusnisnsaniu Surulbunaniweinsuag
sTUUTsa9¥UN1TIdoY waginuiulsunanu (Throughput) wWalludayaddeyunsladusans

ANsusn1ssiiusuu (Support)

w"’mnsmsa.,maoam‘lumjaamou,aumuumhoL'JmmN”‘l?.m'smsmmsmtaoﬂmm wiakadadgauauNAFTIWLINTLE 1y AMsAiua i
glausnsanansadasanlvivinislanaan 24 12109 uaysy nm‘lummn“lmﬂzumms‘l?jmumumLsmuauﬂmmuuauam
nszuIun1sydidauain (Termination Process) 5 .

N 1dUI NS WIaK WL NITeasnseftannaInNIstuLINIT [lusn1sagaavaLtiunIsaIuduaaun leunlvtunldusnisnulinau
89nN 1y sraznatdiniunsindsianauasildusnng wagszarIaINTAuTAETaY A TiusANg
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3. nMssnuanuiuavilaaasdin (Security)

Q

Q

m‘mu'\maaamaousms (Service Rellablllty)

AsAILANANNTLAYRAAAE AMTUSINTTANSITaANaaLEaIn9ETAa warnsYalvisruuaniduadisas 1989 NNATFIURNA
nsigavaIauuarnisauana (Authentication and Authorization) )
asrasauaNuiludmeuacsianalunisdildou ssaznaniuniasaudniyldouimansan a1silasfunisnldoruanngi'lufidnsg
WaYNNTAILANNISLENAINs T U NYARa T BuandTuaYuAIsTYiY3AS (Outsourcing)

n1st2i151ia (Encryption)

nsainsalunswlastayaifilsednanw wialntladaya dasnisidnds nsudla waznisldnulasbildsuayane wazdalviutaune
NIsAILANALARINTUNILIIAR (Key Access Control Policy) auadnutvungan
m'ss'im'\umo]msmuavmsammssnmm'muumﬂaamnu (Security Incident Management and Reporting)
Luaamnmimmmmmsmmmnummuumﬂaamﬂma\nlauamaavmwamammuummoﬁsna 1aeNITIRNTLIUANTAILAY
mﬁnmmmuumﬂaamﬂﬂﬂawana L'sumLmnsumummsaawummmsm ANSTENIULKANNTAL ANTUseLiiu ANTRaudUaY nswAtlayn
LLavmfa‘Lsuusmnmmmsmmmﬂaamnﬂmanu

m'suuvmuavmsmsaaaaumauams‘lﬂa'\usvuu (Logging and Monitoring)
msnumnmauamLnﬂmaon‘umsmLuumsuaymﬂ?j\ﬂuusms Walviausaasiagavudayadaunds'ls
nsasradautunaunszLIunIsvinuLazaulaansit (Audit and verification)
ANTRTIARAUATTUIUANSVIIHLAANNUaaasaatailussuy Ganududasy mmmaum'smmummanmsuangm LREANNUAINEUY
{asiasgauaaly gamagauniauan ulsvdiiadeainagua Tnavdngrunsasiagauilduarvdninaaigniivuaaiuzadiivua wia
aunIssusavluaazlssinnnistiiusnng

A5AnN15AasTIul (Vulnerability Management)

ANTATIAEAL Useliiu Lazusnsdani1sdading iaaaldaaluszuy assuuassnIANNlaandauadssuy nsaiuauaaly wianaisldeu
fianagnmin'luldusagnizanldisafoanay b9 NMsvesauszuuaulaaasde Vulnerability Assessments way Penetration Testing
TA8RLEAIFLIUNITANNINTANT WAYIENTTLLNYEY LwaammmL&ﬂd‘lumsmmmmtaﬂmﬂ |

s5511Au1a (Governance) asdinisildaunislvivsnisauiiiasunnannaisdiuilse aNLAA A NELITTNANARINANTENUATZUIUNTTVINY
Aannistiusnismianagasiaaalurannadinisiiuinig gliusnisagsalidalufinisuav i ldusnsvsualgninluszazaii
mm”amLwai‘nw“’hm'imsu,mﬂuwsaummﬂﬂaﬂuuﬂaomnmz)
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4. nsinn1szaya (Data Management)

O asdadszinnziaya (Data Classification)
> dayauasnlduinig
> layauadrliusnIg
> dayantAnannnsdssnnanatayauadnladusn1siaas1iusnis (Derived Data)
w”’mmmsavmaoam’muuiﬂmﬂmnm*’uaonums‘lmauawaow‘”‘t?jmn'\s LLaum'smuumaummLLayum‘ﬂgumawauamanmwmumnmaua
maow“’mju'snﬁimmuusn'\s Taafvuadnalunisanagautayaniinduuaeilausans
O n1sdnatAu d15av2iaa uazn1sisan@Auliaya (Storage, Backup and Recovery)
w”’mmmsavmaoam‘munmmmumsawaua‘luaﬂ‘t,uamww'sauhjmu TaafIuATEazIAT ANNENITEALTuANT 5805 warasiiusnei
RVETRET T ‘Lun'smmwauaﬂawuanmmﬂma“l,mnm'mLaﬂmﬂaoNamﬂu"“l,ummsa‘lmm“l,mw"mnsmsa“maomLuumﬁsr.mﬂuwaua
WalvitAnanunwsanlunisldouausyyliludannasnisiiusnns
O 2vastdinuav2iaya (Lifecycle of Data)
w:’mnsmsasmaoam’tunuiﬂmﬂua.,umﬂ;]nmmmm“au‘lumsn%msﬁ’mnwsﬂ”auaaﬂwoﬁﬂszﬁmﬁmwuasmsmmﬂﬁaua
O nnsilaudihaliaya (Data Export)
asdlgfdannadtnisliiusnis fliiuanisaseasiivlaunauaziulfiialunisgvaantaya Iaad1viuasluuy AszuIUAITEIaan
TunslaudnatayamIUANULUNILRY
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5. n1sAuAsavzayastuyana (Data Protection)

Q

Q

wdHfiidaruuanssrusnna (code of conduct)

{lviusA1sassasfinisialvifiutaune Wil unsnis wlamnessruidanaaaodun)uuNaANATAILAYAIULAAR
n1sscuinnilsesiva (Purpose specification)
jlviusnsliansasfiunsiutdayasuyanailnaanauiuaanaasdraastayale Welllwusnsaassryinalszasduazainy
fiugaulun1ssiusin thusne sty wasnsitlawaziaya ey

Astiusnetiayainfsnilu (Data minimization) |

w"‘mmmsaumaoumsmuumv mm‘lumsmusnﬂmaumjmsnmmmuau uagmsiuuaszazar lumsiivinmdayandaininisuds
Tvvihaazaya 'ir»mN”’mnsmsaumaosm‘tuﬁmu‘luwamnaoms‘mnsms Woil N”‘t?msmswmmnwmjamaomaaaamwauamuuﬂﬂam
gavihaauay (Weeliu3nis wazi¥udnvsia) nszwuauaﬁm'snavanaswsvmwmﬂunsms warataar'ligavinanaluuii iasann
AAKNANIILNALLA mnaumaomaaaansuﬂunmiumsmwmﬂwauum‘hmnmﬂ

A5l 1Ausnun uaznsiilawne (Use, retention and disclosure limitation)

jlusnsagsiasude v lauinisnsy NEbiusasaglidawmadayadivuananiinisdniiy 530501y uwa lasuanudusauann
Wlausns Msatﬂunsmmnaumﬂn'muwsal,ﬂumsn,ﬂmwﬂu,m/imﬂmumummamunaumﬂ WiaenuA&Ima

aulilsels uazn1sudadauy (Transparency and Notification) |
{lviusn1sagsiadu a9 Linlausnsvnsunazlvidayaiiiisewatimduainuldssldlunisaiiunsfutdayaginuanamuinguanadivug
ausuAadausazaya (Accountability)
WasannanuiuAntausrusssundaziiludrudrdglunisanadaunmsazidatayasiuyana glininisasaasiniomnauazuullficiy
N3ELN1TAYLIAADYA LAYILAAINNTLUIUNTT LANFITUANFIUN LA HUNITNRAAARIALLUININAITANATAIUDYRRIULAAR
amumamﬁumaua (Data Location)

msﬂsumawawauamunﬂﬂamaauﬂn‘iauﬂ'\umana“l,ﬂmmoﬂ'sumwﬁomaavunaumﬂ n.s_]mfuﬂnusasumnmmmsﬂnﬂsaamanamu
yamanuanenedu alunsananudaslunisgnazde lviusnnsassasuansbvisladusnisnauaauilunisiaiutaya wia
Avualiigldusnisaunsaldanaauidaiudayale |

anuaaudgzaInnIsindivaaya (Intervenability) slviusnisagsasininvilunisaninaanuazainuayldusnisTussaznanuza
uagfidsz@niaw il vihaufilislviuanslddadivuanmeinaiinuiatadivuauavavdansiilugassalunaisdfiasd@nduaiiruavriaya
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THE TRUSTED CLOUD

Azure has the deepest and most comprehensive compliance coverage in the industry
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