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+ population: 1.3 million
+ area: 45,339 km?2
+ currency: euro

+ member of: EU, NATO, WTO, OECD,
DIGITAL NATIONS
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Simplest and fastest business environment. p
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+ a few hours to start a company

+ hassle-free e-taxation

+ full automatization in tax reporting by 2020

+ e-Residency — Estonian e-services to every world citizen / SME

© EAS
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+ digital healta data QL‘,\‘

+ digital prescrlp?uon —

+ digital reglstra@c{)untry—

+ e-Ambulance™
+ personallsed me c/neﬁ% works




i

engaging ==

The safest way is to vote online.”
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+ 2005 — first in tf
+ 44% vote online
+ votes cast from 1
+ saving overf"l
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etficient

The biggest savings.

+ digital signature saves 2% of GDP per year
+ 50 times more efficient connected police
+ 1/3 less queues at the hospitals

+ best tax collector in the world
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electronic ID

The strongest identity.

+ every Estonian has an electronic ID
+ elDAS assurance level ,high”

+ 17% of mobile-ID

+ 34% of smart-ID

+ e-Residency

© copyright



exchange

The busiest highway of e-Estonia —
X-Road from 2001.

+ saving 1400+ full years annually

+ over 1000 institutions and enterprises
+ 150 public sector institutions

+ 2700+ different services

+ over 900 million transactions per year

DATABASE POPULATION

COMPANY

INTERNET

+ technology exported to Finland, Iceland, Faroe

Islands, Ukraine and other countries

+ core tech built in consortium with Finland (NIIS)



+ People own their data 7y
+ Once only rule
+ Digital signatures




It's not about money,

© Kristoffer Vaikla










Holy trinity ot trust

The safest combination.

availability




Threats we are tacing

Incidents registered in 2018
which impacted data or systems

Notifications RIA has
received in the last
three years.

- Malware

Compromised accounts

Phishing

Service interruption

Administration error
Defacement
Ransomware

Financial fraud

Denial of service attack
Network scanning

C&C juhtserver

Other

20176 2017 2018
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Timeline of Events

Typical Attacks
- Phishing
Email SPAM

- Web Site Defacing
- Syn / ICMP floods
- BotNets

cyberwar 1n
200/

April 26 May 0 May 11 May 18 May 23
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Information System Authority r * N
Technical Surveillance Authority Ministrv of Economic .
State Infocommunication Authority A?fa' d Cyber Se curity
Estonian Internet Foundation "5_ =L ] Coun Cll
Enterprise Estonia Communications
KredEx Foundation / StartUp Estonia S v

Ministry of

Ministry of Ministry of

Ministry of the Ministry of
Interior Defence

Education and
Research

Finance Foreign Affairs

Police and Border Guard Defence Forces / Cyber Command IT Foundation for Education Office of the Prosecutor General Bank of Estonia
Internal Security Service Defence League Foundation Innove Data Protection Inspectorate Financial Supervision Authority
IT and Development Centre Foreign Intelligence Service Estonian Research Council Forensic Science Institute

{NATO Cyber Defence Centre of Excellence) Centre of Registers and Information Systems



% REPUBLIC OF ESTONIA
:3%7; E(E;Tg%::i,%FE ESTONIA = ﬁfﬁ. MINISTRY OF ECONOMIC AFFAIRS

SR, 4%5% | AND COMMUNICATIONS
National cybersecurity policy setting and coordination
www.mkm.ee

S,

% REPUBLIC OF ESTONIA
% INFORMATION SYSTEM AUTHORITY

Effectively national cybersecurity agency

Roles: national CERT, CIIP coordination, crisis
management centre, supervision and standard setting
www.ria.ee

Every agency has to manage their information security



Cyber Security Council
GOV body for policy coordination, MEAC leads
Permanent secretaries, Directors

Cyber Security Strategy Commission

GOV body for strategy development and monitoring
(MEAC leads)
Cyber Security heads from relevant ministries

National Cyber Security Advisory Council
GOV, academia and business associations, MEAC
leads

Cyber Attack Attribution Commission
GOV body for International attribution, MFA leads



ﬂ » Riigi Teataja

Home Search Help My RT Statistics Introduction

Tagasi pealehele

Cybersecurity Act’

Passed 09.05.2018

Applies to:
+ all government agencies at all levels

+ critical service providers (energy, medical,
transportation, financial, telecom sectors) and
public broadcaster

+ larger digital service providers (online
marketplace, cloud hosting, search engine)

Requirements for service providers:

+ risk assessment, security processes and
measures

+ monitoring of systems
+ notifying RIA in case of compromises

+ taking measures to reduce impact and spread of
incidents
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SUSTAINABLE
DIGITAL SOCIETY

Strategic
Objectives
2019-2022

CYBER-LITERATE
SOCIETY

CYBERSECURITY Good reputation LEADING
INDUSTRY, RESEACH [ > INTERNATIONAL
XY o R g gl Quality products and services CONTRIBUTOR
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Estonia has strong technological
resilience and emergency
preparedness

« Renewing security standards

« Consolidating state’s capabilities

« Managing digital interdependencies (incl
cross-border)

« Developing near real-time situational view

« Further developing a cohesive
cybersecurity community



Estonian cybersecurity industry is
strong, innovative, research-oriented
and globally competitive, covering all
key competences for Estonia

« Supporting and promoting Estonian
cybersecurity R&D: national plan

« Supporting and promoting research-
driven cyber industry cluster



Estonia is a credible and capable
partner in the international arena

« Advancing substantial cooperation on
cyber issues with strategic international
partners

« Promoting sustainable cybersecurity
capacity building across the globe

« Advancing international cyber legal norms



Estonia is a cyber-literate society and
ensures sufficient and forward-looking
talent supply

« Raising cybersecurity awareness among
citizens and private sector: cyber hygiene
for prevention

« Training govt officials: mandatory tests

« Developing talent to meet the needs of
both state and private sector



(/)
-~

(/)
(/)

D

D
m\v













hlockchaln

Guarding the integrity:
first in the world

+ e-Health

+ Property and Land Registry
+ Business Registry

+ Succession Registry

+ e-Court

+ Surveillance / Tracking Information System
+ State Gazette

+ Official State Announcements










KUBERKAITSELIT

ESTONIAN CYBER DEFENCE LEAGUE
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Prepare, prepare, Community

o S alagi
orepare effort




Back-up (now) and mirror (future) of
systems and data that country runs on

Cloud technology
Own premise hosted by allied government

Legal innovation: sovereignty over data
hosted abroad under international law

First one in Luxembourg since 2019
(pilot with 10 most critical datasets)




Prepare, prepare, Community

o S alagi
orepare effort

‘ransparency

WOrks
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+ invisible services =
+ Al-potvered gover
+ government-as<a-platform.
+ experimen a'ti.q'én as a strategy
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MINISTEERIUM

” MAJANDUS- JA
RIIGIKANTSELEI & KOMMUNIKATSIOONI-

Ecclittemisiniellektl

kasutuselevdtu eksperdirihma aruanne

Mai 2019

kratid.ee/in-english

EE national Al strategy
(July 2019)



Bravest transformai- -.
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+ Experimentation as ¢
+ Open innovation
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. Siim Sikkut

iment ClO of Estonia

~siim.sikkut@mkm.ee
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