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AULADY LAENIIIUUATEAUAINUULYDND

wwansliadvialeddmsuusemalve - nsameideunasigatsinu (Enrolment and Identity
Proofing)

L3 =) R o

WulenaseSuredervuadmsudiaauuasduduaing (identity provider: 1dP) lunsasmuileu

Y Y
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a 6 v ¥ 0% Y a =) g L% aa v a .. . .
waziaauinuvegainslduinieiuszasiagingsnssuseulataiefdvialed (digital identity)
musERuANLLTetoveslomuiif (identity ascarance level: IAL)

LUINNNT IR ALeRE1nSUUSEwmALRe — ATsgudusiey (Authentication)

JwenaiseSunedermuad miugngausasdududinu (identity provider: 1dP) Tun1sinug
LATUSUNITIANTAIN LT USURINU (authenticator) MUSEAUAINUUNYDNBVDIAIN BT UTURINU
(authenticator assurance level: AAL)
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2.2 33AU AAL2
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222 Farmuaiily
2.3 3¥AU AAL3
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232 Farmuaiily
wiauazdennundfilddudusinu
3.1 yfavesddildduduiny
3.1.1 S9d@auand (memorized secret)
3.1.2 gUnsaldeansteamnadu (out-of-band device)
3.1.3 gunsal OTP Yadeifiea (single-factor OTR cevice)
3.1.4 gunsal OTP nanedade (multi-factor CTP device)
3.1.5 gardwsitnsiaduiadeian (single-factar cryptographic software)
3.1.6 aunsaliinswaduladeiiien (singléfacter cryptographic device)
3.1.7 ganAuwsitnsiaaunateade. ((auti-factor cryptographic software)
3.1.8 aunsalnsviadunatedade-(multifactor cryptographic devices)
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3.2.1 Aslddusudasnidviag
322 msafinsuiundaesnarouduinuianain
3.2.3 MSIENUTERRA (Eornetric)
n15USMsIANIsaTildgusuS o nY
4.1 nsdeulesdaildEugiutanu (authenticator binding)
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A1SUIEITIASNT session
51 Yafipunialy
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5.2.3 M3szyaunsal (device identification)
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1. VBUUY

¥ Ly} dy [~ % ) o 1 Y a ' =l [ Y . . .

YDLAUBDLULNINTTIUAUUY Lﬂu%mwummm‘uquwuawuaumm (identity provider: IdP)
TunrsBudusiinudlduinig (authentication) el IdP fuwimislunistuduassiazuinsianisdily
A YY) [ 1 A a a9 vy YY) . a @
JUTURIAUAINTEAUAINUUNTODDYRIRIN LTI U URInY (authenticatorassarance level: AAL) MvTu
INIFIUAEINY

foiauanuruinsgiuatull Sredsdoimuaiisafunisiugudinuaiuminsgiu NIST Special
Publication 800-63B - Digital Identity Guidelines — Authentication and Lifecycle Management
Y99112897U National Institute of Standards and Technolegy. (Ni5T) unan wazirdedinuaninann
udszgndfunumnsldiuesussmdlnefiaenndoss s nsgiuana

ludalauauuruinsguadull JUuLuresmliianteanisnuanyuzve L lon¥sussing1u
(normative) uagiilongdlvidaya (informative) fdwalul !

“Gi9a” (shall) Tdszudsiiludormue requirement) JssiasfjuiRn
“A33” (should) Mdszydsiludeowuzi (recommendation)

“819” (may) lsyydansugaunzeayn 1wlvvinla (permission)

! 91989981av1n ISO/IEC Directives Part 2: Principles and rules for the structure and drafting
of ISGand IEC documents
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2. STAUANNUNMYBNBVRIAIN ITEUdUAInY (Authenticator Assurance Level)

SEAUAIUULY DD BURIAIN T UTUAIMUY (authenticator assurance level: AAL) maﬂﬁﬁ%*J?ﬁﬁi
wuseanidu 3 AU Al

2.1 52AU AAL1

5w AALT fiennuindedieurunansin glivinmsfoyaratiliameiousasignidnuiy Idp
Ingseiu AALL Muualvgldusnisdasdududinuuuuiadeiss (single-factoreu hentication)
Huagratios vievndoamsauiiuasasadefigadiu amnsaldFailddusutnuiuumansiade
(multi-factor authentication) l¢i

2.1.1 YanuuANgINUILAVIRIN I udunInu

AMsdududInunseau AALL dadldsinuasdenldiudusimuaina nisnmaluil
1
2
3
a

5
6

9adUana1 (memorized secret)

gUnsaideansveIM19du (out-of-band devices)

Qilﬂ'iiﬁ OTP tadsLden (single-factor OTP devicé]
gordwsitnsiasutadeiien (single-factor.crypragraphic software)
gunsalidnsiaauladeifien (single-factor cryptesraphic device)

(
(
(
(
(
(6) AfldBudusnuuindy 9 Asmualilde wldlusedu AAL2 uway AAL3

)
)
)
)
)
)

2.1.2 Yearmuanaly

(1) doananldSudeatayaseninagldvinisuas Idp gauduteiniefiaiudaonsie
(authenticated protected channel) LiiaSn¥1AIIUAUYDIT0Ya (confidentiality)
waztaanunislaudlaeauaag (Yan-in-the-middle attack)

2) wmmﬂwﬁlwﬁmﬂm IHurnauaglAsU session 11m’13mi%3m15 mlﬂﬁummi AITEUTU
Famug (réauthentication) e ldusmsognetion 1 mwmﬁau 30 YU

2.2 320U AAL2
sefu AAL2 flpninindediegedn flduinisAeyaraildameidounasfigasimudu P
TnesEiu AAL 2 A anlrimitusnsaastuduiinuaienisittadeuesn1stududinu (authentication
factor) 2 Yadeiilansafiu Feenandu (1) Aeilddususnmmanstlads (multi-factor authenticator)
iy gUnsal QTP wuuvaneilad (multifactor OTP device) Fsavadsvarimuuuldadaiemdann
nsvdeUaeiIfovefliuins vie (2) Asilddususautiadeiden (single-factor authenticator)

ataeiey Z Adiluladesinaiu wu msldsiaiuauaiunsly OTP iunineaalnsdwideds
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2.2.1 danuuatnadnurtinvasdanlgtuduninu

MsudumiInunseau AAL2 dadldsiinuasdenldiiudusnuaindiaonaalul

(1)
(2)
(3)

gunsal OTP vanedade (multi-factor OTP device)
gouAwsitnsiasunanetady (multi-factor cryptographic software)
FanlaBudumauainau q Anvualrlgaulaluseau AAL3

nsalnldaanlddududiaunuuiadoien 2 damdudadediatu daddd dwaduandn
(memorized secret) Saufvdsnldgududinuiniuladeuszsinndflduinsd (something you
have) ndnaenmalull

(1)
(2)
(3)
(4)

o

Jadnm: 28R (biometric) lalfoidudailddudusinu (elthenticator) willuiiesadavasnisdudu

guUnsnidea @MU (out-of-band device)
gunsal OTP Uadefien (single-factor OTP device)
gonAwsitsiadsuladefen (single-factor cryptograpghie.scriware)
gunsalinsviaduladeiiien (single-factor cryptographic device)
§anu (authentication factor) Wity eldanxasatinuiadfiesdnials Wedoenslddan
Tunstudusanu fedldsuiudarlddudusanuizneiads (multi-factor authenticator) 19y

gunsal OTP nangdadeiadresvianius nildasvifgaiiiensiaaeunuitateiaiieglduinig
gneas
Y

2.2.2 Yarmuanaly

(1)

(2)
(3)

(4)
(5)

| g Yo 1 v i s a v I3 | A a o
GUQQVI"N'V]IGUTU?‘\TGU@%aigﬁjqﬂvﬁmbiﬂqiuag IdP Aa9tUut9InN1IniAIuUasnng
(authenticated protected chenriel) L Sn¥1AIINAUYDIT0YA (confidentiality)
waztasiunislaulaeAunana (han-in-the-middle attack)

2

nilsludamlgdududmimlviawmunsatesiunslausuuudsleyadn (replay attack)

dlegunsalaruiizedhiausnis wu nsdwillede gnldiflensududinu n1suanden

gunsaldand1 (Wi n1sldiavsiiadiuda (PIN) nie inalulagdaild) desligniu

2 1Y S Y) - ' v < = <

Judadevesnastududiny 1le931n 1dP ldanunsaatuaulaiinisfeansevanden
¢ @ d < 9 ¢ =i o

aunsansiet. lWulumuvaninuna 1dP Anue

ANSINUY PR IUNITEUTUAIAY ABIAMIUNITANUTDANNUALUIAITD 3.2.3

[

o ~ Y a A o W Yo . Y g Y a = Y a v A
na 1’Mm.i!sLSUUiﬂ’liEJuEJum’Nm%blmu session Iuﬂ’liL“U’lﬁL“UUimi %QEﬂ%Uiﬂqimaﬂﬂu U

JAanuey (reauthentication) Ward1ldusnisediees 1 ATaNToU 12 Talus wazdas

suduimauginsallivinianssula ¢ (nactivity) WWuszezinaiuinnan 30 wi
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23 5%AU AAL3

53U AAL 3 Smnuidetiogennd glduimsieynraiilsamelounasigaudmris.idp
lagseau AAL3 Mnualig lduTnisgasduduiinualonisiigadiinuasaunseanqnd (key)
HWNU9IIBNIUNSWAEU (cryptographic protocol) kagdasiigatitnuaseuasesladeueinistidu
fau (authentication factor) faust 2 tadetuly

2.3.1 doruuaiierfueiinvesdedildduduiny

nstudfusanuiseau AAL3 dadlduinvedeildfususnuaniadendaly

(1) gunsaliinsiaduvanelady (multi-factor cryptographic device

(2) gunsaliinsiaduladeiien (single-factor cryptographic device) $iufiu sHaAGUINT
(memorized secret)

(3) gUnsad OTP va1eU9d8 (multi-factor OTP device) 3% e @ dnsalitnsianuladeien
(single-factor cryptographic device)

(4) gunsal OTP waeUade (multi-factor OTP device) i gondwsitnsvaduladeiie
(single-factor cryptographic software)

(5)gunsal OTP Yadeuihea (single-factor CTRdevice) $ufU gandwIsidsHasy
naneiady (multi-factor cryptographic 5o iware)

6)aunsal OTP Yaduihea (single-factor CTP device) SIUAU FONARITLVITWATU
Uaduine (single-factor ©n ptographicisoftware) Wagsiaauani (memorized secret)

2.3.2 Yarmuanaly

(1) Fomenldsudsdoyasenidlduinisuay IdP dasudesnieiifiaulaonde
(authenticated protected ctiannel) iesnwiAuaUveItaya (confidentiality) Jasiiu
nslanflagsunals (man-inthe-middle attack)

(2) @lvdudusnusasaransatesnu IdP Uaeu (IdP impersonation attack) hagtesiu
nslauRsudaeyad’ (replay attack)

(3) isgunsalius maelduinag 1w Insdwiiefie gnlditenstudusnu n1sdanden
auUNsalFINaY (LBu nasldiavsiadiudd (PIN) w3e walulagyaiin) dedligniiy
JudaieveenisBududinu 1fiesain 1dP ldaunsamuauldinnisden wsevanden

6 v 1 < [ & o
guhsalsiaand Wulusnundninaeii IdP ivua

(4) /ANTEUTNRIUNTEIUTUAIPU ARIANLIUNITANUTDANNUALUIITD 3.2.3

o

(5) sasniigldusnslaguduiinuarlasu session lumsiinldusnis deldusnmsdastudu
d3mug (reauthentication) tiieitnlduin1segatoy 1 ATwNTay 12 43109 Lavaas

Budumaugn nsdllaiviiAanssule 9 (nactivity) WWuszeziaanuinnan 15 ui



YUFD. 20-2561

3. YUALAZUINIVUARIN LTEUSUAINY
31 wfnvesdsiildiudusiiny
3.1.1 swdauand1 (memorized secret)

CYY) o . I3 v YR Y a o vV [ ¥ T v’\ 3
W@ uINT1 (memorized secret) Wudayadunglduinisanduazlddududrpulagily
a

finegluguwuusiaru (password) vvelausiadiudd (PIN) il sviaduand i ssdagdudou
TuszAunenuinisaaanlaeglivian

saauanddnduladvesnistudusimulssiny dWglduiniss (sormething you know)

dafvuangfuguaua

[

(1) sYaaUININABILAINNLNT F9Tl

v

(1.1) anueegates 8 Snvsy nsdigldusnsidugriiruisdaduandiies

Y

(1.2) Arug1aed19tey 6 §nvsy Asdf IdP WUudA 19sWaduandwuuguliiy
Hlgusng

(2) sWaduanindadlieglusedesHadunlivasany (blacklist) Inesietesiaaunly
Uaoniye1ausenauie siaruiesanlysiluefn Adninussglunauiynsy
(dictionary word) Wagsonusg11Ins In:ILae90U (19U aaaaaaaa ¥3e 1234abcd)

(3) 1dP A233n YA I8RTIFR VLA URINYABAABYRITHATUINT Iaatuay

DXL BTN v o o a [y
igldusnisiasviaduandnnuaens

@) 1dP aaevaliiinalnanina1uiues999In 1S UTUAINURANAIAAIUYDAINUATUTIVD
3.2.2

3.1.2 qﬂnsnﬁﬁaaﬂiﬂiaqmiﬁ'u (out-of-band device)

aunsaldeastenndu (o of-band device) \ugunsalianusadoansieyadiu IdP agn9
YA UNIUYDINNADAIT AL NSINYDINIVBNTIL T U UM

Y a

e ] A o & [ o) YY) a a = .
Qﬂﬂimﬁaﬁ’ﬁ‘?‘@\‘i%T*’&‘LH]G]Lﬂu{]ﬁ]ﬁ]EJ‘UENﬂWiEJ‘L!EJUGDG]‘UUigLﬂVI ﬂﬂ%ﬁ;ﬂ‘ﬂUiﬂ?iM (somethmg

you have)

fhegun1sihatesgUnsaldoasdemnadu 1wy

(1) 1dAsvegaduifusaan 6 ndnliiugldusnsiugunsaldoansveaniady tilels
Lassdandutoyaduianaisnudomadeansndniiiedudusiny

(2) 1ee dadeyadudadusniay 6 ndnlituglduinsriiudemnsdoasndn welrglduing
andutioyadufana1iugunsaldomsdomneduiiiedususn

Y 9



VYUFD. 20-2561

dafvuangfuguaua

(1)

2)

(3)

gunsaldeansveaniedudadainadeanisdmiuiuniedeteyaduiu IdP (Yeanasiu)

= < ! = ! g va v v ! v 174 4 1
Fodugoaneiinenaindeaneiilddududinu (Yemnanen) lngdeyadasliaiunse
Filvasgninedeamandniutesnisdulagldlafuainudugeuaingiaiisnis
S X L4 aa [ 1 ! Y ! = : °
vl gunsalvateniendeansiu IdP HiutesnamdniazdeInedue el unsal
WAeafule

Bnsildanunsafigatlaingldvinisaseuasesingniegun s lvduduiiny
(19w dadayaduniu voice-over-IP (VoIP) nisedia) dadlignluiiuisnisdudusiinu
megunsaldeansvemnidu

o

gunIalfeansveIneBudastududmuiu IdP meTanislaisansnils dielull

(3.1) @31999an1enda1uUasndy (authenticatednritected channel) A IdP
Aa838n15L8199%adU (cryptography) Tnengkariiswadudasgniiuliluiiui
Uaaade (secure storage) ‘Uuq‘dﬂifﬂ (1 keychain storage, trusted platform
module (TPM), trusted execution enviranment (TEE) %58 secure element)

(3.2) Bududinuntulassvrelnsiuriens1say (PSTN) Taeley SIM card

A o o v van S A v Y ' Y] o | M
NIDNYULNN szjmaﬂﬁmﬁ‘LJLaJaﬂJ’aidm“ﬂJgﬂmmﬂ IdP 1U80E;Uﬂimaamﬂaﬂwmau
HNUlASIN8INSANNANS1TUY (SMSiSBLEsS) WU

A v @ Y a Y §iLeiN > aa -1
miauaummummlﬂiml IN13999.BI0NITEAITNITAUINGY

' 1%
v a Y =<

(4.1) mydadeyadumsamivann: IdP desdslayaduniaiis@unuuguludigunsal

Y

¥ U o 1

A0an579IN 198U AU IGP HB958N1INBUNGUTRYATUAINGTIVNIYBINIIMEN

N v |

(4.2) m3dadeyadunisineiedu: IdP desdeloyanuiasistunuuguludalduinig

e

Y- 1

MetomamiEn St IdP dessensneunduteyanuiina1iaingunsaldedans
Yo 190U

(4.3) n1sfanidayadulaeglduinig: IdP desdedeyaduinasiatuuuuduluds
AT ITRAeYeanavan wazdsdoyaifvinuludigunsaldeansyeaniedy
Pty IdP gesselvguinstudunmsdildanumeemiseu

Y

Joymeauiildrounaulnegliuinisdasiinnuenediaies 6 8nvsy wazaraduduay

919323]0)

[y [y

dP-dasivuaisaaineunsuteyaduaingldusnisivlaiifiu 10 unil Yeyaduiled

U
1% o al

wanINTaRnadastieiluteyadunlignses

Y

IdP AesgeuutayasuiineunauIINElduInIsiigsasunellugrsainnivua
iieteaiumislaufuuudeloyath (replay attack)

IdP AB49nlAinalnd1nsuaINnIIUIUATIVDINISTUTUAINURANAIARIUYDNIAUA
Tuvae 3.2.2




YUFD. 20-2561

3.1.3 aunsal OTP UadeiAen (single-factor OTP device)

gunsal OTP JadeLiaa (single-factor OTP device) 1Jugunsalansawas wsogondinas

1%
Y

fifndsuugunanl (1Wu nsdwiiadoudl) dusuadresiaiuuuuldadafen (OTP) gunsal OTP
Uadeiinaussydoya 2 Admsuasesianiu AvA190anylaanuIns (symmetric keyt3plyl
Wasuulamaonoignisldau uaza1 nonce agAsuntawudiuiuaisiigungal OTP gnldisn
nIetdsuuvasniuiiaideqiu flduinsBududinulagidn OTP AUsIniuugUnsal

Tunansma IdP [iadudunauAIauATIden g usumAInu

\ e

gunsal OTP YadeifendalutadevainisBuduimnuiszsian aadldasnisil (something

Y

you have)
v o t:l' (Y wa
%aﬂqﬁu@Lﬂﬂ?ﬂUf’!mﬁ&IUﬂ
?’T]GU'EN OTP é]j ﬂ'J']QJEJ']'JE]EJ'N‘L!@EJ 6 E]ﬂsﬂﬁu LLasmmiu% ,éﬁUﬁﬂ'ViﬂJﬂ

(1) nseIAA1 nonce Nl¥as1e OTP aguuugIUYBILAT (Hine-based) A1 nonce ABdgn

Wigweegadaeyn 2 il war OTP Nasudasaiwasaldmulaiiesnsaies

(2) doanen IdP 145U OTP Anglduinisdeaivissiadu (encryption) titeUesiunisen
“i’faaqua (eavesdropping) tazn1slaudlagauna s (man-in-the-middle attack)

(3) IdP #8939 L7nalnd1nsuIINAINUIURSWRINISTUTUFIAURANATN ATUTDAINUA
Tuvte 3.2.2

3.1.4 gunsal OTP waeUade (multi-factor QTF device)

gunsal OTP waneilade (muli-factor OTP devices) LugUnsalsnsauas wioganauas
ninfavugUnsal (19U Insdnviimasun ~teazaine OTP Wagldusnisduduimnulaglilade
YDINTEUTUAINUN 2 19U TFaH U (Password) 138 aeilaile (fingerprint)

aunsal OTP wanedade dadluiladevesnisBudusnudssian Figlduinisi (something

Y

you have) lngarains OTF Weildusmstududmulaglddaduvesnistududnui 2 Fadutade
Usziam AWElHu3fasg <omething you know) w3 &sifldusnisilu (something you are)

Y _ o a 2 v

dafvuanesnuRuanda

'
LYY P

(1) Uadwroimstududinui 2 desdudadeuszinndangldusniss (something you

Y a

Lknowy#i3e @e7iEldusnisidu (something you are)

AV

ca
=
3e
2
S
pd

() nsandatevesnisdududinuin 2 1Jusiaduansn siasuaInIaads

28natos 6 nan Msaulusudaiivualurde 3.1.1

=

@ nsantadevesnistududinuin 2 1 Dudia n1slvaudiifdaaduliniudeatiivua

Tuvae 3.2.3

(@) A1wey OTP FOANNENIBENNLDY 6 BNUTE LA ?]L“ld]w;hl,a%ﬁﬂﬂﬂm
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(5)

AstuduinuLiazaAse aaskstadevesnistudumnung 2 Uadey

[
&

ﬂiim/lﬂﬂ nonce ‘1/]1"1]?13’]\‘1 OTP E)EJU‘U‘W‘L!%’]UGUENL’J’Q’] (time-based) A7 nonc RN

- N
] v

gniAsuetatiesyn 2 unit way OTP fladstugesannsoldnulfifesndadien

Yoan199 IdP 145y OTP A nlduIn1sdesidnsiadu (encryption) AaU e iy
nsAnveua (eavesdropping) kazn1slaudlaeAunals (man-in-the-middte attack)

IdP #893alAanatndInsuIINAI1UILASIVRINTTUTURIAURANAG2 3199 1UA T

U 3.2.2

3.1.5 ganawlsidnsraautlaleifien (single-factor cryptographic software)

' '
a A

gonAwIsitsaautadeine (single-factor cryptographic software) Aodenlggudusiinu

ﬁvﬁu fUUATWARY (cryptographic key) Bufiuuusinfar wiogunsaldic imsedind

s

IS L b (3 § v CY LY a o Y faa L .
nsBudusaumegeninsidsiaaulladeferinlanIurngn aeiis saaU (cryptographic

protocol) i Mtﬂ%mmsaqmwa%auumammmnmm Fin R PegeNARISIUNTHASY Lads

“UE’JF’YJ’]MV@\W’]EJ@JE]?IE]LL@’Jﬂ@‘UﬁUI‘M IdP LW@Gﬁ’Jf\]ﬁ@Uﬁ’lﬁll"]sdb

ganaulIsiinsiaduladuiien (single-facier g yptographic software) dailutade
Yo sEUSuRInUUTEIAN FWKlTUINIS (something you have)

dafvuangfuaanda

(1

(2)

neyainsadugasgninulluivivuaanse (secure storage) uugunsal (WU keychain

storage, trusted platform niecule,(TPM) %38 trusted execution environment (TEE))

naguansviasugasgnilasiupinnsiindeanlilasueugn Inemiuaw (access control)

Tranunsanfalalaesandi s, SNAruaLvinTy

ﬂﬁJLLQLGZJ ﬁﬁﬁULLs“ﬂtﬁﬂ@i%NVﬂ ENL‘IJMVLUG]’HJ“UEJﬂ’]VIUWU‘L!WWEN&I’W]S%’]‘H NIST Special
Publication 80(C=131A Revision 1 “Transitions: Recommendation for Transitioning
the Use of Ciyptegraphic Algorithms and Key Lengths” Wag @1 challenge nonce
fnstinnuenisiiation 64 On

3.1.6 gunsalidsviasciladewien (single-factor cryptographic device)

gunseitdasiaaulladeiiien (single-factor cryptographic device) Lugunsainldneyus

\WN3adU_(cryprographic key) fiussyeglugunsalieaiiamadnsnlvgududnuniunisiwouse
flununsailatgnig (endpoint) aﬂmmmwaaui’j%EJmmmmﬁﬂﬂmmmewaaumﬁlqaamsﬂ,u
UNT:U {embedded cryptographic key) ) Inelalddadevesnstudusnudy 9 Wi

n1sguduiinusiugunsalitnsiasuladeiedvinlaniunianaueiissiadu (cryptographic
protoeol) WU TRldusnisasaneiietouudeninuignadnain IdP aggunsalldnsiiady wadda
o - A A Y u oA 1% - A A
dornuiiasangleTeumnauaulyl IdP 1ienIvdeuaeileye
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wiIgunsallinsHaduazussrendwIsegntely Jeunnsteseninegunsaliinsiaduy
wagganAuIsidTiaduAe gendwlsnilsegniglugunsalidrswadu (embedded software) figsyr

Y

AunAulag IdP visereanaunsal (issuer)

9 >

E]UﬂiﬂALSUWiMﬂaUﬂ‘\]‘\]EJLﬂEJ’J Jodudadevesnisdududinudsyian E‘N B\l 733N13

Y

i1 (something you have)
dafvuangfugaua

(1) naywasvadudadhianansagniteenaingunsalidsviadula

2 nuuaisiadudesgnieaiuanmsddeildlssueyyn

(3) YINAWIS wﬁqaﬁmduaﬂﬂmmwaau (embedded softiare) datgnatuaulag IdP

=) 4
w3egoeangunsal (issuer)

@ gunsaldsiaduadeifeddandulunuunsgiu FIPS 140-2 sz 1 WIBITAUFINI

(5) ﬂﬁULLQL“UﬁMﬂaULLa”@aﬂaimwﬂ foadulumus JU.‘muf.sﬂ’uﬁwaammgm NIST Special
Publication 800- 131A Revision 1 “Transitions: Recommendation for Transitioning
the Use of Cryptographic Algorithms arid Ke/ Lengths” Waz @1 challenge nonce
fouinuenInEate 64 U6

3.1.7 gandwsidnsiaaunatetalde (multi-factoicryptographic software)

oAU TRaauratslave (multi-facter cryptographic software) Aadsnlddududinu
Aunauasiiadu (cryptographic key) B9f s snanfisn maaﬂﬂmmaﬂmauﬂa %aaummaﬂmm
IshileglivinmsBudusmilaelddadovasnistuduinuil 2 wu sias (password) 138 meiiile

(fingerprint)
nstududnusnegendw s wadurateUadeyinlanunIn N s sWasy (cryptographic
protocol) 13 MEldusn1sasmgdateuudenuigndwnain IdP diegendwIsiinsiady uads

YaANUNasaNeilatanainiinun IdP Wispsiadauasilet

gavaulsiunsuadunatsdady (multi-factor cryptographic software) 4ntdudade

A v W a a Y a a . Y] v ] )
vasmsBududnudivtnn diglduinasil (something you have) Tngazldanuldidiolddadevesnis
guduinui 2 dutuadeussian a904l4usn155 (something you know) #3e &efiflduinis
Ju (somethifig you are)

v o i [ a

?l@fl'lm.lﬂbﬂﬁnﬂﬂﬂma&lﬂﬁ

1) “dadevesnstuduiiaud 2 sauduiladedszianied ”L HUIN133 (something you

know) %39 mmﬂﬁummswu (something you are)

2) nsdindadeassnisdududinui 2 \WusWaduandt swadvandrdendudiavdu

agatiey 6 nanusoilulumudeivualuiide 3.1.1 wazdaigndnindiuiunseves

= U U a ¥ o v Y
NSEUSUSIAURANAIAALTDMRUALURITD 3.2.2

-9-
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=

(3) nsandaduvesnisiududeun 2 1Wudda nsldanuiiifdes
P98 3.2.3

a

Julusudeninualu

(@) nstudumnuLsazase aasliladavasnistududinung 2 Jade

(5) naywadnsadupasgniiuliluiiuiivasesie (secure storage) UugUnsal (1 keyehain

storage, trusted platform module (TPM) #38 trusted execution environment (TEE})

6) nawainadudasgnlesiuainmatfienlidlasueunn Tnealuaw ccess control)
Ianunsatndislalaggendwisinmuamiitu

(7) ﬂiULLf\]L‘SUﬁMaaULLa“’e]aﬂaimwﬂ Feadulumudetmundusiic T5318557% NIST Special
Publication 800-131A Revision 1 “Transitions: Recommendation for Transitioning
the Use of Cryptographic Algorithms and Key Lengths? Wa2@1 challenge nonce
@ﬁmmmaaﬂmﬁaa 64 Un

3.1.8 qﬂnmﬁt‘ﬂ"liﬁaﬁuwmﬂﬂﬁlﬁa (multi-factor cryptographic devices)

vV

gunsalid1siaduvaielade (multi-factor crptographic devices) Wugunsainld

WNSRAdUAI8NYLILTNTAdY (cryptographic key) nodlusigunsal & Fevvarursaldarule
Lmas’fl%mmsauaummu‘lmﬂmﬂmamaamiauaumm W 2

nstuduinumegunsalitnsiadunaleta Tilaniunianaeiissiadu (cryptographic
protocol) wu Mg ldusnisasaneias ouutemnauigndawain IdP segunsaldswadu udads
Tomuiasaeiledoudinduaulit IdP liessIeaeilets

wdingunsalidnsiaduasussavendnisegniely deunnsteseniteeunsalidsvadu
wazgondwIit AR UAe YeandwIsNHsegn1elugUnIalidnsiiadu (embedded software) fegn
AuAxlag IdP

gunsalidnswdunane s (multi-factor cryptographic device) dnidutladeavaanstudu
AnulsELAn AglduInIsasomething you have) lngagldnulaiiialdladuvesnistuduiinu
71 2 Faduladeusdsnn BaRLiusniss (something you know) vie dsiglduinisilu (something

you are)

damuuaricanuauandn

b4
Y

(1) S9Favesnstuduiaud 2 gauduiadeuszinnied ”L U3N155 (something you

Y a

knew) %38 Asfidldu3nsidu (something you are)

AV

(2)nsandadevesnisBududinui 2 \Qusiaduandt swaduandidasdudiavdu

agetoy 6 ndnuIeiluluaiudedimualuiide 3.1.1 uazdaignindndiuiunss
YaaMstuduinuiiananauteivualuiite 3.2.2

=

(3) nsaintadevesnisiududinuin 2 1 Wudia n1slvaudiifgaaduliniudetivua
Tuae 3.2.3
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@) nstudumnuLsazase aasliladavasnistududinung 2 Jade

(6) naywaiadudadlianansagniteenatngunsaliinsviaaula

o

(1) napadhstadugesgniestuanmsitidsililssueygae

(8) NS wﬁlqaamasluaﬂﬂimvmmaau (embedded software) gasgnaziinulag (d!
viseneangunsal (issuer)

9) aunsaldnsiadunanedade deadulunumnnsgiu FIPS 140-2 s96%.2 winseaugendn

(10) nauasiaduuasSanesfiuiliudulunudermundusuetansgiu NIST Special
Publication 800-131A Revision 1 “Transitions: Recommeridadan for Transitioning
the Use of Cryptographic Algorithms and Key Lengths %@ @1 challenge nonce
foulanuenIngate 64 U6

3.2 fanvuaniluvesdenldiudunanu

i < o

3.2.1 fanlgdudunnunduing

q

9-/

IdP é’faﬁmiﬁﬁ@ﬁaa%maﬁﬁﬂaaﬁuﬁaﬂ%uauwmb wensegnuluy wavdaddinaln

Winaeunseseiunsldnudmidduduimudialasuivn M”LSUUﬁmmmw“stuéJu MUY
v3egnuluey

3.2.2 N1SNAVTUIUATIVIINITIUSUANURANAIN

IdP faatinszurunistesiunislaudiuienddy (online guessing attack) WY miwmmmm
dsvuuaen1sdusianiu ae IdP & *ﬂ_ﬂf.wmaumwmmaauaummumwammamaq
%Jm@mmﬂmmauiwiﬁlmmu 100 %3 wnAsuSIwILTAIMue 1dP dasssfunisBudusanu
VI ITUINTTIEAINGET

[
o

3l ‘Waf]aaf‘“ DRFIEEES “’1‘1/1’11‘1/1NFLSU‘USﬂ’]‘iﬂﬂi”ﬂUIsﬁUiﬂ’]iLuaﬂﬂ’]ﬂEJUEJUG]’JG]UN@W&’]@?W?U

N
o /-:1 o .
PUIUNANUA |dP EJ’]?\]LﬁEJfl Lol |aﬂ@<‘lﬂu®<‘lu

(1) Tglduintsnauwuuvingoy CAPTCHA Reaudududinuusazas
(2) mhavemsELsuMAuINTUNATITldUSNsEudumauRanan
(3) geusun1IBUUAIAWAIN IP address TIlHUINTIeBuduMAUdNS I RaUYITIY

3.2.3 N19UTIITE (biometric)

N15194 1 T8R (biometric) 1 aneidatle (fingerprint) dauma (iris) waglunil (facial
. . o (% A v % A I o I Y Y a a Y a
charactelistics) dvsunisdududinu derduladvvesnisdududinudssian Gangldusnng
i (sorniething you are)
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Torauauwuzinsguadull advayunisidaudilifluveuundiia iewinvguansil

1) asluidfusasussianilemaiinniseeusuiiinnann (false matching) Favilifia
awldduledndididedududinufofiinvaimzifounasiigaddiauliad
wazeagnlanAlagUaeulUas¥iilf (spoofing attack)

(2) MsWTeUBUTIR (biometric comparision) agjuuﬁugﬁmmmmmauﬂu (niotibilisid)
Tugnefidadevesnistududnuaiadu Mn1nTeuiisuinderdesafunioly
(deterministic)

(3) msszdunsesnid@nnisldaudalifaunsainlaeegslivednnn

(@) Fandliteindudeyadu FeviliilinTedfidesnisuoufafinuainisalue
288 1du n1salusatsiafieainnisdearslfduiatng nanfummainuazidongs
vonhum wagnmsfunmeuazBngaesasiadie

mewmarateiu NMldnuiiaiivenmun Al
(1) %’;ﬁaéfaqgﬂimLﬂumuwuwaamwuaummuL,., .mawﬂws Tagldsrudu
AvildBuduimussinn Asigléuinisd (somethingyol have) Wity

(2) msiiufegetliigassniunsiiudesngndai Bivasaie (authenticated protected

channel) 5¥1314 IdP uazgunsaifudeya (seisor)

(3) N1981UFINAINGIYUIN15ATANT6T23T CN15UADNLUAIINRA (presentation attack
detection: PAD) W1 N1505703UAI7NH9T90831Nn1MUelEUINTT (liveness detection)

4

@) weluladfildiuTeuiieudfaveiidusnisd
rate (FMR)) lalifin 1 Tu 1,000

q./

=1
RNEY iwmiaamwmwmm (false match

(5) 1dP AB4INARINUIUATIVAINNTELIUFINUMETINA RANaIneg19naLlaglaluiiu 5 A543
Asan2ly nialudu 10 ase nsalAlYIIuN1ITRIITUNISUAULUAITITRA (PAD)

PINASUNNUARINGILAT AP AR HUN1TREN 19T Radl

(5.1) miatednsial 30 '3mﬁﬂ'auaumm1ﬁ§ué’u§hmuﬂ%’jﬁmiﬂ wazLfiun1suiaean
ﬂauauzuwf'v"'uﬂummumqmalﬂLLUU exponential Lsuu NU9IA9YNUDY 30 U
1200 4 wnd 8wt uesfitumusnundivesnsBudusanuiianas

(5.2) sEuinsBudumnunetidauaddvilduinsBuduimengisau
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4.2

4.3
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4. N15USUNSINNISRNITEUTUAINU

nsiWenlesdenldduguainu (authenticator binding)

nseulusdsnlvgudusinu (authenticator binding) Aon1sasaAINENN UG I W T L

Y [

aa Y a A 0§ vaA A YA o W vy o W RS v oo
guinuivlowuifvewliuinis Weihvddmldgudusimuanunsaligudusimnugldiiniga

(%

YMNUA UMY UL e9FN I UTUAIN U A 9T

(1) 1dP dasiiusnudeyadefildduduiinunniungniieulesiulewwudnvesflduinig
Ingagntoegaslsenoume fukasianawmlidudumnugnieslesnulowuis

(2) 1dP desiiusnwideyaifeafiudiuiunsevesnstuduinuianaanaiiios tadidn
FUIUATIVBINSEUTUFIAURANANR UV IAUALUIITD 3.2.0

(3) I1dP fa9ns519a0uTtnvesdanltsudusnuIndulunndanin LevessesuanuULtane
YpeAInlEuduAnu (AAL) szauln

N13gYn1eg gnlasnssy uazidennevasdanldeuduiiny

ganldguduimnuiigae gnlasnssy Wiadevne detiuddmldgudusmundemeonislda

Inglduszasan Aty 1dP FepdslvatiudrdgyiveufUalunsaldslddududnuaymie
gnlasnssy uazdene

[

Poruaneiumsayme grlasnssylasdamevesdimivduduiinu deail

(1) IdP daadalvidvewmedmsusiansuasgymiy gnlasnssy wastdenigvesdenldgudu

AR

(2) 1dP faednlidIdNs8uduAInt £15993035M150U 9 NdnTIvdeuinsenuMsgymiy
anlasNTIUUAzIEET VAN Y B udUMIAUINNELIUTNTNNA 1191935

(3) IdP AB95EIUNNSIEEaTU W ANNDU MIBVINANUAIN MU URIAUNUTNNAIINATIVNUINAIN LY

guduimugayac yalasnssy viseidemne

Y] '

(@) AU IUIRITENUNTAINELDIUNTZAU IAL2 %139 IAL3 UINAIN LI UTUAINUNINUA

©

=3

] [

dmiunisdududinunatgade (multi-factor authentication) agyne gnlasnssu

WIeLdgve IdP dasdniunisiigauiinugldusnisluadnass il IdP e1adniiunisiaa

famuuuuldifuguuuy (abbreviated identity proofing) Taald3§n1s7imunsay
WghsivaeuAuduiusseninsdnugldusnisiudeyauag vdngrunansaud 1dp
weaaulilunsigaddmunsnouniin

NINNEDTG

[

SONMUANEINUNM VLA YVRIEINITEUTUAIN TR

(1) Fwldguduinunmueanedadlianunsaldtuduinula
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[

(2) ieiimsgududinulaglddinldduduiinuinuneiy 1dP aasudsligldusnismnsiuin

Y

A v W 1o & = a ady v o o
miauaummulmmmLuaﬂmﬂmw%waummwmmq

(3) 1dP enstweulesdanldtuduimulmiviedeaignsidnudimiddududinu Tussesiian
M auneundildduiuiinuraslduinisasnuneny

(@) dieglyusmsldnuddildgududnulnl 1dP a1aiinaewdliduduinuatlavud
4.4  nsinaau

nsiiinaeudaldgududinu Aensynnuienlessenitdanldugudnuiulewnuia
Y0 lHUIN3 Lag IdP dasiinaeudsilyguduiinuiui Weiinsallansaiviell

(1) Towuiidgnenidn wu gldusmadedin gadasldusmagnasmuinluiidnuasa
(2) gldusmsrsansiinaeudsiliguduimunsosnidnnsldusmsau IdP
(3) IdP asranulunevdsinlduinisinaeaudilinsanminaeeedp fviun

5. N15USUI5ANNIS session
51 fYarwvuanalu

Tagialuuas Wegldusnsdududinud i3a g.duinisaisazaiunsadifauinig
wimvinanssuae 9 nasantulalagldsndusesiiugudinudi (reauthentication) tiielsiin
AazANtuNIslgUINg

IdP A25WA1TUINITUTUITIANS. Sestion (session management) Tmuzauiiosnin
maﬁué’uﬁ’mwﬂ%’fu‘%mi%ﬂﬂasnﬁulﬂvfﬂf?tﬁv anuldazainderlduinig Turazfinisansiuiu
vosn158usudanuglduinisen (reauthentication) auwmdedosiaulazyinlianuindede
VDINTEUTUAINUBAAS

[

YomnUANEI T NSUITISIANS session (NFENTNISTEw) deall

(1) session 81T EAWNMAIINATHUTUAIAULALABILBIAUNTEIY session QNENLEN
Tagn1sinidn session eratAnaInnsidifanssulag tAndu (inactivity) n1sentan
Tnegldusnng nsowmnn1saldu 9 1 session @1adntunsdeaniulanen1study

Amug2-(reauchentication)

(2) session ﬁa%’wﬁuiwdmwﬂwam%umm;ﬁ%’u‘%ma LU web browser (session subject)
LAZ.RP %30 IdP (session host) Befinaudu (secret) l491uTIAUTEWINS session
subject Wa session host telrglduinisamsnliuinisldedsseiilos Tag session
subject fasuansnuduiinuiesnsouasaslaenss M30NgIUNITATOUATOIAUTUH Y
nalnns1sWadu (cryptographic mechanism)
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[

(3) AruauAltitaules session (session binding) Hdonuun Al

(3.1) Qﬂaiwwuima session host 3¥1319NSUHFUWUS (interaction) fasinazAatu
ﬁuﬁwé’qmﬂmiwaummu

(32)  desgnadatulaiEmsdy

(33)  desgnaunserinbildaulild (invalidate) Iny session subject WK U5

EJﬂLaﬂ session

(34) A239NaUAIN session subject L oflFUTN15DBNAINTPLL (iog out) 3o
Sommuduranegnisliau

35 lesAuBluaonuiiiilivasads wu HTMLS Local Stisce 1Spsannidesonis
TAUAWUY cross-site scripting (XSS)

(3.6) fegndwisesuatngunsalvesyldusnisiudem viiainuUasnsiy (protected
channel)

3.7 demusoneuagldaulilandain
A, 30 Yu wie 60 wit lifiAanssule @ dnduShnsu AALL
8. 12 Falug wie 30 wiit AlaifiRenssln @ Batu dwdu AAL
A, 12 $alue vide 15 Wil Tilififanssula®) Aintu dmsu AAL3

(3.8) dasluausaldaunIuYe AN ESEA19TE NI session host Wag session
subject ﬁlﬂiﬂaaﬂﬁa (insecure camimunication) Lag session ﬁa%fw’fuué’a@

Lignansyauludgpamailadasrdeluniends (W an https Uu http)
5.2 nalnu3nisaanis session (session manazeniant mechanism)
5.2.1 cookies

cookies Ldunalnfifinldd m3w 1319 session wazdinniu (track) fmdrlduinag Tned
Tomuanisidau cockies Aail

(1) gadin (tag) TWangnsastaldlanig HTTPS session
(2) dpsannstiiAsliiasliynues hostnames uay paths Atfpefaainiufials
(3) pasuiin (tag) WEliaunsadndalalag JavaScript (HttpOnly)
(@) msuiin (tag Imumengiilensurianaves session
5.2.2 access token

actess token t9u OAuth ldd1mSvaugalviueundinduidifenguuinisiugius
vesild i T sBududinudie lne RP dadlifiodinisuans OAuth access token Aanisi
glivirasdensanugliuinaegmnliilidyao (signal) Bu 4 Usznau

JAuth access token wae refresh tokens Bu 9 FiAsades grafiantugldaruld (valid)
PA39NAUER session wagKlduiniseenannsldiuseUndiadu
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5.2.3 mssz‘qq‘dniﬂj (device identification)

5.3

A8n1358YaUNTal LY TLS "se token binding 2191111 1da314 session s¥ninaglduiang
wag RP 1ol

NNsgugUAIAULY (reauthentication)

nstuduimnugmuTIaNIMrUAYeLar Ry AAL Aadinduiieguduinldusisding
faougldauey Wufe gldusmsliladuanly Tnglilseanainsyuu (log out)

v '
LYY o <~

fowl session avAugaownuanamIefemenaty ° fliuvinmssaBuiuiausifioss
01gmsldnu session Taef3snseil

(1) 52U AALT : Budusmulneldtasovasnstuduimuetnatos it o

(2) sEeu AAL2 : Buduminulagldsiaauanin (memorized setret) ¥50%25iR (biometric)

(3) susiu AALS : Budusnnulngldtasbvesnstusuinumisa

6. WUIMINNISATNUATLAU AAL valssiiilng

WUINIINITAINUATERU AAL V99UsemnalnaNniin1shuesesu 7 AL sandu 2 sysudes Tawn seeu

AAL2.1 WALSERU AAL2.2 ENUNSOLAASLARINAISIN 1
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LUINIINISAINUATEAU AAL VaeUsenalng
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Jannun

AAL1

AAL2.1

AAL2.2

AAL3

Y AVDIFN I UTUFIAUNEIUITD

14la

giinvesdaildfudufauyin

Tadlanidsnnsdonsioluil

® memorized secret

® out-of-band devices

® SF OTP device

® SF cryptographic
software

® SF cryptographic device

o Fafildfuduinueindu
Tuszeu AAL2 waz AAL3

siinvesdafilifuduiaueialaia
wilnddensellil
® MF OTP device
® MF cryptographic software
® memorized secret 311U
- out-of-band device %39
- SF OTP device %38
- SF cryptographic software %39
- SF cryptographic device
o FafildButusnuriingu
Tuszdu AAL3

F0R (biometric) Srufurinvodis
Aldtususmnuinlavfianilean
fdendeluil
® MF OTP device
® MF cryptographic.cof ware
® memorized.secret S35 U
- out-oftband'devite %39
55 OTP_Gavice a®
{SF Cryptographic software %38
- Sk cryptographic device
o FufildBudusauriingy «
Tuszéu AAL3

wiipmAsiliotiushnuinlni
wisvans@anaelin
®\/F cryptographic device
¢ SF cryptographic device 93U
memorized secret
® MF OTP device 33U
SF cryptographic device
® MF OTP device 33U
SF cryptographic software
® SF OTP device 571U
MF cryptographic software
® SF OTP device 571U
SF cryptographic software way

memorized secret

ASEUTURIN U

agUeenn, 3D Ju

g1 igenn 12 $Ilu vive
30aninladdifanssule o ety

agNleenn 12 Tlus vise
30 wifimnladinanssule o 1Ay

agnteenn 12 Tilus vise
15 wiimnbififanssula 9 AaTu

, lneglduinig lneglduinig lneglduinig
nstasiunislandlaeaunals (man- 96Ty wTu Ty Fudu
in-the-middle attack) ¥@3¥0In9NlY
Fudatayasgningl¥uinisuas IdP

o a | v Y \ < < < =
nsdasiiumslanfuuudsdoyad ALl Ay Ay udu
(replay attack) vosasTilgE UG Il L
Astlaatiu IdP Uasau Taigndu Taigdu Tl Fudu

(IdP impersonation attack)
YodnliEuT s

NUWR;: SF §a3131n “single-factor” wag MF 8811310 “multi-factor”
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