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CONFIGURATION FOR IDENTITY PROVIDER

1. A7UADINT5VDY IDP (IDP REQUIREMENT)

ANFEINNSUY IdP Axdpdiszuuiisessu OpenlD Connect 1.0 Useinw Authentication Code
Ingld Protocol OpenlD Connect 1.0 waxdl Field 483 ID token mflm’faﬁ’mumialﬂﬁ openid, profile,
profile_kyc uaglasunisnsraasuiuuinsgiunisameleu Identity Assurance Level (IAL) uaznis
gudusiimu Authentication Assurance Level (AAL) 9ndinauimungsnssunisdiannsetind
(29ANITUMIWY) (ANTD.) Ims;jﬁ%?juﬁwmﬂu;ﬂﬁu%mié’mé’ﬂwaiﬁ?uazé]’mﬁ'izuuam%’umiﬁﬂmmaq
OpenlID Connect 1.0 LﬁaL%auGiaﬁU ETDA Connect

1.1 JunUNaUNISLIBRBNU ETDA Connect

IdP $aeviinseen Client ID wag Client Secret T ETDA Connect wisldlunsidourase

OpenlD Connect 1.0 Iy ETDA Connect 9z Redirect URL #l4luns¥u Authentication Code

Tviu 1dP

1.1.1 4ayadl ETDA Connect azfasdalitiu Idp

WI50L903 ANB5UY

URL #Al4lun15%u Authentication Code

Redirect URL

1.1.2 Yoyai 1dP azddl#iu ETDA Connect

W150L905 wWsEmes (nwlne) ANasUNY

IdP Name (TH)
IdP Name (EN)
IdP Short Name
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Address
Sub-District
District

City

Post Code
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Favureau (lne)
Fau891u (English)
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CONFIGURATION FOR IDENTITY PROVIDER

W15TLm03 wWsEmes (Mwlne) ANasUNY

Client ID

Client Secret

IdP Logo

Authorization Endpoint

Token Endpoint

JWKs Endpoint

Issuer

Discovery Endpoint
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Client ID fioanlsifu ETDA Connect

Client Secret fipanl#iiu ETDA Connect T4l
N1598 ID Token
3UN W logo v@3 IdP

URL #l414luns Redirect user TuvnisBusu
fnu

URL #l4lunnsii Authorization Code luuanidu
ID Token

URL #isidoya JWKs i
https://tools.ietf.org/html/draft-ietf-jose-json-
web-signature-41

%aé’aaﬂ Id Token

= A v )
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CONFIGURATION FOR IDENTITY PROVIDE

2. MESSAGE FLOW

R

2.1 ATUIUNITHINUVDINTTEUTUAIAUNISDIANNTatindlaail ETDA Connect

User

(web browser)

ETDA Connect

(a) gldarmdnlduinisuas RP N

- >
o . o
1] (b) RP redirect §l¥a1ulud ETDA Connects I
”

 (c) ETDA Connect udna Link vag Idp Tvidldsnudan
o~ (d) dl¥suden IdP AfissmsBuduianu _
Q_ Lg
2 ) . e
et () ETDA Connect redirect fléls1uluds IdP fiLdan

(0 1dP Tigfldaududuiony
© o v
a (e) fldsrutiudusinau
g
v

C (h) IdP &4 authentication code T#iiU ETDA Connect
-
&
bt (i) ETDA Connect d4 auythentication code T#ifiu RP situmng web browser
o0 (i) RP request token @28 authentication code I
[oR <
L% (k) ETDA Connect request id|{token #ias authentication code
© (U 1dP &4 id token 1%fiu ETDA Connect > I
a (m) ETDA Connect &4 id token lifiu RP
b ;
vy <

(n) augalidldandalduingg
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CONFIGURATION FOR IDENTITY PROVIDER

2.2 JUABUNISNIUVINISBUTUAINUNIDIEaNNTatindlaedl ETDA Connect

1. glduiian URL ¥4 Relying Party teidlda1ussuus1ume Web Browser
2. Relying Party vinnnsfesvenisudusinugldnuludsssuu ETDA Connect wiauviarimug

o Joulalunisuans IdP List 1wy Level of Assurance (LoA) Wudy wag

° ﬁaauﬁamﬁagaﬁ Relying Party #84n15 19U 98 UINEANS LasNUIELavUsEdnen
Uszwvu (unsdidesnsteyaiiieszyldinduyanala) wie deyauszneunis
Fuduni13§9ngnén (Know Your Customer: KYO) 1udiu #eil a1afinsifiuifia
seaviBundiaiiule

3. 53U ETDA Connect yinm3snsavasunaadfves 1dP uazdoyaidndudenisuanisionis
Identity Provider (IdP List) Tigenndasiuideulalunisuans [dP List 7 Relying Party #8303

4. gldnuyinisiden Identity Provider fFosnsiudusnu
A bdarugn redirect LUg4 Identity Provider fden W%’amwamﬁam%;&aﬁ Relying Party
ADINTT
Identity Provider vinn1sgugusiinugldanu

7. FlduinisBududnu minnsBududanudi3a Identity Provider azsiosuanidoyaves
fduuuniiine nieuisliglidusuanugndestesoyauazBusan (Consent) lun1silinue
Gi’fajﬂal,m' Relying Party

8. Wedldemdusurugniesesteyauasiusounmedoyauds §ldnugn redirect Tud ETDA
Connect w¥aunansiudusinu Fasenin Authentication code TWiu ETDA Connect

9. ETDA Connect ¥NA15d3 Authentication code 19U Relying Party #1113 Web Browser

10. Relying Party ¥11n15v8¥aya31n Identity Provider lagn1sas Authentication code TUgs ETDA
Connect

11. ETDA Connect 11 Authentication Code l#3ua1n Relying Party deluUgs Identity Provider
[ievetoya

12. Identity Provider #533@8U Authentication Code #1110 Authentication Code Qﬂéfaﬂ Identity
Provider azdsdayaunds ETDA Connect §9138n91 Assertion Tnsnsszydeyalilu ID Token
9 Assertion ﬁaagﬂmmaﬁa%a@Lﬁﬂmaﬁﬂﬁﬁwq@m}dmﬁa (Private key) U84 Identity
Provider

13. ETDA Connect ¥1N13A533@8U Assertion kagyin1sastoyadann Assertion 84 IdP IGHRGEGR
Assertion flasaneflededidnnseiinddnads fenauadaud (Private key) 983 ETDA Connect
w&191ntiu ETDA Connect 93915 redirect Hlgnunsau Assertion LUgs Relying Party

14. Relying Party ¥nn15n333aau Assertion 319n#41131n ETDA Connect Uag Identity Provider
339 ¥ Assertion gn#ad Relying Party ﬁmmaaL%ﬁ@l@ﬁﬂ@"h’f@ﬂﬂé’ﬁﬁﬂﬁﬁué’uﬁmuué’aﬁ’u
Identity Provider wavousmligldanudnldssuula
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CONFIGURATION FOR IDENTITY PROVIDER

gl A v [

2.3 JunauNIsTuduAInUNIIBannIatndfinedtasiu IdP daesalul

Aldaudnfaivledaes RP Wisvalduinis anntudldaunaluunivled RP iievetududiinuriu
52UV ETDA Connect 9101y RP 927113 redirect ntiniuusnwesludminaetudusimuvassyuy
ETDA Connect Lﬁ@lﬁ@%’ﬂmlﬁaﬂ IdP Tnen15as Authentication Request

2.3.1 YunduNIsLaan IdP

User
ETDA Connect
(web browser)

(c) ETDA Connect wan4 Link waft IdP Tigldaudan

%

(d) dldarwiden 1P ffeensiiuduimnau

Step 2

(e) ETDA Connect radiract Bﬁﬁmulﬂgﬂ IdP #idan

e ——

— .

(C) 5¥UU ETDA Connect kane318n15 IdP Tldewden (d) lnedldanwden IdP lagadn Link
518015984 IdP 71E{l¥eufesn1sBududinu (e) 31ntu seuy ETDA Connect g redirect nti1 web
browser ¢3g HTTP GET lngfinnsnilines dastaluil

/79819 HTTP Request

GET https://idp.example.com/authorize?
response_type=code
&client_id=ae2fdDyld8asUW8sFIEfOw
&redirect _uri= https://proxyl.auth.teda.th/proxy/v1/callback
&scope=openid%20profile
&state=usf3svanojasfninm6kg9s

&prompt=login%20consent

A0 UENIALNDS
w158ne3 Required |518azid8n
response_type Required fuunadu “code”
client_id Required | Identifier ¥8358UU ETDA Connect flasnzideulifuseuu Idp
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CONFIGURATION FOR IDENTITY PROVIDER

a ¢ . =

WITNAADS Required | 918821980

scope Required | vaulwnuasloyail RP Sa3v0 tnuAves scope limnumiy
openid%20 wagnudeyaveulnvestayaivunlurinte 5.4
W profile %39 profile_kyc

redirect_uri Required | fmuaAndu HTTP endpiont (URL) U8338UU ETDA Connect
14dm3u redirect nauluds Viuleswessyuu ETDA Connect
dionsBudusinuiaiadu

state Required | string Tlun1snsiagauamudunussening request AU
response Na5190UINITTUU ETDA Connect fiu IdP

prompt Required Timumuaandu “login consent ”

2.3.2 IdP azds Authentication Code T9inuszuu ETDA Connect

User
(web browser)

ETDA Connect

(0 1dP Tigfldisnubuduianu

a
%

(e) fldnubududnnu

Step 3

(h) IdP d»i authEntlcatlon code T##fiU ETDA Connect|

>

(f) 1dP azuansieialvgldnuududn (¢) ndugldnuihnsdududinuuunt web

browser {1uvin login ¥8¢ 1dP yngldnuguduiinugnaaal (h) IdP 9zds authentication code

nauludesguu ETDA Connect @@ HTTP GET lnegfinisnilinasnasa bl

f729819 HTTP Request

GET https://openidl.digitalid.or.th/callback?
code=SpxlOBeZQQYbYS6WxSbIA

&state=usf3svanojasfninm6kg9s

AMsUNENWITTMDS
a 4 5 =
NIAIULADI Required | s18azLaen
code Required | authentication code #lasuan IdP
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CONFIGURATION FOR IDENTITY PROVIDER

a < . =
NIIULADI Required | s18azLa8n

state Required | string Mlglun 15 s19dUANENRUS NI request AU

response Md@319UUINTzUU ETDA Connect

9101l ETDA Connect @4 Authentication Code 81un1a Web Browser 1% RP 91ntuiile RP Y498
%’aga ID Token a1nlUgls ETDA Connect $ne Authentication Code

2.3.3 53UV ETDA Connect asvataya ID Token 210 IdP

L ETDA G t
onnec
(web browser)
| | |

i
|
I(IO ETDA Connect request id #28 authentication Codel
4

52UV ETDA Connect $osvadaya ID Token 311 IdP lagn1sads HTTP POST wiaufmuanisnilines
“Authorization luguwes “header muﬁlﬁzq‘lummgm HTTP Basic Authentication Wz Oauth 2.0
section 2.3.1 %QW’]iWﬁma’%ﬂfﬁ]zgﬂ Encode #1e Base6d)client id + ”:”+client secret ¥0353UU
ETDA Connect

Step 5

f729819 HTTP Request

POST https://idp.example.com/oauth/token HTTP/1.1
Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization code
code=SpIxlOBeZQQYbYS6WxSbIA
redirect_uri= https://proxyl.auth.teda.th/proxy/v1/callback

AN95UN8AT WISTLNDS

a -4 a =
WIFIHULNDI Required IYATLIYA
grant_type Required mmuaAdu “authorization code”
code Required Authentication Code 7l#5ua1n IdP

ETDA | Electronic Transactions Development Agency (Public Organization) i 11
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CONFIGURATION FOR IDENTITY PROVIDER

redirect _uri Required HTTPS URL ¥®¢ ETDA Connect I‘i’fizu‘tfawm
dmudsteya assertion nauNga RP 1191 Aves
redirect_uri avfoalu URL Masmeidoulingu
IdP

2.3.4 1dP dedaya ID Token Toifiu ETDA Connect

- ETDA C it
onnec
(web browser)
(]
(1) IdP ds ID Token 1vfiu ETDA Connect |

IdP dadaya Assertion (1138819 HTTP Response fuen4) 1ésszuu ETDA Connect & Tu

Step 6

Assertion #4na13 § 1D Token (id_token) gnsusedlaenisasaneilovediannselindiiennyuadiuda
(Private key) 484 IJPETDA Connect & ID Token iU RP uagousdlvigldeudnldusns

§179819n1589 HTTP Response ¥84 IdP

Content-Type: application/json

Cache-Control: no-cache, no-store

Pragma: no-cache

{

"access_token":"SIAV32hkKG",

"token_type":"Bearer",

"expires_in":3600,
"id_token":"eyJONiJ9.eyJ1cl6ljlifX0.DeWtdQuZXso ...",

}

AN9SUNEAINISITNDS

W158ne3 Required s18azdun

access_token Required \Ju token Lﬁaﬁl%}lfff’l5%%’13%%%1361%’1ﬂ;ﬂﬁﬂ%ﬂ’liﬁm5] il
\Wof access token Aina11 Fseonlilay IdP

ETDA | Electronic Transactions Development Agency (Public Organization) i 12



CONFIGURATION FOR IDENTITY PROVIDER

W158ne3 Required 1981380
token_type Required fmunA Ll Bearer Laue
expires_in Required 918150974783 access_token Tszazanduiuididuain

LIAUBINITLINETII access_token

id_token Required Toyadnanualvasldaueglusuwuu JWT USON Web Token)
gNTuUTeIMNUYNABIATUNIU (Integrity) lngasaneilondvianie
2

LA (Private Key) v03 IdP

(%
v

st Tunsdififinisrivun scope Bu “openid profile” s1enstoyavesildenily id token azgn
Smuaani 115197 5.4.1 dusunsaifitinue scope Wu “openid profile_kyc” iieldlunszuiunis
¥¥ngnfn (KYC : Know Your Customer) s1emsdeyavesilénulu id_token azgnrimuamia sms1edl
54.2

y&aIntu ETDA Connect ¥11n13ds ID Token Tty RP uax RP azoyaalildnudnld

USN5lUTEUUVaY RP

3. CONFIGURATION w24 IDP wiagasn1sidausaiiu ETDA CONNECT

Tunsi IdP fiegluinsfigaviuayudiusinuriu ETDA Connect iy 0P $1dusosUiuuss
seuulianunsadeasiu ETDA Connect 11 #elusinaaa OpenlD Connect (OIDC) Tag IdP
dnudiosrinnun Configurations wazsnen1sdeyadmsu Response Iimunzauuazaenadosiusanis
Joyalun1s Request #il#¥U91n ETDA Connect i Minimum Requirerent Feeluil

3.1 Discovery Document

Tu OpeniD Protocol 1u ETDA Connect 3 IdP aunsafwuaseazidelumaidousodeya
k11 URL (Discovery Document) IUE‘ULL‘U‘U https://{ldP _URL}/.well-known/openid-configuration
\iielsf ETDA Connectlfiudeyalunisiensieszuy nedeyalu Discovery Document 9553y
endpoint wazidnueIrmsnesa1e 9 o1ty Famsasioluil

w15 8nes Required  anfifviuadnsu IdP

issuer Required https://idp.example.com
authorization_endpoint Required https://idp.example.com/authorize
token_endpoint Required https://idp.example.com/token

ETDA | Electronic Transactions Development Agency (Public Organization) el 13




CONFIGURATION FOR IDENTITY PROVIDER

w15 8nes Required  Afifviuadnsu IdP
jwks _uri Required https://idp.example.com/jwks
scopes_supported Required ® openid
® profile
(Mo il scope uanmionnilszyly
'ixqﬁ'mm)
response_types supported Required ® code
grant_types_supported Required ® authorization code
subject_types_supported Required ® public
id_token_signing_alg_values_  Required ® RS256
supported ® RS384
® RS512
® FS256
® [£S334
® ES512
claims_supported Required 91989910 M5 eRnaudRvestonIy 3.4.1 uay -
3.4.2

f29819015 Request Discovery Endpoint

GET https://idp.example.com/.well-known/openid-configuration

f79819289N15 Response Discovery Document

HTTP/1.1 200 OK
Content-Type: application/json
{
"issuer":
"https://idp.example.com”,
"authorization_endpoint™:
"https://idp.example.com/authorize",

"token_endpoint":

ETDA | Electronic Transactions Development Agency (Public Organization) i 14



CONFIGURATION FOR IDENTITY PROVIDER

"https://idp.example.com/token",
"jwks_uri":
"https://idp.example.com/jwks",
"response types supported":
["code"],
"subject types supported":
["public"],
"grant_types supported":
["authorization code"],
"id_token signing alg values supported":
["'RS256", "RS384", "RS512", "ES256", "ES384", "ES512"],
"claims_supported":

non non n

["sub", "iss", "auth_time", "acr",

"given _name", "family _name", "national_id", "passport_number", "acr",
"https://ETDA Connect.example.com/info/claims"

]

}

3.3 ID Token

Uoya id_token azagluzuuy JSON Web Signature (JWS) 9zUsznausigtaya 3 @ baun
d1u Header @u Payload tag @iu Signature

3.3.1 49U Header

518n13%0ya Required 518821980

typ Required sULUUDY ID Token Tifvuaidu “JwWT”

alg Required mdwesiuunsana3fiuildlunszuiunis hashing uas
NSLNSIEAU

“RS256” = RSA using SHA-256 hash algorithm
“RS384” = RSA using SHA-384 hash algorithm
“RS512” = RSA using SHA-512 hash algorithm
“ES256” = Elliptic Curve using SHA-256 hash algorithm
“ES384” = Elliptic Curve using SHA-384 hash algorithm
“ES512” = Elliptic Curve using SHA-512 hash algorithm

ETDA | Electronic Transactions Development Agency (Public Organization) i1 15



CONFIGURATION FOR IDENTITY PROVIDER

s18n15Uaya Required e EGHGEE)

x5¢ Optional X.509 Public Key Certificate 50 Certificate Chain ﬁL‘fJqu
nauanllunsasaeiledendva
X PAIER) 57an75?7’a%/a§ @w/i?ﬂngfumau () IdP &4 ID
Token 1%y ETDA Connect

3.3.2 §9u Payload

518n13%0ya Required EEGHGEN

iss Required Identifier maaﬁmauﬁauﬂa id_token n&u (IdP / ETDA
Connect) Inefmunguuuuidu https url

sub Required Unique ID 310 IDP

aud Required ETDA Connect Client ID

exp Required ToyaIaImMuAe1gYas ID Token aglusukuuves

UNIX timestamp

iat Required foyanaues ID Token vnrdignadnetu oglu
FULUUUDY UNIX timestamp

acr Required 384 1AL, AAL

1 a

WANWBINTIINMITTRLAN AT AUULY  I51enisTeyaiiieddesiugldau Wy e g Blwa

Y

Yol Fuegiunsimuanisines scope Tutumau (b) mnimun scope W profile a2
e sfeyaiuifnnunsns 5.5.1 uagiiniviua scope Wu profile_kyc vdl s1en1sdeyaiiiniiia
AT 5.5.2

3.3.3 @2u Signature

'
A a & a [ Y

aneievesiannselindly JWS agilzuuunuansiuluduegiudanesiu (Algorithm) 91 1dP 14lun1s

A ac

asaneileTedlannsefing Wy RSA Lﬁuéfu

2

198149 ID Token # IdP &ds13f ETDA Connect

HEADER
{
"alg": "RS256",
"typ": "JWT,

ETDA | Electronic Transactions Development Agency (Public Organization) i1 16



CONFIGURATION FOR IDENTITY PROVIDER

"x5¢": ["MIIDQjCCAIgeAWIBAGIGATZ/FULIMAOGCSqGSIb3D ... BgLdEWrRNjZkAZVvb3du6/KFUJhegw
NTrZEjYx8 OuH0aBsXBTWVU+4=", "MIIE+zCCBGSgAWIBAgICAQOWDQYJKoZIhveNAQEFBQ ... Awgbsx
JDAIBgNVBACTTmMV0d29yazEXMBUGA1UNIcNQsxTXdMwzzjsvI"]

}

PAYLOAD

"iss": " http://idp01.com”,

"sub": "114386995432676543513",

"aud": "dcd27ugdnojetqu8elkf8p8vatsbnd55”,
"exp": 1519798006,

"iat": 1519794406,

"given_name": "Somchai",

"family name": Wahnponsg,

"national _id": 4724747767301,

"passport_number": AA7562739

SIGNATURE

dLP19D4Ho) 6E-OvAsufmli8C58LISHpCO1VFOFKnJe5rW20egUxnzWENASPxd2F5FHX7quOHTKVZw
1EtpQjGdAuaVAfl5e42vIBANDPPMymcsLC2zKthDCnYud6cN7ciemI7vx9ysmyrmVRgT-Jen9JRL6FTdv
3QH_DQHLAaPClw- fAFVYVZz7k8pEGJ2wQL8RANMF2zil-bG8tZmAWAOWGZB  sjofCmmiwHrXmWa
QduS9ceSpRbdDNngcjs8IOwWTqoA4dfgel 147Vzc6HFAVQ

3.4 dayadmiumsldauuinisvasdldauy
IdP 9gmU assertion naUlA ETDA Connect #a431n7l491uvinn1s Usetanvesdayaniuds
ausannualaaingluwuy (Profile) Tayaniinualilud1¥esvenisdududinu (Authentication

Request) la
1) sUuuu (Profile) vesmstududinu (Authentication)
2) guuuu (Profile) va3n1333ngna (KYC)

Inefisrensteyanmiseissialuil

ETDA | Electronic Transactions Development Agency (Public Organization) Wi 17



CONFIGURATION FOR IDENTITY PROVIDER

131971 3.4.1 S18n138eyalu id_token arviun scope 1Wu “profile” ldmiunistudusin
(Authentication)

No. Short Name A195UNY Required / Optional
1 given_name string o Required
2 family_name string  Ww@Na Required
3 national id string  tauUsEAdIUTE v Required

(nsalymnaildawiing)

4 passport_number string NEDLAUN Required
(nseluAAARIYIF)

L ¥

131971 3.4.2 S18n159eyalu id_token Warfviun scope 1Uu “profile_kyc” lddmiunisidngnén

(KYQ)

Short Name AN95UNY Required / Optional
1 given_name string Fo Required
2 family_name string  Ww@ENg Required
3 national_id string  1@vUsEINGIUTEI YU Required
(nsdlypraiiidywdlne)
4 passport_ number string  WTNABLALNIY Required
(NSElUAMARIIYIF)
6 birthdate string U Ao UiAa Required
7  address JSON  flegilende Required
object
7.1 formatted string ﬁagj (LifilAs9a5n9) Optional
7.2 street _address string ﬁ’ﬂuLa‘U‘ﬁ , AU, FINUA Optional
7.3 locality string  LW§/87L08 Required
7.4 region string  99im Required
7.5 postal code string  sWaluswdld Optional
7.6 country string  Usene Optional
8 career string 1T Required
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CONFIGURATION FOR IDENTITY PROVIDER

Short Name Type A195UNY Required / Optional
9 business_address JSON  @1uyinay Required
object
9.1 formatted string ﬁagj (Lifilps9a3n9) Optional
9.2 street address string thuiaedi , DU, fUA Optional
9.3 locality string  LU#/81LAD Required
9.4 region string IR Required
9.5 postal code string  sWalUTwild Optional
9.6 country string  Ussine Optional
10 phone number  string  vNBLEULNIANY Required
11  email string  Blua Required

3.5 JWK (JSON Web Key)

JWK (JSON Web Key fis Agildlunisiusesdeya gninluldnsiaaeudoyadilésuan idp Tne
RP agvinsi3enlusa JWKS Endpoint definnsndwmesuas Public Key futeluil

W1513Lna35 Required  s1azidun

alg Required  dane3fiuveddd Auualnly “RS256”

kty Required  wflaweadd dvuadu “RS”

use Required  nskieuvesddulddmsunmsasuuiuses Avuadu “sig”
x5¢ Required  x.509 Certificate Chain

e Required A1 exponent U89 pem

n Required A1 modulus ¥83 pem

kid Required Ananeitligiuvesid (unique identifier)

x5t Optional Thumbprint 9849 x.509 Certificate (SHA-1 thumbprint)

79819015 Response ¥4 JWK

{
"keys": [
{
"alg": "RS256",
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CONFIGURATION FOR IDENTITY PROVIDER

"kty": "RSA",
"use": "sig",
"x5¢": [
"MIICszfY3BRITPK8XmMMmQwtlvLUulPMttNCs7niCYkSiUv2sc2mlqli3lashGkkgmo-=......"
I
‘n" " TMDg7pOWm_zHtF53gbVENoejj ytspMmGW7yMRxzUqgxcAgqOBpV......... "
"e": "AQAB',
"kid": "NjVBRjYSMDICMUIWNzU4RTA2QzZFMDQ4QzQ2MDAyQjVDNjk1RTM2Qg",
"x5t": "NjVBRjYSMDICMUIWNzU4RTA2QzZFMDQ4QzQ2MDAYQjVDNjk1RTM2Qg"
}

1}

4. YaAULINAUTIRANAIN ERROR RESPONSE

A v v a a 59 o =
IUﬂiz‘U’JUﬂWiEJUEJUWNI‘UVlN@Lﬁﬂ%iEJUHﬁﬂ'JEJIUiIG]ﬂE)a OpenlID Connect mmmwamaaﬂu

nsuAINaUTIRANAIR (Error Response) 984 Authentication Request lagilfioanuuanisiines
Ao Uil

a -4 a =
WIS LA D3 Required | 31gaztden
error Required Error code WASeWAveITaRANIANAAYY
error_description Optional Tlunsuanssvaidendeianainvesszuy Tuguiuy text
state Required string 19luN19M 5198 UANLEUNUGTENING request AU
response
error_uri Optional URI iiloudstayaves Error 7isyy lageglusuiuu Webpage

ETDA | Electronic Transactions Development Agency (Public Organization) el 20



CONFIGURATION FOR IDENTITY PROVIDER

@19819 Error Response wad Authentication Request

HTTP/1.1 302 Found

error=invalid_request

&error_description=

&state=af0ifjsldkj

Location: https://rp.example.org/callback?

Unsupported%20response type%20value

duunnilweslunisudsnduteranain (error response) asnsasey Error code lAdan1314

molull
Error code A195UY HTTP Return Code
invalid_request Sﬁazﬂa request lﬂigﬂéfaﬁ 302
unauthorized client Client lulasuaugslisavasy 302
Wiy
unsupported_response_type | Server lisaafunsiesvenuiisyy 302
invalid_scope Uoya Scope N3pevpliignaas 13810 302
e
server_error WUTDRANAINVDY Server 500
(Return Error 500 Internal Server
Error Losanldaiuisadenisniines
% Client §nunng HTTP Redirect 1¢)
temporarily unavailable WUTDRANAIATDY Server LBaIN 503
Server li@usa9995unse Load 14
w398gTenINNn1sUTulse Server
(Return Error 503 Service
Unavailable tHlasannldasnsods
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CONFIGURATION FOR IDENTITY PROVIDER

W59 Client Wunng HTTP
Redirect 1)

interaction_required Authorization Server 930159 302
AlEusnsvihnstuduinusu
wuunlasy w3e vtiee Yoya Error 1
a1agnasnaulunsalfl Parameter

o < LS
Prompt gninuay none st
mnudtlianunsadniunssela

login required Authorization Server faan15L% 302
Hlgusnsvinstudusanu Jeya Error
&5 | 1Y) aa
flenagndendulunsali Parameter

o [ A [y
Prompt gnn1numLUl none N1T8UBU

fnuddldanunsasndunisesle

consent_required Authorization Server fiasn15i 302
fdusnmsihmstugewiieliteya
Error do1agndsndulunsdiil

Parameter Prompt Qﬂﬁ’mumﬂu

none N1slyideyadtliannse

Afiunisnala
invalid_request_uri Gé’faﬁ,ﬂa request_uri lu'gﬂéfm 400
invalid_request_object Sﬁazga request_object higﬂéfaﬂ 302

lunszuaumstuduimaumediannselindmelusinaea OpenlD MvuuasIvavtdsnlunITLI
naudeiinnain (Error Response) 109 Token Request Tngilsiasriuanisimaiasmaluil
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CONFIGURATION FOR IDENTITY PROVIDER

HTTP/1.1 400 Bad Request
Content-Type: application/json
Cache-Control: no-store

Pragma: no-cache

{
"error”: "invalid_request”
}
Error code A193U"Y HTTP Return Code
invalid_request Sﬁa;ﬂa request lﬂigﬂéfaﬂ 400
invalid_client Toya client ligndes vise lisessuns 401
W/N1350sven client sey
invalid_grant Uoya authorization code ligndowmse 400
NUAB"Y
unauthorized_client Client llasuaygnlvisasvenieisnisi 400
etAl
unsupported_grant_type Authorization Server 14i5943U grant 400
type fufIsEy
invalid_scope Uoya Scope N3pevpliignaas W3aw1a 400
e
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CONFIGURATION FOR IDENTITY PROVIDER

AAKUIN N. JULUULAE TN UAYBINITLADS

NSINUAANYRINITIEWMES aunsammvuarlanugULuUAwalUll

Fowrsdwes Data Type Validate format Min | Max
response_type string {“code”} - -
client_id string az A-Z 09 32 100
(ETDA Connect) )
scope string {“openid”, “profile”, “profile_kyc”} - -
redirect_uri string https URL format 10 250
state string a-z A-Z 09 10 100
prompt string {“login consent”} - -
acr_values string urnididiial{l 1,1 2,1 3,2 1,2 2,2 3,3} | - -

urn:did:aali{1, 2 1,2 2, 3}

urn:did:sector:[sector name]

urn:did:idp:[IdP short name]
code string a-z A-Z 09 10 100
expire_in string 0-9 5 100
grant_type string {“authorization_code”} - -
access_token string nsaldu string - -

or JWT a-z A-Z 09
nstdu JWT
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CONFIGURATION FOR IDENTITY PROVIDER

Fowrsdwas Data Type Validate format Min | Max
[a-z A-Z 0-9]n.[a-z A-Z 0-9]n.[a-z A-Z
0-9In
wal Zfléﬂgz

e lunedunl Valdiate format Wlefin1sszumluesemung { } Winsaaauavesisdwesiidulunuei
MvualunIemug { } Wity
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