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|
|
|
|
|
|
|
|
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|
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(SHA256) Tun15.915%adU wazdinis Hash Voter Address @41t blockchain Aesina819mu Link : https://jfinscan.com/txs
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1. Super user fintifiass Administrator Imaﬁmﬁ%ﬁ%’wmmLaﬂmiLLuU@jﬁa %1 3 AGM Backoffice Manual.pdf Link : AGM
Backoffice Manual.pdf

2. Administrator %38 fmuauszuy Sihilufmunanslumsdausyusine

3. End User 30 ffasazuuu futhiiasnsiuulunszenag Tneandsed Super user whduflanansaadhs user gaiuaussuuld
Forfmun AMo3U1E ATUENINSATBISEUUNITAIAZILY 1198 U3TY Tinmsulsuensiunantiii (Segregation of Duties) U84
ninau wazANNSURnveuvesumlsny Tae dnswiaduiiu wu 9 security, s Network, #is Operation AnslenasHUU
14.1 msensimuadvdseyeea pdf

14.1 miwmiﬁmum%méﬁ&Juﬂﬂa.pdf
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3. seuea1seiun1sldanu (lockout duration) Usysnas 1wl

12. anusiupsasademanienin (Physical Security)

Tngusyasd

WalrsEuunsaInLwuuiinIs s uns an 5193 UAINU NI UL AL N IRBNS ALISVBITEUUNTAIALMULLARANULEEYNY

12.1 - s¥UUnNsg
ANATLUUTBISU
ANSAFIIIUNNT

STUUNITAIAL UL
35N19M529UNITLIND 9NN
180N (physical access)
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ISO/IEC 27017: wuufiRnnuUasasdedmsuuiniseandn

ISO/IEC 27018: MsAuATasayAdIuYAnalUAR1IN

SOC 1, SOC 2, SOC 3: nMsmuAuAuUaasiLasnszuIuNstunsliuznig

PCI DSS: 1NASgILLNAsEIUAIABLTD s 9gsATNaL N TS IAIEeN

IS0 22301: 3AsFIUTEUULIIMIANNsBIle9s3Aa

ISO 31000: MsUIMsIANsANUEBILUAenfeteyadmiugnamnssuTasIASAN

CSA STAR (Cloud Security Alliance Security, Trust & Assurance Registry): mmgmm’mﬂaamﬁwaw%miﬂanﬁ
C5 (Cloud Computing Compliance Controls Catalogue): #nasguanuUasniedmsueasuil

MTCS (Multi-Tier Cloud Security): 219355 8 %5UUIN1IAGIAMLEIALUS
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13. m3sfuasasdaya (Data Protection)
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fudushmuudavindu Seennsadhdavdeudlulwdnnsieen (confieuration file) vesszUUNTAIALULL

(Administrator) k&g vote records gnyiuuu Blockchain FliAnAMLASUEILTEINITAIATLLTINENSaYNTS.
wiluladegne Log Table vednuszyu (Jauausyuu) lneflduau 5 Table laun

1. Table user objid Lﬁ'aﬂmuqmswﬁﬁmi log in T AGM $28 mobile syuuavyinsulasadu objid Tu usertable 1Hudn
RIECRIDE

2. Table Session objid Lﬁ@@’mmmzwﬁﬂmﬁ log in T AGM HnuA9e mobile W1UsEUUALIINNT5E319 log T Session table
Tned user \usuusBnamils dadu linkage

3. Table AGMMeetings objid %Qﬂﬁ’mumLﬂuﬁmmiﬁmﬁqﬁizqﬁaa created by lngazgnmundusiuls
dlodrunuszuuvhnsiiiy shidensussyaly AGM szuvazsihmsaiis Meeting ID Taeil user 1w linkage

q. Lﬁaﬁmuqmwmﬁu agenda lu AGM sUUEN1585719 Contractaddress Tum1519 Table AGMAgendars 1ngdl meetingld
W linkage

5. Wlegfasazuunly AGM seuUazyinsaia hashid Tussis Table AGMMeetingVoter Tneiimeetingld 1y linkage manenans
WWU 13.1 M MNUER9FI0879 Log UBIMILANTEUY NMUARIRE1Y Log UaeiAIuANsEUY M1y link fuand
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13.3 — S5UUNTT
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svuuarldnsidnsiia Google KMS Fadiu Symmetric Key iiteinswady Tneasianuen 256 bit suulﬂuaﬂsu SHA Algorithm
(SHA-256) Tunsidnswaau ImamsaammuavlmﬁamﬂmLL%LLmavUﬂﬂalusmﬂu el Hifunaua st ummmﬂuaua
Fdhsasuudaluduiinly mnuumngufamﬂanmmwaanmaqmmmanmam (Nayuaneniians seldmeniieaiuiusiaszuy)
Wiul3lu Google Cloud KMS LLé"ﬁaﬁmmeﬁLﬁnﬁﬁ’aé’uuﬁa 110udin

¥igudeyaues Customer Key Management Service nseenuuULTavannsaudymideinisdey Al U313 Cloud KMS

Tuemanld Wnelddndusowunzdesdoyayaraias Customer Key Management Service aziu duitddyii 1auaylianunsn
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Requirements for
Cryptographic ~ Modules
b a g NIST  Special
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13.4 — S¥UUNNS
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(integrity) A3
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(confidentiality)
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1. gasazuuuidldnusyuuuuiieds (mobile) H1u public internet
2. Cloudflare finsldam load balance uaz anti ddos Snvisdiadau IP Uanemna Sgunsal dns server dwm¥unen 1 DNS name
\Ju public IP w83 J Ventures LLé’qﬁwmﬁa'a package lﬂiﬁﬂmamqmuﬁ'ﬁvu

3. AWS Firewall — FortiGate mwu’mmmimmaau incoming IP Lwaaum’m Mi@lﬂiauwm IP a1 pollcy Vlmla

Tngaz¥iims scan VIRUS 9nass faussme Ssnsuidlsumsnndeussarintunay Production fudumaunisy UAT Uidnd
n3¥vi Security configuration baseline Fauduuumnsisenulouisnnusunsasndelnenissidin nmadids (least
privilege) Feusznaulusenslallidviiumihfiuasanudndu msmsreaeuanudasadslu mathisszuvvesiguaszuy 39
s mafiadenslénu madmuaailunmsuimamineins madmuangumes fldaw uasnsldeulsvisnsinmanuiiung

Unensit M3auaszuy Security Verify Access Wgitasiunuseivgadsialuiinisinauasinunalun1suinis nineins ns
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14. NFINWINNUATUAIUVDITZUU (System Integrity)
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14.1 - S¥UUNS
asmzluuleng
AIUANVANY
syt
(multiple
layers of
controls) e
Juilasiuanay
#30v0lnINU
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JaonAy

LONAITLA BATUTEUUNNS
A9ATLUUTT18a2LD 8ATDY
n15UsEIiuALE B (risk
assessment) WAE TS NS
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Us2LANT 10198 Wanss Ny
FON1SYIUVBITEUUAIS
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layers  of

sruuMsasAzLuLETeasBunuesnsUszidiuamdea (risk assessment) ALLNATEIU 1ISO27001:2022 F4i Scope of
certification A THE OPERATION OF INFORMATION SECURITY MANAGEMENT SYSTEM FOR IT PLATFORM SERVICE,
SOFTWARE AS A SERVICE AND DIGITAL ID SERVICE STATEMENT OF APPLICABILITY: REVISION 0, 01 SEPTEMBER 20 GN
ATBUAGUTEUU AGM Voting Faudu software as a service
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2.1 user login mobile W1 public internet

2.2 Cloudflare
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2.2.2 ¥t dns server agyhnnsaene dns name Lu public IP 984 J Ventures uaainisas package Tl
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Firewall on Host Wag Applicationtinu FortiGate Firewall (NGFW 523 anti-virus and malware) uaﬂmm‘?u g38n19 pen test,
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(attack surface)
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15. n1InsR3ULazn19iT23s (Detection and Monitoring)
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(event logging) 7i Aaduly
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nMsUIsiansmmnsalmnuiunsasnfeasauma (Information Security Incident Management) U3l fvun
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L Uas(ISMS-02 Information Security Cyber Policy)

FEUUNITAIAZLUUANNSaTUTINMANISal(event logging) Aistulussuunisasazuuldsed

1) anmugnsihanuuninaranuraunfvesssuulUAnTg seuuia3etly seuugIutoyn LagssUuNTAIALLLLD Ba u3eme 19
3¥UU AWS Cloud Watch monitoring system Lﬁ’lﬁﬁLﬂﬁlﬂiy%’]ﬁLﬁﬂ‘ﬁu%’]ﬂi%UU UaYAIUILADUNIU Line application

JVC-INFRA-NOTI (8) Q% B

LINE Notify

JVC—INFRAfNOTI:jOin—aﬂprt User sa#®®ng just logged in from 10.241.15.15 At 2025-01-27,17:06:37

®
@ LINE Notify
®

JVC-INFRA-NOTI: #B-PRODO2: User salge™®®ng just logged in from 10.241.15.15 At 2025-01-27,17:07:50

LINE Notify

JVC—INFRA—NOTI:join—gdv—pm: User sﬁpong just logged in from 10.241.15.15 At 2025-01-27,18:06:48

2) suuin1stiudin Log mstududmnulunsidnldanuseuu wasnisidnfessuuvesdlda Tu Parse drne1adagy
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F 1 User ) 2 Session ]F 3 AGMMeetings Wf_ 4A ods ](‘ S AGMMeetingVoter |
objid = RINGVXNTK user = RIhEVnt7TK created by = RIh6VI7K meetingid= meF EHgmKP

LOG IN - objid = AIAZB1SIB mg‘d = mFEHQ"m hashide CHIOOOOOO0000M
By Mobilez objid = meFEHgMKPI

confract address = (hooox

3) MSIANSITUULATEYE @wnsalln wag Unnisiieuressuuuu FortiGate Firewall ((1d1idw) 4) nmsdaniseenswas user
a111150 download application #1U app store k@ play store kaEAIAININLINTFIU MmlUre3szu 5) Q@LLaiz‘U‘ummmLﬂm
uazdanisasazuuulaninu AGM Back office Insnavainisasaguuuansaiiesn (export Logs) Hu json wag csv file format

15.2 — S5UUMNS
AIATUUUINIg
a5 daLiu uag
S189UTDAIY
uansoRnnan
HaruafiAnTy

diofideinnatnind ulu
FTUUNITAIATLUY TEUU
ANTAIATLUUA BIAIUITA
wiaLi ous 1duluiud
Yuiindefianaiasanuad
WAadu wazadnesneau
YaRanan (error report)
udsenasiisriuszuy
nMsatAzLuud Y unou
A115UN15IANISVORANAR
Tusguunmsasmz iy

WediteRanaininduluszuunsasaziuy aviinsudedeRanainivtiaevesldauiui lnedidieg1enisuans eanu Error
WU Popup AgUl 1 wazazsaunandeyadavindusenudeianain
L e - -

$21 FE nae Thizhar o > bl € wa¢ Thizithar - o >
e e QE T A - Hyaw OW AN AT
(_
< e ®
lasha OTP
093-296-3591
1 1 1 1 p | 1
msWgatdraulidnso
D <> silovonrius=y OTP higndoo
- =
G - - - -
S P oy

JUN 1 fMegrnisuansteaniny Eror W1 Popup Uagtugauasyuuazdsedn on site aun1sUseyal VOTING Mnasa vili
Sunsudymuagyihnisudlurta dw drusenuteiianain avdaviiduseau eror report

15.3 — S¥UUNS
AIAZLUUINNT
aonwuuly

SLUUNITAIALULUUA B9l
11nsn1sUeenulanas
(malware) lagszuunis
AIAZLUUA DIATNITOUDS

szuunsasaziuuinisdesiuanlusunsuynendalifieszasd(Malware) 81984 1S027001-2022 Ma8Lavlenans ISMS-02

Ylau1en1ssnwaudunalasniy vasssuumaluladansaumawaz laiues Aell
1. fouaszuy dmhisuraveulunsinndusunsudesiulada (Antivirus) Wiiuiasespeuiiames

2. fldarsnsivasumbifanindese wu thumb drive deuthunldnusiuiuesesmeuitines
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Joaiugiaunas

(malware)

VW OUK AIUANTZUUNS
aspzuuuluiuiidiansae
wusfauaf dufinuanisali
asranuianad wdaieusle
dnsidanseunludawls
d1153 uasduiinimanisnl
YoIRINTIUNITUA luTauas
udsenasiierfuszuu
nsatAzuuud T unou
d1915UN159ULARANIATNANT
Josiugiawls

3. {ldmsmsaeulndfuuuiniuanmnedidnvseldndviewdfianivanunandumesidnselusunsudesiulsa el
a. {ldmsmsraeudoyaneuinmeslafiiyamdslifisussasdsimegieg Fuduaviliteyanouinnes vidoszuu roufmesnie
yafdsduAnmudems gryihanegnudluvasunas visufoinulinsemnuddsisiuely

$5¥UU FortiGate Firewall 1 Next-Generation Firewall security for full visibility and threat protection any times d1%3U
tpaifu malware szuvTuiinmmnsaiinsaanuu servers wagiiloszuunsianulidiiflada suvagyih msvdealiadana
Viuiiasaeea Virus AFnduldidu PHP/Agent RZItr szuuiinistiesriulaeldf C - Best Practices Version 7.4.3 &sUsznaulude
TWsunsuiloafilhda Tneanusadaldomuiioaunilidadmiunioteildnuiomn Ineld FortiClient endpoint antivirus awn
ilelaafusvanauiidunlueSetes Giaundn FortiGuard Antivirus fessuianuazimuadn FortiGate vesszuudasyiliilasy
nmssumpaneiiuredusunsatiostuliaviuiiindosldiu ansadanisldeu wgluslaneaiidosmnsaaauld szuu
anansavhnmsnseaeukazssnunsdesiulida suddeanutuiindu szezq szuullesiunsynsn (PS) annsansiany
nsiiiniinenewldvedniil Snvts IPS Sienamsianuneuiiszuuiin lh¥a Tnen1sdaldounisauny IPS Tiedetieriomn Tagld
FortiClient endpoint IPS aunutitetesfusoanauiiin uiluiaietneues Gsaundn FortiGuard IPS Updates fasduinniay
fmune FortiGate YasswUUdnzylildsu mssummanaiuvedlusunsudosiuldaviuiifindesldnu Suduieddaluns
dostumslaufuinisimeunsg arssas

15.4 — S¥UUNTS
asnzuuLT
\Fousewsete
193sn1steeiu
ASLANANN
LAT871
(network-based
attack) b

WE LAY
A0AARBIAULLD

a waaa

Uausnm

LONASABIAUTEUUNNS
AIAZUUULS1982L8UAVDY
#01Un8NTINTTUULASBUNY
(network architecture) 194
\w3avngAaNNnesnely
(internal network) ¥ @ 9
FTUUNITAIALLUY Lazd
FoyaiReriuIBnsUalday
w3 evnelsaty (wireless
network) Y95 ¥UUNIS
AIATLUY

Yonand onansiieiu
SLUUNTAIALLUUTISI8NNT
nsmernAusiunsUasn e
YDITLUULAIOUY (security
configuration) fidonnd o
Aunnufoafialunsnem
aru unslasnseaas
SYUULAS 8VE LYYW NIST

1. gasazuuuidldnusyuuuuiieds (mobile) H1u public internet

2. Cloudflare fin1sldamu load balance uaz anti ddos Bnvisdiadau IP Uanema fgunsal dns server dwSunend DNS name
\Yu public IP 494 J Ventures u&whn sds package lulsangmamudiszy

3. AWS Firewall way FortiGate fmiiilviinnsnsaaaey incoming IP Liteayayin vielsioun IP aa policy LS Toe avvinns
scan VIRUS ‘Vlﬂﬂ%ﬂ UTEMAN590YI Security configuration baseline Fafuuumensisenilsuseusiuniasadelnens
$fanns vinils (least privilege) FsusznaulushenslilidviAumhiaseudndu msnsaeaeunaasnsslunisdnds
sEUUTRIRuaTEUY Besaufla msfademsldan mamuedlunisuimamineins nissmuanduvesdlénu was nsldoy
wlsvismesnwasunelaonds

N3QUATEUY Security Verify Access Lﬁ'm%'mﬁ’mmizﬁuqqﬁwialﬂﬁ nsAnRaazimunAlunsUSITENeNns nsimun
Audnvazdlinuiausadddld dssamvesmsidildou szeznanfiaunsadilinuld Gouluiides ujohnu msnumuns
ihtisvesldnuanigngy Access Control List (ACL) nsfiwmuanglunisidniisvesildnu nseugalvithtisdeya

N3/ Security Configuration HéN9Bamananans 15027001-2022 yianeiauLenans ISMS-02 uletiemssnw anuiung
Unondevesssuuimnalulagansaumenayleiuasuagionans Fortinet FortioS - Best Practices version 7.4.3 Tun1s setup

Firewall
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