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Thailand near bottom of privacy
protection table

New cybersecurity law could be used 'to silence critics’, says Comparitech survey of 47

countries
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ONDE : Office of National Digital Economy

DF : Digital Fund

DEPA : Digital Economy Promotion Agency
DSI  : Digital Startup Institute

Ali . Artificial Intelligence Institute

GBD1 : Government Big Data Institute
GDCC : Government Data Center and Cloud Services

ETDA+ : Electronic Transactions Development Agency+

DPA : Data Protection Agency
NCSA : National Cyber Security Agency
DCT : Digital Council of Thailand
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Level 6: Information Management * Strategy, Process, Policy, Identity, Authentication
& Security e Standards: PCI DSS, 1SO27001, SSAE16, ISAE3402

: * Data Protection, Competition Law (Data parity), Cybercrime
Level 5: Data Regulation N _ _ _ _ o
» Sector-specific regulations: Financial services, Airlines, Healthcare, Insurance

e Actual data

Level 4: Contracting for data

e Liability ‘in personam’

Level 3: IP rights in relation to data * Copyright, Database right, Confidentiality, Patents, Trademarks

. : e Data structure, Design, Schemas, Format
Level 2: Information Architecture » _ _ _
* Data model, Data flows through data entities, Attributes and Interrelationships

e Software: OS, Middleware Business Intelligence & Analytics Applications
Level 1: Platform Infrastructure _ _ -
e Equipment: Processing Storage, Connectivity

Legal Framework for Big Data
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Section 19
Section 20

Section 21
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Section 23

Section 24
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Section 26

Section 27
Section 28
Section 29

Section 30
Section 31

Section 32

Section 33
Section 34
Section 35

Conditions for consent
Conditions for child's consent

Purpose Limitation

Data Minimization
Right to be informed

Lawfulness of processing - Collection

Indirect Collection

Processing of special categories

Lawfulness of processing - Use and Disclosure
Cross-border Data Transfer - Adequacy Decision

Cross-border Data Transfer - Appropriate Safeguards

Right of Access
Right to Data Portability
Right to Object

Right to Erasure
Right to Restrict Processing
Right to Rectification

Section 36
Section 37(1)
Section 37(2)

Section 37(3)
Section 37(4)
Section 37(5)

Section 38
Section 39

Section 40.1(1)
Section 40.1(2)
Section 40.1(3)

Section 40.2
Section 40.3
Section 40.4

Section 41
Section 42

Right to Rectification - Record of Refusal
Duties of the Controller - Appropriate Security

Duties of the Controller - Prevention of Unauthorized Access

Duties of the Controller - Data Retention
Duties of the Controller - Data Breach Notification

Duties of the Controller - Designation of a Representative

Duties of the Controller - Exemption of Designation

Duties of the Controller - Record of Processing Activities
Duties of the Processor - Processing under Instructions
Duties of the Processor - Appropriate Security

Duties of the Processor - Record of Processing Activities

Duties of the Processor - Processing without Instructions
Duties of the Processor - Data Processing Agreement

Duties of the Processor - Exemption of Record of Processing
Activities

Data Protection Officer - Designation

Data Protection Officer - Duties
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LETTER FROM SATYA

Team,

Each one of us shapes our culture through our words
and actions. We strive to build a diverse and inclusive
culture that embraces learning and fosters trust—a
culture where every employee can do their best work.

Making good decisions and ethical choices in our work
builds trust in each other and with our customers and
partners. You should never compromise your personal
integrity or the company’s reputation and trust in
exchange for any short-term gain.

We are more likely to make ethical choices when
integrity, honesty, and compliance guide our decision-
making. We should always be transparent about our
motives, learn from our mistakes, and ask for help when
faced with a difficult situation. | expect leaders and
managers to foster a culture where employees feel free
to ask questions and raise concerns when something
doesn't seem right.

STANDARDS OF BUSINESS CONDUC

Our Standards of Business Conduct emphasizes the
role that each of us plays in building trust, and the
approach you should take in making decisions. When
we apply these principles in our daily work, we can
move forward with confidence in our ability to make
good decisions that build trust and empower our
customners and partners to achieve more.

Thank you very much.

Satya Nadella



LETTER FROM SATYA NADELLA

OUR CULTURE AND VALUES

HOW TO USE THE STANDARDS
TO MAKE GOOD DECISIONS

SPEAKING UP

TRUST WITH QUR CUSTOMERS
Honor Privacy
Don’'t Make Improper Payments
Compete Fairly

TRUST WITH GOVERNMENTS
AND COMMUNITIES

Respect Laws Around the World

Design Accessible Products
and Services

Respect and Promote Human Rights

TRUST WITH EACH OTHER
Foster Diversity and Inclusion

Contribute to a Safe and
Productive Workplace

13

19
20

23

25
26

36

TRUST WITH OUR INVESTORS
AND THE PUBLIC

Don't Trade on
Inside Information

Keep Accurate Records
and Contracts

Communicate Accurately
to the Public

Safeguard Microsoft's Resources

Protect Confidential Information
& Intellectual Property

TRUST WITH OUR
REPRESENTATIVES

Use Trustworthy Representatives

Treat Gifts, Hospitality,
& Travel Responsibly

Choose Suppliers with Integrity

UPHOLDING
THESE STANDARDS

STANDARDS OF BUSINESS CONDUCT

40

42

43
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47

48
50

53

56
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> Home > The Supreme Court Privacy policy

Current

Decided Court Visiting The
cases

cases procedures Court

Terms and conditions Privacy notice

Site map

About The Latest
Supreme Court

news

Introduction

Privacy notice The Supreme Court respects your privacy and is committed to protecting your personal data. This privacy notice will
inform you as to how we look after your personal data when we are performing our necessary functions, when you
RSS feeds contact us, or when you visit our website (regardless of where you visit it from) and tell you about your privacy rights

and how the law protects you.
Twitter policy
Purpose of this privacy notice

Lost property policy

This privacy notice aims to give you information on how The Supreme Court collects and processes your personal
data through your interactions with us. This includes visitors to this website as well as Court users, job applicants and
visitors to us in person.

It is important that you read this privacy notice together with any other privacy notice or fair processing notice we may
provide on specific occasions when we are collecting or processing personal data about you so that you are fully
aware of how and why we are using your data. This privacy notice supplements the other notices and is not intended
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privacy notice. If you have any questions about this privacy notice, including any requests to exercise your legal rights,
please contact the DPO using the details set out below.

Contact details

Data Protection Officer:
Paul Sandles

Email address:

dataprotection@supremecourt.uk

Postal address:

Data Protection Officer

The Supreme Court of the United Kingdom
Parliament Square

London

SW1P 3DB

You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK
supervisory authority for data protection issues ( hitps://ico.org.uk ). We would, however, appreciate the chance to
deal with vour concerns before vou approach the ICO so please contact us in the first instance.




The data we collect about you

Personal data, or personal information, means any information about an individual from which that person can be
identified. It does not include data where the identity has been removed (anonymous data). We may collect, use, store
and transfer different kinds of personal data about you which we have grouped together as follows:

 Identity Data includes first name, maiden name, last name, username or similar identifier, marital status, title,
date of birth, gender, as well as images recorded on CCTV.

« Contact Data includes billing address, delivery address, email address and telephone numbers.

» Financial and Transaction Data includes bank account and payment card details as well as details about
payments to and from you.

« Technical and Usage Data includes internet protocol (IP) address, your login data, browser type and version,
time zone setting and location, browser plug-in types and versions, operating system and platform and other
technology on the devices you use to access this website. It includes information about how you use our
website.

« Communications Data includes your communications preferences in receiving updates from us.

Our services are not designed for, or intentionally targeted at, children 13 years of age or younger. We do not
intentionally collect or maintain data about anyone under the age of 13.



How is your personal data collected?

We use different methods to collect data from and about you including through:

Direct interactions. You may give us your Identity, Contact and Financial Data by filling in forms or by corresponding
with us by post, phone, email or otherwise. This includes personal data you provide when you:

complete Court forms or supply other documents in relation to Court proceedings;

request communication updates to be sent to you;

enter a competition or survey; or

give us some feedback or contact us for another specific purpose.

Automated technologies or interactions. As you interact with our website, we may automatically collect Technical
Data about your equipment, browsing actions and patterns. We collect this personal data by using cookies, and other
similar technologies.

Visitors to the building should also note that CCTV footage is used throughout the building, including within the court
rooms.

Third parties or publicly available sources. We may receive personal data about you from various third parties and

[ 2] Ih“l‘\ [aFal Bl et al o



Purpose/Activity Type of data

Lawful basis for processing including
basis of legitimate interest

To produce an accurate record for the
purposes of Court proceedings

To administer and protect our business
and this website (including
troubleshooting, data analysis, testing,
system maintenance, support, reporting
and hosting of data)

Use of CCTV throughout the building and
in its immediate vicinity as well as
broadcast filming in Court

To use data analytics to improve our
website and our services

Distribution of information regarding
Court activities via email

To enable us to process job applications
for vacancies within the Court's
administrative staff

(a) Identity
(b) Contact

(c) Financial and
Transaction

(a) Identity
(b) Contact

(c) Technical

(a) Identity

(a) Technical and
Usage

(a) Communications

(a) Identity

(b) Contact

(a) Performance of a public task

(b) Necessary for our legitimate interests
(to recover debts due to us)

(a) Necessary for our legitimate interests
(for running our service, provision of
administration and IT services, network
security and to prevent fraud)

(b) Necessary to comply with a legal
obligation

(a) Performance of a public task (to
preserve records of court proceedings)

(b) Necessary for our legitimate interests
(to ensure public safety)

Necessary for our legitimate interests (to
keep our website updated and relevant,
and to develop our services)

(a) Performance of a public task
(b) Necessary for our legitimate interests

(for the purposes of ensuring timely and
accurate reporting of Court proceedings)

(a) Performance of a public task

(b) Necessary to comply with a legal
obligation



ADMISSIONS RESEARCH NEWS & EVENTS ABOUT Staff Gateway  Oxford Stu

Compliance

HOW WE USE YOUR DATA ~ SUBMIT AN INFORMATION REQUEST xe/RIGISNBYISUISNINE STAFF GUIDANCE ON DATA PROTECTION  AB

A > Policies & statements > Data protection policy
1. Purpose and scope

2. Background

Data protection policy
' [ 5. Roles and responsibilities ]

This po"lcy was approved by CounCII' on 14 May 6. Breaches of data privacy legislation
2018, to take effect on 25 May 2018

7. Compliance
8. Further information

Read the University policy on data protection below or view it as a PDF - Review and development

by clicking this link: ' 10. Related policies
University Policy on Data Protection.pdf

Email: dati
Tel: (0186!



Council Data Protection Heads of Department Other processing for a

Officer (DPO) (or equivalent) University purpose
Executive Responsibility Internal Compliance Department Compliance Individual Responsibility
General Purposed Information Compliance

Committee Team
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MENU HCAHealthcare uk < Q

THE TYPES OF DATA WE COLLECT PROVIDING PERSONAL DATA MONITORING COMMUMICATIONS PROCESSING PERSONALD |

Data Protection Laws set out the obligations HCA UK has to you for the
processing of your Personal Data. When we use or disclose your personal

data we will comply with these Laws.

Your Personal Data is data which by itself or with other data available to
HCA International Limited (HCA UK) can be used to identify you as an
individual. HCA UK is the Data Controller. This Privacy Notice sets out how
HCA will use your personal data. You can contact our Data Protection
Officer (DPO) at 242 Marylebone Rd, Marylebone, London NW1 &JL, or at

I TR e tas d P = e

Mhrvmnbkbeca bl Aaslb s cmras o~ e F v A A

Contact us



NHS'

Oxford University Hospitals

NHS Foundation Trust

PATIENT CLINICAL WORKING
ABOUT US HOSPITALS GUIDE SERVICES RESEARCH NEWS FOR US SearchQ

Home  Privacy Notice PRIVACY NOTICE

How we use your information -
PRIVACY NOTICE

Who we share your information
In this page: with

Information about you and how we use it ~ Using and sharing information about you and your care  Legal aspects

Foundation Trust Membership
Your information rights  Accessing your health record (a subject access request)  OUH IM&T Services - PACS/RIS Team

Oxford University Hospitals NHS Foundation Trust Membership Scheme  General enquiries  Data Protection Officer Staff Privacy Notice

Information about you and how we use it

When you come into hospital, information about you, your illness and its treatment is recorded - on paper and/or on
computers - to help us care for you. This information is part of your health record and will be kept in case we need to

see you again. HEIP us
Our clinical teams looking after you may share your personal health information with each other. These teams include |mPr°V9 thls
doctors, nurses, therapists, support staff and students. All NHS staff are bound by law and a strict code of WEbSIte

confidentiality, and are monitored by the Trust's Caldicott Guardian, a senior clinician who is respensible for making
sure your confidential information is respected. Your information is very important to us, and we have strict controls
in place to protect it.

Take our short survey




GDPR, Article 39

RO ‘ eS Of D P O PDPA, Section 41

Cooperation With Data Protection Advisory Activities Monitoring Compliance With The TNWIAUKY
Supervisory Authority And Other Data Protection Framework And

Stakeholders Internal Regulations



Board/Audit Committee

Senior Management

o

15t Line REGULATORS

IT

Operation/Business Units

Human Resources

EXTERNAL AUDIT

Chief Data Officer

DPO as 2nd Line of Defence Model

https://www.eciia.eu/wp-content/uploads/2019/11/GDPR-and-corporate-governance-ECIIA-FERMA.pdf



https://www.eciia.eu/wp-content/uploads/2019/11/GDPR-and-corporate-governance-ECIIA-FERMA.pdf

A wnTusIns
U3z0IaNaTBYREIW
UAAR

(Privacy Policy and
Notices)

Purposes and Lawful Bases

Conditions of Services

Types of Data and Retention Periods

Transfer of Data

Contact Details

Data Subject Rights
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(Record of Processing Activities)

Types of Data

Purposes

Controller Details

Retention Periods

Right and Process to Access

Lawful Bases

Reasons to Reject

Security Measures



Processmg activities Regardless of
relating to

- -
EU establishment Processing locations
- -
EU targets Data subject locations
- -
Monitoring behaviors in EU CitizensgiepSi/dgr?z?nality/

GDPR’s extraterritorial scope (Art.3)



The Long Arm of the GDPR

- 4 iy

Territorial Scope (Art.3) Data Transfers (Art.44) Adequacy Decisions Appropriate Safeguards
(Art.45) (Art.46)

Legal instrument between
public authorities

Binding Corporate Rules (Art.47)

Standard data protection
clauses

An approved code of conduct

An approved certification
mechanism




European Commission adopts adequacy
decision on Japan, creating the world's
largest area of safe data flows

e Aset of rules (Supplementary Rules) that will bridge several

differences between the two data protection systems. These
additional safeguards will strengthen, for example, the
protection of sensitive data, the exercise of individual rights
and the conditions under which EU data can be further
transferred from Japan to another third country. These
Supplementary Rules will be binding on Japanese companies
importing data from the EU and enforceable by the Japanese
independent data protection authority (PPC) and courts.

The Japanese government also gave assurances to the
Commission regarding safeguards concerning the access of
Japanese public authorities for criminal law enforcement and
national security purposes, ensuring that any such use of
personal data would be limited to what is necessary and
proportionate and subject to independent oversight and
effective redress mechanisms.

A complaint-handling mechanism to investigate and resolve
complaints from Europeans regarding access to their data by
Japanese public authorities. This new mechanism will be
administered and supervised by the Japanese independent
data protection authority.



Concepts: Personal Data, Processing, Data Controller, Data Processor, Recipient, Sensitive Data

Grounds for lawful and fair processing for legitimate purposes

The purpose limitation principle

The data quality and proportionality principle

Art|c | e 29 Data retention principle

The security and confidentiality principle
WO r kl n g The transparency principle (right to be informed)

Pa rty - The right of access, rectification, erasure and objection

Restrictions on onward transfers

Ad e q u a Cy Special categories of data
Refe re ntl a | Direct marketing

Automated decision making and profiling

Competent Independent Supervisory Authority

The data protection system must ensure a good level of compliance

Accountability

The data protection system must provide support and help to individual data subjects in the
exercise of their rights and appropriate redress mechanisms



It is all about standards!

B

GDPR (2018) ISO/IEC 27701:2019 NIST PRIVACY CIPP/A
FRAMEWORK 1.0
(2020)




PRC Cybersecurity Law (2017)

Guidelines on Multi-Level Protection Scheme for Information
Systems
(MLPS 2.0 Standards 2019)

GB/T 22239 - 2019 Information Security Technology — Baseline for
Multi-level Protection Scheme

GB/T 25070 — 2019 Information Security Technology — Technical
Requirements of Security Design for Multi-level Protection Scheme

GB/T 28448 — 2019 Information Security Technology — Evaluation
Requirements for Multi-level Protection Scheme.

Decision on Strengthening Online Information Protection,
effective from (Decision on December 28, 2012)

National Standard of Information Security Technology — Guideline for
Personal Information Protection within Information System for Public
and Commercial Services (2013 Guideline)

National Standard of Information Security Technology —
Personal Information Security Specification, (PIS
Specification 2018)

Personal Information Outbound Transfer Security
Assessment Measures (Draft for Comment), June 2019

Guideline for Internet Personal Information Security
Protection (2018)
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Situation

Thailand is to start from scratch.

US — EU Privacy Shield
Cross-Border Data Guidelines 1/2018 on certification, adopted on 25 May 2018
Transfer Issues APEC-CBPRs (Cross-Border Privacy Rules System)

EU Adequacy Decision

DPA is adopting GDPR standards.

Data protection are to be certified and ~ ®%/"¥%"
ISO/IEC 29100

standardized. Etc.



UNLEIUNITANATO
YoUAFIUYAAA

1951 3 lunsaifingranedndaenisla
ﬁgmLﬂmﬁ’uawaé’mmmsﬁauamuuﬂﬂaiuﬁﬂwmvim
N15LM ma%mawﬂ,mlﬁ%LawvaLm TrdeAusu
Uwﬁ’ﬁummmmgwmmwm&Jmﬁuu UG

v

U
2

(1) Uwumzﬁ’aﬁmﬁ’ummﬁmwﬁm 12 50
Uanedoyadiuynna LLauUVlUEUEUGlLﬂEJ’JﬂUEWlSGUEN
ANVRIVBYAFIUYAAS mmmwmmﬂimwmmmm
IMUQﬂUGﬂﬂJ‘U‘W‘UﬁJﬁUmLLMQWﬁuﬁW?jUEUaJG]‘LJ,LUuﬂﬁ

o

LB lmwzmﬂwmmwmme@‘mmmwmami
dunsolaifany



o a A U/ ()
13617 L%%ﬂ’]i‘ﬂVLGﬁTIJ SNLIY (U193 4)

IWous:lgsUudaiuaur3otwo
fonssulunsaunsIvovUAnAUL
INUu

MsWosStUNaUKUIANLE=81UND
UoVANGLNUSIYNS JCTam
SYani KSoAMUENSSUIENNS

KUNATUNNSSNUIAIULUAVYDY
$TB0SIUTVAILLILUAYNIVANS
AAVUDVSY KSONISSNYIAD
Uao0siguooUsss13u sounv
KUhALReoRUNIsUovniuLas
Usauusauniswoniou ud
JNYIMIAns KSoNISSNUIAII
vuAvUaoanelsluos

NISWINSTUNTWWINUBIAQUDVANA
La=N1SATIUUYOVISKUNATU
NSzUDUNISWINSTUNAA NS
UVAUAQ LlazN1SIINSWE
SOUAVANSANTUYIUANU
NS=U2UNISYASSSUNIVOITUN

WofinnsFoudasu viu
AAUNSSU KS0VIUISSTUNSSUDU
WuluonuoSysssutikonns
Us=noudsidwrSotduds:losu
asistustindu

n1sadunsnUdoyavavusyn
JopalAsGauazau1dnany
NNKUIYINA2NISUSNDUSSHD
Joyalnsaa



1761571 4 155A 3 ﬁgﬂ’wﬂﬂJ%@ﬂJﬂﬁﬁ’JHQﬂﬂamﬂﬂﬁiﬂ%ﬁQ
_Fosdalrinssnuanusiuns
Uaanfuvestoyadiuyanatduld
AIUNINTFTIUAIE




Scope of Personal Data

Traceability @
()

Natural 7 Distinguish
Person ability

Data
Subject

Pseudonym
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‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’)

97% Voters
|dentifiable

Latanya Sweeney, Computational disclosure control : a primer on data privacy protection, 2001,
http://dspace.mit.edu/handle/1721.1/8589
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Data Risk Level

@ Moderate Serious adverse effect

Severe or catastrophic adverse effect




Data Classification

DATA POLICY DATA DATA DATA RISK DATA
DISCOVERY PROLIFERATION LEVEL PROTECTION



Data Discovery

X

xmm Q LN
L a >,
Assets Processing Entities Vendors

Activities



Actors and Roles

DATA SUBIJECTS DATA DATA THIRD PARTIES
CONTROLLERS PROCESSORS



T O m m OO W >

Data Controller | Processor Third
Subject Parties
Provider Recipient

Provider Recipient
Provider Recipient
Recipient Provider
Recipient Provider
Recipient Provider
Provider Recipient
Provider | Recipient

Actors, Roles

and

Interactions



Data Risk Level

ldentifiability Volume Access & Activity

Adverse Effects Adverse Effects
to Data Subjects to Organization
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I

Contract

Consent

Lawful Basis for Processing
(GDPR, Art.6)

Vital Interest
(To protect health and life of data subjects and third persons)

g’mﬂ’]iﬂizw’mNa"ﬁ/aﬁaﬁ’m‘]_‘!ﬂﬂa
(&]7@]3’] 24 ) Legal Obligations

Public Task
(Usually cases of public authorities)

Legitimate Interest
(Must be balanced between controller’s interest and data subject
fundamental rights)



Contract & Consent

v

Contract Consent

Necessary for contract Choice of data subject




GDPR Conditions for Consent
(Art.4)

Wawlazasausnaan
(N16151 19)

Can be
withdrawn
without
sanction

Choice to
refuse

Given
before
processing

“Freely given,
specific,
informed and
unambiguous by
a statement or
by a clear
affirmative
action.”

Intelligible
and
accessible

Not a
condition of
service,
Separate
from
service




Consent (2376 1)

Research (1)

unsdszuianalagray

o Vital Interest (2)
AILNHRNEY (W163I1 24)

(LanUI BaSiS for Contract (3)

Processing)
Public Task (4)

Legitimate Interest (5)

Legal Obligations (6)
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(Lawful Basis for
Processing)
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g'mﬂ'ﬁﬂszmawaimmuﬁ’aﬂﬂg%mﬂé’m%’u%gaéaﬂm (419131 26) (Sensitive Personal
Data)

Social Protection & Non- Manifestly made public

Explicit Consent (3330 1) fit (2) (3)
profi

Vital Interest (1)

Preventive or
Legal Claims (4) Occupational Medicine Public Health (5)(2)
(5)(n)

Health or Social Care
Systems (5)(f)

Archiving, Scientific or m Substantial Public
Historical Research (5)(4) Interest (5)(3)




Consent Forms

v |

CONTRACT CONSENT SENSITIVE DATA
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News GParea Live waiting times m

Northern Devon Healthcare

NHS Trust

ts and visitors Our services Have your say Work with us Contact us

nts and visitors > Patient information > Giving your consent > Consent Forms

Consent Forms

Standard consent forms and forms for adulis who are unable to consent for themselves are available
for download.

Consent Form 1 — Patient agreement to investigation, treatment or procedure

Consent Form 2 — Parental agreement to investigation, treatment or procedure for a child or young
person

Consent Form 3 — Patient Parental agreement to investigation, treatment or procedure where
consciousness not impaired

Clinical Photography/Video Consent Form



Conse
and sh

inform

Nt for use
aring of
ation

Consent to treatment implies consent to make and keep appropriate
records. It also implies consent to share the relevant personal
confidential data with any regulated health or social care professional
who has a legitimate relationship with the patient for the purposes of
direct care. ...

A legitimate relationship exists when any of the following criteria are
met:

* The patient or client presents themselves to the professional for the
purpose of their care.

* The patient or client agrees to a referral from one registered and
regulated health or social care professional to another

* The patient or client is invited by a professional to take partin a
screening or immunisation programme for which they are eligible
and accept

* The patient or client presents to a health or social care professional
in an emergency situation where consent is not possible

* The relationship is part of a legal duty, e.g. contact tracing in public
health

* The patient is told of a proposed communication and does not object

The implied consent to share relevant information does not mean the
whole record unless the whole record is relevant in a particular case.



18 HIPAA PHI
(Protected Health

Information)

Names

Dates, except years
Telephone numbers
Geographic data

FAX numbers

Social Security numbers
Email addresses

Medical record numbers
Account numbers

Health plan beneficiary numbers
Certificate/license numbers

Vehicle identifiers and serial numbers
including license plates

Web URLs

Device identifiers and serial numbers

Internet protocol addresses

Full face photos and comparable

images

Biometric identifiers (i.e. retinal scan,

fingerprints)

Any unique identifying number or

code



Public Tasks

UAA., NAINY,

gz
UNA., 1]




Legitimate Interest Assessment (LIA)

e ®
TaN
Identify a legitimate interest Necessity test Balancing test
purpose Important? Expectation of others
necessary to meet the purposes No other way? Value-added?

Legal basis Negative impact?



8 https://privacy.microsoft.com/en-us/privacystatement

B® Microsoft

~ Expand All

Microsoft Privacy Statement 5 o

Last Updated: March 2019 What's new?

Your privacy is important to us. This privacy statement explains the persenal data Microsoft processes, how Microseft processes it, and for what purposes.

Microsoft offers a wide range of products, including server products used to help operate enterprises worldwide, devices you use in your home, software that students
use at school, and services developers use to create and host what's next. References to Microsoft products in this statement include Microsoft services, websites, apps,
software, servers, and devices.

Please read the product-specific details in this privacy statement, which provide additional relevant information. This statement applies to the interactions Microsoft has

with you and the Microsoft products listed below, as well as other Microsoft products that display this statement.

Personal data we collect Personal data we collect

How we use personal data

Reasons we share personal data . . . i )
Microsoft collects data from you, through our interactions with you and through our products. You provide

How to access and control your personal data some of this data directly, and we get some of it by collecting data about your interactions, use, and

Cookies and similar technologies experiences with our products. The data we collect depends on the context of your interactions with Microsoft

and the cheices you make, including your privacy settings and the products and features you use. We also

Products provided by your organization—notice to end users obtain data about you from third parties.

Microsoft account If you represent an organization, such as a business or school, that utilizes Enterprise and Developer Products

Other important privacy information -~ from Microsoft, please see the Enterprise and developer products section of this privacy statement to learn how
we process your data.

Product-specific details: You have choicas when it comes to the technology you use and the data you share, When we ask you to

) provide personal data, you can decline. Many of our products require some personal data to provide you with a
Enterprise and developer products -~ ) ] ) .
service. If you choose not to provide data necessary to provide you with a product or feature, you cannot use

Productivity and communications products ~ that product or feature. Likewise, where we need to collect personal data by law or to enter into or carry out a
Search and artificial intelligence contract with you, and you do not provide the data, we will not be able to enter into the contract; or if this

relates to an existing product you're using, we may have to suspend or cancel it. We will notify you if this is the
Windows case at the time. Where providing the data is optional, and you choose not to share personal data, features like

Entertainment and related services ~ personalization that use such data will not work for you.
Microsoft Health services -~ Learn more

Top of page



B Microsoft

Create an account

If you already sign in to a Windows PC, tablet, or phone, Xbox Live, Outlook.com, or OneDrive,
use that email address to sign in. Otherwise, create a new Outlook.com email address.

First name Last name

User name

Mew email @outlook.com

B-character MiNimum; case sensitive

Reenter password

Country/region
[ United Kingdom

Mot et | Day ] [vear
Gender
| Select...

1 Help us protect your info
Your phone number helps us keep your account secure.



a

A AUTU!

Welcome!

amnauldslazuioingainisla

S o A (2= <& .
guanatnaanald | Confirm your

email address
Balaw | Nickname
22239 | First name

wINdna | Last name

amlaiFodinlodozls | What size t- o

shirt do you wear?
W@ | Gender

A0MWANNANIA | What's your

marital status

enInfianduadluilagiis | Which
province do you currently reside

in?
ilina (@.6. ) | Birth year

% 6 .
Wwaslnsdnyaana | Mobile phone

woudozls | What is your favorite

color?

LINE ID (\Wa3uawLaasnga | For
latest updates)

v A A & I
‘ﬁmaamaaauvl,auﬂaumu@wg]mq@
Aoazls | What's the latest book or

online content you read / watched?

am¥ina13wazls | What is your
affiliation?



Solicited Customer actively
< requested
Unsolicited Consent needed

Newsletters and direct marketing to the customer e Consent

Service notifications e Legitimate interest

Profiled direct marketing e Consent

Providing similar products or services in the context of a customer relationship e Legitimate interest

Social Network Request e TOS
¢ Consent to share and
Lead
use
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Join or log in to Facebook

facebook /s

Data Policy

This Policy describes the information we process to support Facebook, Instagram, Messenger and other products and features offered
by Facebook (Facebook Products or Products). You can find additional tocls and information in the Facebook settings and Instagram

seftings.

Il. How do we use this information?

We use the information that we have (subject to choices you make) as described below, and to provide and support the Facebook
Products and related services described in the Facebook Terms and Instagram Terms. Here's how:

« Face recognition: If you have it turned on, we use face recognition technology to recognise you in photos, videos and
camera experiences. The face recognition templates that we create may constitute data with special protections under
the laws of your country. Learn more about how we use face recognition technology, or control our use of this
technology in Facebook settings. If we introduce face recognition technology to your Instagram experience, we will let
you know first, and you will have control over whether we use this technology for you.

=« Ads and other sponsored content: We use the information we have about you — including information about your
interests, actions and connections — to select and personalise ads, offers and other sponsored content that we show
you. Learn more about how we select and personalise ads, and your choices over the data we use to select ads and
other sponsored content for you in the Facebook Settings and Instagram Settings.



Sharing with third-party partners

We work with third-party partners who help us provide and improve our Products or who use Facebook Business Tools to
grow their businesses, which makes it possible to operate our companies and provide free services to people around the
world. We don't sell any of your information to anyone and we never will. We also impose strict restrictions on how our
partners can use and disclose the data we provide. Here are the types of third parties that we share information with:

Partners who use our analytics services.

We provide aggregated statistics and insights that help people and businesses understand how people are engaging with
their posts, listings, Pages, videos and other content on and off the Facebook Products. For example, Page admins and
Instagram business profiles receive information about the number of people or accounts who viewed, reacted to or
commented on their posts, as well as aggregate demographic and other information that helps them understand interactions
with their Page or account.

Advertisers.

We provide advertisers with reports about the kinds of people seeing their ads and how their ads are performing, but we
don't share information that personally identifies you (information such as your name or email address that by itself can be
used to contact you or identifies who you are) unless you give us permission. For example, we provide general demographic
and interest information to advertisers (for example, that an ad was seen by a woman between the ages of 25 and 34 who
lives in Madrid and likes software engineering) to help them better understand their audience. We also confirm which
Facebook ads led you to make a purchase or take an action with an advertiser.

Measurement partners.

We share information about you with companies that aggregate it to provide analytics and measurement reports to our
partners.

Partners offering goods and services in our Products.

When you subscribe to receive premium content, or buy something from a seller in our Products, the content creator or
seller can receive your public information and other information that you share with them, as well as the information needed
to complete the transaction, including shipping and contact details.



3. Other Important Information

5.1. Security

We implement security safeguards designed to protect your data, such as HTTPS. We regularly
manitor our systems for possible vulnerabilities and attacks. However, we cannot warrant the
security of any information that you send us. There is no guarantee that data may not be
accessed, disclosed, altered, or destroyed by breach of any of our physical, technical, or
managerial safeguards. Please visit our Safety Center for additional information about safely
using our Services, including two-factor authentication.

5.2. Cross-Border Data Transfers

We process data both inside and outside of the United States and rely on legally-provided
mechanisms to lawfully transfer data across borders. Learn more. Countries where we process
data may have laws which are different, and potentially not as protective, as the laws of your
OWnN country.

5.3 Lawful Bases for Processing

We will only collect and process personal data about you where we have lawiul bases. Lawful
for the performance of a contract with you (e.g. to deliver the Linkedin Services you have
fequesied)) and “legitimate interests”. Learn more.

Where we rely on your consent to process personal data, you have the right to withdraw or
decline your consent at any time and where we rely on legitimate interests, you have the right to
object. Learn Mere. If you have any questions about the lawful bases upon which we collect and
use your personal data, please contact our Data Protection Officer here.

5.4, Direct Marketing and Do Not Track Signals

We currently do not share personal data with third parties for their direct marketing purposes
without your permission. Learn more about this and about our response to “do not track”
signals.

Linked in Sign In Join Now

Privacy Policy

To leam more about Privacy at LinkedIn please visit our Privacy Hub.

Effective May 8, 2018
Our Privacy Policy has been updated. Click here to see a
summary of changes.

Table of Contents:

Introduction
See a guided tour of the main changes. Data We Collect

How We Use Your Data

Your Privacy Matters How We Share

LinkedIn’s mission is to connect the world's professionals to Information

allow them to be more productive and successful. Central to
this mission is our commitment to be transparent about the

Your Choices &

Obligations
data we collect about you, how it is used and with whom it is
shared. Other Important
Information

This Privacy Policy applies when you use our Services
(described below). We offer our users choices about the
data we collect, use and share as described in this Privacy
Policy, Cookie Policy, Settings and our Help Center.

2.1 Services
We use your data to authorize access to our Services

Stay Connected

Our Services allow you to stay in touch and up to date with colleagues, partners, clients, and
other professional contacts. To do so, you will “connect” with the professionals who you choose,
and who alse wish to “connect’ with you. Subject to your settings, when you connect with other
Members, you will be able to search each others’ connections in order to exchange professional
opportunities

We will use data about you (such as your profile, profiles you have viewed or data provided
through address book uploads or pariner integrations) to help others find your profile, suggest
connections for you and others (e.g. Members who share your contacts or job experiences) and
enable you to invite others to become a Member and connect with you. You can also opt-in to
allow us to use your precise location or proximity to others for certain tasks (e.g. to suggest other
nearby Members for you fo connect with, calculate the commute to a new job. or notify your
connections that you are at a professional event).

It is your choice whether to invite someone to our Services, send a connection FEqUESt, or allow
another Member to become your connection. When you invite someone to connect with you
your invitation will include your name, photo, network and contact information. We will send
invitation reminders to the person you invited. You can cheese whether or not to share your own
list of connections with your connections

Visitors have choices about how we use their data.




Subscribe to marketing updates

To subscribe to marketing updates from simply fill out the form below.

If you are a student please add your university name and postcode rather than your practice name and postcode.

Plezse review our Privacy Policy - which provides information on how we use and process your data - ¥ou can slso contact us at any
time if you ng longer wish to receive direct marketing for any of the above purposes by e-mailing

We would like to send you news, offers and information about | products and services.

@ Email
@ SM5
] Telephone
[ Post

MName *

Email address *




Yes please, keep me up-to-date via email:

B with the latest news and special offers from

- genuinely relevant offers and news from our sister brands in the For a list
of our brands please go here http://www |

- with genuinely relevant offers and promotions from ON behalf of our carefully selected
partners. These emails will always be sent by us.

| consent | do not consent To marketing activities

Send you relevant marketing infermation and carry out market research about our preducts and services so that you don't miss
out on current offers. We normally contact our customers by automated or electronic means including e-mail, phone (e.g. SM5,
MMS, fax). We sometimes use other means such as web sites. mobile apps. post or automated calls.

| consent | do not consent To profiling activities

Analyse your personal preferences, interests or behaviours so that we can send you customised communications that we think
you might like.

| consent | do not consent
To the communication of the Data to third parties for their own marketing activities

Share your data with companies in our group and selected partners with whom we work closely sao that they can send you relevant
offers which might interest you. This could include partners in the automotive, financial. insurance and telecommunication
sectors. We normally contact our customers by automated or electronic means including e-mail. phone (e.g. SMS, MMS5, fax). We
sometimes use other means such as web sites, mobile apps. post or automated calls.



Table 1. Formats and Participation Rates, Experiment 1

Question Percent Participating
(1) [ Notify me about more health 48.2
SUrveys.
(1) 0 Do NOT notify me about more 96.3
health surveys.
(3) ] Notify me about more health 73.8
SUrveys.
(4) [¥1 Do NOT notify me about more 69.2

health surveys.

Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults,
Framing and Privacy: Why Opting In-Opting Out, 13
MARKETING LETTERS 11 (2002).



Table 2. Formats and Participation Rates, Experiment 2

Question Percent Participating

(1) Do NOT notify me about more health surveys.

(O Yes (@ No 76.9
(2) Do NOT notify me about more health surveys.

(O Yes (O No 70.8
(3) Do NOT notify me about more health surveys.

@® Yes (O No 44.2
(4) Notity me about more health surveys.

(O Yes (o No 59.9
(5) Notity me about more health surveys.

O Yes (O No 88.5
(6) Notify me about more health surveys.

® Yes () No 89.2

Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults,
Framing and Privacy: Why Opting In-Opting Out, 13 MARKETING
LETTERS 11 (2002).



Newsletters and direct
marketing to the
customer

Service notifications

Profiled direct
marketing

Providing similar products or services in
the context of a customer relationship

Explanation

Regular newsletters or
messages (cold emails).

The company receives
electronic contact details of
the customer in connection
with the sale of the product or
the provision of the service.
Welfare notifications.

Customer behaviour
patterns (based on
purchase history) are
used for targeted
messages.

The company receives electronic contact
details of the customer in connection
with the sale of the product or the
provision of the service. Contact
information for direct sales of similar
products or services to the customer may
be used.

Basis of data
processing

Consent or clear
declaration of will, for
example, entering an
email on the company’s
website in the newsletter
field or click at tickbox.
Must be able to get out of
direct marketing.

Opt-in and Opt-out

Legitimate interest to send
notices- you can rely on
legitimate interests for
marketing activities. However,
in case you have to show that
you use people’s data
proportionately. Meaning, it
has a minimal privacy impact,
and people would not be likely
to object.

Opt-out

Consent, e.g.
acceptance of personal
data processing. The
right to object at any
time to the processing
of personal data. The
information shall be
provided clearly and
separately from any
other information.
Opt-in and Opt-out

The previous sale of a product or service.
During the initial collection of data, and
whenever the data is used, the customer
has a clear and understandable way to
prohibit the use of such contact
information in a free and easy way.
Opt-out




Contact details

Level of Education

Relatives or friends
at the Company

Eligibility to work in
the country

Username and
password for the
online platform

Current Work with
the Company

Recruitment (Online Application)

Roles or Position

How you heard
about the Company

Work experiences
with the Group



Recruitment (Voluntary

What type of
employment you
prefer;

Whether you are
willing to
relocate;

Websites
(http://);

O

When your
available start
date is;

Work
experience: job
title, company,
location,
description,
references from
previous
employers;

Proof of
academic title;

Work availability
such as
weekends, early
shift, etc.;

Education:
school or
university,
degree, field of
study, overall
result (GPA);

Other
information
about yourself
that you provide
inaCV,

Basis)

©

What percentage
you are willing to
travel;

Skills;

Whether you
would like to be
considered for
alternative
positions
(options yes/no);



Recruitment (Job interview

Functional/technical and personal
skills, past experience and
performance relevant for the
aspired position, career
aspirations and plans;

Information as observed by
interviewers in any such interview,
such as communication style,
tone, engagement, personality
traits (curiosity, creativity, etc.),
team working, collaboration,
leadership skills, and management
skills to the extent apparent from
the interview and relevant to your
recruitment.

Other information that you
provide upon request around your
expected employment benefit
package, including (base) salary,
short term incentive, long term
incentive, options, car allowance,
expense allowances, pension
schemes, healthcare benefits and
other employment benefits;

Information as collected by your
interview panel and compiled into
a Candidate Evaluation Scorecard
including technical capabilities,
personality traits (curiosity,
creativity, etc.), confidence to hire
and leadership capability (where
relevant) to assist the talent
selection process.

Further information you may
decide to disclose, such as
interests, your interest in the role
or working, how you currently
work and collaborate with others,
development areas, etc.;

Information as collected during an
assessment or test as well as a
business-related simulation.



Duties & Responsibility

it

Data Controller Data Processor



Duties & Responsibility

General Duties (D1)

User Requests (D3)



Data Subject Rights

Right to withdraw

Right to be informed Right of Access
consent

Right to Restrict

Right to Rectification Right to Erasure :
Processing

Right to Data

Righ '
Portability ight to Object



anslunsnauninudnsay (Right to
Withdraw Consent)
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an3lunsldIuudadays (Right to be Informed)
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WP29 Guidelines on Transparency under Regulation 2016/679,

Annex — Information that must be provided to a data subject under Article 13 or 14
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/



ansunlatanalinndas (Right to Rectification)
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
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andauvaya (Right to Erasure)
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‘NI UNIUTzN8NA (Right to Restriction)
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
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anslunisleudays (Right to Data Portability)

Structured, commonly used and machine-readable

v dl v s
agamdmuquvlmu Observation (web history, traffic and location, raw data
such as smart meters & wearables) @ Inferred or derived data
o Anuiuan nia o Technical feasibility
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W

Without hindrance
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-

protection-regulation-gdpr/individual-rights/right-to-data-portability/
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aNTAAAIBN1IUTZNIaKE (Right to Object)
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(Rights related to automated decision-making including profiling)
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Key Clauses .
M [C)otmtroller

To what extent |
personal data will be

processed and what if Data
there is an accident? ‘
Processor

Processing s I+ Inthe case of

only if - = security
instructed incident

Prompt
notification




aim%a‘[auiagamuqﬂﬂavlﬂ 01961191321 ¢ (Cross-border Data Transfer)

Transfer Transit



Adequacy Decision (¥1%31 28 1330 1)

Appropriate Safeguards

a‘\j %‘%aia %oﬁ’a 3\] a ﬁq',g 1/[) * Legal binding instrument between public authorities (1)
o . q  Binding corporate rules (1)

yaan gIdnaLszing

(Cross-border Data

* Legal claim (1)

Transfer)

» Explicit consent (2)

* Necessary for pre-contractual measures (3)
* Necessary for data subject’s interest (4)

« Vital interest (5)

» Important Public Interest (6)



Faculty of La hulalongkorn Unive

THAILAND
DATA PROTECTION
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http://www.law.chula.ac.th/event/7721/
ISBN978-616-407-458-3



TDPG2.0

Data
Classification

Data Policy

Data Discovery
Data Proliferation
Data Risk Level
Data Protection

Special Categories
/ Sensitive Data

Lawful Basis for
Processing

Contract
Consent

Vital Interest
Legal Obligation
Public Task

Legitimate Interest

Controllers &
Processors

Duties &
Responsibilities

Data Processing
Agreement

User Requests

Government
Requests

DPIA (Data
Protection
Impact
Assessment)

Cross-Border
Data Transfer

QB

Anonymisation



TDPG3.0

Marketing & o Human
Data Analytics g
Sales @ Y - Resources
e Sensitive Data IT Department Procurement
Investment Bank
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Existing Rules & Policies Processing Activities Rules, Policies & Forms Training



Chula Data Protection Program 2020-2021

Privacy by Design

Data Protection Officer Personal Data Review Privacy Enquiries & Monitor & Review
Assign key roles and Identify & locate all Compllalnts o Measure our
responsibilities for Pl and its Establish processes for receiving performance against
privacy management prioritization and responding to privacy this privacy plan
) enquiries and complaints
Reporting Mechanism Data Flow & M.app.mg Right to Access & Breach Response Plan
Ensure senior management Develop & maintain Rectification Create a data breach
are routinely informed about processes around PlI Establish processes for data response plan
privacy issues collection subjects to promptly and easily
. . - access and correct their personal i i
Privacy Policy & Training Implement Risk Management . formation P e BE A
Ensure staffs identify, assess and Compliance Documentation g\faelfjgfigisslilés of
PROJECT understand their manage privacy risks Document compliance with TAEEE Y
START privacy obligations across the business privacy obligations, including processes
and roles keeping records on privacy
process reviews, breaches and
complaints
MAY NOV FEB MAR APR MAY

Q3 Q4 Ql

Tone from the Top

Records of Processing DPO Framework

Activities
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