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GDPR - General Data Protection Regulation
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International Ranking

- ITU Global Cybersecurity Index
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Relationship Between Cybersecurity and

Privacy Risk

Cybersecurity Privacy
Risks Risks
associated with loss [ privacy,  associated with
of confidentiality, |preach unintended
integrity, or consequences of
availability data processing

https://www.nist.gov/system/files/documents/2019/10/15/1-5-nist-privacy-fw-lefkovitz.pdf

Data: A representation of information,
including|digital and non-digital formats

Data Action: A system/product/service
data life cycle operation, including, but
not limited to collection, retention,
logging, generation, fransformation, use,
disclosure, sharing, transmission, and
disposal.

Data Processing: The collective set of
data actions (i.e., the complete data life
cycle, including, but not limited to
collection, retention, logging, generation,
transformation, use, disclosure, sharing,
transmission, and disposal).

Privacy Risk: The likelihood that

individuals willlexperience problems
resulting from data processing, and the

impact|should they occur 4
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Us:tnnuov Data Breach
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'EU GDPR

TOTAL NUMBER OF GDPR FINES

465

LARGEST FINE

£€50,000,000

SMALLEST FINE

€28

Google Ireland Ltd.

From May 2018 — January 2020

TOP 5 BIGGEST GDPR FINES

T coogie inc i €50 000 000
9Q HaM Hennes & Mauritz N €35 200 000
3 TIM - Telecom Provider I I €27 800 000
B, ©ritish Airways == €21900 000
B warriott International :: :: €20 450 000

Source: https://dataprivacymanager.net/
T



PDPA

® Countries with personal data protection law

MYANMAk 2 LAOS 5°“‘§‘e§“‘"" | « Malaysia * : Personal data protection act 2010
VIETNAM  OPHILIPPINES »  Singapore ** : Personal data protection act 2012
‘

CAMBODIA .

, « The Philippines * : Data privacy act 2012
1@ MALAYSIA
" SINGAPORE
0 @,

BRUNEI /  Thailand : Personal data protection act 2019

A

* Indonesia : draft personal data protection act

* ongoing amendment
** amended 2020
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2. N1361573vaYa (Data Inventory)

F9UTIUNINTIUNNIVDIAUNIFNUTINTIM T uaziUamevayannUssinnuedasans

- d15raveyanilegluasAnsmunsyuIunsivavatweya (Data flows)
- Pwunveyaliiuniiany 1euagIna veyanudy veyadiuyanaily veyadiuyanaseulng

(%4

aviisnensvayadluyananidivlulagiu lagssyunasiun n1saaiu wazmslyanuvaya

- SEYWMaIINTesUBYadIuyAna 35n139aAU daiulimemsnale walasiidnSiunfweyamantiuling
- fiR1sangIUNsUsERIaRANIYeUAIEN NN (Lawfulness of processing) vialudiuvasayadIuYARALULTIILY
(Personal Data) wazuayadiuuAnanianugaulnl (Sensitive Data) MuUINI1 24 Uags19s1 26 Lagdsu



N15LASENANUNITDNIZAUDIANS

3. MIUSTRIUNANIENUATUNITANATEIVBYAdIUYAAS (Data Protection Impact Assessment)
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6. AANIVUNNIIBNITNANTTUNLNYIVBY ( Record of Processing )

AT 39 WAy 40 virsnudesdavintufinnenisanssy wielianvesmeyaduyarauardriinauasvaeuld dwsznaude
1) gegadifimsdaiu 2) Tagussasavesmsdafiu 3) veyaiiitudmunuveyadiuyana 4) srezanEiiu
5) Avsuagiimanniweyadiuyara  6) msluvdadameveyaiildiunsendulifeseauiusen
7) meaiumiﬂgjLaﬁmﬂ%ﬁw%maqL%J']Gumﬁi’fayjad’auqﬂﬂa 8) FesureiiefuInATNIMIinmANNuataense

7. 8319AMUATENUNS wagHnausy

MNBNUABIATINANUATENTINS ATNTURAYRUNRENTYDIINUBIVBLAAIUUARG UATNTINNAIM
SURAYRUVRININEY TIAINTTNIANUTUAIADANEYRLAAINUARR LaZNANTENUMNATLAIN
nsazllauleuiglaruUURAUNITANATEIVBYAAIUYAAAYEIMLILNU TARAYARINT

YBINUIEIY LAENTNUUNITVBLAYIENT LLazm'ﬁ?JﬂamﬁLﬁmmﬁﬁLﬁmmauﬁuﬂisﬁﬂaﬁﬂLama




N15LASENANUNITDNIZAUDIANS

8. MNUQLALAZATIVFBUBE 9L LEND

VEUAEABIINIANUGES kaTATIFARUNTATNIIUYARAINT WazHAgvasielviinn15UfUn

auuleuiewazuufuanaAmuall eliiulainveyadiuyanaiinyieuinn1ssausn any

LAZNELNIYNAIUANNELANIASNSAMUALY

9. NMUNIUNTBUTUUFINTLUIUNULAZUIATAITNLNLIVD

YUIBINUADIUNIUNTOUFUUTINTZUIULAZUIAIN5TNI989AUN359UT dakiU T wae
Uawmegvayadiuyana Wonuinlnnuidss vienuiinssuiunuiligenndesivrennun

YDINYMUEY IAENUNIUALNITTINVBIVOLA AaiN15a519 AU 1o 1Wake auviserinaleveya




O Thank you




