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The way the threat landscape has evolved over the years proves that threat actors 

remain undeterred from compromising systems for their own gain. They shift and adapt 

in their choice of attack vectors and tactics — prompting the need for users and 

enterprises to stay ahead.
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Attackers will outpace incomplete and hurried patches

• Poor-quality patches could 

lead to functionality break or 

failure

• Patch gapping, wherein 

vulnerabilities are exploited 

before the actual patch is 

shipped to downstream 

product users (i.e., failure to 

pick up fixes for open-source 

libraries)
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Cybercriminals will turn to blockchain platforms for 
their transactions in the underground

• Blockchain marketplaces will 

establish a distributed trust 

system among buyers and 

sellers in the underground

• Crime-as-a-service model and 

commodity malware will still be 

perennial options for easy 

monetization among 

cybercriminals



The New Norm: Trend Micro Security Predictions for 2020

Banking systems will be in the cross hairs with open 
banking and ATM malware

• Mobile malware targeting online banking 

and payment systems will proliferate as 

more banks confirm their support for 

mobile payments

• Flaws in banking APIs, new phishing 

campaigns

• ATM malware will continue to be peddled in 

the underground for criminals looking to 

hack banks
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Deepfakes will be the next frontier for enterprise fraud
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Managed service providers will be compromised for 
malware distribution and supply chain attacks

• Attacks via the supply 

chain of third parties

• Attackers will target a 

distributor or supplier to 

spread malware to 

customer organizations
https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-
the-us/
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Attackers will capitalize on ‘wormable’ flaws and 
deserialization bugs

• Exploits for BlueKeep and other “wormable” flaws will be developed

• Widely used protocols, such as the SMB and RDP protocols, will be 

targeted to compromise unprotected and connected systems

• Deserialization bugs will be exploited to easily gain complete remote 

control and execute code automatically in enterprise apps



The converged future ushers in old and new attacks and techniques that expose information 

technology (IT) and operational technology (OT) assets.
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Cybercriminals will home in on IoT devices for 
espionage and extortion

• Machine learning and artificial intelligence will be used to listen in on connected 
devices in organizations

• Use of language recognition and object identification

• Identify a set of targets for extortion or corporate espionage

• Router hacking via botnets used as a distributed network or for Domain Name 
Server (DNS) hijacking
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5G adopters will grapple with the security implications 
of moving to software-defined networks 

• Vulnerabilities due to the newness of the technology

• Vulnerable software operations, wider avenues for attacks

• Threats related to confidentiality, integrity, and availability
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Critical infrastructures will be plagued by 
more attacks and production downtimes

• Utilities and other critical infrastructures (CIs) are viable targets

for extortion

• DDoS attacks against operational technology (OT) networks (i.e., unsecure 

cloud providers as jumping-off points for 

immobilizing productions)

• Underfunded public CIs and government IT infrastructure will be open to 

attacks for longer than private industrial environments
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Home offices and other remote-working setups 
will redefine supply chain attacks

• Work-from-home arrangements and connected home devices blur the lines 

in enterprise security

• Home devices used for work can be infected with malware that can get into 

the corporate network

• Cybercriminals will design enterprise attacks using home and public 

networks by impersonating employees



Cloud and DevOps migrations present risks as well as rewards to adopters, 

underscoring the need for security throughout the deployment pipeline.
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Vulnerabilities in container components will be top 
security concerns for DevOps teams

• More vulnerabilities in 

container runtimes (e.g., 

Docker, CRI-O, Containerd, 

and runC), orchestrators 

(e.g., Kubernetes), and build 

environments (e.g., Jenkins)

• Unsecure container images
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Serverless platforms will introduce an attack surface 
for misconfiguration and vulnerable codes

• Outdated libraries, misconfigurations, and 
known and unknown vulnerabilities will be 
threat entry points to serverless applications

• Serverless platforms include containers, 
serverless functions, and other 
dependencies that underscore the 
complexity of where a threat may originate 
from
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User misconfigurations and unsecure third-party 
involvement will compound risks in cloud platforms

• Misconfigurations in cloud storages that cause data leakage will still be a 

common security issue for organizations

• Insufficient access restrictions, mismanaged permission controls, 

negligence in logging activities, and publicly exposed assets

• Exposed company records and incursion of fines and penalties
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Cloud platforms will fall prey to code injection attacks 
via third-party libraries

• Compromise in cloud platforms by way of code injection attacks, either 

directly to the code or through a third-party library

• Incidents of cloud breaches as more software-, infrastructure-,

and platform-as-a-service cloud computing models are being 

widely adopted



The cybersecurity skills gap and poor security hygiene foment failure in 

protection; risk management and comprehensive threat intelligence are vital in 

creating a secure environment.



The New Norm: Trend Micro Security Predictions for 2020

Predictive and behavioral detection will be crucial 
against persistent and fileless threats

• Threats that “live off the land” will continue to evade traditional blacklisting 

techniques

• Sustained upsurge in Linux-based malware as the system grows more popular 

in enterprise platforms

• Info stealers will be increasingly used to penetrate deeper into enterprise 

networks
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The MITRE ATT&CK Framework will play a bigger 
role in how enterprises assess security

• More enterprises will base and assess threat models, 

security products, and organizational risks through the lens

of the framework

• Threat hunters can get a better grip on attacks and patterns

• Defenders will benefit in gauging the effectiveness of mitigations and 

security tools
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Threat intelligence will need to be augmented with security 
analytics expertise for protection across security layers

• Attacks that are thoroughly planned, spread out, and varied in tactics will 

require both threat intelligence and security analyses 

for proactive defense

• SOC analysts give a consolidated point of view and correlate findings 

with global threat intelligence
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Improving overall cloud security posture can 

be done with automated and continuous 

security that allows DevOps teams to build 

securely, ship fast, and run anywhere. Due 

diligence from developers and careful 

consideration of service providers are 

crucial to cloud security, as well as adhering 

to best practices and industry standards.

Trend Micro solutions for cloud security can 

improve efficiency while protecting 

cloud assets.
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