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FoAugudu (claim) A9 1AM ITULT1Y09T8AIIN LABUUUTIADITBYAYDY
TonNududuaruisanansfieauduiuslugvwuy 131vesdonInu (subject) - AnauUR
(property) — ARENUS (value) AUFUN 4

AAALUA | Anuaud®
(property) (value)

LINVBITDAINY

A

(subject)

5UN 4 wuudnaesdayavasdannutudy

megvestenuiudusansdoniny “Wigiidudvdinvesumine dvauyf” (“Penny
is an alumna of Example University.”) @1311504ansm1ukuudnaasdesiulanugun 5

@ a & 1
WuAYEINIDY uyAinedeaf

\ 4

(@lumniOf) (Example University)

JUN 5 daannududuuanstoninu “Wyilidufvdiiivessmninedausyi”

(%
Y [

el Jomnududuaansaduidenlosiuduns v (graph) dmsulduansmnudusiusves

Tayan1e 9 NUL199IeAN freg1udy nsWenlesteaududunsuninlusui 5 du
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Jormududuiivansdonnu “WigdsTnadvz” (“Penny knows Smith.”) uag “advdiismunia

WUue19158” (“Smith is a professor.”) MIUIUN 6

I3 a & 1
WuAbeIN1U8s | wmInenduauyi
(alumniOf) (Example University)
AU - 919756
(jobTitle) (Professor)

JUN 6 nswaulesiuszninsdaanududumeairalunsndoya
342  1@NE153U509 (VO)

VC Aa yavastannubuduatedesnidssenisiigniusedaegoonianans fiail vC i
AuanlAfiannsaaunsansanumsasuuasle q Aiiadueugniesnsuiiuvesdoya
wazasIvaoUateiied odidnnsedndveseanionarslddionsruiunisidisiadu Ve o1a
Usznausmie identifier uazA1eduedaya (metadata) 19U Hoonianans Funaziianile VC Fuil
HayNTLAY LN AN

V191 99AUTENOUNUFIUYRY VC d1NTauanssus Ui 7 Geusenaune 3 dau laun (1)
A1esungtayavet VC (credential metadata) (2) Yoanududu (claim) wag (3) Tofigadl (proof)
Falpeiiilanuaneiieteniviavesesnonais

- ™

verifiable credential

credential metadata

claim(s)

proof

N /

5UT 7 a9AUTENaUNUFIUYDY VC

wena Nl VC annsauanatunsmideyaldnuguil 8
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N51va49 credential

AlumniCredential

type

issuanceDate credentialSubject

Credential
123

2010-01-01T19:73:24Z

issuer alumniof

Example University

Example

University

N31UD4 proof

RsaSignature2018 348dj239dsj328

Signature
456

2017-06-18T21:19:10Z

BavEll0...3JT24=

created signatureValue

creator

Example University
Public key 7

5U# 8 nsmidayavas VC

Fregensaifinuves VC uanensalfnud ewteyilugedudranduannsaluminede
auy Tngazldsudruanidlomigifgadlditaueansdnw a uming dedanand 4
uminedeldenn VC i ofusasmnuiudvdiiliunial waniadsniu ve Julily
nszhAdTiaTesaULeY FeEnwes VC F1enluguuuy JSON-LD uanssuiieg1sil 1

nuBLe): TolauouzInssuatull agldyunuudnuse Tahoma dwsulansauaud® (property) Lazan
——— Xl Y 1
AuEUUR (property value)

081971 1 frag19vae VC Tuguuuu JSON-LD

{
// @context sUsznafsnuvosauuy (alias) wu issuer waz alumniof
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

Ik
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"id": "http://example.edu/credentials/1872", // id veaonans

"type": ["VerifiableCredential", "AlumniCredential"], // Ussianvousnans

"issuer": "https://example.edu/issuers/565049", // Q’aamaﬂmi
"issuanceDate": "2010-01-01T19:73:24Z", // Fuuazviandle VC Suilnagniu

1/ Erweserailu Ve Tnglunsdiiiifivaouiiniien
"credentialSubject": {

// id voudwosteniw Tnglunsdliily DID !

"id": "did:example:ebfeb1f712ebc6f1c276e12ec21",

// TeAnududunglnueveslaniy

"alumniOf": {
"id": "did:example:c276e12ec21ebfeb1f712ebc6f1",
"name": [{
"value": "Example University",
"lang": "en"
T {
"value": "wminmapauy@”,
"lang": "th"
3]
b
Y . ‘ .
// anedletendvia Jeriglaunsansianunsiuasunlases VC
"proof": {

// nszuaunsdnsiasuildlunisasaneiiote

"type": "RsaSignature2018",

// Juitasaneiiede

"created": "2017-06-18T21:19:10Z",

// i’mqﬂﬁsmﬁmadmsaamaﬁa%a

"proofPurpose": "assertionMethod",

//id ﬂuaaqzymemima‘ﬁ"h’ﬂuﬂwmsmaa‘umaﬁa%a
"verificationMethod": "https://example.edu/issuers/keys/1",

// avesaneiietonavia

"jws": "eyJhbGciOiJSUzI1NIISImI2ZNCI6ZmFsc2UsImNyaXQiOlsiYjYO0II19.. TCYt5XsITIX
1CxPCT8yAV-TVKIEq_PbChOMgsLfRoPsnsgw5WEuts01mqg-pQy7UJiINSmgRxD-WUcX
16dUEMGIv50aqzpgh4Qktb3rk-BuQy72IFLOqV0G_zS245-kronKb78cPN25DGIcTwLLjP
AYuNzVBAh4vGHSrQyHUdBBPM"

}

! decentralized identifier (DID) v0 U identifier UNuS¥uuNeLTouLON@155 US4 (verifiable data registry)
wuunsEegusiily URL lunisidenleafuioudia Tagsilu DID aganldlu ve ileuansanudenloslufaiivesdoniny
Fahlanunsndsdenieloude VC annsziiadvianisludanssiddviadndunialilaglidndudosesn v gl
agslsinnu VC lddndusiadld identifier 1u DID Ald
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343 @na1sanwne (VP)

v =

VP fie Tayaiiuszneuse VC egreeenilsyn dvoraludeyasuatumunusinglu VC

Y

wiaidudeyaniduasizian VC Al lne VP aziinaautfnianunsansianunisiddeundadle 9

2 [

MAndumINgnABIasUiIuTestaya uaznsivdeuaeiiededidnnsedndvesiaionaisuas

qJI 1
A579@9U VC Mendaalaniensyuiunisiinsiasu
- ~

verifiable presentation
presentation metadata
verifiable credential(s)
a ™ 4 ™
verifiable credential 1 verifiable credential 1
credential metadata credential metadata
credential subject: credential subject:
given name > given name
family name family name
birth date birth date
pI’OOf proof
AN . /
4 ™ ' ™
verifiable credential 2 verifiable credential 2
credential metadata credential metadata
credential subject: credential subject:
university N university
department " department
degree awarded degree awarded
proof proof
AN vy A
proof

o/

JUN 9 fipgneaudunussendng VC uag VP

msdannziteyan VC iieairadu vp awnsaldinsiisesiumsidend amedoya
Un3du (selective disclosure) nanafe fislenansannsauansmsigaiilinsudefiasiaiedu
Formubusuld tnglisowansdonnubusiuiomniioghu ve Ald v vp eneglugiuuuiuans
laMzA1ALT3 (Boolean) vestamuiudu Inglideuansariiuviaswwastermnududufly
Arue3 e duduindvesternuiiongannnia 20 Yudysal Tnghideadnmeosiusiassves
BRI RH

-10-
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N9l 99AUTENOUN UFIWVBI VP @10150uansn 1N U7 10 FeUsenausde 3 dau taun
(1) Aedungtayavas VP (presentation metadata) (2) VC wag (3) Taiiga (proof) Belagyaly
suuaneiiotoRdviavesiiotonans

/ verifiable presentation \

presentation metadata

verifiable credential(s)

proof

. /

5U# 10 29AUsENOUNUFIUVRS VP

wonanil VP arunsavanndunsindeyalaniugua 11 e VP azlinuaudfve
verifiableCredential 11149198384 VC agnetipenilagn &9 VC weiazynazUsenoumeiasuiy
Uoyavas VC (credential metadata) Yannugudu (claim) wagdeiigau (proof)

-11-



VUGB, 24-2563

N3 presentation

type . termsOfUse —

P tati \

VerifiablePresentation 4———'/ resentation _}———H_f s L )

AN ABC e e Archive e

verifiableCredential
n3MMYas credential

AlumniCredential :
§ issuanceDate credentialSubject i
Credential
! 2010-01-01T19:73:24Z :
i 123 :
| issuer alumniof
i Example . .
: Example University |
' University
nawuay proofwas VC
RsaSignature2018 348dj239dsj328
Signature
456 _ !
i created signatureValue |
| creator |
i 2017-06-18T21:19:10Z BaveEll0...3)T24= |
Example University
Public key 7

proof Asvlaay proof vaa VP
type nonce
RsaSignature2018 d2834djsj3239
Signature
8910 )
created signatureValue
2018-01-15T12:43:56Z creator P2KaZ...8Fj3K=

Example Presenter

Public key 11

Uil 11 nsmdayavas VP

-12-
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Pnnsdifnuilufiegned 1 dlewidldsu ve mdnfulilunsedfivavesnuieauds
sernazveiuduanInTuansainInedeanyAdudugnvaouionans Suannsaiazd
f¥ose VC floanlasuviinedenuludnsuihidvaveniad wagnsedAdasvauiy
Ideansle vC Afleguiolal ety dnounnas VC azgnihunldairadu vp udrdsieluly
Sruavinsaldnfiuninsiadey feg1ewns VP drafluguuuy JSON-LD gl

ﬁ’}i]&h\i‘ﬁ 2 A19819989 VP 1‘N§ULL‘U‘U JSON-LD

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"type": "VerifiablePresentation",

//VC annsetheit 1

"verifiableCredential": [{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"],

"id": "http://example.edu/credentials/1872",

"type": ["VerifiableCredential", "AlumniCredential"],

"issuer": "https://example.edu/issuers/565049",

"issuanceDate": "2010-01-01T19:73:247",

"credentialSubject": {

"id": "did:example:ebfeb1f712ebc6f1c276e12ec21",

"alumniOf'": {
"id": "did:example:c276el2ec21ebfeb1f712ebc6f1",
"name": [{
"value": "Example University",
"lang": "en"},
{"value": "uyInmavauy@”,
“lang": "th"}]
by
b
"proof": {

"type": "RsaSignature2018",

"created": "2017-06-18T721:19:10Z",

"proofPurpose": "assertionMethod",

"verificationMethod": "https://example.edu/issuers/keys/1",

"jws": "eyJhbGciOiJSUzI1NIISImI2ZNCI6ZmFsc2UsImNyaXQiOlsiYjYOII19.. TCYt5X
SITIX1CxPCT8yAV-TVKIEq_PbChOMgsLfRoPsnsgw5WEuts01mqg-pQy7UJiN
5mgRxD-WUcX16dUEMGIv50agqzpgh4Qktb3rk-BuQy72IFLOqV0G_zS245-
kronKb78cPN25DGIcTWLEPAYuNzVBAh4vGHSrQyHUdBBPM"

by
N |
// aneileveRdviaveainyll Fulugiie VC uasiudoon VP
"proof": {

"type": "RsaSignature2018",

“created": "2018-09-14T21:19:10Z",

-13-
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"proofPurpose": "authentication",
"verificationMethod": "did:example:ebfeb1f712ebc6flc276el2ec21#keys-1",
// aaudf challenge waz domain 14lunnsdesiu replay attack

“challenge": "1f44d55f-f161-4938-a659-f8026467f126",
"domain": "4jt78h47fh47",

"jws": "eyJhbGciOiJSUzI1NIIsSImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYO0II19..kKTCYt5XsIT]
X1CxPCT8yAV-TVIW5WEuUts01mgpQy7UJiNSmgREEMGIv50aqzpgh4Qqg_PbChOMgs

LfRoPsnsgxD-WUcX16dUOqV0G_zS245-kronKb78cPktb3rk-BuQy72IFLN25DYuNzVB
Ah4vGHSrQyHUGICcTwLtjPAnKb78"

¥
¥

4. laseadnedoyavas VC uaz VP

lassasnedayaved VC uay VP Usenaudienaauufsing ¢ (property) 39azuuisandunuauvs
Wug (gazdennuinde 4.1 uay 4.2) wazAuautRiaAL (S18asRennUNIANEIN N.)

41 ausutAiugIuYes Ve
4.1.1 @context

@context Ao AuaNUANIYYaNleonmanT@nae 9 Tu VC n3e VP 1du URI Liteli

sruuapuiIwaTausauanidsudayauazitilannuangvesnuaudiing 4 Aigauuy
(alias) Banzvinsauazynrasudilale

i Induuuiinisld @context Inlduuufinnsld URI wuuiiagy
A i
"@context": i {
. ["http://schema.org"], ' "@type": "http://schema.org/Person",
. "type": "Person", i "http://schema.org/address": {
. "address": { ¥ "@type": "http://schema.org/PostalAddress",
"type": "PostalAddress", "http://schema.org/streetAddress": "123 Main St.",
§ "streetAddress": "123 Main St.", ! "http://schema.org/addressLocality": "Blacksburg",
. "addressLocality": "Blacksburg", i  "http://schema.org/postalCode": "24060"
. "postalCode": "24060" : S
W i
3 I

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

JUN 12 ma3euliisuszninamsld @context funsld URI wuufiugy

YaNNUANIINALA

- VC uay VP apsdl @context

_  @context gosidadu URI #3e518n15009 UR 7 i1vualss URl arsunsmdu base
context fo https://www.w3.0rg/2018/credentials/v1l muf19e199 3

- URl uslazs1en1slu @context msideulesluduunasdeyaluguuuuiineuiiamesaiunse
ludszanala

-14-
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f198199 3 519 @context

{

"@context": [
// URI 984 base context
"https://www.w3.0rg/2018/credentials/v1",
// URI fflaaantifsuuenmnileanauand@ly base context

"https://www.w3.0rg/2018/credentials/examples/v1"

1,
"id": "http://example.edu/credentials/58473",

"type": ["VerifiableCredential", "AlumniCredential"],
"credentialSubject": { ... },
"proof": { ... }

412 id

id A AuandAnlduans identifier #1915U81989Tng7an1zLanzaaly VC 1Y U yana
ARSI M308IANS Liteliaunsanaafeingueaiuliegtnau

YDMNUANINALA

— V€ il id vw3elifile wazdnd id siaafliiesAnietdmiuusdazinglu VC

- id dedlduans identifier vasingdmsuinluldensda

- @1ves iddeudu URluay URITu id daasidonlosludaund sdoyaluguuuy
fineufamosannsatludszananald

feg19n 4 504 id

{
"@context": [ ... ],

//id dw3u VC sléifu URL uuuy HTTP
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"credentialSubject": {
//id dwiudmesderu Fal48u decentralized identifier (DID)
"id": "did:example:ebfeb1f712ebc6f1c276el2ec21",

"degree™: { ... }
Y
"proof": { ... }
b
4.1.3 type

% =

type Ao AuaNUAN M uansUszlanvesyaveya (object) Ll oWaNsau1I1T 0y adl

a | v v wa a{'
Anuvanzauvselil lngyndeyaiidesseyunnaudd type awhansnIumsedn 1

YaMNUANINATLA

- VC dngdl type

-15-
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—  A1ves type doatu URI wSoi@aulealuds URI (Wun1sld @context) ag1etiaawils
579015 7191 g UR 11nn1 11 4519015 A1ves type soudusienisves URI
wuulifidAu (unordered)

- URI uiagsienstu type masienlealuduvasdoyalusuuuuiiniasnouiinasaiunse

PlUUszunanale
fna8199 5 514 type

{
"@context": [ ... ],
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"credentialSubject": {
"id": "did:example:ebfeb1f712ebc6f1c276e12ec21",
"degree": {
"type": "BachelorDegree",
"name": "Bachelor of Science and Arts"
by
Y
"proof": { ... }
b

a % Sy -
19191 1 ‘U'e)llaﬂﬂ@\‘ﬁul! type

KV

Yayadaya (object) Uszinnvasyadaya

verifiable credential VC wazdsetnnamigvas VC (13)
"type": ["VerifiableCredential", "UniversityDegreeCredential"]

verifiable presentation | VP wagUszianawizas VP (614)
"type": ["VerifiablePresentation", "CredentialManagerPresentation"]

proof "proof": {
"type": "RsaSignature2018"
by
credential status "credentialStatus": {
"type": "CredentialStatusList2017"
by
terms of use "termsOfUse": {
"type": "OdrlPolicy2017"
by
evidence "evidence": {
"type": "DocumentVerification2018"
by

-16-



VUGD. 24-2563

4.1.4 issuer

. = wa e v ~ v )
issuer fie AuaLUANldLansdoononaIsiuses (VO)

YaMUUANILNATLA

- VC ggdl issuer

- @104 issuer doaidu URI (mudaegei 6) niorduyadoyaiuszneudae id
(Afegnadl 7)

~ A1 URI T issuer a251d oaileslugaunastoyaluguuuud aeuisnesarunsnialy
Uszananald

LY 1 d' adt) Y .
A108199 6 2514 issuer

"@context": [ ... ],

"id": "http://example.edu/credentials/3732",

"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",
"issuanceDate": "2010-01-01T19:23:247",
"credentialSubject": { ... },

"proof": { ... }

[

weNNi A1ve9 issuer aunsagnivualusuLuuresyatoyaiiusznausle id fall

Ad9ena7 7 514 issuer Nildayaiinuian

"@context": [ ... ],
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": {
"id": "did:example:76el12ec712ebc6flc221ebfeb1f",
"name": "Example University"

3}
"issuanceDate": "2010-01-01T19:23:242",

"credentialSubject": { ... },
"proof": { ... }

4.1.5 issuanceDate a2 expirationDate

issuanceDate Way expirationDate fio AauURNlduansiuLazIaile VC [Suilnayniu
(issuance date) uagduNAKNTU (expiration date) AsE1AY

YaNNUANINALA

- VC @94l issuanceDate
~  @1904 issuanceDate faudu string NuansiuLazIaIm UL UUTIA WAL RFC 3339

-17-
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Fuluiuwaziai VC Buiinanniiunusdiednsi 8 lngaraluiunasailuewanils
- VC 213i expirationDate %3alifla
- @183 expirationDate faadu string Auansiuuaziainuguwuuiiivualy RFC 3339

Fadutuuazinan VC Funanniunuiies1ei 8
- HATIIEBULONATTRIYIINITATIAADUAIYDY issuanceDate waz expirationDate 118¢/lu

FeiukasIagnsIvdeuenasivuaniely 1y issuanceDate liduiuuaziianly
2U1AM Way expirationDate laiiduiunazianluefn

f298199 8 7514 issuanceDate Laz expirationDate

"@context": [ ... ],

"id": "http://example.edu/credentials/3732",

"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",
"issuanceDate": "2010-01-01T19:23:242",

"expirationDate": "2020-01-01T19:23:242", //VC fle1y 10 U

"credentialSubject": { ... },
"proof": { ... }

4.1.6 credentialSubject

credentialSubject Ao AuauTANlTLanItaAUEUgY (claim) AeIiUITeItaA1Y
(subject) 9819UDENTULDUNR

YDMNUANINALA

- VC fasll credentialSubject

- fves credentialSubject iunguvesyndouaiiuszneusenaauifogsioeviiens
FsaziRetestuidestorues VC

- yadeyaudazsenislu credentialSubject @13Usznaumie id

faag14fl 9 3314 credentialSubject

{
"@context": [ ... ],
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"credentialSubject": {
"id": "did:example:ebfeb1f712ebc6f1c276el2ec21",
"degree": {
"type": "BachelorDegree",
"name": "Bachelor of Science and Arts"

}

3
"proof": { ... }

}

18-
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wan3Nll VC anunsalduanitayaiiednuidnestonuuinnimiwaudislalagun
¥ a [ ) o w . - Y 1 1 =
yadoayaunieanuiuualgieiu (aray) nelu credentialSubject faegay VC vameilou
ausanszyindvestonuaotau laud il (Penny) uarlawiu (Jayden) Wurausariu lngld
AnaUURNYeI spouse Al

2981991 10 3514 credentialSubject #iszyidrvasdonruuinnivilsauin

"@context": [ ... ],
"id": "http://example.edu/credentials/3732",

"type": [ ... ],

"credentialSubject": [{ // foavududu 1: g lfigausafelaniu
"id": "did:example:ebfeb1f712ebc6flc276el2ec21", //id veudigi
"name": "Penny",
"spouse": "did:example:c276el2ec21ebfeb1f712ebc6fl" //id vedlamu

3 A/ dearwBudu 2: lawuiigausafewisydl
"id": "did:example:c276el2ec21ebfeb1f712ebc6fl", //id vaslairu
"name": "Jayden",
"spouse": "did:example:ebfeb1f712ebc6f1c276el12ec21" // id veudigil

b P
"proof": { ... }

4.1.7 credentialStatus

credentialStatus Ao AuaudRnlLansEnuzdagtuves VC alvnsuladn VC gnsedu
visaLiinnauvsell

YaMNUANINATLA

~  VC 213l credentialStatus w3alainlel
~  credentialStatus flasuszneumernanUfselul
- id Jsgnefiandu URL
- type F93yUsTIANanIusves VC (credential status type) lagaiadsuansdaya
P o Y 1Y) | o Y
Miganadmsvuansaniuzdagiures VC wWu n1ssey URL MWeulddaenans
AEUDNTNTEYANTUEYDY VC AUF0gen 11

fogsfl 11 5314 credentialStatus

"@context": [ ... ],

"id": "http://example.edu/credentials/3732",

"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",

"issuanceDate": "2010-01-01T19:23:24Z",
"credentialSubject": { ... },

"credentialStatus": {

-19-
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"id": "https://example.edu/status/ 24",
"type": "CredentialStatusList2017"

H
"proof": { ... }

4.1.8 proof
proof Aa AuaudANlYuansteigal (proof) lnedeiigaiasisnisnyinli VC wie VP
a111309nA5NUNITIUAsuLUadle 9 MARAUAUYNABIATUAIUTDITRYE KATATIVADY
aneflefedianvselindvedeonianaisuaziioonans tamensumumadisiaduaIuieg1im 12

Tanigavaunsanuseeniluassiseinn fe (1) external proof 191 JSON Web Token
UWT) (51wagtdgatW ut@uy [3] [4]) wag (2) embedded proof 191 Linked Data Signature
(SNeazRYALNILALY [5])

Inevaly defigavasiduaieleveniva dwinduaeiiotediannselindUssiani 2 vie 3
MINTBLAUDLUZUINTEIUY FIBLUINIINTasaeiiededianvselingd [6] uenainil n1sadns

aeiloteRdviaannsalddaneifiu DSA, ECDSA vde RSA Gafvualiluimsgiu FIPS PUB 186-
4: Digital Signature Standard ¥®4 NIST [7] 52ufedane3nudu q daduieeusu wu BBS+

YDNMNUANINALA

v v Y a ¢ al Y] v Y ' v = aa ' &
- VC dassasiudefigruiondunsyuiumadnsiadueg1ateenilald lddraudu external
proof #38 embedded proof
ada = & e v
—  38n19 external proof 813dl proof w3elunla
~  78M13 embedded proof #iasil proof wagszyveIsNI5hily type

faoe19¥ 12 3514 proof

"@context": [ ... ],
"id": "http://example.gov/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu”,
"issuanceDate": "2010-01-01T19:73:24Z",
"credentialSubject": { ... },
"proof": {
"type": "RsaSignature2018",
"created": "2018-06-18T21:19:102",
"proofPurpose”: "assertionMethod",
"verificationMethod": "https://example.com/jdoe/keys/1",

"jws": "eyJhbGciOiJQUzI1NiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYOII19DIBMvvFAICOONS
GB6Tn0OXKbbF9XrsaJZREWvVR2aONYTQQxnyXirtXnlewJMBBn2h9hfcGZrvnC1b6PgWmukzFJ1
IiH1dWgnDIS81BHIXxXnPkbuYDeySorc4QU9MIxdVkY5EL4HYbcIfwKj6X4LBQ2_ZHZIuljdqlLcRZ
qHcsDF5KKylKc1THN5VRWy5WhYg_gBnyWny8E6Qkrze53MR7OuAmmNI1m1nN8SxDrG6a08L7
8J0Fbas50jAQz3c17GY8mVuDPOBIOVjMEghBIgI3n0OilysxbRGhHLEK4s0KKbeRogZdgt1DkQxDF
xxn41QWDw_mmMCjs9qxg0zcZzqEIw" }

}
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Iﬂi\iﬁiﬁ\i‘l]ilﬁlatl,aﬂ\‘lﬂmﬁu ﬁugﬁu‘um VC

VC usaggnusenousunuaut® (property) LLavmﬂmmum (property value) dnweaiun
R0nT33a8u VC Iaonnnoanulaseas ey aves VC msamwaﬂmamm YHUAUDIAN
AuELTR uazduuvesAnuanld Ineunaantionadunuaniivtidiu wasunsnaaudiions
Hlanangsionis

lassasstoyaniinensauaudinugudmsulelumsast VC aunsauansniunisiei 2

v v
v

M9l IruverInuautR (multiplicity w30 cardinality) Yesnuaudfnis q azuans
uAaakarIIuIugEaatnsalsnglu VC lngdiawmniegieasdnuiuingn wagdiiay

q
[

PNNVIADTIUIUAIERN P91

Y 9

1] JunauanTfvedu wasiilaldfiunda

H

3

[1..1]
[1..n] WuraaudRvry wasdlalidnindviuasan

- [0.1] WJun mamumiumﬂu wagnnd %uiﬁlmmwmm
[0..n] «Ju qmauwlmmﬂ‘u wazynndl aedllalidinduiugean
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M19197 2 laseasredayauannnaudanugiuves VC

degree %38 spouse

AoRmuaNTRAtY 1 e
Yndoyadeeall id vn

AnEUTR Fonnauia A1a5U1e Iy | viavesAnuaudd faegnenisldan
context @context ﬁaggmﬂmiﬁL%ﬂm%mmauﬁas\"m 9 [1.n] URI #59518n15989 URI | "@context": ["https://www.w3.0rg/2018/credentials/v1",
14 VC 19780 URI ﬁizuimmmﬂﬂiaa%ﬂq "https://www.w3.0rg/2018/credentials/examples/v1"]
vosmaNTAy
identifier id Identifier v89 VC [0..1] URI "id": "http://example.edu/credentials/3732"
type type Uszavienans leliifiolonansiiansan [1.n] | UR %39916n13583 UR | "type": ["VerifiableCredential", "UniversityDegreeCredential"]
Anumzauvedlassadeyald laelu
nstiiil 1Wswyu “VerifiableCredential”
Lare1lUTELANANIZ VR LONETTHNE
issuer issuer Q’aaﬂ VC [1..1] URI "issuer": "https://example.edu/issuers/14"
yndoyaiiiinuand id | “issuer": {
"id": "did:example:76el2ec712ebc6f1c221ebfeblf",
"name": "Example University"
. ‘ )3
issuance date Uag | issuanceDate 1130 Tuuagiaiile VC ISuiinaynivy [1.1] | string uansiulaziia1 | “issuanceDate": "2010-01-01T19:23:242"
expiration dates validFrom M1 RFC 3339
expirationDate %39 Funazanile Ve ??umarzumﬁu [0..1] string WAR9IULLAZLIAY | "expirationDate": "2016-01-01T00:00:00Z"
validUntil #1134 RFC 3339
credential subject | credentialSubject Lﬁwaa‘ﬁammﬁgﬂﬂénﬁwﬁﬂusﬁamm [1.n] "credentialSubject": {
way claim Fudu "id": "did:example:ebfeb1f712ebc6f1c276el12ec21",
id identifier 903197190970AW [0.11 | URI "alumniOf": {
Tonmauta? 1oy anautRuasmauantivesdemnuiudy | [l | Yssiandeyafivanzan "id": "did:example:c276e12ec21ebfeb1f712ebctf1”,
name, alumniof, fRertudwesdonnudy "name": [{

"value": "Example University",

3199 o g, "language": "en"
1n01981989 naMneUARdY guag
www.schema.org A
"value": "uniInenauauyi”,
"language": "th"

? Tneunflinsdionie Lower Camel Case (LCC) nanfie uwaazmdusumemfiunlng sniudusniiguiusmedfiuniian uazliviuissasewine
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AMENUR YonmuaANURA AN83U"Y W | viavasrnuEnlR fivag1ensldanu
3
by
i
credential status | credentialStatus anurlagiuresonans wu inosuudy | [0.1] "credentialStatus": {
id identifier 109L8NE1591984 [1.1] URL "id": "https://example.edu/status/24",
type UsgLananiugionans [1.1] string "type": "CredentialStatusList2017"
i
proof proof Jofigauildlunisnsinasuenans wu [0.n]° “proof”: {

aneiletefdvia 5o JSON Web Token “type”: “RsaSignature2018”,

(JWT) “created”: “2017-06-18T21:19:10Z",
type Uszinntoiigan [1.1] | string “proofPurpose”: “assertionMethod”,
created Fuuaznandleastofigan [1.1] | string wanaiuuaziian “verificationMethod”: “https://example.edu/issuers/keys/1",

A RFC 3339 ws”:
- — “eyJhbGciOiJSUzI1NIIsSImI2NCI6ZmFsc2UsImNyaXQiOlsiYjY
expires Tuwazauiledeiigavdueny [0.1] | string waneiuUAZLIAN 01/19.. TCYt5XSITIX1CXPCT8yAV-
#13 RFC 3339 TVKIEg_PbChOMgsLfRoPsnsg w5WEuts01mg-

” P — T pQy7UJiIN5mgRxD-WUcX16dUEMGIv50aqzp gh4Qktb3rk-
proofPurpose Togusrasdvesdeiigal lnelunsdldl iisey | [0.1] | string BuQy72IFLOGVOG_zS 245-kronkb78cPN25DGlc

i “assertionMethod” TWLEPAYUNZVBA4VGHSIQy HUABBPM”
FoanaTRimem Qmamﬁ'ﬁLLazm@mamﬁﬁﬁuaﬁaﬁgaﬂﬁu 0.1 | Ussiandoyaiimanza ¥

fluasUaonne LU
verificationMethod, jws,
nonce %138 domain

1ng91981989 w3c-
ccg.github.io/security-

vocab/

fennaNURTY 9

> VC Fndudasseiutofigarl (proof) lidnaeidu external proof wie embedded proof Favmn VC 1ald embedded proof AzfoUsIng proof melaue
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4.2  AuENUAYDY VP

VP 9na3198uan31n VC agetioenilsynlagydolenals 96 fetenans (holder) 1duans

Y
a & a

Foanududuniteluy vC lugduuun arunsansivgeuatgded ediannsetdndvesgiolonans
VP TngiluazUsenaulumenaaud@nunsiad 3

M19199 3 AauauURves VP laenaly

YonaNUR Jarviun
id id \HunuaudRnasivielinld wazenaldidu identifier Mamzianzaswes VP
type type \Uunuauifnidesil wazlduansuszinnues VP 1wy VerifiablePresentation

verifiableCredential | (;13)) fnwos verifiableCredential fiasasnsTuain VC agadeemilsyn wioilu
Toyanidansiziain VC Tugdwuuiiannsansiaasulamenssuiunsidnsvadu

holder (@31) Avad holder Aastdu URI vastauiianasie VP

proof (6nd) Arwes proof axludefigauniendnguildlunisnsivaeu VP

f198199 13 VP NUsenaune VC

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"id": "urn:uuid:3978344f-8596-4c3a-a978-8fcaba3903c5",

"type": ["VerifiablePresentation", "CredentialManagerPresentation"],

"verifiableCredential™: [{ ... }],

}"proof": [{..-}]

4.21 lassaindayauannaandavas VP

lassasadeyaniisensauaudidmsuldlunisasie VP awnsouanmiun1sem 4
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M15197 4 laseasredayauansnnaudaves VP

VYUSD. 24-2563

ANEUUR Fonnauia A1a5UNeY I | vilavesAauauln faegenisldan
context @context ﬁag'Laﬂmsﬁﬁaﬂﬂﬁa@mauﬁ’asm 913U URL | [1.n] | URI #39318n15903 URI | "@context": ["https://www.w3.0rg/2018/credentials/v1",
'ﬁizqﬁmmLLﬁ:IﬂSdﬁ%ﬂdmaaﬂmauﬁaﬁu "https://www.w3.0rg/2018/credentials/examples/v1"]
identifier id identifier 984 VP [0..1] URI "id": "urn:uuid:3978344f-8596-4c3a-a978-8fcaba3903c5"
type type Uszlanienans LﬁaiﬁﬁmiuﬂaauLaﬂaﬁﬁmim [1.n] | URI #38918n15983 UR | "type": ["VerifiablePresentation”,
Aunzaseslassaisdoyald Tnslunsdlil “CredentialManagerPresentation”]
Tiszuru “VerifiablePresentation” uaze1ad
USTLAMaWIZ0LeNaNTiIY
holder holder Hoan VP Fafto Hile VC [0..1] URI "holder": "https://example.edu/issuers/14"
claim verifiableCredential VC Faussqdomnuiudiu [0.n] | yatoya verifiable "verifiableCredential": [{
credential "@context": [...],
"id": "http://example.edu/credentials/1872",
"type": [...],
"issuer": "https://example.edu/issuers/565049",
"issuanceDate": "2010-01-01T19:73:24Z",
"credentialSubject": {...},
"proof": {...}
‘ . 3]
proof proof Tofigaunldlunsnsivaeuionans wWu aediete | [0.n]¢ “proof”: {
Advia w38 JSON Web Token (JWT) “type”: “RsaSignature2018”,
type Ussindefigail [1.1] | sting “created”: “2018-09-14T21:19:102",
created Funaznanidloastoiigay [1.1] | string wansiunaziian ::pro.ofPu.rpose”: “aL,J’thentication”,
_ S P RFC 3339 V%g?:jc:ae:t;(gm?é?ggféblﬂ12ebc6f1c276e12ec21#keys-1”,
expires Tuwaziauiledeigatiduen [0.1] | string uansiuLaziIan "challenge": "1f44d55f-F161-4938-a659-f8026467F126",
i} Y RFC 3339 "domain": "4jt78h47fh47",
proofPurpose Tgusvasdvesdofigan tnelunsdll eyl [0.1] | string
“authentication”

¢

* vp fudludissesiutofigal (prood lid1azidu external proof 3o embedded proof dawnn VP lald embedded proof afissing proof feiee
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AMENUR Honauantd AN83U"Y U | viavasAIRuENUR fivagrensldanu
FonnanAimg @mﬁuﬁ"ﬁLLawhﬂmamﬁﬁmaﬁaﬁqﬂﬁﬁgu 0.1 | Ussandoyaiianzan | “jws™
mmﬁuﬂ sUaense Wy Giaﬂmamﬁ'aﬁ"’u “eyJhbGciOiJSUzI1NiIsImI2NCI6ZmFsc2UsImNyaXQiOlsi
e ! L YjYOII19..KTCYt5XSITIX1CxPCT8YAV-TVIWSWEuUts01mg-
verificationMethod,

jws, nonce, domain
%39 challenge
Tny81991989 wac-
ccg.github.io/security-
vocab/

pQ
y7UJiINSmgREEMGIv50aqzpgh4Qq_PbChOMgsLfRoPsnsg
xD-WUcX16dUOqV0G_zS5245-kronKb78cPktb3rk-BuQy7
2IFLN25DYuNzVBAh4vGHSrQyHUGICTwWLtjPANKb78”
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AANWIN N. AENURALNILANYY VC

n.1 credentialSchema

credentialSchema fo AniasiAildivun schema vesionas Gsorautseeniduassuszinn
#i0 (1) data verification schema @41l schema fil#lun1snsanaeulassairaunazdonives VC
aonadesmmgULUURITuAlIniiegnail 14 uay (2) data encoding schema 41U schema 1l
Tunsidsadionues ve denandlusuuuudu q wu sukuuaugIuass (binary format) Alddmsu
zero-knowledge proof auEaeg137 15

YDNMNUANILNALA

~ @19 credentialSchema daufiu schema agnsoenilasnanis Lﬁ@lﬁ;ﬁmwaamaﬂmﬁﬂu
mMInTRaeUTeyai@enndem schema Aifmuali

- credentialSchema Lwiazswmi@wq type FauanaUszIanYes schema waz id deaaduy
URI fiifonlaslusald scherna

fo81sfl 14 3319 credentialSchema
ansadaulaseas19nnulna JSON schema

"@context": [ ... ],
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",
"issuanceDate": "2010-01-01T19:23:24Z",
"credentialSubject": { ... }, . .
// fpenienanssyy credentialSchema fiaslosludilula JSON schema iislviinsaaaeuteonansldlunns
A519deU VC 11@0AAaBIRNY schema Anuualy
"credentialSchema": {
"id": "https://example.org/examples/degree.json",
"type": "JsonSchemaValidator2018

) &
"proof": { ... }
b
f298199 15 5149 credentialSchema
lNaASAEBUNISUUALNIE1USU zero-knowledge proof
{

"@context": [ ... ],

"id": "http://example.edu/credentials/3732",

"type": ["VerifiableCredential", "UniversityDegreeCredential"],

"issuer": "https://example.edu/issuers/14",

"issuanceDate": "2010-01-01T19:23:24Z",

"credentialSubject™ { ... }, o . .
// Heenienanssey credentialSchema 7iteuledluds binary format Mlglunisulanilevnd msu zero-
knowledge proof tielignsaaaeutenansidlunisnaaeutoigatives VC ngnaemselyl

"credentialSchema": {
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b

"id": "https://example.org/examples/degree.zkp",
"type": "ZkpExampleSchema2018"

"p’>roof": {..}

n.2 evidence

evidence fia AaaniRnliuanstoyandngiu Feeononarsdnindudeysaiuaywiinbaly

VC eyl nsivaeuienalsiinnnudedusademnududuiiegly VC drogradu Joenenais
91anTRdeUnasangIuTilunszawtonTvdeulsziRveninveslenunauiiazean VC a1y
M0g1a7 16

evidence #1931n proof @547 evidence 17 uans¥ oy aadvau Uiy 1y nangIu

MAgIteatuAIUgNABIATURIuYes VC luvugiaelny proof lYuansdefiagali i eadaeiu

ANGNABIATURILUBY VC wavnInsivaeuaieiietedidnvselindvesieononans

YaMUUANIBNALA

Awes evidence faududoyandngiusdreosnilsnens dslidoyaiifiomeniudeimun
yofimsrvEauEnasieIfumNdeTiovas VC

evidence Lsiazs19n15A0il type %QLLﬁNUSSLﬂVI“UEN‘ijE]Qa‘WﬁﬂE’m

evidence anail id v3e LAl waziil mndu URL Mideslesluduvasiidniiudeyavdngu

f1ag199 16 3514 evidence

"@context": [ ... ],
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",
"issuanceDate": "2010-01-01T19:23:24Z",
"credentialSubject": { ... },
"evidence": [{
"id": "https://example.edu/evidence/f2aeec97-fc0d-42bf-8ca7-0548192d4231",
"type": ["DocumentVerification"],
"verifier": "https://example.edu/issuers/14",
"evidenceDocument": "DriversLicense",
"subjectPresence": "Physical",
"documentPresence": "Physical"},
{"id": "https://example.edu/evidence/f2aeec97-fc0d-42bf-8ca7-0548192dxyzab",
"type": ["SupportingActivity"],
"verifier": "https://example.edu/issuers/14",
"evidenceDocument": "Fluid Dynamics Focus”,
"subjectPresence": "Digital",
"documentPresence": "Digital"

11,
"proof": { ... }
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ANANUIN U NMILANAMEUTUR (extensibility)

UnWawauisauiuuaudilulasaiisteyaves VC memdnilugunuuinouianeialuisa
i luuszinanald Tnelddndudesendessuunzideounans visll msiiiuauaudfaunsavilanaenisld
linked data %38 JSON-LD

Mogramaiuanandily VC a1unsaesuielagisuduain VC ag1edinenudiiegen 17

f198199 17 VC 281941e

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1

"id": "http://example.com/credentials/4643",

"type": ["VerifiableCredential"],

"issuer": "https://example.com/issuers/14",

"issuanceDate": "2018-02-24T05:28:04Z",

"credentialSubject": {

"id": "did:example:abcdef1234567",
"name": "Penny"

o
"proof": { ... }
¥

'
[ VK7

VC Frefuszyinoufiinduiusiu did:example:abcdef1234567 & name #ifladu Penny

mniniadesnsiiuuandidnluly VC dsiudnasssienis fe referenceNumber @iy
Tfwanamuneiavdadeanieluednns wag favoriteFood dsulduaniamsaulise dniauidesiinis
#3519 JSON-LD context Milnauaudflnianssiensaudieg e 18

08147l 18 JSON-LD context

{
"@context": {
"referenceNumber": "https://example.com/vocab#referenceNumber",
"favoriteFood": "https://example.com/vocab#favoriteFood"
by
by

MR93INA3I9 JSON-LD context 4a3 dnwmurazdndaya JSON-LD context T1eauluimeunsfiumas
nvdeuenansatunsainfiele 1y https://example.com/contexts/mycontext.jsonld faf0e197
19 9niu dnimunagduinnAves @context wax type wavtiiumaauURlniasiy VC
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Aa9e199 19 VC NinsiiuauaudRln

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://example.com/contexts/mycontext.jsonid"],
// Vit URI Aifinauand@lyailu @context
"id": "http://example.com/credentials/4643",
"type": ["VerifiableCredential"”, "CustomExt12"], // \inein CustomExt12 lu type
"issuer": "https://example.com/issuers/14",
"issuanceDate": "2018-02-24T05:28:04Z",
"referenceNumber": 83294847, // .iunuauiflvs fie referenceNumber
"credentialSubject": {
"id": "did:example:abcdef1234567",
"name": "Penny",
"favoriteFood": "Som Tam" // ifiuAnasi@lmi Ae favoriteFood
}r
"proof": { ... }
by
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ANANUIN A. AIBE1NNSEIANYINIS LYY VC has VP

FR819NIUANEINSITIUY VC way VP dsasalul

VUGD. 24-2563

o L=1 v Ve v
nIfiAnwI Koan Koo Kn32350U
BhGRE ENHGRH 1Na3
(1) Tuuszurananmsinen (transcript) W3aluU3yeyins | uvnivenae | Undnw | wiheaunsu
InMIveaseenlulszianansfinevseluligygvng dunsud
Tugu v iwAtndnw wethluldadasdvieuiu
hgunsuainsnu mhenuaunsansiaasulan
leNasiIRueBNlAgNMINg1aEILA Fehedeaiuninih
wnasUasuunldlunisadasidvia
(2) nilsFonauduna Aueudna | fiuleu RVl
Aueuduvanviadenausunalugy VC TiingSutey LD A339doU
2119 e AU TN UENBUE WINNTITauLBuA LY LONeN3
wilsdensudung Jadmthiasnsansiadeulainguey
91U9ANTEYINNITU USRS
(3) Unsasunam vivaUnsaunBnazauuda Aliusms | duslaa | gliusnistu
AustaaldusnisvesliusnismuReuluiinvun gliuinis
JeeanUnsanwinuvseUnsauBnazauuailugy VC luua
Auslan wWedllddudiuanAuinig lneenaduuinis
A A DA d dg o o a  aw
YDINULDINTBUINTVOIE TN sBUM T uiusiingla
(@) TuSusasunnd wind/ | ey | fheyanaves
Tsaneuna VLU

wnnd/saneruaeentususesnmglugy VC Wiungdae
\esusesenstie dujUisanunsatenanstiaduluuand
Jundnguusznounisansuiudieyanavesmignule
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	1. ขอบข่าย
	2. บทนิยาม
	2.1 เจ้าของข้อความ (subject) หมายถึง เอนทิตีที่ถูกกล่าวอ้างถึงในข้อความยืนยัน (claim)
	2.2 ข้อความยืนยัน (claim) หมายถึง ข้อความเกี่ยวกับเจ้าของข้อความ (subject) ที่จะถูกรับรองโดย ผู้ออกเอกสาร (issuer)
	2.3 เอกสารรับรอง (verifiable credential: VC) หมายถึง ชุดของข้อความยืนยันอย่างน้อยหนึ่งรายการที่ถูกรับรองโดยผู้ออกเอกสาร (issuer) ทั้งนี้ VC มีคุณสมบัติที่สามารถตรวจพบการเปลี่ยนแปลงใด ๆ ที่เกิดกับ ความถูกต้องครบถ้วนของข้อมูล และตรวจสอบลายมือชื่ออิเล็กท...
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