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4.2 msl,%'ﬁsﬁ'aé’wmﬁaga (message encryption)

(1) mnteyanazdndutoyadiuyanafideuln (sensitive data) vise C1 Uszasdaglel C4 witdud
anansaiinfedeyals C1 anunsadniumainsiadutaya (end-to-end encryption) Menaua
@510z C4
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¥ _ o a o 1w a < a ¢ Y v Y a y v a LY Yo

danmunvasuinsihdedayadiannsaiing deedoya | glvivsmsils | glvuimsiledSu | d3udaya
ume | fdetayadumie | dayauanenms | Uanems
(C1) (C2) (C3) (C4)

%

4.3 nsssusgdetaya

Y

v

UN19 (sender identification)

(%

(1) C2 @paudusny C1 F9@1U1TVINIUNUIID TLS feasleIsnils fad v

(1.1) n3aild one-way TLS Hu C2 Budfushmu C1 9nmsldadildtusuinuuss C1 wu
Unyailduas svian

(1.2) nsalld two-way TLS Hu C2 Suduinnu C1 anmsasageuluiusesuas C1 (client
certificate) %ﬂLﬁuﬂﬁiﬁuﬁuﬁmuﬁzﬂaamw (mutual authentication)

Tnevsanensel C1 aunsadududinu C2 annsnsiaaaulususesued C2 (server certificate)

(2) mn C1 asaneileBerdviausznoufudoyaduatiu C2 anunsadudusinu C1 99nn1smsIaaey
Tufusoswes C1 Tne C2 uag C3 (saufaglsiuimaianun &l 1y C5) ldsndudesasaeiietonivia
Usenoufiudoyatu egslsfiou C2 annsnasaneiiefodsznaufudoyaduatiounu C1 ifasnw
AHYNABIATUMIUYBITRYAAUATU (message integrity) Tifiu C1 19 van C1 uay C2 Udonnaq
FEMIaNY

4.4  msszyundETudayauatenig (recipient identification)

(1) C3 gasgududinu C4 newsugalv C4 Sudaya Beanunsavinsunuais TLS medslaTsnis sail v
(1.1) n3edld one-way TLS W C3 Budusiinu C4 3nmslddmldgududnuues C4 1ou
Unyiinlduagsiasinu dmduldduduinu
(1.2) nsadl two-way TLS Hu C3 dudusinu C4 annnsnsivasuluiusesves C4 (client

certificate) Faudunistududinuisansele (mutual authentication)

Tnev9@pInsal C4 @usnduduminu C3 91nn13esI9aaulususeswee C3 (server certificate)
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¥ _ o a o 1w a < a ¢ Y v Y a y v a LY Yo

danmunvasuinsihdedayadiannsaiing deedoya | glvivsmsils | glvuimsiledSu | d3udaya
ume | fdetayadumie | dayauanenms | Uanems
(C1) (C2) (C3) (C4)

4.5 159199971 (time reference)

(1) C2 waw C3 (mudsgliuinsvianun §1d 1wy C5) Feddnmssnadeiunaiiindede lunisinsh v v
Mé’ﬂgmmia'qLLazms%’UﬁagaLﬁaﬁué’uLmmizﬁﬁlﬁmﬁu vty 9 aafivsngluvdngiu
Inganunsnedsiunainnssuuniglu (system clock) #5031nUSN15UsEULIEAN (time-stamping
service) Y lYIUTNTUIEMULIAN (time-stamping authority: TSA)!

! s1eazi8unvesu3nisuseiiuian (time-stamping service) Wulumudeiauauuzsannsgius denenisuseiiunadidnnsetind wail vuse. 33

-8-
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damuunvasuinisidsdeyadiansating

AWUSN1SHedsU | dsudaua
U uY u LT

v v
ayanuUNI | Yayalangvmy | Uanenig
(C3) (Ca)
nangun1sdanazn1sTudaya (evidence of sending and receiving)
(1) C2 ua C3 (saufagliusnisnamun 613 1wy C5) dasdaiundnguiieitesiumsivddeya v

281910y Mail

—  doyaszysnuvtetoyatuduiinu vouldeuiineites

—  wanguLEnTIiinInTRaeudeyaiedItuanan valvewdayanun 1

—  winguikansirdinisnsaaeuteyaiediusninualvesSuteyaUanenis

—  winguiukansieyasuatuliinsunluldsundasseninmsidadeys wu wiaaalarad

(message digest) maﬁagaﬁuaﬁ’u

—  Juiinmnnisel (log) veampnsalilinduseninnissudloya

(Fegsveavgnsal” 1wy glvivinisiasudeyasuatuud glivinislasudeyaann

Alviuinsansuneuntiuey gliusnisiadedeyaludusuteyauaeniaue)

C2 uaz C3 (audagliusnisvianun 63 1w C5) fasdmfiundngiuniusseziaiiimuaiie i

AmNetaainiila wagavdwanguveuNsaiiATuTEnINN S udsayalviginetas

' £%
a a

? fegaveannnisal (event) MARTUsENIANTIUdaYA 1115091989910 ETSIEN 319 522-1 98 6. ERDS events and evidence set [5]
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5. aNINUANIUANULUAIUABANYEITEUNA

Foinuan1uaud unsUasadvarsaumavesusnisiidsdeyadiannseldnd Usznousoy

N3UTMsIANIsANNdgsuANdUAsUaDA BaNTAUMA LagUInTNITAIUANAUANNIUAIUABA Y
GREGMINITG

5.1

5.2

ANSUSTNSINNITAMNULEIATUANIUAIUABANY AN SEUNA

(1) Hlivinsdesindunisssiduainund sanuanuiuaslasadsaisaune (information
security risk assessment) vasusnsitddeyadidnnselingd fail

—  psivusnasiaud e FeUsenausae nawinseeusuAuLA e (risk acceptance
criteria) et nsUsEEiuAEeS (risk assessment criteria)

—  msszyAnuLd saduausuasUasnduaisauna (risk identification) leun nnsl4
ﬂszmumsﬂﬁmﬁummL?{mé’mmmﬁumﬂaamﬁ’amsamwﬂLﬁassummﬁmﬁtﬁ'mﬁu
nmsgnilaredeya ANUgNABtAsTUIU kazAunTaulduvesasaumangluvaulwn
yosuimsthdsteyadidnnsedind sudsmssrudiiudwesmnuidos

—  iwszdenudssiuanuiuaslasnseansauna (isk analysis) lngnsusziuna
ns¥nuuarlonaiennaziniuanAUEss SdanstruasEsumAILEDs

—  msUSsuiisunadwsa1nn1sI AT 1Ei A 1LE sef UL ANLE B LaznIsT ARy
PuEsioNSTANSAILERS (risk treatment)

2 duinisdesimuauuInn1sasdgenuauduaslasndeaisawna (information
security risk treatment plan) uazfeRAUSNYIONATUANIHAGNSIINNITTANITANGEEY

(3) WliuTin1saamunIunIsUsziunudenazn1sinnsAEenua N unslaensiy

ansaumeveIUsNsihdeyadidnvselindegsaxuaue

UININITAANAIUAMUIUAIUADAN A TEUNA

a

WRINsAIUANATIANT U ARRd B sauATesUTTihdeyadidnnselind 8198

€

[

UIATATAIVAL (control) wazwulUfuh (guidance) 31n1R5§11 ISO/IEC 27002:2022 (4] siadl

[

135U ISO/IEC 27002:2022 Usznausieunnsn1samuAudIuiy 93 4o Jewuseandu 4 du Al

(1) mmmimuqu@ﬁumﬁm (organizational controls)
(2) WIMINITAIVANIUYAAINT (people controls)

(3) WWIMIAIUANIIUNIEAIN (physical controls)

@ wwsmImuAueUmAlLLAE (technological controls)

ag19lsfiny Tolauonuzu1nsgIuatudiINInINITAIVANT INUATBININTFIY ISO/IEC
27002:2022 m’?meﬁmuu%mmzﬂsmﬁuﬁLﬁmﬁaaﬁw%miﬁwdw’fayjaﬁLﬁﬂmaﬁﬂﬁ AT
UIFTNNTAIUANAIUTTAUANTNTY 3T

(1) wmsnmsmuAuAis iy (mandatory controls) U 50 U8

-10-
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2) wesmsmugnilduniaden (optional controls) — $1uau 33 4o
(3) wwsMIMUANTaNI¥NIal (conditional controls) 1 10 U8

sl iiteliaenndasmudaiausuuranasguatiul flvuimadesufoinusnasnismugy
fi g0 (mandatory controls) 17 wazUfUArmNAsANIAIUANT LaNIZASE] (conditional
controls) ynsruvrasglvuimadulumudeuleiissyliludedy 1 wu nsdilimienumeuen
yhmthiliuimaunu nsalfliuinisaand viensdiimemududianszuuies

wenanl {Iusnisanusafiarsalufauuasnisasuauiiiduniuden (optional
controls) aLAY W alvaenndasiun1sUsTl UANER AUl uAsUaRRT YA TAUWA Loy
waninaivesthenumiuguauinsiideyadidnnsedndusiazUsean

5.2.1 mmmsmuquﬁmmﬁni (organizational controls)

i) WININI5AIUAN (control) AUITY | wuIUUR (guidance)
1 | ulsvreanuduasUasnneansaume (policies for mandatory | Teazdeaduluniy
information security) ISO/IEC 27002:2022
Alviusnsmvuaulevieanusiuasaenivansaunaiazulouty 19 5.1
WwnnziFewnuauiuaaeniedilasuniseysilagduims
AL NIRaFRasITuAaINITINETDITUNTIU UBNANT
Aliusnsinsmumuulevieanudunasadvansaumany
A o a4 A N o a
S3EEIANNLN Maollalinisiasullainisatiunule o
nulussAng
2 | MSMRUAUNUINULAZRENTIANNSURATOUATUA NI LAY mandatory | Teazdeaduluniy
Uaandwansaumnd (information security roles and ISO/IEC 27002:2022
responsibilities) 98 5.2
A LUSNISMMUAUNUIMAEnT AU URAYRUMUANDIUAS
Uaonduansauma Lazdnassiida UL aunIuALADINIg
YBIWIUIBIY
3 ASUUenNEINAUSURAYaU (segregation of duties) optional srvavdundulunia
A UMWl skenutnvsediunun Suiiaveunonalinstnse ISO/EC 27002:2022
msujifaueananiu 18 3.3
o v oA o sfege . =~ <
a4 N193ANITANUIUNAYDU (Mmanagement responsibilities) optional swazduaduluaiu
Jusmsvesliuimsthadeyadidnnselindrmunliyaains ISO/IEC 27002:2022
vanualfiRnunssnwauiuasaendeansaume lneduly T8 5.4

ANUULEUNEAINULUAIURBANUENTAUNA UL UIELRNIZISDINU

rnuduAsUaenduansauwme waztunaunsUuURNuTeeAns

-11-
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

5 | msfndeiunitenugiiduna (contact with authorities) mandatory | swazBanduluany
gliusmsdndauarSnuntesnsindedeastiumhsnuiiiedes ISO/EC 27002:2022
AuANNuAsUaonf N TEINA U9 5.5

6 | nshnsiafungurayszleviia (contact with special optional | Feazdeaduluny
interest groups) ISO/IEC 27002:2022
Jliusnsdnsuazsnuteamsinsefeasiungunaysslond 18 5.6
ey NauNTlaNUFeIsIyauANLuAaendeasaume
UAZANIANITITNDUY

7 @uésw%’agaﬁ'a@nmu (threat intelligence) optional sreavidaduluniy
AliUSNsTiuTiarlinseideyaninetesiuieanmuie vl ISO/EC 27002:2022
AudTdeyaduanay (threat intelligence) U9 5.7

8 | AnuluAIUann g TELMANUNITUTIITIANTIATINS optional | T1eazBuadulun
(information security in project management) ISO/IEC 27002:2022
ALiUSNsysannsanuliuasaenigasaumadniunIsuIms U9 58
IAN15LATINIS

9 | UnyBvesdayauaznindduiiieadasdu 9 (inventory of mandatory | Twazduaduluniy
information and other associated assets) ISO/IEC 27002:2022
avaQ ) 1 Ba 2 R P UUEQ‘NIQII P 6?:]1859
Aliusnsdnviuasiuinudaydvesloyauwasningdunineites
B 7 Favdls Veyaseyldvemingau

10 | mslddayauaznindfuiineatadu 9 adramnzay optional | Feazdeaduluny
(acceptable use of information and other associated ISO/IEC 27002:2022
assets) U9 5.10
fliusmsivuanginaeinisiduaztuneunisianisiudeyauas
ningduiiAendedu 4 suddavinduenaisuasinluujus
Pg NN AN

11 | nMsAUNSWEau (return of assets) optional | s1wazdemiulun
lvusnsmvualiupainsuaziidiuladiuds (interested IS0/IEC 27002:2022
party) 8u 9 Aunsndaunmunveernsfinuiionsosiiodugn U8 5.11
N5 Fugadayayn vSeTonnaen1sanenu

12 | Yuanuduvasdaya (classification of information) mandatory | T1wazdeaduluniy
A LU ST UNUeyan1uAUluAUaBn ga SEUMAYDIDIANS ISO/EC 27002:2022

0 5.12

Tnedulumudermuanmssnyanudy enugniesrsudiu
rnunFeldanu warilduladnudenineites
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

13 | mavirdeusansaumea (labelling of information) optional | T1wazBuadulun
glrusmsfmusduneunsviiheUsdansaumeegramngay ISO/EC 27002:2022
wanih U UAliaenadesivignsdnturnuduvesdoyad T8 5.13
23AnImuUAl)

14 | msanelouansaumd (information transfer) mandatory | Teazduaduluniy
glusmsiinsimunngunaet TunsunisufiRen wiedonna ISO/IEC 27002:2022
WNerfueseeniegunsallunisagleuasaumeannussan 78 5.14
nnsanelaunislueinng wazn1saelouszninieesfnsiu
MUILUNIBUDN

15 miﬂ’w@umivﬂ'ﬁ\i (access control) mandatory | Teazduaduluniy
AliUSnnsiinsimuangnasimadntiedeyawasningdudu o ISO/IEC 27002:2022
VNS aaneam (physical access) wagmsidnaadanssng V8 5.15
(logical access) wagthlUUfURlneMmlatiataimuanisgsnauas
AuLTuAIUaRRfBaTEUMA

16 | nmsdnnsdeyaineiudnaneal (identity management) mandatory | Twazideaduluniy
A LUINNsEnNsdnnT sty dIfuanan valneeas ISO/IEC 27002:2022

U8 5.16

17 %’agamsﬁué’uﬁamu (authentication information) mandatory | Teazduaduluniy
A LUINsmUANNTInasswaEmMIUIMIIan1steyanistudu ISO/IEC 27002:2022
FINUNIUNTZUIUNTINSIANTT Saudansimuushudyaans va 5.17
Tunsdnnisteyanistudusinuagiamsnzay

18 | @andmsitnde (access rights) mandatory | Twazdeamduluniy
Alusmsiimsdamsen numu wily vieaudvsnisdiddeya ISO/IEC 27002:2022
wazdunsndfifededu 4 muulouiaemzimueudunas 8 5.18
Unenduansaunatasngssilourotodng

19 | anuduasUaeadeasaumaneiuanuduiusiuliuinig | conditional | swazBenduluany
Mguan (information security in supplier relationships) Qunsdifils ISO/IEC 27002:2022

Yoo oo o = g Mgy 99 5.19
A LUSNNsinsAmuawazAIuNSINUNSEUIUN LY TUROY . :
nsufuRaiednn1siuANudswuautiuaUaonsie st

ansaumaningItasiumslindndnrivieusnmsvesliuinig
AeuaN

TAusnsun)
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

20 | msszyarusiunsaensfeasaumaludannasnisliuinnsues | conditional | s1eazBendulua
ﬁ:ﬂﬁ‘lﬁmimﬂuan (addressing information security within (unsdiiily ISO/IEC 27002:2022
supplier agreements) W U9 5.20

, ngUn
Hliusnnsiinsimuadeivuasuauiupsasnieasaume st
fifeatios uasanasiuliiinsnouenusasesuUssinvues | Wuimsum)
AnudiusugliuIN1sAeuen

21 | myvivsianisanusiunsUasaseansaumaluiaslaguimu optional | Feazdeaduluny
srumaluladansaunanazn1saoans (managing information ISO/IEC 27002:2022
security in the ICT supply chain) U9 5.21
flsramaimstmuauagdiunmmunssuiunuatunoy
nMsUfTRNL dedansmnuidssiumnusiuasaensdieluile
gUmMuiumeluladansaumauaznisieans (Information and
Communication Technology: ICT)

22 | MsAnAIa NMIMUMIL LasmMsIansnisiABuLUasUIN1sYess | conditional | TwazBeaduluam
Tusn1saneuen (monitoring, review and change (unsdiiilyt ISO/IEC 27002:2022
management of supplier services) miny U9 5.22

AYUN
ALUINNSINSARATL uniu Useldly waguivinsians i
msmﬁlsJuLLUaﬂuLLmvaﬁﬁ’ﬁé’mmmﬁumﬂaamﬁaLLazmia'a biusnsumy)
ueUUINsveslusnseuenedsasinane

23 | AnmsiunsUasaseansaumadmiunmsléuinsaanad conditional | seazdaadulumny
(information security for use of cloud services) (unsdiild ISO/IEC 27002:2022
AlvusnsiinsimuanssuIunsnslean nsldusns msuinng vamee 1o 5.23
Jans uagnmsenianuimsransiiulumdefrunduni
funsaendyasaunAvesoddng

24 | pseuRusazeIBNMIEaIUMsalfuANsuAIUansE mandatory | T1wazdeaduluniu
#d19auUwmea (information security incident management ISO/IEC 27002:2022
planning and preparation) U8 5.24

A LU ULAEES BINTEMSUNSUTINSTANS
doumsaisuanuTuaslasnsuasauna (information
security incident) TnefinsfvunuazdeansnszuInnIsns
FAns U mLaETTTieuSURaTeUE S UNMTUSISIANTS
doumsaisuanuuaslaonsuasauna
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

25 | msuszdivuazdnduladawmnnisalanudunslasnde mandatory | T1wazBumiuluny
#@196UIA (assessment and decision on information ISO/IEC 27002:2022
security events) U8 5.25
AU sUssdiumnnisalausiuasaendeansaumne
(information security event) uazdndulaiwmnnisaliudaduy
winsalanuiursUaenduansaunavsoly

26 | mInauauafamnNalANlUAIUADANEESEUNA mandatory | T1eazBumluluny
(response to information security incidents) ISO/IEC 27002:2022
AlusmsiimsmevauasasdnnIsaaIunIsalRIuALUAS U8 5.26
UaoaduansaumanmuduneumsuiuiRnuniluasdnualidnys

27 | Mm3BeudanmamsalanuduasUaanieansaumd (learning | mandatory | s1eazdeadulumy
from information security incidents) ISO/IEC 27002:2022
Aliusnsinauintasunnanunsalanuiuasaensie V8 5.2
ansaumeiialdlunsiaSuadsmnundunsawasyiulmnnsnis
PIUANAUANNTINAIUADAA BN TENA (information security
control)

28 mmﬁusauswwé’ngm (collection of evidence) mandatory | Teazduaduluniy
HliusnsimunuassunisnuduneunisufiRaulunissey ISO/EC 27002:2022
MsTuTN Mslaun wasnsiiuinwmdnguiiieadesiu e 5.28
WANsaiANuAIUaoR BETELNA

29 | AnuduasUaensduaTaumAlusEnienIsieasedn mandatory | $1eazBuadulusu
(information security during disruption) ISO/IEC 27002:2022
AliUSNTnusuMsiivanuiiuasaeniuansaumeliegly 8 5.29
sERunmuzanlusenI N veavsn

30 | anundauldanusrumalulagansaumanasnisieasiiendny | mandatory | Teazdeaduluniu
Gial,ﬁa\‘l‘wmﬁqiﬁi] (ICT readiness for business continuity) ISO/IEC 27002:2022

1 5.30

ALAUSNNSENIT MY AEIuNT U1595n) wasvaaeuAdy
wouldnusumeluladan saumanaznisdeanslidulunny
Fnquszasdsnueuseilommsgsiuasterimunsumiy
soiilauesszuy ICT
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

31 | defmuanienguang devsAunazdygn (legal, statutory, mandatory | swazdeaduluam
regulatory and contractual requirements) ISO/IEC 27002:2022
liusnsdavinenanstenvuamiangvang YeUsdu uazdeyeyi U9 5.31
NI UANNTUAIUADANEETALNA TINAIUINNTVDIBIANT
TunsufiRanuderimun N3l Yefmuanianguune tedadu
wazdyamsiinsusuugslndutegiu

32 | anslunmiwdduneleygyn (intellectual property rights) optional | s1eazdemdulun
AU sAliunsanuduneunsujiRaunienamnsauive ISO/EC 27002:2022
Untlesdnslunsudaunmstaan U8 5.32

33 msﬂaeﬁ'u%’aga (protection of records) mandatory sreazduaduluaiy
Hliusnistesiuteyaannisgame nsgnviiate n1suasuulad ISO/IEC 27002:2022
wazmsiinfasowmeunsiaglilasuou e 8 5.33

(%3 I [l Y v Y 1 . a I

3¢ | msdnwanandudiudauaznistesiudayadiuyana optional | FwazBumduluaw
(privacy and protection of PIl (personal identifiable ISO/IEC 27002:2022
information)) U9 5.34
AliusnmsszyuasUfuRmudermunineatiunissnmanuiu
dawsuaznslesiudeyadiuuanaiilulumunguunenlddeiu
suLU8UTaUNAY tastafirualudygn

35 | MINUNIURENBATEAUANNLUAIUADANBENTAULNA optional | swazdemiuluny
(independent review of information security) ISO/IEC 27002:2022
Aliusnsinsnumuegedasylusuanuliunsaensiy @ 5.35
ANTAUWA LU ATIRADUNITIANTHAZNIALTLULAEIUBIRY
YAAINT NTEUIUNISTINIU WAlULaE Tglin1snumunuyienan
naeuld weellalinsiUdsuwUasdrAgingu

36 | nsufiRenuuleuie ngsuleu wasanesgiusinuanuiuas | mandatory | sneasideaduluny
Uaaanwasauwme (compliance with policies, rules and ISO/IEC 27002:2022
standards for information security) U8 5.36

AliUSnsiinsnuniunsufiaauuleus ngseileu uay
WnsgImuUANLTuAUaenduasaumAsg 19ElLEND

-16-




VYUFD. 35-2566

i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

37 | ena1svunaun1sUfiReu (documented operating mandatory | Twazdeaduluniy
procedures) ISO/IEC 27002:2022
Aliusnsdavienanstuneunsuf URnuveseunsaiussanansg 18 5.37
gsauwme LaglenanstunaumuuRnulimsiflalag
yransidmnudndusadldanu

5.2.2 mmm’smuquﬁ"numﬂmw (physical controls)

o) AATNTIIAUAY (control) AUANTY | wuIUGUR (guidance)

38 | vaulnAMUIUAIUaBANBNIINIBATN (physical security mandatory | Teazduaduluniy
perimeters) ISO/IEC 27002:2022
ALUSNSTIMUAYeUAYEBUSANABINITSNYIAIULILAS T 7.1
UnoaseiieUnleslayauaznindduau q Nneivas

39 | mMsdeanmaMenIw (physical entry) mandatory | T1eazBumluluny
A LAUSNSINIIAIUANMIUNRONTNINEATNYBINUNNIRBINTT ISO/EC 27002:2022
ShwanuiuasUasnde Vo 7.2

40 | msShwianuduaslasadeditineu wieeineu uwazaunsal mandatory | T1wazBumiulun
(securing offices, rooms and facilities) ISO/IEC 27002:2022
AliuSnseenwuuarALdunMsiigiunsinwmauduag T8 7.3
Unoadedtinau viesiiau uavgunsal

41 | mshAnauanusiuasUaannen1en1enIn (physical mandatory | Twazideamduluniu
security monitoring) ISO/IEC 27002:2022
AliusnsihArmuan e desiumaintameneninlag Yo 7.4
Lilasuayan

42 | mstasiudeananaitunien nLazawIngay (protecting mandatory | Twazdeaduluniy
against physical and environmental threats) ISO/IEC 27002:2022
AliuSnseenuuutazaniunslesiudennauiiunieniniae T 7.5
Aundon W AUSIINYIF LarduANAIININIENINDY
ABLASIATNNINENINLRELIRLUTB 1R

43 | meufjuRnuluiuinganuduaslasnde (working in secure | mandatory | s1eazideadulumy
areas) ISO/IEC 27002:2022

10 7.6

AliUSNseenuuuarALdunsigliuinnIsauamiuag
Uasasedmsunisufuinuluiunnianuiuaaonsie
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i) WIMIN15AUAN (control) AUINTY | wuIUUR (guidance)

44 | nunaueilazgyinnuuasaenaisdrdguaznistasiuninag optional | swazBeaduluany
ABUNLABS (clear desk and clear screen) ISO/IEC 27002:2022
AliusnsinsmvuanardeRuldnginamegavsnzauieniv va 1.7
lizhnudasaenansisgliuunszanviazdetufinteyannen
wenle sudanginannstesiuntnensuiamesdmiuaunsal
Uszananadeya

45 | nsdnesuazn1slasiugunsal (equipment siting and optional | s1eazdemiulun
protection) ISO/IEC 27002:2022
Alviuinisiimsdnnsuasdesiugunsallilianusiuasasnde a 7.8

46 | anudunaslasndsvasgunsaluazdunindildauagnaneuan optional | wazBeaduluany
89AN3 (security of assets off-premises) ISO/IEC 27002:2022
Aliusnsunlemsnddunldanuegnieusnasanslyiiaudung V8 7.9
Uaenne

v @ A v = v . = I

47 | mIvnnuaauUNnvaya (storage media) mandatory | s1wazidealuluniy
A liUSNsinsdnnsaetunindeyanasnisasnisldeny wu ISO/IEC 27002:2022
m3dan M3l nsvuds MsMdndeduiinaugiuunsin a 7.10
MLzt munluNITINNITVDIDIANS

48 | sruuwazgunsalatiuayun1sineu (supporting utilities) optional | Teazdeadulumny
Jliusnsiinsunliesszuuuazqunsalussananadayavnlui ISO/EC 27002:2022
dndoanasn1sngayzindu 4 MAnNAINEUMEITBITTUULAY U 7.11
gunsalatiuayuniinau

49 | anudluaslasanevanIsiuaedyyIuLazn1saaans optional | swazBuadulunu
(cabling security) ISO/IEC 27002:2022
Fiusnisiinisunleanisiduanedyaanili Jeya wie To 7.12
USnsfiatuauutayaanmsendudayaia nsunsnuasdnyay o
Wrensvilanedye audsne

50 | mstngednegunsal (equipment maintenance) mandatory | T1eazidumiuluny
AliusMsinsinzesnwaunsalegsgndesivelvillaninnsesly ISO/EC 27002:2022

10 7.13

N $NIANNENABIATUNIULAZEINISNWIANRUYBITRYA
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i) WIMIN15AUAN (control) AUINTY | wuIUUR (guidance)

51 | nsmdausetgunsalunldlnisgauasnse (secure disposal | optional | 1eazideadulun
or re-use of equipment) ISO/IEC 27002:2022
AliUSNsinInTRaeuTIensvesgUnsalildetuiindeys T8 7.14
4 9y 9 1w o W s ea Y
weliuilaindeyaddyuazvenduiinilueugalignaveen
WiaWgwiveguiuasasaieneuinismiafiwvizetigunsalun
glwd

523  1IAIN1TAVANAIUYAAINT (people controls)

o) AAINT1IAIUAY (control) ANATY | wuIU{UR (guidance)

52 | m3AnLdaNYAaINs (screening) optional | seazdeadulumny
Aliuinisnsnaeulssifdadesaunnaunoulinyindaiiedu ISO/IEC 27002:2022
YAARINITTDIMIIENUY Inensnsiaaeulsyifnsaiiunslvll U9 6.1
Agenrdasiungminy seideu TaUsRy Lagdsesssy
MAves waganliunisluseauiuungauiuaufeInIsves
3713 UANUTUVRITRYATNIILYNIUINS WagAIEeNeITas

53 | dannasuazidoulun1sinesu (terms and conditions of optional | s1eazdemdulun
employment) ISO/IEC 27002:2022
M Bonssy A5 vaense X U8 6.2
A LUSN3 I8 UANUTURAYOUYRIYARINTUALBIANTAUAILL LA
Unendeansaunalutannasasioulun1sdnsny

54 | myadieanunseniin n1sing waznsEnausudiuauduas | mandatory | swazdeadulun
Uaansgansauma (information security awareness, ISO/IEC 27002:2022
education and training) 48 6.3
UAAINTVRIIUIN1SUaE N aslsunsasuaunseviin
lasunsAinwuansnousumuauliupIUaenf U SaUmAT
winga uddlasuitaleueanuivasasnduansauna uag
wlguglanizauauiuaslaendsasaumaAnng et uning
AusuRngeu Niimnudutlagiuegsainaue

55 | N2UUN1INIINY (disciplinary process) optional | s1eazdemdulun
AliUSnsiinsimuawagdeasnssuIuNIINIlY ISO/EC 27002:2022

U8 6.4

agadunmsuazdinisdeanshiypainsuasiidauieades
nsuvesLliunssentnnuiasiiinanuiuasasnsiy
ANTAUNAYRIDIANT
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

56 | msgugavisensilfsulUamtiinanusuiavaureaenising optional | wazBeaduluany
91U (responsibilities after termination or change of ISO/IEC 27002:2022
employment) 19 6.5
Hliusnnsiinisimun JeAuld deansdeynainsuavyiilau
WNepsdamiinnusuinveunuaNuduaaendsansaum e
gailnaderuldnaanmsdugavseilisuutainisinenu

57 | dennasnissnennuauiiemsliilamendnuay optional | Twazduadulun
(confidentiality or non-disclosure agreements) ISO/IEC 27002:2022
Hlusnsiinnsseyuazdavinenatstennan1sinwiAaunse U8 6.6
mshiUamemuauiiazvioutismudnduresednsluns
Untestayaasaumna lngdannansinwianudune
M3liUamenuEuAITINMIMUMULaEaLlAgUARINSWAEKT
\Neotag19alNaND

58 | nsvieuanssezlna (remote working) mandatory | T1eazBumluluny
AliUSnsiinnsnsiuauiuasUaeniuansaumailayaaing ISO/IEC 27002:2022
nunszezlnaiiedesiunisdifs myUssaiana vise U8 6.7
msdaiudeyauenaniuivedasdng

59 | mMsseaudanIunsalauANuluAslaanfgasaULIA optional | T1eazBualulun
(information security event reporting) ISO/IEC 27002:2022
fliusnisalisinalndmsuyaainslunmssenuaniunisaliny U9 6.8
AuduAIUaen YN TAUMATALNANUNTRAFEN 1LY BINNS
MNaNeE 19U

524  wwsnsauaNsumalulad (technological controls)

G WIAIN15AIUAN (control) AnuInlu | wwaUjun (guidance)

60 | aunsaluanenevasily (user endpoint devices) mandatory | T1eazidunluluny
Aliusnsiinisdansidieliiulaindeyaiidaiu Ussuana wie ISO/IEC 27002:2022
WhdaugUnsaivanemeesldlasunisundes U8 8.1

61 | AnSn1sdnfavesdnaseaugs (privileged access rights) mandatory | T1wazdeaduluniy
Hliusnsiinsdnassuazdinnisidifwesdvsseauas ISO/EC 27002:2022

U8 8.2
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

62 | msiianisidfsdeyadisauma (information access mandatory | Twazideaduluniy
restriction) ISO/IEC 27002:2022
fuimsiinsiiamadifsioyauasnindauiiiendedu 1 19 83
TaeaadesivuleuignIuaunsdnds

63 | msnfswesalanuaslusunsy (access to source code) optional | s1eazdemdulumn
glusmsiinsdnmsednamnyanlunisidnds msenu uagnns ISO/IEC 2700272022
\Jeumesaldn edeslensiann uazwerdwrslausns 1o 8.4

64 | mstudunlnuatinsUaanne (secure authentication) mandatory | T1wazdeaduluniu
fiusnmsinisldmaliladuagnszurumstudusnuiiinng SO/IEC 27002:2022
funsaend Tnsasandesiudedinmaiinfedoyauazuleue 19 85
AIUANNISIUNAS

65 | NM3IANSTAANNEINITAVDISTUY (capacity management) | mandatory | T1eawideadulun
Aliusnsnsaaeunslaninensuazusulilianuaenadesiv ISO/IEC 27002:2022
forfmualutlagtunagdermusiiamemiafeiumsianisde 79 8.6
ANLENNITOVOITEUY

66 | Mstasnusiawas (protection against malware) mandatory | Twazduaduluniy
Alviusnssimsanfiunslesiuiawisesanngaulaegldnud ISO/IEC 27002:2022
rnunsevtinlunisdesiudaws 1o 87

67 | nMsaan1svaslnimanaiia (management of technical mandatory | Twazideaduluniy
vulnerabilities) ISO/IEC 27002:2022
fiuimsideyatodwimanaievesszuvasaumaiilia T 8.8
Tnegliusnmsinsussiiumnuidesiotedimanaiaiang
uarldinasnsivanyay

68 | MssANIIN1RaAN (configuration management) mandatory | Twazdeaduluniy
flsusnafinsdnmsmssadn Sesaufatmundrausiung ISO/EC 27002:2022
UaonAuuesansauas goWdAws Usn19ee 9 LagszuuLAIeune 10 8.9
lpeiinsdninduenans asavaeufnnuuazinisnuniu
YIRS E

69 | nsautaya (information deletion) mandatory | T1eazduniulun
frusnsiimsautoyafidaivlilussuvansaunea gunsal vie ISO/IEC 27002:2022

U9 8.10

4 v o= v d' =~ ' v v
dotuiindeyadu 9 Welifirusesslidnsely
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

70 | myunUadayariadnfianiswiuvayaninan (data masking) optional | wazBeaduluany
gliusmssdiunmsiieafumsunladeyaifiosinnisiiudeys ISO/IEC 27002:2022
Viaviun (data masking) MJulumumleuiensaiuaunsidngs e 8.11
wazulguglamzauanuiualaeniuansaumaiing e
sudsddistemnmuaniegsiauaengvinenine e

71 | m3tasiunisialvavasdaya (data leakage prevention) optional | TwazBualulun
Alviusnsiiunmsnisdesiumsialnavesteyanldivssuy SO/ 27002:2022
ansauna sEUUA3eYIY wazaunsalszananady o MdnAurse 1978.12
dloyaiiavidungeu

72 | msdsasdiaya (information backup) mandatory | Teazduaduluniy
Alviusnsiinsunssnwnasnageun1sdsecloya vemsiungs ISO/IEC 27002:2022
wayszuvasaummegalanelnedulumuuleuiensdises 0 8.13
Uoya

Y

73 | nawseun1saunsaluseuianadayadnsas (redundancy of | mandatory | T1eawideaduluniy
information processing facilities) ISO/IEC 27002:2022
lviusnsiinamseunmsaunsaiussinanateyadsodlviiiiane 10 8.14
wazidulumudanmuasuaunionldanuy

74 | mstuiindeyaminnisal (logging) mandatory | Twazdeaduluniy
Aliusnsiinisasne msdaiu nstlesiu wazmsimseiiduiin ISO/EC 27002:2022
Toyamnnisal (logging) Yaeniiu (exceptions) Tefinwan U8 8.15
(faults) uagimMsainevosdu o

75 | madlfanumanisal (monitoring activities) mandatory | T1eazdumluluny
ALVUSNNIATIIADUITZUULATEUIY TEULAITAUWA WaghaUundladuy ISO/EC 27002:2022
WenngAnssuniaunfuazaiiunsegrumnzanlunsuszsdiy U9 8.16
winnsaliuanudunasnduasaumanonuinty

76 | mInsAisutian (clock synchronization) mandatory | T1eazdeaduluniu
AU ieunanssuuUsEianaiesinsidvaenndeiv ISO/EC 27002:2022
wasan i Tede U8 8.17

77 | mslalusunsuassausclavunlasudnsiiae (use of optional | Twazduadulun
privileged utility programs) ISO/IEC 27002:2022

10 8.18

Aliusnsiiauazaruauegadunnlunisidlusinsy
a33nUsElevUanInsaaurToAsuLUaINSAIUANTEUY
AsEUmALazLBUNGLATU
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i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)

78 | msdnrsranduasuusTuLUfTRNS (installation of software | optional | TwawBeadulumy
on operational systems) ISO/IEC 27002:2022
flsrsmatinssuiumaniemasnslumsfnfeondiaiuu 10 8.19
sruvUfuRmslvdmnusiunsasnade

79 | anusiunsasnsievasszuuadatie (networks security) mandatory | Teazduaduluniy
lvuinmsiinisdans muau waginweuiuasasadossuy ISO/IEC 28Qg2022
iwetneuazgUnsniedetie iieunlesdeyalusyuuasaume 19 8.20
wazlaUNGLATY

80 | Anusiunsasnsieuasu3nisiaiatie (security of network mandatory | swazdeaduluniy
services) ISO/IEC 27002:2022
Aliusnsiinisdfiunsuasfnnunsiedeuninsnissnway 10 8.21
funsaendovesssuuieiots sziuvesUImuazietmuaves
USN92UUATEUY

81 | NMsUUILENLATEUY (segregation of networks) mandatory | Teazduaduluniy
AlUINsuWUlenngunsusnsteya nauRly wagnguuesszuy ISO/IEC 27002:2022
ATAUNALUTZUULATEUILUBIBIANT 10 8.22

82 | Msnsauiu (web filtering) optional | T1eazBuadulun
flusmsiinsdansmadndaduledaieueniioannindes ISONEC 27002:2022
madfadomiifusunne 1 8.23

83 | msl¥msidnswaau (use of cryptography) mandatory srvazdunduluniy
fivuimsiinstmuauagidunaifeafunginasinadisiadu ISO/EC 27002:2022
ogsliUszAvEnm FerudsnsuImsdanisnauaidnia 1o 8.24

84 | 2995NInAILNsEUVRENIUARANY (secure development life | conditional | s1eazidemdulinu
cycle) (unseid ISO/IEC 27002:2022
AliusnsiinisdnrhuasUssgndldngunamidmsunisinm, N;;;izgf;q) 1 8.25
FoALIT WAL T ULUBEUABASY

85 | darmuadtuanusiuniasadeveswaundindu (application | Optional | s1eazBemdulun
security requirements) ISO/IEC 27002:2022

10 8.26

AliUsnsiinisseyuareudAverimuasuanuiuaaensiy
arsaumAlainsiauvseldwaUndatunlnsuun

-23-




VYUFD. 35-2566

i) WININI5AIUAN (control) AuITY | wuIUUR (guidance)
86 | AnusiunslasnngvasaatlnenssuvesszuULazuaNN1ISINg | conditional | s1eazduadulun
3AINT3U (secure system architecture and engineering (unsdiii ISO/IEC 27002:2022
principles) y“mmmﬂ” Vo 8.27
, HRIUSEUULY)
Aliusnisiinislindnnisseuumnutiuasaondeniimnsy
Tngasdminduenas Tnsthgednw wasiluuszgndldiv
AINTIUATHAITZUUATAULNA
87 | msWsulusunsuisinnusiunslasnie (secure coding) conditional | s1eavdeadulunia
liusnsldvannis@euldsunsuifianudunsUaonde (unsei RROQIEC 29002:2022
o ¢ & mheemuduy >
TunsiagonAwls v U 8.28
HWAIUTZUULDY)
88 | mMsmadauANUuAsUaRANlUNSWAILILAZSUTBITZUY conditional | Twazdeaduluay
(security testing in development and acceptance) (unsdii ISO/IEC 27002:2022
Yoo A o o 4 o 5 My 8 8.29
HIAUSNSENIATUALaEANIUASINEIAUNSNA@OUANILTIUAY | .. :
Y HWAIUNTEUULDY)
UYaondulunsasnsimunszuy
89 | NMFINNUIBIIUABUBNWNAILIIZUU (outsourced conditional | s1eavdeaduluna
development) (unsidi ISO/IEC 27002:2022
Y oo A o o - S Lo o My 8 8.30
HLTUSNISARMIN AAUALE LaZNUNIUAINTIUALALITDINY oo :
v o HIWAIUTZUULDY)
MINAILNIZUULREMNBNUAIE BN
90 | MIUBNENINLINADNVBINTTAAIUN NMTNAFBU WATANSIRUSAIS | conditional | seazidenduluniu
29n3MNNU (separation of development, test and (unsdidi ISO/IEC 27002:2022
production environments) V“mﬂmm“ U9 8.31
, HNRIUTEUULY)
A liUSnsiinsuenanmuinaeuuazsnwanudunaensiely
ANNWIARONVDINTHAILY MINAFDU wagnTIAUIANS
91 | n1susmsIan1snIsiUasunUaY (change management) mandatory | Twazdeaduluniy
HlvusnsdnnisrentsasunUasssuuansaumakargunsal ISO/IEC 27002:2022
Uszanaradeyabidulumunszuiunsnmsdanismsasundas Uo 8.32
92 | dayan1snAgau (test information) optional | Teazdeadulumny
Alviusnisiinnsdniden nstesiu wasnisdansteyadmiy ISO/IEC 27002:2022
NINAADUBE LU Z A U 8.33
93 | M3U0INUSTUUANTAUNATZAINNITNTIVFDUTZUU optional | s1wazdemiulun
(protection of information systems during audit testing) ISO/IEC 27002:2022
U9 8.34

A LUINNSINIT N ULAEANAITINAUTENINE AU TS UULAY
HuSmsiineatedlunisnsiadeusruulazianssunsUseiy
AusiuAsUaandudus NgvesiussuulfuRng
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