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Finnish Information security and data protection 

• Hospitals and municipal healthcare centers are 
patient register keepers 

• Current problems: 

– Around 400 different patient registers 

– Patient data is in around 500 different ICT-applications in Finland 

– How to make sure that there is a patient consent when doctor is 
viewing the data of a patient 

– Time consuming and Non effective system 

– Social care have their own registers 

– Disclosure of information between healthcare units requires a 
treatment relationship and the patient's consent 
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Finnish Information security and data protection 

• Draft law proposal in the Parliament 

• New structure to be implemented by January 1, 2017 

• Healthcare reform targets: 

– Better care for the patients 

– Better information flow between the different organizations 

– Better support for the national ICT-solution 

– Consolidated social and healthcare registers 

– Effective health and social care – cost savings 

– Reduce the number of health- and social care registers from 
around 400 to 5 consolidated registers 

• Better support for national will and consent management 
systems 

• Disclosure of information between healthcare units requires a 
treatment relationship and the patient's consent 
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Other National Services 

National Kanta Services 

ePresciption 
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Pharmacies (816) 

Hospital Districts (21) 

Health Centres (192) 

Private Healthcare Providers 
(>4000) 

Citizens (> 4 000 000) 

Diagnoses 

Lababoratory 

Imaging 

Operations 

Vaccines 

Measurements 

Registry of Healthcare Professionals 

Certification Services 
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EU Member States / 
epSOS NCP* (22) 

Medication Database 

Risks Medication Health Treatment Plan 

Main Standards 
• HL7 V3: CDA R2 Level 3 and 

Medical Records 
• IHE IT-I Profiiles 
• W3C XML-Signature 
• WS Addressing, WS-I 
• TLS, X.509 

Age 18 years or older 

* +Switzerland, Norway, Turkey 
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Registry of Pharmacies 

Prescriptions 

Renewal Requests Log Files 

Log Files 
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Common Registries (21) 

Source: konstantin.hypponen@kela.fi 

RESULTS 

http://www.kela.fi/in/internet/suomi.nsf/
http://www.kela.fi/in/internet/suomi.nsf/
http://www.kela.fi/in/internet/suomi.nsf/


Data protection in national systems 

1) ePrescriptions 
2) Data on Prescriptions & Deliveries 

3) Log Data 

RESULTS 



Information security of national services 

• Prescription and patient records are sensitive health 
information.  

• The Kanta Services permit processing of this information 
reliably and securely.  

– All data transfers between the healthcare system, pharmacies, 
Patient Data Repository and Prescription Centre take place encrypted 
between identified parties.  

• The identity of every user of the Prescription Centre and 
Patient Data Repository is verified using strong electronic 
identification. 
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National level Information security 

• In the healthcare system, the Prescription Centre may be 
accessed by doctors, dentists and students of both 
disciplines who have completed the required studies, as 
well as nurses.  

• In pharmacies, the information in the Prescription Centre 
may be viewed by pharmacists with or without an MSc 
(Pharm) (proviisori) and pharmacology students.  

• Handling information held in the Prescription Centre 
requires a healthcare professional card and appropriate 
user rights to the Prescription Centre.  

• Additional requirements are a treatment or client 
relationship and the patient's consent. 
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9 
Source: marko.jalonen@kela.fi RESULTS 

E-Health Standard Forum – Information security 

http://www.kela.fi/in/internet/suomi.nsf/


Patients control use of their information 

• Patients are also able to control the use and disclosure of 
their information.  

• Patients can see in My Kanta pages which organizations 
have viewed or handled their prescription details or where 
their medical records have been sent.  

• Patients can also request from the register controller 
details of who have handled and viewed any of their 
records. The controller of the medical records is the 
healthcare organization (e.g. health centre) where the 
patient was treated and the patient's documents created.  
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Monitoring and control of data processing 

• Kela, healthcare organisations and pharmacies oversee in 
their part that data security is observed and data 
processing complies with the legislation. 

• In order to permit ex-post control, logs are maintained on 
the use and disclosure of the information. The log data are 
based on identified users (personal certificate card) and 
reason for accessing the data.  

• If there is cause to suspect misuse, it is possible to 
establish who has handled the data and on what grounds. 

• Healthcare units and pharmacies must appoint persons 
responsible for data security to carry out monitoring and 
control functions, as well as ensuring that the whole staff 
receive adequate training in data security issues. 
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Information security - certificates 

• The Population Register Centre is currently the only so 
called Certificate Authority of qualified certificates in 
Finland that is able to issue Pan-European certificates, as 
specified by the Act and the relevant EU Directive, that 
provide high levels of information security and contain the 
correct identity. Every personal certificate issued by the 
Population Register Centre is a qualified certificate. 
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Information security - certificates 

• The Population Register Centre certificate system is based 
on Public Key Infrastructure (PKI).  

• Electronic identification offers you the opportunity for 
secure online transactions anywhere and any time.  

• The system enables the realization of privacy protection 
and information security, which is a basic right of citizens 
and an absolute requirement for online service providers 
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Information security - certificates 

• Population Register Centre provides the certification 
authority services (CA services) for the users of the 
nationwide healthcare information systems.  

• Organizations providing healthcare services including their 
employees and data networks are the intended user group 
of the healthcare CA services. 

• Healthcare CA services provide the means for identifying 
the users and the hardware in nationwide healthcare 
information systems.  

• It is also possible to electronically sign documents and 
other data transferred in the healthcare information 
systems.  

• Use of the identification and electronic signature services 
requires that the user has a healthcare smart card. 
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Information security 

• The Patient Data Repository is only accessible to persons 
employed in the healthcare services who have a smart 
card granted by the healthcare certification provider 
and user rights appropriate to their position to the 
information in the Patient Data Repository. Disclosure of 
information between healthcare units requires a treatment 
relationship and the patient's consent. 

• An electronic signature authenticates the 
signatory's identity and that the information signed 
for has not changed during transfer or saving. Kela, 
healthcare organizations and pharmacies have a 
data security policy for the Kanta Services. 
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Information security – smart cards 

• Healthcare smart card is a smart card including healthcare 
certificate issued by Population Register Centre. Certificate 
shows the identity of the card holder in electronic form. 

• Healthcare professionals and other authorized persons that 
use healthcare information systems, use the smart card to 
log on to information systems and to sign documents 
electronically.  

• Population Register Centre issues the healthcare smart 
card and the certificate upon application to authorized 
applicants.  

• Distribution of healthcare smart cards takes place in 
registration facilities that are maintained by the hospital 
districts 
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Information security – smart cards 

• ID card  and CA for regulated healthcare 
professionals 

• ID card and CA for non-clinical healthcare sector 
staff 

• ID card and CA for non-regulated healthcare 
workers 

•Replacement card for healthcare sector staff 
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Information security – Healtcare certificates 
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Information security – Registration Authority 
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