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" Privacy information standard - 1SO/IEC 27701:2019° " (5)

INTERNATIONAL ISO/IEC
STANDARD 27701

First edition
2019-08

Security techniques — Extension to
ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management —
Requirements and guidelines

Technigues de sécurité — Extension d'ISO/IEC 27001 et ISO/1EC
27002 au management de la protection de la vie privée — Exigences
et lignes directrices
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IEC 27701:2019 - Personal Informatim

Pll Controller Pll Processor

Collects personal information and determines the Processes personal information on behalf of and only
purposes for which it is processed. according to the instruction of the PIl controller.

More than one organisation can act as Pll controller often
known as co-controller, and this is where data-sharing
agreements may be necessary.

How ISO/IEC 27701 helps Pll Controllers How ISO/IEC 27701 helps Pll Processors

Provides best practice quidance * Provides best practice quidance
« (ives transparency between Pll controllers « (Gives reassurance to customers that Pll is

Provides an effective way to manage Pll processes SfTectively managed

© ACinfotec 2020



M70l:2019 Overview

Structure of 1ISO 27701

Much like other |50 standards, 150 27701 divides its content by clause, of which
Clauses 5-8 set out the additional requirements and amendments to be applied to

150 27001, and warrant particular attention.

Clause 5: PIMS-specific requirements

This clause addresses every clause in 150 27001 and identifies where additional
content is necessary. The majority of the 150 27001 clauses remain unchanged, with
the caveat that 150 27701 requires the organisation to recognise its need for data
protection within its context, and this context informs all the other requirements.

Another notable addition affects the risk assessment, which will need to take into
account the organisation's role in relation to PIl = that is, whether it is a controller or
a processor, and how that might affect the risks to the Pll. Another entry recognises
the existence of the new control sets and allows the organisation to reconcile its
controls against a wider range of controls, including those from 150 27701.

Ref. IT GOVERNANCE GREEN PAPER | SEPTEMBER 2019

Clause 6: PIMS-specific guidance

This section provides additional content for the control guidance set out in 150
27002. It establishes a top-level amendment that all references to ‘information
security’ should be taken as including protection of privacy.

Controls with a potentially significant impact on privacy and data protection are
given extensive extra guidance. This includes subjects such as removable media,

cryptography and secure development.

Clause 7: Additional guidance for controllers

This clause provides guidance on 15O 27701's Annex A controls, which are specific
to privacy for the purposes of Pll controllers. These controls address many of the

critical areas of data protection and privacy that are not accounted for by the
controls provided in 150 27001.

Clause 8: Additional guidance for processors

This clause provides guidance on |50 27701's Annex B controls, which are specific

to privacy for the purposes of Pll processors. These controls address many of the
critical areas of data protection and privacy that are not accounted for by the
controls provided in 150 27001.
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ml:ZOm Controls

Implementing ISO 27701 with ISO 27001

Integrated Management System (IMS) Approach

Ref. ISO 27701: The New Global Data Privacy Certification
COALFIRE ISO — September 24, 2019

Scope Statement

Statement of
Apphicability

Risk Assessment &
Treatment

Management Review

© ACinfotec 2020

Annex A: Annex B:
Controller Processor

% &S

49 New Controls




Privacy Enhanced Technology (PET)
What Privacy Technology should you Invest?

Adoption (%)

Data mapping and Privacy De-ldentification Consent Cookie
discovery management and management management

Pseudonymization
o vy Source: Clarip
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n1s5u1asguU ISO/IEC 20000:2018 IWoN1SUSKISIANISUSAS IT 9g10idUs:3nSwa

Agenda

* What Is Service Management?
* Benefits of IT Service Management
* Using ISO/IEC 20000:2018 for managing your IT Services
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What is Service Management?

" What is Service Management?

‘A set of specialized organizational capabilities that allows
customers to derive value from the services they are
provided’

= Capabillities...
* EXIst as processes & functions
* Represent service provider capacity, competency, &
confidence for action .

°
-
-
.
-
o
-
- <
»
t
v
- a .
*

= Capabilities permit the ‘'shaping’ of resources

.§\.\\

Py \.\
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Why are high quality services needed?

= Why are high quality services needed?

* Increasingly dependency on IT service provision
* Increasing competitive pressures

* More exacting user demands

* Increased complexity of the infrastructure
* Requirement to deliver value for money

© ACinfotec 2020



Benefits of IT Service Management

A continuous improvement in the quality of IT services

Reduced long term costs in the development and delivery of IT services
Reduced risk of not being able to meet business objectives

Better communication between |IT and the business

Greater productivity and best use of skills and experience

The ability to absorb a high rate of change

I'T staff are provided with best practice guidance

Compliance to procedures can be audited

© ACinfotec 2020



mgement standard - ISO/I_

INTERNATIONAL ISO/IEC
STANDARD 20000-1

Third edition
2018-09

Information technology — Service
management —

Part 1:
Service management system
requirements

Technologies de I'information — (Gestion des services —

Partie 1: Exigences du systeme de management des services
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ISO/IEC 20000:2018 can be summarized as:

A standard to promote the adoption of an integrated process approach
for the effective delivery of managed services to meet business and
customer requirements

* A set of “controls”against which an organization can be assessed for
effective IT Service Management processes

* The ISO 20000 standard defines the requirements for an organization to

deliver managed services of an acceptable quality for its
customers

© ACinfotec 2020



Customer
(Internal and external)

h

Service
requirements

7

Services

Service Management System (SMS) — ISO/IEC 20000-1:2018

Context of the organization

Organisation and its Context Interested Parties Scope of the SMS Establish the SMS
Leadership
Leadership and Commitment Service Mgmt Policy Roles, Responsibilities, Authorites
Planning
Risks and Opportunities Objective Plan the SMS

Support of the SMS

Resources Competence Awareness Communication Information Knowledge

Operation of the service management system

Operational Planning and Control

Service Portfolio Relationship and Agreement Service Demand and Supply

» Service Delivery
» Plan the Services * Business Relationship Mgmt » Budgeting and Accounting
» Control of parties involved in SLC * Service Level Management * Demand Management
» Service Catalogue Management o Supplier Management * Capacity Management
* Asset Management
* Configuration Management

Design Build and Transition Resolution and Fulfilment Service Assurance
* Change Management . Incident Management * Service Availability Management
» Service Design and Transition » Service Request Management * Service Continuity Management

* Information Security Management

» Release and Deployment Mgmt Problem Management

Performance Evaluation Improvement
* Monitoring, Measurement, Analysis, Evaluation * Nonconformities
*  Audit Program . Corrective Action
. Internal Audits - Management Review . Evidence

. Service Reporting . Continual Improvement




Using ISO/IEC 20000:2018 for managing your IT Services

Service Level Management
» [3rinkuas:guuavnisiRusnisiaoandovanudoanavirmidduanAn/miEoiu

Service Availability Management
» [BUSKISYQANTISADIUWSDUIBOIUYDVS:ULLIUCTY 9 98100US:ENSN W

Service Continuity Management
» (FovnwusuonuikamsaunlumakIvnmKIianskaas:vnuow IT Services

Capacity Management
o [BUSKISYQNISTAADINEIUISOYDVNSWENNSANY ) AfGIUNISIKUSNNS 9810dUs:ENnSNw

Information Security Management

. Tﬁ?u§ms§omsm:nuLTum\)UaaoﬁaTKﬂ“u IT Services SoUfivasvANUITOUUIKAUANAT/
NIV U
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Using ISO/IEC 20000:2018 for managing your IT Services

Service Request Management
+ [SaouauovdoSovyauovLanAY/WIBVIU 081vTUS:aNSNW

Incident Management
« (SUSKIsvanIsiIkansadnaUunaninadunu IT Services 981vTUS:ENSA W

Change Management
« [FusKIsvaNIsAUIUAgUIUALCNYD < NINgIToVAU IT Services 08100US:aNSNW MK
iUodnsidasundavifiadud:dvwans:nucoanA/wWlduiutiosnaa
Supplier Management
« [FUSKISYQNISEWWaNY109s KSo Vendor [KavuauviulKinist ag1vdus:ansnw las
nnAovasvLOUdYtYIKSodoanaviarinuionl3
Service Management Policy

. Ei0uulgungwoanKuanANIVIIA:NSOUNISUSKISYONNS IT Services IKaoqAdovaU
ADUADVNNISNNVSSTIDUDVOVANS
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ISO/IEC 20000:2018 Implementation

Define and approve » Elaborate and approve » Evaluate current Compare practices
scope project plan practices to I1ISO 20000

Document and Evaluate the differences (gap analysis)

Elaborate * Train teams in ITIL, * Define and implement
Action Plan ISO 20000 Management System
Perform External Train Management «

Pre-audit System Processes
i Get a
perform Fina — o, |EEEET|  GetlIs0 20000 Certification
External Audit Recommendation

© ACinfotec 2020

Perform Internal
Audit

Implement ISO 20000
Prncesses




ISO/IEC 20000:2018 Implementation : Critical Success Factors

* Team competence:
Service management employees need to have a deep understanding of
service quality standards and the service management process.

* Accountability:
Each process has to have an owner.

* Documented policies and processes:
Documentation of all activities is absolutely essential.

e Communications:

Communication between team members and the processes for
communicating are of the utmost importance.

* Audits:
Perform regular conformance audits and make improvements.

Critical Success Factor

© ACinfotec 2020
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THANK YOU
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For more information, contact: ACinfotec Consulting Services |

[ f__;—' 02-670-8980-3 | services@acinfotec.com | www.acinfotec.com

Consulting Training Assessment Solutions






