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Secure Configuration Account Monitoring
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Maturity Model pivot for standardization

Rationalized

The program is fully
operational and the risks of a
Cybersecurity issue, breach or
attack are limited.

Details have been created in the SAM Cybersecurity Assessment guidance

Control Control Domain
Domain Description Rationalized
Mo automated asset discovery tool or use of Automated asset discovery toal is used to build & Ensures all equipment acquisitions automatically Deployed network level authentication (e.g., 802.1x) is
zerver logging to discover unknown systems (Mo preliminary aszet inventory of systems connected to | updste the inventory system as new devices are tied into the inventary data to determine authorized vs.
Inwventory of CSC1 controls and practices in place) the arganization's networks. Use of DHCP server connected to the network. Inventory system unauthorized systems. Metwork Access Control [MAC) is
— Authorized and logging to augment asset discovery toals. (CSC1-1, recards at least network addresses, machine used to monitor autharized systems sa if an attack ccours
Unauthorized CsSC1-2) names, and ownership. Devices such as mobile the impact can be remedizted by moving the untrusted
Devices phones, tablets, laptops, and other portable system to a virtual local area network with minimal
glectronic devices that store and process dats are access. Client certificates are used to validate and
identified. {CS8C1-3, C5C1-4) authenticate systems. [C5C1-5, C5C1-8, CEC1-7)
Mo automated software discovery tool or use of Application whitelisting technology is used that Perfarms regular scans for unautherized software Software inventory toals ars integrated with hardware
whitelisting approach to what software can be sllows only software white listed to be used. Devize generating alerts as needed. A strict change control | asset inventory tools for single tracking view. Dangerous
Inventory of installed and run on azsets. (Mo CECZ controls g list of authorized software and version that is process is followed around the installation or file types (e.g., .exe, .zip, .msi) are closely monitored
Authorized and and practices in place) required of the business for each type of system change of software including checking for versions. and/or blocked. WMs [or gir-gaps) are used o isclate
CsSC2 ez, servers, workstations, laptops) and validated Has deployed saftware inventory tools that track applications that are mission critical but are at a higher

Unauthorized
Software

using file integrity checking tools. [C3C2-1, C5C2-2)

versions at the 05 and application layers. (CSC2-3,
CsC2-4)

risk, and warkstations are configured with non-persistent,
virtualized operating environments that can be restored
guickly. Deploys softwares that has signed IDs. [C5C2-5,
CSC2-6, C5C2-7, C5C2-8, C5C2-9)
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Findings

Cybersecurity Future State and Recommendations
Based on the customer’s current state, we recommend the following actions to move the SAM program to a full

Standardized state.
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Devices

Inventory of
Authorized and
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Software

Actions to move from Current to Future State

Upgrade this area of control. Use
automated discovery tool along with
desktop management and/or Asset
management tool to ensure the integrity
of asset inventory over time

MDM solution should be used. (already in
IT plan)

Upgrade this area of control. Use
automated discovery tool along with
desktop management and/or Asset
management tool to ensure the integrity
of asset inventory over time

MDM solution should be used. (already in
IT plan)

A formal Request fulfillment procedure
should be used along with ITSM tool to
help keep track of requests for Software.
This along with the asset management
tool will help give a full picture of the
Software currently in-used, which will
then allow the Customer to do License
Optimization in the future as well.
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Case Studies
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