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VBNINUAVDINITIUIUAINU

1. VBUUVY

Toiausuuzunsgiuatviiiudeinuadmsuigaiuazdudusanu (identity provider: IdP) Tu

a ) A Ay vA o W A o @ Y A A g v ~ a vad g
NsUTMsInnsdenlduduiinunaznistududinuvesdldusns weld 1dP Juwiujianiduunsgu
LWPEINUANUTEAUAINUUNLYTDNBYBINTEUTURINU (authentication assurance level: AAL)

Jaiauanuzunsgivatuiidudenimuadmiuniisnuiliuinsiigaluazdududanuun
yaranguen Yervunludalauaiuzinasgiuaduilasnsassendldlaiuusnmsigaduasdudusiinunld
a ¢ a S v oaa a8 & A w vaal S R N a a
edsglevdnigluianisvesaues Medl ldfllwnudanunievuldismsduiieiiuuse@nsainves
nsigatinazgudusimu

seu AAL Tutatausiuzinsgiuatuiinuesiinvesdanlddududinuwasinaaisnisdudusinu
Ingfiansannauaudftunistestunistaufinislguesfionuintuniugemnveeulaiidundn wu ns
laudlagAauna1s (man-in-the-middle attack) uazn1slanduuudsteyad (replay attack) el N3
BudusmaunuunuiiusenihddlanusadinuauiRnasinasinsiunssau AAL vesn1sBuduiinuiu
| ¢ a Ve v 1 | v o & ~a = I3
goanseauladininsanliladdiegluveuiievestoiausuurainsgiuatul Tunsdif 1dP danuUssed
sgliuimstuduinusuunuiudeni Tildasnsdududnuinmusauniuaudeansigedens
Budusinnu (relying party: RP) AU

FolauauwuziInsgIualuliunuuvesmnlduantoanianudnyueva Ll onBIuTTNing1u
(normative) wagtilonnislvideya (informative) fasaluil

~ “§3” (shall) Tiszydsiidudermun (requirement) sfasufiRn
v - o
i

“a33” (should) Mdszydsmludeowusii (recommendation)
“819” (may) l¥syyaansugauvseaygynlvvinla (permission)

9

2. STAUAMNUNYBNBVRINISEUSUAIAU (Authentication Assurance Level: AAL)

SEAUAINUULT 80 8UDIN1STUTURINU (authentication assurance level: AAL) AB SE¥AU
&

ANUtLInlunszUINNMIuSuiInuvedliuINT Ingseau AAL wUseantdu 3 seau fall

2.1  52AU AAL1

Y v

au AALL Tl ulasedund sinuanai maawdldusnisasaunsesuazauay
U [UTN15 lngseau AALL furualildnisdududinuiuuladeined

e
danlyd
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2.2

(single-factor authentication) \Uuegneies visil nsuansbiiiuidlduinisaseunsosuazmuny
AN LI UTUA MU DIANTUNITABLNUNITNITTUTUAIAU (authentication protocol) ML UAY
Uaanse

ynvesdsn i udusnunaunsalyle

ASEUSUFIAUNTEAU AALT dasldulinuadanldgusudinuainduiansaldil

(1) F9Waduanan (memorized secret)

2) qﬂﬂiaﬁaaﬁﬁaqmﬁu (out-of-band device)

(3) aunsal OTP wuuladeiied (single-factor OTP device)

@) worausitnsiaduwuuladuiien (single-factor cryptographic software)
(5) aunsalnsiadusuuladeiden (single-factor cryptographic device)

(6) AldBusuinuutindu « fiseiu AAL2 waz AAL3

o

YDMUUATNAALY

(1) Msdeanssenina lduinisiay IdP dasinueanieniiiaiuyasnsiy (authenticated

protected channel) 1asnw1AMNSUIBINANSNITEUTUFnuLarUosiun1Tlan@lag

AUNAN (man-in-the-middle resistance)
SEAU AAL2

5w AAL2 Tnusiulassdiugainyaraiimdadlduinmsaseunseauavaunuasitlddudy
AIAUYe LTUINT Ineseau AAL2 AMvualildnisgududinustsdadevesnisdududiny
(authentication factor) fiusnsinaity 2 Yaderdusntion Vel nsuandiduiglivinisnsouases
wagmuaudadevesnsiuduinuiuansisiy 2 Jadedesiuiunsseinasidsnsduduinu
fupsaonse
wanewe:  nsBuduimuiedatevemstuduiauiiunndetu 2 ady anmnsavild 2 35 fall
(1) nsldafildBusuimuuuutadeiiion (single-factor authenticator) udutatefiunndneiu
$1uu 2 $u Wy nsnsensianu Eeinud) uardeyaduiidwndalnsdniiad euilves
Flduinnsma SMS (Eeigudl) odudusinu
(2 mslddeiligudufnuuuumatstlads (multi-factor authenticator) §1uau 1 §u 1wy gunsal
OTP uuunaeiade (multi-factor OTP device) Fsazadrasaniuldndadies (OTP) ndsn

Alfuinisnseniavsiadiudmseaunuateiafiodnsa 91nuu léusnisazil OTP fuaniwauuy
gunsailunseniitedudusnu

ynvasdsnlgiudusinunaunsaldle

NSEUSUFIAUNSEIU AAL2 fasldulinuadanidgusudinuanndidansalull

(1) aunsal OTP wuuna1eUade (multi-factor OTP device)
(2) wrdwsinsiasuwuuratstady (multi-factor cryptographic software)
(3) sYEdUAN1 (memorized secret) SV gUNIalFRAN3YRINN9BU (out-of-band device)
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(@) sWaduand (memorized secret) $3ufU gunsal OTP wuudadeifen (single-factor
OTP device)

(5) s9aauand (memorized secret) S2uAU GoNsWITITITRad ULUUTATBLAL (single-
factor cryptographic software)

(6) FWlvBudusinuytingu o N5zAu AAL3

YDMUUANAALY

(1) MsdeanssenIngdlduinisuay IdP dasinureaanieniiniuyasnsiy (authenticated
protected channel) 1asnw1ANSUIBINASNSNITEUT U ULarTosiun1Tlan@lng

AUNAIY (man-in-the-middle resistance)

(2) dwldduduiinuegiaion 1 dudasausadesiunislandiuudetoyadi (replay

resistance)

(3) \lefinsldgunsal Wy nsdwsiiadeudl Tunsdudusinu msvandengunsaifisnan
(u nsldaasiadiusa (PIN) w3edif) deslidedunidslutadevesnisiudusnu
losa1n 1dP srliianunsansiuldingunsalgnienesy Wienseuiunisuandeaduliniy
Formusvosasilituiusamusdatuniol

s¥AU AAL3

seavU AAL3 Taudulaseduganinituanai iadad1lduinisassunseuaz v
danldguduiinuresdlduinig lneseau AAL3 Amualildnstuduiinunigdadevesnistudu
o = o v I ya &g vaA o o o wa & I3 ¢
snunuaneeiy 2 Jadelusgales uavldddmldduduinuniinuaudfiluesaus (hardware-
based) U33YNYUALLISHE (cryptographic key) waganunsadosiu IdP fauasu (IdP impersonation

resistance)

LAY
v A

il nMsuandliiuinglduinmsaseunsesuazauauladeveansdududinuiiuanmniuy
2 Yadudoswniiunsmeinaeiisnsiuduinunduatlasndy saudensuandliidiuinglduinig
ATBUATBALAIUANN QYA SHARDIALTILUNITAIBINITIBNISNSHEEU (cryptographic protocol)

ynvasdsn gt udusinunaunsaldla

ANSTUTURINUNTEIU AAL3 ApdldslnUaIdan e ugusiInuaInsaanmalul

(1) gunsalitnsiaduuuunatedads (multi-factor cryptographic device)

2) guasaldsiaduwuuladuiien (single-factor cryptographic device) Sy sWaay
2931 (memorized secret)

(3) aunsal OTP wuuvaedade (multi-factor OTP device) saufu gunsalitsiaduwuy
U2d81Aw7 (single-factor cryptographic device)

(@) guUnsal OTP uuuMa1etiade (multi-factor OTP device) lawiziidusniauas sauru
gouAwsitnsiaduwuuladuien (single-factor cryptographic software)
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(5) guUnsal OTP wuvuiladeifien (single-factor OTP device) lamziidusiaud sauru
gouAsinsiaduwuunatetlady (multi-factor cryptographic software)

(6) 9uUnsal OTP uuuiladeifien (single-factor OTP device) lamzitdusiaund saudu
gonAlIsIUNsRasuLuutaduAen (single-factor cryptographic software) wagsiaau

9791 (memorized secret)

YDMUUANAALY

[y

(1) n1sdearsseninaldusnisuay IdP

ARIHIUTDININLAIUUaBRNNY (authenticated

protected channel) 1iasnw1AMNSUIBINASNSNITEUT U ULarTosiun1Tlan@lng

AUNAIY (man-in-the-middle resistance)

(2) Awldduduinudaaunsadesiunmslaufnuudadeyadn (replay resistance)

(3) FWlrBudusnugasaansalesiu IdP dadasu (IdP impersonation resistance)

@ desinisldaunsal wu Wnsdwitedeun Tun1sdududinu n1suandengunsalianand

Wy nsldiavsiadludd (PIN) w3ad7if) aadkideidunildutladuvosnistudusinu

s 1dP azldaunsansldingunsaigniensy senseuaunisuandeaduluniy

Y o a Ay v o o A O A '
EU'93ﬂ'ﬁﬁu@maﬂaQWI%UUUUWUWU%UWUUWidLN

24  ayudanvuandfguanstudufiinuniuseau AAL

ToMmuafidAyreIn1sEUGURIAUINTEAU AAL Uiarseauasaasulaniunisei 1

M13199 1 asudeninuaigs

o/

YBANUAVDI
N1STUTURINU

ARYUBINITEUTUAINUNINTZAU AAL
3EAU AAL
AAL1 AAL2 AAL3

YRAVDIAIN T U
o a v
fnunanusalale

yilnvosdaiildiususn

nsdensiollil

(1) memorized secret

(2) out-of-band device

(3) SF OTP device

(4) SF crypto software

(5) SF crypto device

(6) AsiildBususny
¥iindu 9 Asedu
AAL2 ey AAL3

yilavesdafildiususn

Mnfdensoluil

(1) MF OTP device

(2) MF crypto software

(3) memorized secret +
out-of-band device

(4) memorized secret +
SF OTP device

(5) memorized secret +
SF crypto software

(6) AldBudusny
¥iindu q Asedu
AAL3

¥ilnvosdaiildBususnu

Mnsdensioluil

(1) MF crypto device

(2) SF crypto device +
memorized secret

(3) MF OTP device +
SF crypto device

(4) MF OTP device
wmgiduasous +
SF crypto software

(5) SF OTP device
wmngiduasous +
MF crypto software
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JonrunUDY TYAU AAL
nsEUGURINU AAL1 AAL2 AAL3
(6) SF OTP device
s dugsaus +
SF crypto software +
memorized secret
nstesiunslauf v v v
lagAunans

(man-in-the-middle

resistance)

AN5Ue9AUNNSLANR v v

wuudstoyatn

(replay resistance)

A15U897U IdP firUasy v

(IdP impersonation

resistance)

NEUe: SF ga3191n “single-factor”, MF 8831370 “multi-factor” Uag crypto 6811310 “cryptographic”

3. Y9NINUARIUTUAVIFIN LFEUTUAINU

a A Ay vA o W ~ = ~ xy) Y A ~ A U W
yilavesdsnlddududinui IdP annsasennieamzideulitugldusmsineldlunsuduiiny

ANUTTAU AAL LRail

3.1

(1) sWaauand1 (memorized secret)

(2) qﬂmzﬁﬁaamﬁmmqﬁu (out-of-band device)

(3) aunsad OTP wuuladeiied (single-factor OTP device)

(@) gunsal OTP wuuna1eUade (multi-factor OTP device)

(5) gevAwIsiTRaRULUUTATBLAYY (single-factor cryptographic software)
(6) aunsalsiaausuuTITELRe (single-factor cryptographic device)

(7) sovAwIsitnTRaauLUUnatedade (multi-factor cryptographic software)
(8) gunsalisEaukuura1eUade (multi-factor cryptographic device)

IWEAUINAT (memorized secret)
1A UINT (memorized secret) #3071 33nAulaenluinsanu (password) 3 oLavsiia

d@3us (personal identification number: PIN) i udoyadunliglduinisandt visil sWaduandn
osianududauluseAuniennuinsaawmilaeyliuseaas

siaduandlutadevesmsiudusinulssinnaafiaas (something you know)
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YDMUUANILNALA

(1

(2)

(3)

(4)

ausiadIuda (PIN) Mawmeideuldivgunsallianiziateasdasdini1ue1iveiiiay
DYNUDY 6 AN VAULNIWANIU (password) ABINAINUBNIDENUDY 8 BNUTE

IdP A33AMUATIENTIHAGUINIT hiaensie (blacklist) it oLl ldusnisiden
swaammmmmwmsmnan Wy wamum%aﬂiwﬂuamm ﬂ’ﬁ/l‘WUI‘U‘WR]U’]‘L!ﬂi%J
S NusTvT oIS NESISEEIEU LAy mwmmmléﬁmmw

IdP ansfimuugidmsuglduinmslumsidensiaduandiiaiaailaen wu fedn
JEAUANUUARANBYDITRN Y

IdP ﬂ’]iﬁ]’]ﬂﬁ%?ﬂ?ﬂﬂiﬂﬂ@ﬂﬂ’ﬁ&]ﬂ&]ﬂ@’)@u&l@‘WﬁW@G]’]@J‘VIﬂ’Wiu@]I‘UWJGUE] 4.2

3.2 qﬂnsaiﬁ'amsqiaamaﬁ'u (out-of-band device)

gunsaldoansyomaau (out-of-band device) luguUnsaifianusadeansivu IdP egadaensiy
HUTDI9E 0815509 (secondary channel) Fsuenantesnisdearsan (primary channel) Ailalu

AFEUTURINU

o 1 a I 1] & YY) a a a .
gunsaldeasvemsdululadgvesmsgudumaulssinndsinuil (something you have)

e \ cs' o Y aa aa =
QUﬂﬁma@ﬁqﬁsﬁaﬂwqﬂ@uaqﬂqiﬂﬂqﬁqu@ﬁ EJ’Jﬁﬂ']{L@’Jﬁﬂ']TVT‘UQ PNU

(1)

(2)

q

v
v a

Aliusnislasuteyaduaingunsaldeansyean1adunutemedeansses uasdadayady
wuluds 1dP neldaaanisdearsuan dregragu dldusnsiasudeyaduidudiias
6 vanndundalnsdniinfounnie SMS wagnsendeyadutuuumissduduiiny

a

FuInslasudeyaduriudeanisdeansvan uazldgunsaldeasyemieduiiieds
URHG adutuluga 1P Tngldeaamnedeansses ety r;ﬂszmimﬁmusuamaauml,am
11 QR code vuMENIEuSudINUY LLaJLst’ﬂmﬁwmﬂaaumLmu QR code uuma‘lmmm

nnsdsdeyaduluds IdP

'3'202;5

YaMAUAMINATA

(1

(2)

(3)

aUﬂ‘smaamwaqmq Qﬁi’]x‘i?ﬁ@ﬂ%’]x‘iﬁ@ﬂ’]ii@ﬂ% LLEJﬂ‘\]’]ﬂ‘UENV]’NﬁEJﬁ’ﬁ‘VIaﬂL‘WE’JI‘US‘U

vi3edsdoyaduity Idp Vil Qﬂﬂimﬂa’mmw%aamiﬂu IdP siutessdoaIndnuas
Fownsdearssesoradugunsalifeniu Insgunsaldnandaslivilideyasilvasin
Fosmmilillgdndesmmilslalaglilasueaugnainglduinig

Bnsnlianunsouandiviuingliuinisaseuaseanasaiuanaunsallianzianza 1wy
ad g v . A a 4 1y <) ada A LY Y] v s
35015914 voice-over-IP (VoIP) n3edia feadlaifieiduisnistudusinunisgunsal
doansveInnedu

e | A v o Y ¢ o Y aa aa =
Q‘Uﬂimﬁ@aqiﬁaﬂwqﬁ@u@@QNﬂ'ﬁﬂu&Ju@]'ﬁmum@ﬂQﬂﬂimﬂU IdP @'Jﬂjﬁﬂq{[ﬁnﬁﬂqi%u@

N

be



3.3

(@)

(5)
(6)

(")

(8)
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(3.1) a¥geamsiifianuvasnsds (authenticated protected channel) fu IdP Tagld
nsEUILMSITTRadY (cryptography) TanguarinsiagesgaiAulluidai
fiuaenfs (secure storage) 88 19LMUIZ@L 1% U keychain storage, trusted
platform module (TPM), trusted execution environment (TEE) N3 8 secure
element (SE)

(3.2) Budusauvesgunsalinilassnglnsdwiansisuy Tngld SIM card nio18n150u
flannsnszygunsalld Bmsidesgnldiamensdd e dsteyaduindagunsal
deanstemeduinlasstneinsiniasisasii

[

A Y a v Yooy ax =t =~
nstuduimnuveslduinisiadldisnislaisnmila el
(4.1) mydadeyadulyl IdP neteansdeasman: IdP deddideyaduniasnatuwuudgy

Y

A B459N15ABUNEUT BN A UTU

Y

lUgaaUnsald ea15v0am198 U 9ny IdP

ynadeannsioansvan

(@.2) middayadulyl IdP mMeaamsdoassos: IdP desuansoyaduitadsduuuudy
Ttuglduinsmeessdoasndn anifu 1dP dessensneunduteyaduty
Nngunsaideasvosnduveslduinsmademedeansses

¥
[ b4 =

Joyanuiasnslunuugudadiiniuenvesiiavedatey 6 van

IdP fadrivunsyesIaIveInIsnaunduteyaduaInNglausns LAY 10 Wil winiiu
szpznafinmun nstudusinuiinanaziedndunstududnunlignses

IdP AasgeusunsmeunduteyanuandlduIMsiissnsunedluressesainIvug
wiedesiunislanduuudsoyadh (replay resistance)

IdP $895N153AAIIUIUATIVDINTEUSUFINURANANAAIUNANAUA I UITD 4.2

qﬂnsni OTP wuuiadeLhea (single-factor OTP device)

gunsal OTP uuuladeiien (single-factor OTP device) Wugnsauasianiz nsevonsuas

naassuugunsal (WU Insdwiiedoun) dmsuldasre OTP lnedlduInisazin OTP Nuaning
vugUnsallunsenuumihsnsduduinuues IdP Weuasdliiuinueinseuaseuazmunugunsal

gunsal OTP wuudadeifedrussadeya 2 Ardmsuldasne OTP Ao (1) NyuIaNNINT

(symmetric key) &93gilA1AsinaanaIgn1slyauvesgunsal wag (2) nonce 9aztUdeunlasnn
nnAssgUnsallinsldnursefsuudasrnunaitagiu

gunsal OTP wuudadaiienduladevesnsdududinuusznvdsiiaad (something you

YDMUUANILNALA

(1)

OTP AB9iAINN8NIUBIRaURENILBE 6 Yian
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3.4

(2) n3difNA1 nonce 71 tHas1a OTP W& sukUaA1A11LIa1T93 0 A1 nonce Aol
a 1 v = v ) a v ! ) !
nsdsunlategatiosnn 2 Ui wag IdP faseeusy OTP 71d31931NA1 nonce AINET?
Wganswaeluyeszeziiann mvuai oo unislandiwuudesleaya (replay
resistance)

(3) 1dP AB9diN15INAAINUIUATIVIINITHUTUAIAURANAIAAIUNANUA bUITD 4.2
gunsal OTP wuuna1etade (multi-factor OTP device)

gunsal OTP wuunatetade (multi-factor OTP device) Lugnsauasianiz wiowensiuas
da o ¢ | o & A o\ o= v @ Y o SR o Y
nAasauugunsal (WU Insdnviiadoudn) Jeazadne OTP naswndliusmstududmulaglddadeves
nstudusinuiaes (Wu nsenausiadudl (PIN) nieawnuateiiaiie) 41159 laeglduinisasi
OTP MuanwnavugUnsallunsenuunisinsdudusinuaes IdP iieuandliliiuinnuenseunsoIway
AIUANUNIAITLATY

luvhwesediuiugunsal OTP wuuladeiied gunsal OTP uwuuvanedadeussateya 2 A
dmsuldaine OTP fe (1) nayuaauaas (symmetric key) 4 9azdidnsiinasneignisldauves
aunsal uaw (2) nonce Faazidsuudasamnassigunsaifinsldruniedsuuuasmmuina
Jaqiu

gunsal OTP wuumanedadeidutladevesnisiuduinulssiamdsiinadl (something you
have) uazazasy OTP wdsnglausnstuduimulagldtadevesnstuduimuinass Fululedy
Ussnndsiinag (something you know) v3edsiinandu (something you are)

UDMUUANILNALA

(%
[

(1) nsBududmmumegunsal OTP wuunaedadeusdazasidadddladuvesnisdududinu
e 2 Jady

S aa

2) Uavsvasnistudusinuinass ”’eNLﬁmﬁaé’mmﬁwﬁm’bmamm

(3) ﬂimw{]mmmmiauaummumaaaLﬂuwaammm SWAGUINTNARIIANNEIVIANAY

pE9UBY 6 UAN Wi@LUﬁﬂ‘UGﬂ@JWﬂ’MU@IEWﬂJ@ 3.1

(4) ﬂizﬁﬁ{]ﬁmaqmiﬁué’uﬁmuﬁamL‘T]uﬁﬁaga%aﬁa nslguTIiAgaudulun U fnue
Tuite 4.3

(5) OTP 1ANNEIVDIRNAVRYNUDY 6 hAN

(6) ﬂiiﬁﬁﬂ'ﬂ nonce 7 1¥@$19 OTP 1WA suLUasA1muLIa1999 19U @1 nonce A asdl
mswABuLasegstiosn 2 uifl ua IdP dasweniu OTP fla1s91nA1 nonce Fana
Wissndaufoaluraeszozinand fmuni edestunisleufuuudadoyatn (replay
resistance)

su [ o./ o

(7) IdP 15AAIIUIUATIVDINTTUTUFIN URANAIARIUA NN UA L UITITD 4.2
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3.6
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ganausitsnaavuuutaleifien (single-factor cryptographic software)

gondwsiinsasuwuutladeiien (single-factor cryptographic software) Lunauatingwea
(cryptographic key) 1/1mul”ﬂumimmaﬂmaaauuwﬂﬂuauaiﬂquau

msdududnudiegenduaiidisiaduiuuiadadesilalaeniswandiviuingldusnig
ATOUATOILATAIUALN YHILT ISV AR 8NN ITN150159aF U (cryptographic protocol) L1
Fl¥uinsasaneiedefdviasion nonce idwnain IdP fenqualdiisia wazdmadwsly 1dp
nsvaeuiitonandfiiuinuioinseunsesuazmuaunauaiisiaiuTie

13 & v CY Y v a 3 [ I v v a A = .
‘U@WG]LL’JiLGZJ’]ﬁ‘VIaaULLUU‘ﬂ"D‘UEJL@EJ’JLUu{jQQSsﬂaﬂﬂﬁiﬂuﬂum’m‘l‘mﬁgmmﬁﬂ%ﬂﬁull (somethmg
you have)

YDMUUANILNALA

(1) nauwatstadasgnifiulilui daiui Uaeade (secure storage) agnuimunzay Lu

keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

7158 secure element (SE)

() qauJLLaamwamamﬂﬂm’]aﬂmﬂmiLﬂmwﬂimlmlmuaumm Tagldnisauaunsidnis
(access control) %QQUEU’W&MLQW’]”SUE]WG]LL’Ji‘Vlﬂ’WTuG]LVlﬁuuﬁ’liJ’limsEﬂmmULL"\]L‘U’Iiiﬂﬂiﬂ

(3) nauadisauardaneifinilideadulunudedmuatuivesnsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

qﬂnsnivﬂ’qsﬁ’aé’uu,l,wﬁa%’aLﬁm (single-factor cryptographic device)
gunsalidrsWaduuuuladeifien (single-factor cryptographic device) 1 ugUnsaif 14
NeYaLin 59 (cryptographic key) NElsagnnelugunsal iieastewasnsnlvdududimunazdanadng
Huludgunsniuaienne (endpoint) KumMsideusialaenss (W Y81 USB port vednauitanes)
nsfududinudiegunsalidisiaduuuuladeidevilalaenisuanddiviuinglduinig
ATBUATEILALAIVANEUNTAILU TG UA 8NN ITN15U159 AT (cryptographic protocol) 1w

Y a 4 A aaw 1 a v f v o o | 1Y) v
Aldusnsasaeiietendviasied nonce Ndwn91n IdP Megunsalidisiiady uavdwmaansly IdP
ATV ULNLARIILLINAUIEIATOUATDIAE MUALGUN TN SHAAUTILASY

14 ! 1 ¢ v L [ s vV L I s s 1
Founnsirsszminsgunsaliirsiaduuassenliuasidnsiady fe sovlduasiiseganelugunsal
Whsiadunaanaregnelinisniuauguaves IdP vseRnangUnsal

¢ v Y v a I [ A v oo a 4 = .
gunsalln s uwuudadenendutadevesmsguduinulsvinnadsiiaui (something you
have)

UDMUUANINALA

(1) nayuadsviagediianunsatieenatngunsaiidrsiadula

2 nuahsiagegnundesinmalamelaglilasusygyn

-9-
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3.7

3) gunsalitsiaduuwuuladerdesdanduluniuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules Aisgau 1 1usgnatios

@ nawadsRasazdanesiuilddesdulunudefimuadusivesinsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

ganAwsidsiaauLuuratstadw (multi-factor cryptographic software)

gonAwIsiisiaduwuurateiade (multi-factor cryptographic software) Wunauaidnsie
(cryptographic key) ‘1’7iLﬁul’ﬂums‘mﬁaﬁﬁaﬁ'aﬂ’uﬁﬂsﬁayjagﬂquﬁu Feazanunsaldauldndsain
Fldusnmstudusmilanlidadevesmstiudusmuiiass (Wu nseniavsiadiu (PIN) 3oauny
meiihile) duse

nmstududnumerendwsidisiadueuunatedadevilalaeniswandiviuinglduinig
ATOUATOILATAIUALN YT 1TV AR BN ITNI150159ad U (cryptographic protocol) L1
l¥usnisasaneiedefdviasien nonce fidsnain IdP fenquaidnsia wazdmadws1y 1dp
nsvaeuiitenandififuinuieirseunsesuazmuAunauaitsiaTuTI

gonAwIsiisiasuwuuratetadedutadevesnisiuduinulssamasiinul (something
v Y v Y a A v o ¥ v = T Y - =~
you have) wazagldanulavasaindlouinstududnulagldladevesnstudusimunass dadu
Uadeuszunnasiinng (something you know) w3adfinantu (something you are)

YDMUUANILNALA

(1) nstudummuAsLanALIsSIisHaduLuUratetaduLfarAsIfasltUavevaanseudu
APUNY 2 Uady

S aa

2) Uadpvesnstududnunaesandusiaduandsedayad in

(3) nsantaderesnistudusnunaedusHEdUING SHAGUINIIFBIAINEIVDIF LAY

281908 6 nan wsaldulUumuRSINUAlUTITD 3.1 LATARINNITIINAIIUIUASIVD S
NNSEUSUAIPURANANNAIUNNUA WY 4.2

(4) ﬂizﬁﬁ{]ﬁmaqmiﬁué’uﬁmuﬁamL‘T]uﬁﬁaga%aﬁa nslguTIiAgaudulun U fnue
Tuite 4.3

(5) QQJLL%L%’ﬁﬁ’amsqmﬁuiﬂuﬁlﬁ’mﬁuﬁ'ﬂaamﬁ’ﬂ (secure storage) 98/ 19LULE AN LYY
keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

758 secure element (SE)

(6) nawarisiagasgnundesainnisilawmelaglilasueugyn ngldnisauaunisidngs

Y

(access control) @taugIeliamzganauIsidmuaWtuaunsaddanywainsiald

(1) nawadsiauazdanesfiuilddasdulumuderimuadusivesinsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
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Lengths
gunsalidsiaausuunanelalde (multi-factor cryptographic device)

gunsalid1siad uuuunanedade (multi-factor cryptographic device) Wugunsalvi 14
NeyaLin 39 (cryptographic key) NHlsag nelugunsal iieasenasnsnlddudusmunavdanadns
Hulugsgunsaluarennd (endpoint) lunsiliausiolnenss (W Y8119 USB port vanauiiawmas)

€
€

=1 Y W v Y o Y a A v W 1y o YY) A
YNU ﬂQJ,LL"UW'ﬁ‘ﬁa‘ﬂ%a'ﬁlqﬁﬂv{fﬁﬂqu‘lﬂﬂa\‘mqﬂm%Uiﬂ'ﬁﬂu&Jum?G]UIﬂsﬂsﬁﬁﬂﬂUmaﬁﬂqﬁﬂuﬂumjmuwaaﬂ

q

(WU NIBNLAYTIadIUs (PIN) Miseawnuanstiiile) d1sa

nsgududinuilggunsalitisiadusuunatedadevildlaenisuandiviuinglduinig
ATBUATEILAEAIVANEUNTIY 1S UAELN 9N IT N899 a8 (cryptographic protocol) 1w
Fldusmsasaneiledondiasienn nonce fidwna1n IdP Fregunsaiidrsady wazdsuadwslsr 1dp
nsradeudienaniifiuiinuesnsounsearmuaugUnsaldnsaR UL

TaunnA19sEniNgUnsalidsiaduLazganALIsIiNaRU Ao vevduaTnilsegelugunsel
Whsiaduimunazegneldinisauauguaves IdP segndngUnsal

gunsaliisaduuuumanedadedutladevesnmsBuduimuusznnasfinadl (something you
have) wagagldnulinadsangliusnstududmulagldladovosnisiududnuiass dadudady
Ussinndsiinag (something you know) viedsiinandu (something you are)

YaMAUAMLNATA

(%
[

(1) mstududmumegunsaiiisiaduiuunatedadousazasidasldladovanistudu

APUNY 2 Uady

=

2) Uadevesnstuduimunaesiaalusiaduandivsedayad s
(3) nsfntateveinstudusinuas Ldusiaduanen SFadUINTIA9IAINNE1IVDIRILATY

a81910y 6 nan vsalulumuinivualuiide 3.1 Laz@ain1s3 A IUIUAS VD

ANSTUTUFINURANAIARIUTANNUA MDD 4.2

@ nsandadevesnistududmunaenludeyadifia nsldnuiiidesdulumuiinivue

Twhae 4.3

(5) nauadsviagadiianunsatieenatngunsaiidisiadula

]

6) nauahsiagegnundesminmalamelaglilasusygyn

Y

(1 gunsalidsaduwuunatedadedauduluniuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules fisgdu 2 1usenatios

8) nauainsiauazdaneIfuiliFeudulunudeimuaduiivesnasgiu NIST Special
Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths
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4. Yanivuani luvasdanldiugunInu

4.1  AdidBududaauniduaunsal (Ussiamaninal)

IdP dadliuugindgmiugldusnsineanuisnsdesiudanldguduimuanmsgymense
gnulue wasdasdinalnlunsiinaewniessiunisldnudnldgudusimuluriuindanlasuudenn
Hldusmsiddldtuduinugamevsegnaluey

4.2  N15AINAVIUIUASIVIINISTUGUAINUNANAN

nsalfdeildsudusnurdatufvunly IdP finnssfnsaundwesnistususinuiianain
IdP fasiinsruiunisUesiunislaumuuuiady (online guessing attack) LU NSLANENITAGUINT
1oy IdP @ﬁ?ﬁmﬁwmuﬂ%ﬂmmiﬁué’ué‘hmuﬂmwmmmﬁawwﬂi’fﬁmﬂmagiw (i ladtAin 100
A$9) vniAusuauitvue 1dP msseiunsBususnueslduinisiindg

= aa ° v Y a Y v ~ YY) a
ieanlan1aannslauanasyivig lduinsgnsziuldaudeninmstududinuianain
AoLoRAUIIUIUNAIUA IdP B12LaBNIR5N1T A9l

(1) Avualigldusn1sfees1un1sNAgeu CAPTCHA (Completely Automated Public
Turing test to tell Computers and Humans Apart) nauazduduaIny

2) ﬁmumw;ﬂi’fu‘%ﬂWiiawé’qmﬂﬁué’uﬁamuﬁmwmmLﬁuigsznamﬁa LAYALNUINLIAN
WinTunnASIHldUS M studuimuiinnainsaidosiu (Wu Watun 30 Juniluauds
1 97l9ANNANUIUATIVDINTEUTUAINURANAR)

¥

(3) gousulamIEN1sBUduUMIAUALIN IP address FeflduinisineBududinudnsaunnen
Wity
deoldusnisgududnudnsa 1dP pasuesdunisdududinuiianainasenouniives
A LEUIN13ANEINNN IP address LReariu

43 msluTdf (awmadeuldiunuidldduduinudugunsalviiuu)

M315uliR (iometrics) Wy nmlunth anethile wavanstim lunmsudusaa fodu
Hadevesnstudusinulssianisiinandu (something you are) il AsfildEudusauiiannsn
3995UNS I UTITAEIMSTUNTT U UR InubUUaedade (multi-factor authentication)
Usgnaunie aunsal OTP wuunatedade gevduasidisiadunuunatedade uavaunsalidnsvadu
wuuvataUale

LY [ [

nsldnugdiRlunstuduinuddivedniniosninmene feil [1]
(1) Msldnudillfidnsnisdidgianain (false match rate: FMR) @oviliiAnanulidule
v A

I va o o W A Y A o a A Y v v a
TR AMddududinuaed lduTn1diase wazenagnlaudnienisldninluniinie
anetinllovasu (spoofing attack)

-12-



(2)

(3)
(@)

mewnil Msldnutlialunstudusuiivenivun Al

(1)

2

(3)

(4)

(5)

YUGD. 20-2566

n1sSeuLisutayadiadf (biometric comparision) WuniswWisufisuuuiugiuves
ANz U (probabilistic) veug? Jadwveanisdududnuuseiand u q 1Ju
nsiSeuiieuegreatniauinteyanseiuvselyl (deterministic)

[ [

Bnsiinaeuteya®ild dadlveddniertuaruniesldnuuwazinnsgiunimegey

Faddlidoidudoyadu ilesanglivszasdfamnsauluediiivesyananinnisium
Teyaniseoulatinionisnienmyanadiondesinsdwy (asamdulumdi)
nsdeansliiyanalddedutatng (nsdfduareiaile) niemsdeninaruazidengs
(nsaiiusiumn)

[

Fadddesldidudadesiuvesnisdududinuuuunansdade (multi-factor
authentication) wagamzideuldsuiuasliuduinuidugunsel (Ussnmasiinnd)
Wity iesnnmnesanuiglduimaduiasonvioasdyiinisldoulunsdian
IdP annsanfinnoudeiildBudufnuiiiugunsaitu naununsiinaeudoyadad
Faldodrria

mswssuiiisuteyadfiiannsaduiunisfigunsaivesiléuimsmiofiszuuaiuves
IdP sisil mnnnUSeuiiisuteyadadfduiumsfissuuanures IdP nsfudsdeyadiiia
sewinagunsaliudeya (sensor) Fu 1dP dasiidunisiiutemisiidanudasnste

(authenticated protected channel)

a v

AnuiuglunsIsuguteyadtlfdesidnsinsidnaianain (false match rate:
FMR) laitAu 0.01% LLavamﬁmﬂm uhly

3% [2]

RAnane (false non-match rate: FNMR) laiiiu

IdP gasilimalulagnisnsiadunisuanullasiaia (presentatlon attack detection) 1gu
n3n5233uN15393nv0syana (liveness detection) it 8428 st un1slaudsae
A5l nmlundndeaneiiaflevasy (spoofing attack) Wadl 1dP a@11150M 15047
NIVNAADUAINEINITVUNALUTaTN1TRT299UN1TUaDNLUaIT IR IRdonAa 0913
WeuAealanuaInsgIuaIna wu ISO/IEC 30107 Information technology — Biometric

presentation attack detection 38 FIDO Biometrics Requirements

IdP 81981fRswIuASIveInsEutusanus e AT Renanseiios (au TalAu 10 ady)

ynALSLUAfvue IdP 21aidenld3anns fell

(5.1) wmmmLﬂuivamamuqﬂauavﬁlmuaummummam LLa”%”Mu’J\‘iL’JmLWWUU
Mﬂﬂiwﬁl%imsauaummumwmmmLuamu (wfu Waduann 30 Junitlauds
1 luseusuuadiwesnstudusinuiianan)

(5.2) sefunsBuduimumedidfveslduinig wazsaualviildusnstududiinueiy

AanlsgugusIn UL (013

-13-
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4.4

4.5

n1sUasiunslasinuudedayat (replay resistance)

nszurunstududinuanunsadesiunistlaudwuudsdayagnle mnnistuiinuasdinadng

nlFguduinuasinouninundwiliaunsovinlinisgududinudusa vl nsdesiunislaud

wuvdsdeyagdunisandunsiiisfuainnisdeasiiuyemnsniianulasnds (authenticated

Y (% s g v (% (% 1 a1 d' ! 4 !

protected channel) il nuadwsilddududnuoragnuluelnes livssasdfneun asdadg
Yoaneiiilanulaensiy

aanldgududmunlde nonce Weiigatauln (freshness) vesradnsnlddududinu aud
Aavanditunistestunislanfuuudalayadn Weewn IdP awnsansianulaiuiinadwsaalad
A1 nonce MWza Ae NadnsNLTEudumnUATINaUNTGQnININE

A A9 vA U o aa wat ) P v H v e

aenldguduimnuniauaudilunistesiumslaufuuudadeyadt Ysenaume gunsaldeans
W0an198u gunsal OTP gandlIsIinsiasy wazgunsaldsiadu varisiaduandilillgouauds
Tumsdesiunslaufuuuddoyad Wewnsiaduandignianldgidmsumstuduimiusazass

n15U29nU IdP AaUaau (IdP impersonation resistance)

nstaufdienisUasudandu IdP niedniudn nislanfuuuileds (phishing attack) 10w
msaena g lfusnsnasderdundudusinuuuivledues IdP fuaew

NSLUIUNTIUTURIAUNT 90U IdP FaUasufadds199aIn1eiinnulasnsie (authenticated

protected channel) U IdP LazAdd oxuleaia58yY9n19 (channel identifier) ¥@9929N147 &
ANUUAAS U UAUNAANS A LT uduiinu aten1slinauaduda (private key) Vo9 14U3N13
asangilaendiafiudeyanvasian 31nUY IdP ABINTIERUAEI0Y ATV AAI8NLIATITUY

(% s

(public key) NFuuSA UL adUSUR UYL ITUITNT Ay IdP fdasuazliaunsaiaieiiete

A v (Y

Fdvialudwiofiedudusauiy IdP fasdlsl iesandesmadinandishssytemsiiuansedty

dsilddususnnuilifnuandilunistieiu IdP fasy Ustneuse saduand1 gunsal
foansvomnedy wavgunsal OTP Wesnniludsiliduduimuiliglduinisnsennadnsalddudu
faauiy 1dP fenuies Ssn1ansenmadwsildBususnuiedlivinimaslifinmdenlomadnddu
fuigadu (session) firdaudiusanuag Vilw IdP fdasuannIntnadndlduduludeeliiy
IdP frvsanarBudusmnuduglduinsladnusa

5. ANSUSHISINNISAIN LF8USUAINY

IdP viniweuleadndnwalvesldusmsidiudiduduiinuuaruimsiansdan g udu

Mnuly NMsUTIIansamiddudusiinuusenaumenseuiuniseng q deduedivaiinvesdanlyoudu

AR P91

(1) msideulpsdailadudugmu

(2) Msagvne gnulueg FHeme wagn15eanIawY
(3) NMsnuARIgLarNITeRN vy

(4) nsnnDY

-14-



YUGD. 20-2566

51  nsieulgedaniviudunanu

N9 ol 99 I8 UgUA1mU (authenticator binding) @B N1TA319AMULE DUTYITENI N

danldgudusmmuiutniveslduinig ielidmldduduinuaunsaldsududivesldusnisiu
0 9198l 1dP enunsaideulesdanlddududmudiiutytveslduinmsinenseendmlddududinu
sulnilvifugldusnisvsenmsamzileudamldgududinuigldusnmsiogneuuda

YaMNUAYBIN5L Tl 9EIN LB U UFInU

(1

(2)

3)

@)
(5)

(6)

IdP faafiusnwideyaresdnlddududinuimuaiiierdesiudndnuaivesldusnig
paanneNstiuYeIRIialef

Tayaniiuinudasusznaumeiuiivazaiidg sulesd i idgududnudiulyd
YoIldUINT warmsUszneumedeyaiiedtugunsalildivenlesdnldguduiinu wu
IP address visenuneavUszdngunsal

[ o

IdP slaafiusnudeyandndudmsunisinindiviuaiwesnistududiinuiinnainniui
Mvualuide 4.2

IdP @ﬂ@i?ﬂﬁ@ﬂ%ﬂﬂ%@ﬂﬁﬂ%%ﬁﬂﬂﬁ“uGl’JGlU’NLU‘lﬂUW]ZJSUEJﬂ’]VNWVIi”ﬂU AAL UsIagIzaU

N3N 1P aummimmilﬁuaaﬂmawiwuaummummmwaaa e uduiny
mﬂ%imiuaaﬂauumLmﬂwmmaasﬂmmmi IdP maﬂw’ﬂwimiau&mmmwivﬂu
AAL TagTu (M3eseRu AAL ‘Vlé;lﬂﬂﬂ) ﬂaumuquaqmiﬁjauaumamuauiwu

Waliudan g ududinusulnduds IdP aasdsnisudunaulv lduInskugemis
= a ' g o a &g va o oo 9 | | |9 v =
Mdudaszaindemaildidouled i lddududnuding s (yu nisdddiniedua
VDK IIUINT)

5.2 N13gnNY Qﬂ“UI&IEJ L8918 LAZN1TIINNALNY

a deva o o A 4o A 1 B oa Ay va o oo =i

duilddududnungywe gnalue viademe dedndudnldududmuienagnaiuses
T liUseasnn fady IdP msiiuuiuiRnmunzaulunsalFenldduduiinuagmie gnulue waz
W@eviny TINEINNT9RNAIN BT URIAUNALIUBULAN (replacement)

JorunYeIN1sgmy gnalie uazdene

(1

2

(3)

IdP A3352iuNs1dau Winaeu w3agAnisldeudsnldgududnu luiuiingeain
ayranuanldBuduiimugyme gnaulue viseideme

IdP sl ldusnistudumnumedanldduduinudsemiodBnsdu q neuazeuy
Tudansgaymie gnulue wasldenneveddildgududinu elviuladnnisuduies
AINAINNINELYUTNIIIAT

a ady v o o ° Y ) LY o A a aAg v o o A & L4
ﬁﬂVII?IEJUEJUG]’JG]Uﬁ'ﬁ@W\@QLUUiMﬁa‘U%ﬂﬂW%ﬁ@ﬁﬂmi‘ﬁﬂu&ﬁum’lG]L!‘VlL‘U‘UQUﬂim

-15-



VYUFD. 20-2566

YDMUUAYDINITDONVIALNY

(1) windsfildBususmuiaungyme gnalue viadevs IdP desdudunsfigaidau
vowfliusnmslmidaedsmaiaun agrlsfnm 1P o1adenldmsfigruiimlmidie
Bmaiesundu nglinmsnsaaeuanudeulossznineglivinmsiundngruuansn
fldusmanellity 1dp Tunsfigaiisnunsateunii

2 diseendmliduduimnunaunusufiuwg IdP aasdsnisudasaulygldusnisvsu
53 msvunanguasniseanivy

IdP 8138007 I8 uudnun fMvunegnsidnuliduglduinig lnedanlddududinu
Mnusengazlianunsaldlunsgududinuld dadu IdP arstuwiufuanmunzanlunsdidnldgudu
fnununy safinsesndilydududmudulnl (renewal)

FOMNUAYBINITUUADE

(1) Fldgududwuivunoigdetiianunsaldduduinula

2 Welimstuduimulaglddenlddududinunnuneiy 1dP aasudsligldusnimsudn

Y

nstududnuranaaliesndmldsuduinuraneigy

YOMNUATDINITODN ML

(1) 1dP A5s%aulead i tgdudusinusulvi Tusseznanimvunzaunounaailggududinu
DUFUILNUADE

2 dleldusmslddenldudumnudulmilouds IdP araiinaeudaldduduiinuduay
Tuviui

54  A15N02Y

N5LiNaaU (revocation) #30N158ANLY9IU (termination) vesdsnldgudusianu Ao nsau
rnudeuleaseninsdmldguduimnuiudydvesllduinig

YoMuUuAYDINISANaeY

v v

(1) 1dP fasfinneudsilldudusnuluiuf donsunsd fed
(1.1) eAdalefvietyTvesliuinsaugnas wu madedinvesilduinsg vie
msnsanuiiduimaduiivaey
(1.2) defléuinsiesveliifinnoudsdilidudusn
(1.3) 1l IdP finnsaninglivsnmsiinauandilinssmannasiaimua

-16-



Bulns ¥ind (infographics) vessgiiuanuloiioveanstudusimu (Authentication Assurance Level: AAL) Fulunisagudaivuadidn

YU5D. 20-2566

AAnuINn . dulnnsAndvasseauauULdafavaInIstuduaIny (AAL)

Mndeiauanuziasg e tauedayallunmiansadilalade uanwmnui

STAUAMUUMYDDBVRINITTUIUAINU (Authentication Assurance Level: AAL)

L‘UuwEJmwmmmwman‘u‘w’lwusmmaauuawuwmmmmun ARNIBUDN

agalsinnu v:u'waﬂumwa%uua“ﬂuﬂummum 'EJI‘UU'S“IEJ‘UUI]‘]EJ'LUHQH‘] 'i‘U'ENG'I‘LlL’ENﬂ‘]SJ'I'iﬂU‘ﬂUU'S“EJﬂFvﬂ’mﬁ

awnsalpvnumshudiogaunal

o

UUNAIU

o

4 nsnsovadna

WolAsugfivna:dvau

x-ETDA

| | | |
| I I I
(man-in-the-middle resistance) | | R | ot | :
- - S— | ; Memorized ) 1 ﬁ,‘ MF 1 E SF 1 :Iem;rlzed
| V== Secret P Device | M OTPDevice | M@’ OTP Device | ‘s o
awnsalaoiumsTouduuudo : : : : g SF OTP
. ﬁau“arh (replay resistance) | ua: ua: 1 T== I Dz= | = A Device
—
fuduchaunuu MF Crypto : SF Crypto SF Crypto : D s Crypto : “B MF Crypto : “\ SF Crypto
Multi-factor authentication /= L nsniavfil IdP dousou Device Device Device (¥ software @ &
wa:tgFontddugudauiiu Hardware Fl . . . ! ! ! -/ SR ! i Software
uasii Cryptographic key ) (ldP impersonation resistance) | 1 1 1
| | | |
—
| |
| |
| |
awnsadaviiumsToudiogaunaty 1 1
(man-in-the-middle resistance) l om| r— b 1 1 .
ﬂ INYoonmsdaans = I HSD ﬂl HSD g 1 | &
< ) — (3 1 1 e
< awnsallavAumsThuduuuds Memorized Out-of-band e SF Crypto : : MF Crypto
Uayadh (replay resistance) Secret Device Device Software 1 1 Software
gugudauuuy 1 1
Multi-factor authentication 1 1
| | | |
| | o | |
i 1 s 1 P 1 = 1
: e gugucauwuu awnsaUoviumshudlasAunaiy = 1 [ 1 ﬁ' 1 ® 1
< o Single-factor Q/@} (man-in-the-middle resistance) S 1 1 — 1 it 1
< @00 T authentication "& ndaoMuMsdaans Memorized 1 Out-of-band I SE OTP 1 SF Crypto 1 SF Crypto
o Secret : Device : Device : Software : Device
1 1 1 1

wan: Wunsagudeimuaiiddyuisduandeauauuzansgiu

Anweandoann doiEusuuzanasye Mdensigaiuaiubudiinuniiva

-17-

- damwuauaanisuduiinu (uuse. 20-2566 Loty 3.0)

SF €291n “single-factor”, MF €291 “multi-factor” ua: crypto 82910 "cryptographic”

LHELWS: N.W. 2566



VYUFD. 20-2566

UIFTUIUNIA

National Institute of Standards and Technology, U.S. Department of Commerce, "NIST Special
Publication 800-63B, Digital Identity Guidelines: Authentication and Lifecycle Management",
June 2017.

Digital Transformation Agency, Australian Government, "Trusted Digital Identity Framework
(TDIF): 05 - Role Requirements", Release 4.7, June 2022.

National Institute of Standards and Technology, U.S. Department of Commerce, "NIST Special
Publication 800-131A Revision 2, Transitioning the Use of Cryptographic Algorithms and Key
Lengths", March 2019.

National Institute of Standards and Technology, U.S. Department of Commerce, "FIPS 140-2,
Security Requirements for Cryptographic Modules", May 2001.

International Organization for Standardization, "ISO/IEC 30107-3:2017 Information technology

- Biometric presentation attack detection — Part 3: Testing and reporting”, September 2017.

18-



	1. ขอบข่าย
	2. ระดับความน่าเชื่อถือของการยืนยันตัวตน (Authentication Assurance Level: AAL)
	2.1 ระดับ AAL1
	2.2 ระดับ AAL2
	2.3 ระดับ AAL3
	2.4 สรุปข้อกำหนดที่สำคัญของการยืนยันตัวตนตามระดับ AAL
	ตารางที่ 1 สรุปข้อกำหนดที่สำคัญของการยืนยันตัวตนตามระดับ AAL


	3. ข้อกำหนดตามชนิดของสิ่งที่ใช้ยืนยันตัวตน
	3.1 รหัสลับจดจำ (memorized secret)
	3.2 อุปกรณ์สื่อสารช่องทางอื่น (out-of-band device)
	3.3 อุปกรณ์ OTP แบบปัจจัยเดียว (single-factor OTP device)
	3.4 อุปกรณ์ OTP แบบหลายปัจจัย (multi-factor OTP device)
	3.5 ซอฟต์แวร์เข้ารหัสลับแบบปัจจัยเดียว (single-factor cryptographic software)
	3.6 อุปกรณ์เข้ารหัสลับแบบปัจจัยเดียว (single-factor cryptographic device)
	3.7 ซอฟต์แวร์เข้ารหัสลับแบบหลายปัจจัย (multi-factor cryptographic software)
	3.8 อุปกรณ์เข้ารหัสลับแบบหลายปัจจัย (multi-factor cryptographic device)

	4. ข้อกำหนดทั่วไปของสิ่งที่ใช้ยืนยันตัวตน
	4.1 สิ่งที่ใช้ยืนยันตัวตนที่เป็นอุปกรณ์ (ประเภทสิ่งที่คุณมี)
	4.2 การจำกัดจำนวนครั้งของการยืนยันตัวตนผิดพลาด
	4.3 การใช้งานชีวมิติ (ลงทะเบียนใช้ร่วมกับสิ่งที่ใช้ยืนยันตัวตนที่เป็นอุปกรณ์เท่านั้น)
	4.4 การป้องกันการโจมตีแบบส่งข้อมูลซ้ำ (replay resistance)
	4.5 การป้องกัน IdP ตัวปลอม (IdP impersonation resistance)

	5. การบริหารจัดการสิ่งที่ใช้ยืนยันตัวตน
	5.1 การเชื่อมโยงสิ่งที่ใช้ยืนยันตัวตน
	5.2 การสูญหาย ถูกขโมย เสียหาย และการออกทดแทน
	5.3 การหมดอายุและการออกใหม่
	5.4 การเพิกถอน

	ภาคผนวก ก. อินโฟกราฟิกส์ของระดับความน่าเชื่อถือของการยืนยันตัวตน (AAL)
	บรรณานุกรม

	



