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VBNINUAVDINITIUIUAINU

1. VBUUVY

Toiausiuzunsgiuatuililiudeinundmsuiigaiuazdudusanu (identity provider: IdP) Tu

a ) A Ay vA o W A o @ Y A A g v ~ a vad g
nsUIMsInnsdenldududinunaznistududinuvesdldusns weld 1dP Juuwiujianiduunsgu
LWPEINUANUTEAUAINUUNLYTDNBYBINNTEUTURINU (authentication assurance level: AAL)

Jaiauanuzunsgivatuiidutenimuadmiuniisnuiliuinsiigaluazdududanuun
yaranguen Yervunludalauaiuzinasgiuatuilasnsaussendldlaiuusnmsigatduasdudusiinunld
Y L3 a 1 J 1 a & I ¥ Yaa dl' Y a a A
eUsglevinigluianisvesauies Medl ldfilnudanunieviuldismsduiieiiuuse@nsainves
nsigatinazgudusimu

seeiu AAL Tutatausiusinsgiuatuiinvuesinuesdanlddududinuwasinaaisnisdududinu
Ingfiansannauaudftunistesiunislaufinislguesfionuiatuniugemveeuladidundn wu ns
laudlagAunas (man-in-the-middle attack) uaznislaniuuudsdeyad (replay attack) el N3
BudusmaunuunuiiuseninddlanusaiinuaniRasinasinsiunssau AAL vesn1sBuduiinuiu
| ¢ a Yoo W 1 | v o & ~a = I3
gownseauladiniinsanliladdiegluveuiievestoiausuuransgiuatul Tunsdlfl 1dP danuUssad
sgliusmstuduinusuunuiudoni Tildasnsdududnuinmuisauniuaudeansigedens
Budusinnu (relying party: RP) AU

FolausuwuziInsgIualuliunuuvesmnlduantoanianudnyueva Ll onBIusTing1u
(normative) wagtilonudslvivoya (informative) fastaluil

~ “f93” (shall) Tiszudsndudermun (requirement) sfasufiRn
v - o
i

“a33” (should) Mdszydsmludeowusii (recommendation)
~ “919” (may) lWssudsnduseuvisoaynnlivinla (permission)

9

2. STAUAMNUNLYBNBVRINISEUSUAIAU (Authentication Assurance Level: AAL)

SEAUAINUULT 80 8UDIN1STUTURINU (authentication assurance level: AAL) AB SE¥AU
&

ANUtLInlunszUINNMIuSuiInuvedliuINT Ingseau AAL wUseantdu 3 seau fall

2.1  52AU AAL1

Y v

au AALL Tl ulasedund sinuanai maawdldusnisasaunsesuazauay
U [UTN15 lngseau AALL furualildnisdududinuiuuladeined

e
danlyd
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2.2

(single-factor authentication) \Uuegneies visil nsuansbiiiuidlduinisaseunsosuazmuny
AN LI UTUA MU DIANTUNITABLNUNITNITTUTUAIAU (authentication protocol) ML UAY
Uaanse

ynvesdsn i udusnunaunsalyle

ASEUSUFIAUNTEAU AALT dasldulinuadanldgusudinuainduiansaldil

(1) F9Waduanan (memorized secret)

2) qﬂmaﬁﬁamasﬁaqmﬁu (out-of-band device)

(3) aunsal OTP wuuladeiied (single-factor OTP device)

@) worawsinsiaduwuuladuiien (single-factor cryptographic software)
(5) aunsaltsiadusuuladeLRen (single-factor cryptographic device)

(6) AldBusuinuutindu « fiseiu AAL2 waz AAL3

o

YDMUUATNAALY

(1) Msdeansseninalduinisiay IdP dasinuresnianiiaiudasasiy (authenticated

protected channel) 1asnw1ANNSUIBINAA NS TEUTUFnuLarUosiun1Tlan@lag

AUNAN (man-in-the-middle resistance)
SEAU AAL2

5w AAL2 Tnusiulassdiugainyanaiimdadlduinmsaseunseauavaunuasitlddudy
AInuYe LTUITN1T Ineseau AAL2 Anualildnisgududinustsdadevesnisdududiny
(authentication factor) fusnsinaifu 2 Yaderdusgntion Vel nsuandidiuigliuinisnsouases
wagmuaudadevesnsiuduinuiuansisiy 2 Jadedesiuiunseinasidsnsduduinu
fupsaonse
wanewe:  nsBuduimudedatevemstuduiauiiunndetu 2 Hade anmnsavild 2 35 fail
(1) nsldasfildBusuimuuuutadeiion (single-factor authenticator) dudutadefiunndneiu
$1uu 2 $u Wy nsnsensianu Eeinud) uardeyaduiidwndalnsdnyind euflves
Flduinnsma SMS (Feiigudl) odudusinu
(2) mslddeiligudufnuuuumatstlads (multi-factor authenticator) §1uau 1 §u 1wy gunsal
OTP uuunaeiade (multi-factor OTP device) Fsazadrasaniuldndadies (OTP) ndsn

Alfuinisnseniavsiadiudmseaunuateiafiodnsa 91nuu léusnisazil OTP fuaniwauuy
gunsailunseniitedudusnu

ynvasdsnlgiudusinunaunsaldle

NSEUSUFIAUNSEIU AAL2 fasldulinuadanidgusudinuanndidansalull

(1) aunsal OTP wuuna1eUade (multi-factor OTP device)
(2) wrdwsinsiasuwuuratstady (multi-factor cryptographic software)
(3) sYEdUAN1 (memorized secret) SV gUNIalFRAN3YRINN9BU (out-of-band device)
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(@) sWaduand (memorized secret) $3ufU gunsal OTP wuudadeifen (single-factor
OTP device)

(5) s9aauand (memorized secret) S2uAU GoNsWITITITRad ULUUTATBLAL (single-
factor cryptographic software)

(6) FWlvBudusinuytingu o N5zAu AAL3

YDMUUANAALY

(1) MsdeanssenInglduinisuay IdP dasinuresanieniiniudasnsiy (authenticated
protected channel) 1asnw1AMNSUIBINASNSNITEUTUFnULarTosiunITlan@lng

AUNAIY (man-in-the-middle resistance)

(2) dwldduduiinuegiaion 1 dudasausadesiunislandiuudateyayt (replay

resistance)

(3) lefinsldgunsal Wu nsdwsiiadeuil Tunsdudusiau msvandengunsaifisnan
(u nsldaasiadiusa (PIN) w3edif) deslidedunidslutadevesnisiuduinu
losa1n 1dP srluianunsansiuldingunsalgniened wienseuiunisvandemduluniy
Formusvosasildtuiusanusdatuniols)

s¥AU AAL3

sEavU AAL3 Timudulasedugeunniiuanai iadad1lduinisassunseuazAua
danldguduiinuresdlduinig lnesedu AAL3 Amualildnstududinunigdadevesnistudu
o = o v I ya &g vaA o o o wa & I3 ¢
smunuaneneiy 2 Jadelusgnales wagldadmldduduinuniinuaudiiduesaus (hardware-
based) U33YNYUALLISHE (cryptographic key) wazanunsadosiu IdP fauasy (IdP impersonation

resistance)

LAY
v A

el nswandliiudndldusnisaseunsesuazaiuauadsveanstuduiinuiiuananeiu
2 Yadudoswiiunmsmeinaeiisnsiuduinunduaslasnde saudenisuandiidiuinglduinig
ATBUATBLALAIUANN QYA SHARDIALTILUNITAIBINITIBNISNSWEEU (cryptographic protocol)

yinvesasn gt udusinunaunsaldle

ANSTUTURINUNTZIU AAL3 AadldslnuaIdantte ugusInuaInsaanmalul

(1) gunsalitnsiaduuuunatedads (multi-factor cryptographic device)

2) guasaldsiaduwuuladuiien (single-factor cryptographic device) Sy sWaay
2931 (memorized secret)

(3) aunsal OTP wuuvaedade (multi-factor OTP device) saufu gunsalitsiaduwuy
U2d81Aw7 (single-factor cryptographic device)

(@) guUnsal OTP uuuMa1etiade (multi-factor OTP device) lawiziidusniauas sauru
gouAwsitnsiaduwuuladuien (single-factor cryptographic software)
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(5) guUnsal OTP wuvuiladeifien (single-factor OTP device) lamziidusiaud sauru
gouAsinsiaduwuunatetlady (multi-factor cryptographic software)

(6) 9uUnsal OTP uuuiladeifien (single-factor OTP device) lamzitdusiaund saudu
gonAlIsIUNsRasuLuutaduAen (single-factor cryptographic software) wagsiaau

9791 (memorized secret)

YDMUUANAALY

[y

(1) n1sdearsseninaldusnisuay IdP

ARIHIUYDININLAINUaBnNY (authenticated

protected channel) 1iasnw1AMNSUIBINASNSNITEUT U ULarTosiunITlan@lng

AUNAIY (man-in-the-middle resistance)

(2) Awldduduinudaaunsadesiunmslaufuuudadeyasn (replay resistance)

(3) FWlrBudusnudasanansalesiu IdP dalasu (IdP impersonation resistance)

@ desinsldgunsal wu Wnsdwitedeun Tun1sdududinu n1suandengunsalianad

(Wu Nstdavsiaalusa (PIN) w33707) dadkitaidunilsludaduvesnstudusiinu

ot 1dP azldaunsansldingunsalgniensy vsenseuiunisuandeaduluniy

Y o a Ay v o o A O A i
EU'93ﬂ'ﬁﬁu@maﬂaQWI%UUUUWUWU%UWUUWidLN

24  ayudanvuandfguainstudufinuniussau AAL

ToMvuafid1AyreIn1sEuduRIAUINTZAY AAL Wiarseauasaasulaniunisei 1

M13199 1 asudeniinuaiigh

o/

YBANUAVDI
N1STUTURINU

ARYUBINITEUTUAINUNINTZAU AAL
3EAU AAL
AAL1 AAL2 AAL3

YRAVDIAIN T U
o a v
fnunanusalale

BlnvesATlFBuS U A

Tinsfadensioluil

(1) memorized secret

(2) out-of-band device

(3) SF OTP device

(4) SF crypto software

(5) SF crypto device

(6) AsiildBususny
¥iindu 9 Asedu
AAL2 ey AAL3

yilavesdafildiususn

Mnfdensoluil

(1) MF OTP device

(2) MF crypto software

(3) memorized secret +
out-of-band device

(4) memorized secret +
SF OTP device

(5) memorized secret +
SF crypto software

(6) AldBudusny
¥iindu q Asedu
AAL3

¥ilnvosdaiildBususnu

Mnsdensioluil

(1) MF crypto device

(2) SF crypto device +
memorized secret

(3) MF OTP device +
SF crypto device

(4) MF OTP device
wmgiduasous +
SF crypto software

(5) SF OTP device
wmngiduasous +
MF crypto software
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JonrunUDY TYAU AAL
nsEUGURINU AAL1 AAL2 AAL3
(6) SF OTP device
s dugsaus +
SF crypto software +
memorized secret
nstesiunslauf v v v
lagAunans

(man-in-the-middle

resistance)

AN5Ue9AUNNSLANR v v

wuudstoyatn

(replay resistance)

A15U897U IdP firUasy v

(IdP impersonation

resistance)

NEUe: SF ga311n “single-factor”, MF 88311370 “multi-factor” Uag crypto 6811310 “cryptographic”

3. Y9NINUARILTLAVIFIN LFEUTUAINY

a A Ay vA o W ~ = ~ xy) Y A ~ A U W
yilavesdsnlddududinui IdP ansnsaeennieamzideulitugldusmsineldlunsuduiiny

ANUTTAU AAL LRail

3.1

(1) sWaauand1 (memorized secret)

(2) Qﬂﬂiiﬁﬁ'amiﬂimmﬁu (out-of-band device)

(3) aunsnl OTP wuuladeies (single-factor OTP device)

(@) gunsal OTP wuuna1eUade (multi-factor OTP device)

(5) @ewdLIsnTRaauLUUTadBLAYY (single-factor cryptographic software)
(6) aunsalsaausuUTITELRE (single-factor cryptographic device)

(7) gonAwsinTRaauLUUnatedade (multi-factor cryptographic software)
(8) gunsaliisaduluuna1eUade (multi-factor cryptographic device)

IWEAUINAT (memorized secret)
1A UINT (memorized secret) #3071 33nAulaenluinsanu (password) 3 oLavsiia

d@3us (personal identification number: PIN) i udoyadunliglduinisandt visil sWaduandn
osianududauluseAuniennuinsaawmilaeyliuseaas

siaduandlutadevesmsiudusinulssinnaafiaas (something you know)
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YDMUUANILNALA

(1

(2)

(3)

(4)

ausiadIuda (PIN) Mawmeideuldivgunsallianiziateasdasdini1ue1iveiiiay
DYNUDY 6 AN VAULNIWANIU (password) ABINAINUBNIDENUDY 8 BNUTE

IdP A33AMUATIENTIHAGUINIT hiaensie (blacklist) it oLl ldusnisiden
swaammmmmwmsmnan Wy wamum%aﬂiamiuamm ﬂ’ﬁ/l‘WUI‘U‘WR]U’]Uﬂi%J
S NusTvT oIS NESISEEIEU LAy mwmmmléﬁmmwa

IdP pasiiiuugihdmsugldusnislumsifensdaduandifiatamilaein wu fanen
JEAUANNUADATEYDITHANUY

IdP ﬂ’]iﬁ]’]ﬂﬂ%?ﬂ?ﬂﬂiﬂﬂ@ﬂﬂ’ﬁ&]ﬂ&]ﬂ@’)@u&l@‘WﬁW@G]’]@J‘VIﬂ’]‘Viu@Iu%’JGUE] 4.2

3.2 qﬂnsai?iams%iaamaﬁu (out-of-band device)

gunsaldoansyomaau (out-of-band device) lugunsaifiauisadeansiu IdP egadaensiy
HUTDI9E 0815509 (secondary channel) Fsuenantesnisdaarsnan (primary channel) Ailalu

AFEUTURINU

o 1 a I 1] & YY) a a a .
gunsaldeasvemsdululatevesmsgudumnulssinndsinuil (something you have)

e \ cs' o Y aa aa =
QUﬂﬁma@ﬁqﬁ'ﬂ@ﬂwqﬂ@uaqﬂqiﬂﬂqﬁqu@ﬁ EJ’Jﬁﬂ']{L@’Jﬁﬂ']TWUQ PNU

(1)

(2)

q

v
v a

Alausnislasuteyaduaingunsalieansyeaniadunutemnadeansses uasdadayady
wuluds 1dP neldaaanisdaansuan dregragu dldusnsiasuteyaduidudiiias
6 vianndandilnsdniiniounnie SMS wagnsendeyadutuuumisnsduduiiny

a

FuInsiasudayaduriudenisdeansvan uazldgunsaldeasyemieduiiieds
Toya adutuluge 1P lagldeaamnedeansses ety r;ﬂszjmmﬁmusuamaumam
11 QR code vuMENIEuSudINUY LLaJLst’ﬂmﬁwmﬂaaumLmu QR code uuma‘lmmm

nnsdsdeyaduluds IdP

'ee?;s

YaMAUANINATA

(1)

(2)

(3)

aUﬂ‘smaamwaqmq Qﬁi’]x‘i?ﬁ@ﬂ%’]x‘iﬁ@ﬂ’]ii@ﬂ% LLEJﬂ‘\]’]ﬂ‘UENV]’NﬁEJﬁ’ﬁ‘VIaﬂL‘WE’JI‘US‘U

yiiedsdoyaduity Idp Vel Qﬂﬂimﬂa’mmw%aamiﬂu IdP siutessdoaIndnuas
Fownsdearssesoradugunsalifeniu Insgunsaldnandaslivilideyasilvasin
Fosmmilillgdndesmmilslalaglilasueaugnainglduinig

Bnsnlianunsouandiviuingliuinisaseuaseanasaiuanaunsallianzianza 1wy
ad g v . A a 4 1y <) ada A LY Y] v s
35015914 voice-over-IP (VoIP) n3edia feadlaifieiduisnistudusinunisgunsal
doansveInnedu

e | A v o Y ¢ o Y aa aa =
Q‘Uﬂimﬁ@aqiﬁaﬂwqﬁ@u@@flmﬂ']iﬂuau@]'ﬁmuma\TQﬂﬂimﬂU IdP @'Jﬂjﬁﬂqiiﬁnﬁﬂqi‘wu@

N

be



3.3

(@)

(5)
(6)

(")

(8)
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(3.1) a¥geamsiifianuvasnsds (authenticated protected channel) fu IdP Tagld
nsEUILMSITTRadY (cryptography) TanguarinsiagesgaiAulluidai
fiuaenfs (secure storage) 88 19LMUIZ@L 1% U keychain storage, trusted
platform module (TPM), trusted execution environment (TEE) N3 8 secure
element (SE)

(3.2) Budusauvesgunsalinilassnelnsdwiansisuy Tnegld SIM card nio18n15u
fannsnszygunsalld Bmsidesgnldiamensdd dp dsteyaduindagunsal
deanstemeduinlasstneinsiniasisasii

[

A Y a v Yooy ax =t =~
nstuduimnuveslduinisiadldisnislaisnmila el
(4.1) mydadoyaduly IdP neteansdeasman: IdP deddideyaiuiasnauukuUgy

kY

A 8459N15RBUNEUT BN Aa UTU

Y

lUgaaUnsald ea15v0am198 U 9ny IdP

ynadeannsioansvan

(@.2) middayadulyl IdP mMeaamsdoassos: IdP desuansoyaduitadsduuuudy
Tituglduinsmeesmedioasndn anifu 1dP dessensneunduteyadut
Nngunsaideastosniduveslduinsmatemedeansses

¥
[ b4 =

Joyanuiassluluuguiaiiniuenvesiiiavedatiey 6 van

IdP fadrivunsyeEIaIveInIsnBuNadutayaduIINHLEUINT LAY 10 widl wniiu
szpznafinmvun Mstuduiinudinanaziedndunstududnunlignses

IdP Arsgeusun1smeunduteyanuandlduIMsiiesnsanedluessesIainvug
wiedesiunislanduuudeayadh (replay resistance)

IdP $895N153AATIUIUATIVDINTEUSUF IR URANAAAIUNANAUA I UFTD 4.2

qﬂnsni OTP wuuiadeinea (single-factor OTP device)

gunsal OTP uuuladeiien (single-factor OTP device) Wugnsauasianiz nsevonsuas

naassuugunsal (WU Insdwiedioun) dmsuldasre OTP lnedlduInisazin OTP Nuaning
vugUnsallunsenuumihsnsduduinuues IdP WeuasdliiuinnueinseuasauazmuAugUnsal

gunsal OTP wuudadeifedrussadeya 2 Ardmsuldasne OTP Ao (1) NyuIaNNINT

(symmetric key) &93gilA1nsinaana1gn1slyauvesgunsal wag (2) nonce 9vztUdeunlasan
nnAssgUnsaliinsldnurseafsuudarnunaitagiu

gunsal OTP wuudadaiienduladevesnsdududinuusznvdsiiaad (something you

YDMUUANILNALA

(1)

OTP AB9iAINN8NIUBIRaURENILBE 6 Yian
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3.4

(2) n3difNA1 nonce 71 tHas1a OTP W& sukUaA1A11LIa1T93 0 A1 nonce Aol
a 1 v = v ) a v ! ) !
nsdsunlategatiosnn 2 Ui wag IdP faseeusy OTP 71d31931NA1 nonce AINET?
Wganswaeluyeszeziiann mvuai oo unislandiwuudesleaya (replay
resistance)

(3) 1dP AB9diN15INAAINUIUATIVIINITHUTUAIAURANAIAAIUNANUA bUITD 4.2
gunsal OTP wuuna1etade (multi-factor OTP device)

gunsal OTP wuunatedade (multi-factor OTP device) Lugnsauasianiz wsovansiuas
da o ¢ | o & A o\ o= v @ Y o SR D Y
nAasauugunsal (WU Insdnviiadoun) Jeazadne OTP nawndliusmstududmulaglddadeves
nstudusinuiaes (Wu nsenausiadudl (PIN) nieawnuaieiiaiie) d1159 laeglduinisazih
OTP MuanwnavugUnsallunsenuunisindududnuaes IdP iieuandliliiuiinuenseunsasway
AIUANUNIAITLATY

luvhwesediuiugunsal OTP uwuuadeiied gunsal OTP wuuvaedadeussateya 2 A
dmsuldaine OTP fe (1) nayuaauanas (symmetric key) 4 sazdifnsiinasnaignisldauves
aunsal uaw (2) nonce Faazidsuudasamnasiiigunsaifnsldruniedsuuuasmmuina
Jaqiu

gunsal OTP wuumanedadeidutladevesnisbuduinulsziamasiinadl (something you
have) uazazasy OTP wdsnglauinstudusmulagldtadevesnstuduimuiass Faluledy
Ussnndsiineg (something you know) w3edsiinandu (something you are)

UDMUUANILNALA

(%
[

(1) nsBuduimumeaunsal OTP wuunaedadeusdazasidadldladuvesnistududinu
e 2 Jady

S aa

2) Uavgvesnistudusinuinass ”’eNLﬁmﬁaé’mmﬁwﬁm’bmamm

(3) ﬂim%{]ﬂ‘ﬂﬁl‘u@\‘iﬂ’]iEJ‘L!EJ‘L!G]’JG]‘lJVlaENLU‘Lﬁ‘Viﬂa‘UQﬂ‘O’] SWAGUINTNARIIANNEIVIANAY

2819108 6 UAN Wi@LUﬁﬂ‘UGﬂ@JWﬂ’MU@IEWﬂJ@ 3.1

(a) ﬂizﬁﬁ{]ﬁmaqmiﬁué’uﬁmuﬁamL‘T]uﬁﬁaga%aﬁa nslguTIiAgaudulun U fnue
Tuite 4.3

(5) OTP 1ANNEIVDIRNAVRYNUDY 6 hAN

(6) ﬂiiﬁﬁﬂ'ﬂ nonce 7 1¥@$19 OTP 1WA suLUasA1muLIa1999 19U @1 nonce A asdl
mswABuLasegstiosn 2 uifl ua IdP dasweniu OTP fla1s91nA1 nonce Fana
Wissndaufoaluraeszozinand fmuni edestunisleufuuudadoyatn (replay
resistance)

su [ o./ o

(7) IdP 15AAIIUIUATIVDINTTUTUFIN URANAIARIUA NN UA L UITITD 4.2



3.5

3.6
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ganausitsnaavuuutaleifien (single-factor cryptographic software)

gondwsiinsasuwuutladeiien (single-factor cryptographic software) Lunauatingwea
(cryptographic key) 1/1mul”ﬂumimmaﬂmaaauuwﬂﬂuauaiﬂquau

msdududnudiegenduaiidisiaduiuuiadadesilalaeniswandiviuingldusnig
ATOUATOILATAIUALN YHILT ISV AR 8NN ITN150159aF U (cryptographic protocol) L1
fl¥usnsasaneiedefdviasion nonce idwnain IdP fenqualdinsia wazdmadwsly 1dp
nsvaeuiitonandfiiuinuioinseunsesuazmuaunauaiisiaiuTie

13 & v CY Y v a 3 [ I v v a A = .
‘U@WG]LL’JiLGZJ’]ﬁ‘VIaaULLUU‘ﬂ"D‘UEJL@EJ’JLUu{jQQSsﬂaﬂﬂﬁiﬂuﬂum’m‘l‘mﬁgmmﬁﬂ%ﬂﬁull (somethmg
you have)

YDMUUANILNALA

(1) nauwatstadasgnifiulilui daiui Uaeade (secure storage) ognuimanzay L

keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

7158 secure element (SE)

() qauJLLaamwamamﬂﬂm’]aﬂmﬂmiLﬂmwﬂimalmimuaumm Tagldnisauaunsidnis
(access control) %QQUEU’W&MLQW’]”SUE]WG]LL’Ji‘Vlﬂ’WTuG]LVlﬁuuﬁ’liJ’limsEﬂmmULL"\]L‘U’Iiiﬂﬂiﬂ

(3) nauadisauardaneifiuilideadulunudedmuatusvesnsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

qﬂnsnivﬂ’qsﬁ’aé’uu,l,wﬁa%’aLﬁm (single-factor cryptographic device)
gUnsalidsWaduuuuiadeiiien (single-factor cryptographic device) 1 ugUnsaif 14
NeYwaLin 39 (cryptographic key) Nilsagnnelugunsal iieasenasnsnlvdududimunazdanadng
tuludsgunsaiuaiennd (endpoint) KuMsiteusalaenss (W Y81 USB port vednauitaines)
nsgududinuiiegunsalidisiaduuuuladeidevilalaenisuanddiviuinglduinig
ATBUATEILAZAIVANEUNTAILUIITAG UA 8NN ITN15U59 AT (cryptographic protocol) Lu

Y a 4 A aaw 1 a v f v o o | 1Y) v
Aldusnisasaeiietendviasiod nonce Ndwa1n IdP Mmegunsalidisiiady uavdaaansly IdP
A3 ULNLARILLIAUIEIATEUATDILAE MUALGUN TN SHAAUTLASY

14 ! 1 ¢ v L [ s vV L I s s 1
Founnsirsszminsgunsaliirsiaduuassenliuasidnsiady fe sovlduasiiseganelugunsal
Whsiadunamanaregnelinisniuauguaves IdP vseRnangUnsal

¢ v Y v a I [ A v oo a 4 = .
gunsalln s uwuudadenendutadevesmsguduinulsvinnadsiiaui (something you
have)

UDMUUANINALA

(1) nayuadsviagediianunsatieenatngunsaiidrsiadula

2 nuahsiagegnundesinmalamelaglilasusygyn

-9-
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3.7

3) gunsalitsiaduuwuuladerdesdanduluniuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules Aisgau 1 1usgnatios

@ nawadsRasazdanesiuilddesdulunudefimuadusivesinsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

ganAwsidsiaauLuuratstadw (multi-factor cryptographic software)

gondwsiisasuwuunanstady (multi-factor cryptographic software) LUunguatd3ia
(cryptographic key) ‘1’7iLﬁul’ﬂums‘mﬁaﬁﬁaﬁ'aﬂ’uﬁﬂsﬁayjagﬂquﬁu Feazannsoldaulgndsann
Fldusnmstudusmilanlidadevesmstiudusmuiiass (Wu nseniavsiadiuda (PIN) 15oauny
meiihile) duse

mstududmumgrendusidisiadunuunatedadevilalaeniswandiviuinglduinng
ATOUATOILATAIUALN YHILT 1TV AR BN ITN150159ad U (cryptographic protocol) L1
Fl¥usnsasaneiedefdviarien nonce fidsnain IdP fenguaidnsia wazdmadws1y 1dp
nsvdeuiilenandlififuiinuieirseunsesuazmUANNUALTN ST

gonAwIsiisiasuwuuraretadedutadeesnsiuduinulssamasiinul (something
v Y v Y a A v W ¥ v = T Y - =~
you have) wazagldanulavasaindlouinstududmulagldtadevesnstudusimunass dadu
Uadeuszunnasiinng (something you know) w3edfinastu (something you are)

YDMUUANILNALA

(1) nstudummuAeganALIsiisHaduluuratetaduLnarAsIfasltUavevaanseudu
AP 2 Uady

S aa

2) Vadevesnstudusnunaesandusiaduandnsedayad iin

(3) nsaNdatereInIstudusnuNae Rl USTARUINGT SHAGUINIIFBIlAINEIVDIR LAY

ae19t08 6 nan saldulUumuRSINUALUTITD 3.1 LATARINNITIINAIIUIUASIVD Y
AN5EUSUAIPURANANNAIUNNUA WD 4.2

(a) ﬂizﬁﬁ{]ﬁmaqmiﬁué’uﬁmuﬁamL‘T]uﬁﬁaga%aﬁa nslguTIiAgaudulun U fnue
Tuite 4.3

(5) QQJLL%L%’ﬁﬁ’amsqmﬁuiﬂuﬁlﬁ’mﬁuﬁ'ﬂaamﬁ’ﬂ (secure storage) 98/ 19LULE AN LYY
keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

758 secure element (SE)

(6) nawarisiagasgnundesainnisilawmelaglilasueugyn ngldnisauaunisidngs

Y

(access control) @taugIeliamzganauIsidmuaWtuaunsaddanywainsiald

(1) nawadsiauazdanesfiuilddasdulumuderimuadusivesinsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
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Lengths
gunsalidsiaausuunanelalde (multi-factor cryptographic device)

gunsalid1siad uuuunanedade (multi-factor cryptographic device) Wugunsalvi 14
NeyaLin 39 (cryptographic key) NHlsag nelugunsal iieasenasnsnlddudusmunavdanadns
Hulugsgunsaluarennd (endpoint) lunsiliausiolnenss (W Y8119 USB port vanauiiawmas)

€
€

=1 Y W v Y o Y a A v W 1y o YY) A
YNU ﬂQJ,LL"UW'ﬁ‘ﬁa‘ﬂ%a'ﬁnﬁﬂ%ﬁﬂ']u‘l@‘ﬂa\'iﬂ']ﬂm%Uiﬂ'ﬁﬂu&Jum?G]UIﬂfﬂsﬁﬁﬂﬂEJGU@\‘m'ﬁEJUEJu@'JWUV]ﬁ@Q

q

(WU NIBNLAYTIadIUs (PIN) Miseawnuanstiiile) d1sa

nsgududinuilggUnsalitiswadusuunatedadevildlaensuanddiiiuing ldusnis
ATBUATEILAEAIUANEUNTIY ST UAIELN 9N ITN156U1599 a8 (cryptographic protocol) Lgu
Fldusnsasaneiledofdviasienn nonce fidwnain IdP Fegunsaiidrswady wazdsuadwslsr Idp
nsradeudiananiifiviinuesnsounsearmuagUnsaldn AR UL

TounnA19sEniNgUnsalidsiaduLazgandALIsIiNIaRU Ao vevduaTnilegnelugunsel
Whsiaduiamunazegneldnisauauguaves IdP wsegndngUnsal

gunsaliisaduuuumanedadedutladevesnmstiugusinuusznnasfinadl (something you
have) wagagldnulinadsangliusnstududmulaglilatevosnisiududinuiass dadudady
Ussnndsiinag (something you know) viedsiiaasdu (something you are)

YaMAUAMLNATA

(%
[

(1) mstududmumegunsalidisiaduiuunatedadourazasidasldladovanistudu

APUNY 2 Uady

=

2) Uadevesnstudusnunaesiaanlusiaduandvsedayad s
(3) nsfntadevesnistudusinuas LdusiaduIneN SFadUINTIA9IAINNE1IVDIRILATY

a8191es 6 an vsalulumunnivualuiide 3.1 Laz@din1s9 A IUIUAS D

ANSTUTUFINURANAIARIUANNUA MURITD 4.2

@ nsaindadevesnistududmunaenludeyadifia nsldnutliidesdulumuiinivue

Tuae 4.3

(5) naadsviagediianunsatieenatngunsaiiisiadula

]

6) nauahsiagegnundesminmalamelaglilasusygyn

Y

(1 gunsalidsaduwuunatedadedauduluniuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules fisgdu 2 1usenatios

8) nauainsiauazdaneIfuiliFeudulunudeimuaduiivesnasgiu NIST Special
Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths
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4. Yanivuani luvasdanldiugunInu

4.1  AdidBududaauniduaunsal (Ussiamaninal)

IdP dadliuugindgmiugldusnsineanuisnsdesiudanldguduimuanmsgymense
gnulue wasdasdinalnlunsiinaewniessiunisldnudnldgudusimuluriuindanlasuudenn
Hldusmsiddldtuduinugamevsegnaluey

4.2  N15AINAVIUIUASIVIINISTUGUAINUNANAN

nsalfdeildsudusnurdatufvunly IdP finnssfnsaundwesnistudusinuiianain
IdP gasiinsruiunisUesiunislaumuuuiady (online guessing attack) WU ASLATENTWHAUINT
1oy IdP @ﬁ?ﬁmﬁwmuﬂ%ﬂmmiﬁué’ué‘hmuﬂmwmmmﬁawwﬂi’fﬁmﬂmaziw (i ladtAin 100
A$9) vniAusuuitvue 1dP msseiunsBususnueslduinisiindg

= aa ° v Y a Y v ~ YY) a
ieanlan1aannslauinasyivig lduinisgnssiuldaudewinmstududinuianain
AoLoRAUIIUIUNAIUA IdP B12LaBNIR5N1T A9l

(1) Avualigldusn1sfees1un1sNAgey CAPTCHA (Completely Automated Public
Turing test to tell Computers and Humans Apart) nauazduduainu

2) ﬁmumw;ﬂi’fu‘%ﬂWiiawé’qmﬂﬁué’uﬁamuﬁmwmmLﬁuigsznamﬁa LAYALNUINLIAN
WinTunnASIFldUsstuduinulinnatnsaidoiu (Wu Wstun 30 Juniluauds
1 9Al9ANNAIUIUATIVDINTIUTUAINURANAR)

¥

(3) gousulMIENIsBUdUMIAUALIN IP address FeflduinisineBududinudusaunnen
Wity
deldusnisfududanudnss 1dP pasuesdunisdududinuiianainasenouniives
HLEUIN13ANEINLNN IP address LReariu

43  mslduTadn (amadeuldiunuidldduduinuidugunsalviiuu)

M3l udafia (biometrics) Wy nmlunth anethile wavanetm lunmsudusaa fodu
Hadevesnsiudusinulssianisiinaundu (something you are) il AsfildEudusnuiiannsn
3995UNIS UYL AEIMSTUNTT U UR InubUUnatedade (multi-factor authentication)
Usgnaunie aunsal OTP wuunatedade gevduasidisiadunuunatedade uavaunsalidnsvadu
wuuratadade

LY [ [

nsldnugdiRlunstuduinuddivedniniosninmene feil [1]
(1) Msldnudillfidnsnisdidgianain (false match rate: FMR) @oviliiAnanulidule
v A

I va o o W A Y A o a A Y v v a
TR AMddududinuaed lduTn1diase wazenagnlaudnienisldninluniinie
anetinllovasu (spoofing attack)

-12-



(2)

(3)
(@)

mewnil Msldnutlialunstudusuiivenivun Al

(1)

2

(3)

(4)

(5)

YUGD. 20-2566

n1sSeuLisutayadiadf (biometric comparision) WuniswWisufisuuuiugiuves
ANz U (probabilistic) veug? Jadwveanisdududnuuseiand u q 1Ju
nsiSeuiieuegreatniauinteyanseiuvselyl (deterministic)

[ [

Bnsiinaeuteya®ild dadlveddniertuaruniesldnuuwazinnsgiunimegey

Faddlidoidudoyadu ilesanglivszasdfamnsauluediiivesyananinnisium
Teyaniseoulatinionisnienmyanadiondesinsdwy (asamdulumdi)
nsdeanslviyanalddedutatng (nsdfiduareiaifle) niemsdeninanuazdenas
(nsaiiusiumn)

[

Fadddesldidudadesiuvesnisdududinuuuunaisdades (multi-factor
authentication) wagamzidouldsuiuasliduduinuidugunsel (Ussnmasiinnd)
Wity iesnmnesranuiglduimaduisennioasdyidnsldaulunsdian
IdP anwnsanfinnoudeiildBudufinuiidugunsaidu naununsiinaeudoyadada
Faldodrria

mswssuiiisudeyadfiiannsadiiunisfigunsaivesiléuinmsmiofiszuuaiuves
IdP sisil mnnnUSeuiiisuteyadadifiduiumsfissuuanures IdP nsfudsieyadifia
sewinagunsaliudeya (sensor) fu 1dP dasdidunsiiutemisiiinudasnsts

(authenticated protected channel)

a v

AnuiuglunsIsuguteyadilfdeidnsinisidnaianain (false match rate:
FMR) laitAu 0.01% LLavamﬁmﬂm uhly

3% [2]

RAnane (false non-match rate: FNMR) laiiiu

IdP gasilivAlulagnisnsiadun1TuanuLlasiaia (presentatlon attack detection) 1gu
n3n5739uN13393nvesyana (liveness detection) Lt 8428 osiun1slaudsae
Asldnnlundndeaneiiaflevasy (spoofing attack) Wadl 1dP a@11150Ma15047
N1IVAADUANNEINITVUNALUTaTN1TRT299UN1TUaDNLUaIT IR IRdonAa 0913
WeuAsalanuiInsgIuaIna wu ISO/IEC 30107 Information technology — Biometric

presentation attack detection 38 FIDO Biometrics Requirements

IdP 81981fRswIuASIveInsEutusanus e AT Renanseiios (au TalAu 10 ady)

ynALSLUAfvue IdP 21aidenld3anns fell

(5.1) wmmmLﬂuivamamuqﬂauavﬁlmuaummummam LLa”%”Mu’J\‘iL’JmLWWUU
Mﬂﬂiwﬁl%imsauaummumwmmmLuamu (wfu Waduann 30 Junitlauds
1 luseusuuadiwesnstudusinuiianan)

(5.2) sefunsBuduimumedidfveslduinig wazsaualviildusnstududiinueiy

AanlsgugusIn UL (013

-13-
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4.4

4.5

n1sUasiunslasinuudedayat (replay resistance)

nszurunstududinuanunsadesiunistlaudwuudsdayagnle mnnistuiinuasdinadng

nlFguduinuasinouninundwiliaunsovinlinisgududinudusa vl nsdesiunislaud
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51  nsieulgedaniviudunanu
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