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n. gusznaufianisinsauwinuee | o) r;lﬂﬁu%mﬂmﬁwﬁﬁugm (Fixed Line Service Provider)
AINITNTEMUANLASLEDS ) pﬂﬁﬁmﬂmﬁwﬁmﬁ'auﬁ (Mobile Service Provider)
(Telecommunication and o) Q’Lﬁu%mﬂwmumﬂuﬁiﬁu’%mﬂmﬁwﬁamaﬁ’umuiwuﬁumaiﬁmtﬁg
Broadcast Carrier) LAS8T18ADNNUADS

& {lU3N153993191 (Leased Circuit Service Provider) 19y glu3nns
Leased Line, ;ﬂﬁu%mamwh Fiber Optic,

Hl¥U3NNT ADSL (Asymmetric Digital Subscriber Line),

HLU3NNT Frame Relay,

HLUSNNT ATM (Asynchronous Transfer Mode), &L#U3n13 MPLS (Multi
Protocol Label Switching) t8udu iuus

;jiﬁu%miﬁ?u TwusnsueLiies Physical Media nioanedayeiueenaiien
(Cabling) Wi (12

#l¥U3n13 Dark Fiber,

glvusnsaneloufthuas Ssenalaiiidayau Intemet vi3elsifl IP Traffic)
&) mﬁﬁmimuﬁw (Satellite Service Provider)

o) {l#U3N3 VOIP (Voice over IP)

9. fusnsmadnfessuueietis | o) AWUSN15Buwesidn (Intemet Service Provider) visflaneuazliane

ABNILABS (Access Service o) {Usznaunsaliunislunmsidifsssuuasediereuiamesluiosin
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379115 VSN viseandunsin

A. Aliusmsidnsvuunesniamesiiie | o) AlriuinisiwnseuuAeuiawes (Web Hosting), n1shiusnsiy Web
Tusnistusunsuussandsing 9 Server
(Hosting Service Provider) ) flviuinisuaniudeuuitudeya (File Server w3e File Sharing)

Y a ¥ = a & a ¢ . . . <
o) AliUSMsidntisananedidnnsetind (Mail Server Service Provider) %3®
uinsihisdennudidnnsedndifasedeasiuruszuuneuitines
@) Ausnsaudsulndeyamedumesiia (Internet Data Center)
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1. gusnsiudumneside

o) AUsNssuBumesiin (internet Café)
o) {iusnsiunueeulatl (Game Online)
o) HliUMsUszinminudvizedunuinisuseiny Virtual Reality vi3e e-Sport

3. gliusnislusinsumsuiames
gavAuas maluladUyaiusehivg
wovwaiadu vhlsyanasily
ansafnsiodeastoyatieriuld
(Online Application Store)

@) App Store

) Google Play

o) Chatbot

@) Clubhouse

&) Telegram

o) flinsduiliuinslasdnuuznslinnsindedeansludnuazyiues
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@) Facebook

o) Youtube

o) Instagram

@) Linkedin

&) Line

) MSN Messenger

) Whatsapp

) Q’Lﬁu%mi?iuﬁlﬁﬁmﬂmsJé’ﬂ‘wmsﬂW{Lﬁmiﬁﬂ@iaﬁamﬂué’ﬂwmzﬁmaa
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n. glviuinisteyaneuiianesii
LONNALATUANY 9 (Content and

Application Service Provider)

o) AWUSN1sIVVESA (Web board) viselliuinisuden (Blog)

) {liU3N3NTgInssun1anIsRunBumnesiie (intemet Banking) way
Aliu3nistnsziiun1edidnynsedng (Electronic Payment Service Provider)
o) {USNsAuesia (Web Services)

&) fliusnsmdlvdddinnselind (e-Commerce) %30 §3nsaums
Bidnvsotind (eTransactions)
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9. gliusnsiiuindeyaluguuuy
Frasmsennslaefiszuuiiuims
Jan1sfeyauudumesiin aa1ae
(Cloud Computing Service
Provider) 3l U3nnsTaemsefu
fldusnisviver ¥ (End User)

®) ﬁﬂﬁﬁmﬂmda%”mﬁugmwﬁﬂ (Infrastructure as a Service: laaS)
) {lUSnsunannesu (Platform as a Service : PaasS)

o) l}iﬂﬁu’%mi%ﬁ/\lﬁnf (Software as a Service : SaaS)

@ l}iﬂﬁu’%miiwu%}mﬁuﬁaga (Data Storage as a Service (DSaaS)
& {l¥USN133UU CON (Caching Delivery Network)

A. {LUSNN3AITE (Digital Service
Provider) fildin3otnenaufiames
wioszuuneuiamesdudiumnils
Y0INSIAUINT

o) {lAUIN130uN15RU (Finance)

) {IUSNNTAUA155MEY/aU0 N (Health)

o) gliusnisenulataled (Lifestyle)

&) {iusn1sauedwnIunineg (Property/Urban)

& flusnsaueMsuarn1sinYas (Food/Agriculture)

o) lsu3n1siunisvieaiien (Travel)

o) {lUSNsATugnaIvmnssi (Industry)

) fliusmsaulseiudey

) glAusnseun1sfng (Education)

®0) ;ﬂﬁu%miﬁ’mmaa Aavy wazdunuinis (Music, Art and Recreation)
o0) fliumssumssmineduduaslviuinsdug Aldszuueeniiomes
ilethenoufiames lunsliuinsiiessnn B2B C2C B2C G2C wazdu ¢
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mediannsedndlilimnuiniedie waziiedesiunassiununeiundngudiannsedndinsidesivoivginssy

Aoufimes wazduanaumsleues dliusnmsynussinnauussmeatuiviamuayndssnndesdaiiuinwdeya
asasAeNiimeslaen1sdaiudinandesdiseanBendwiolul

Y v
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wmsgrumlulunisdaiivdeyassnasnisrsuinnesnunianuin 2. wazaiulseniAaduilnmun
foslsznousie

f.

(@)
(o)
(en)

(@)

(@)

(o)

(ev)

(@)

(&)

Joyaduiingmsainsildemilussuureuiiames (Event Logging) S’TiqﬁaqﬁuwmmimwaauﬁﬁwgLLa
(Control) Feyavsmasvereniiawesisvuureniunesanusalideya nusnwdeya vsenyaeutoys
mslfnuvesiliuinig desniuvesszuuneniumesivuiindeyarouiameslild seazdenesiusd
ANuiana1nvesszUuAenfinnes uazdeyadsanaiunidaiue fuesszuuasufinnes dil
swaBondail

Foyaiiannsaszysauvesgliuinig (D of Users)
swazdenvenisiddeyaveliusmslussuuneuitames (Activities of the system)

Fu v wassazBenvnmsaiddyiiiRedesiuianssuvesldnu viegliuing wu msdendudn
PONTTUUABNNILADS (Log-on and Log-off)
Foyananunsaszymnoiavveaes ot eroNfimesszuUReLfmes gunsalnoufiames (System

ID) aauilumsitiesnseuuasuiames (Location) wavgunsaifliidessenaudfnosli
ARNIWRTALNTaIINDITEUURBUR MO (Device recognition)
neewBenatuiinmadfauazmmeeudfesuunesiapeiuduiidnfssuueesioesiduay
dauﬁwuu%mﬁ?Lmai‘UﬁLaﬁmiL‘ﬁﬁﬂ (Records of attempts to access the system

successfully as well as rejected ones)

tuiinneaziBendeyaneuiiuneiiiniairdsudstoya (Successful and unsuccessful data
records and other attempts to access resources)

eauden Ussnnvesenndindy waensldnulussuureuiawes (The application and use of
systems utilities)

wilsdeyauazUsunvmosteyaneuiimesiigniinfdussuunenfiames (Accessed files and access
kinds)

fumisioguesszuuietneeninmes (Network Addresses) uagluslnneandniily (Protocols)
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(00) FwaBuannsNIsNIsUatudeanaunalaues wu seazdeansldlusunsudesiulaia
Aoumes sruuihseisdeanmunislaasimilvssuuinu uaggnsedumsldeu (protective

mechanisms such as anti-virus and intrusion detection systems are activated and deactivated

as required)

(00) TgaBBEATINTTUMIWILLENNARTWIN9Y Inerldu3nns (Transaction records done in

applications by users)

U, spuuinwianuUasniveddeyalsasneneuitanes (Protection of Log Information)

A, AU oM RIVNABLTT ND YRR UATY UL INET LavEUSYNITAMIseuUnaui o3

(Log Information Administration and Operation)

1 msRsszuunaTidenseruaunsalreniiamesuayssuunauiunes Widuszuuaina (Clock

Synchronization)

v oy

el anmsnisaanandisiulvdunusuldiunsdanisteyaasamreuiime smudssinnves liusnis
dravetl Vuus Tnsanmeasmslsiuinsdenan ssuuaesfiames Waunsuneufiawes soria$ liaunsosiduns
Audeyaamamnesfiuseifnanldlneasuduimn Trglduimasindnindentnmudwmihiiiefiarsan
gL iunsUfoRmumaninasidsiulanuaud i

[

o. Toyassasnuneuinmesdafliuinsmudszmeade ¢ (o) n. nihfideaduinw Iawieludl

UYszan

seaziduaiiagsvastaya

n. feyaiianunsaseyuazfnnuda
wraenla AU Yanenie uagnig
anefinTuvesnsinfedeansves
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- YoyaszuuguaneinsAnsiiugu sdniingletie wazsvuudnsAng
@121 (Fixed Network Telephony and Mobile Telephony)

- MR UINTFN vse vuneavlefiueniasa (IP Address)
LAUANNYINAT TIAIUIAITIERUDU 9 LU UIn1slouans waznueaulnsfum
ldlouany summenulnsdnidgniionaninsdwininislou

- %o Megvaslduinisvsegldnunameidey (Name and Address of

Subscriber or Registered User)

- doyafeafuiudl, e uasiiviswes Cell ID Faiinislduins (Date and
Time of the Initial Activation of the Service and the Location Label
(Cell ID))

. Toyafiannsaseyiui Lian uag
SYYLIANVDINITANFDEDAITVDY
SEUUABNNILADS

Fuil savlananGudulardugavesnisliau (Fixed Network Telephony
and Mobile Telephony, the Date and Time of the Start and End of the

Communication)




Uszan

gazidunflet1vvastaya

A. Toyatsanunsnsryiindumsld
Insdwvisledie viegunsal
Ansiodoansuuuliany (Mobile
Communication Equipment)
Tnedoufuliluguuuy

Centralized Log Server

@) 7914 label Tunsiweusa (Cell ID) a @0 1uNSURRADEDENS

T o

) Tayadeszuinmenenmuedndnilefeduweulesiutoyaines
Cell ID vauedn3AnG0dDHNS

o) FAWITEUUUININTINEOUYARALLTUINIS

¥ a

fayavsiasnieneuinne s¥edliusnisaulszniade & (o) v. 8 a. Indhiideufuiny

UYsznn

sgaziduaiiagsvastaya

n. Joyadumnesidaiiinainnis
WhdlaszuuiaIevy

o) feya Log Aifinstufinl Aifledinsiifeszuuiaietnedsssyfsinuas
anslunstnfiaaIeve (Access Logs Specific to Authentication and
Authorization Servers L% TACACS (Terminal Access Controller Access-
Control System) or RADIUS (Remote Authentication Dial-In User
Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)

b) ToyaNeINUTL Laglan1sindeveunTesidinlduinisuaziaIes
1913015 (Date and Time of Connection of Client to Server)

o) Teyaiieaiuliefiseymnugly (User ID)

@ Yoyanueavyndumesidafignivusilaessuudiuinis (Assigned
IP Address)

&) Toyafiuenisnglavanefilsonidun (Calling Line Identification)

9. Joyadumneiidnumnios
gliusnsanmunedidnnseiind

(e-mail servers)

o) Yoya Log fitufinliisleindansadiuinslusudlddidnnsetind
(Simple Mail Transfer Protocol : SMTP Log)

Falgun

- doyamnuiavvestoruiiseyluamaneddnmsetind (Message ID)

- foyateiiogdidnnseiindvesdds (Sender E-mail Address)
A A a a s Yo . .
- U0YaTNVLBLANNIDUNAVDIIU (Receiver E-mail Address)

U

€

v -:4'

- Jayaniuanieanurlun1snsI9EeU (Status Indicator) FelakA anvune

Y
a &

Bannsetindidednsa anvunedidnnsefindfdady asnunedidnnseiindndl
Asdsatn Wusu

) Tayamnemvgndumesilnveunsesneufinnesiliuinsiideusont
Yauztiulgu3nIs (IP Address of Client Connected to Server)

o) Toyaiu wazansinsievetaIesianlduInswasLATedliuINIS

(Date and time of connection of Client Connected to server)




Uszan

gazidunflet1vvastaya

@) Teyannearyndumesiilavaaaisauiniseianedidnnseing
Mgnieusieagluraytu (IP Address of Sending Computer)

&) %aéﬂ‘gﬁﬂ’m (User ID)

o) deyafitiufinnsifsieyasnmnedidansedind dulusunsudanisan
\eswasandn viiemsiifudiosondeyasnmnedidanseindludunies
a3 Inedsasdnifutoyaiituiinnsidndteyasmensdidnsetndiidy
T Vfedesl¥iu3nis (POP3 (Post Office Protocol version 3) Log or
IMAP4 (Internet Message Access Protocol Version 4) Log)

A. Joyadumesidnannisleu
witudayauuasadliuinislou
wiludaya

o) Taya Log Nluiiniletinsiifiauasediusnmisleuuiluteya

) Toyadu uaziiansindeveaTaslilTuINITUAZIATRSLUTNS

(Date and Time of Connection of Client to Server)

o) Toyavinemvyndunesiilnveussesnauiumesiidilindeuseeylu
Vaugtiu (IP Source Address)

&) Yoyaverldau (User ID)

&) Teyashuvis (Path) uay Jelwdfieguuasadiusnisleudnedoyand
nsdutuiin viselviiadayasenly (Path and Filename of Data
Object Uploaded or Downloaded)

1. Toyadumesidnumnsen
Aliusnisiiu

o) Uaya Log Mludindlefmsiihdaaiesliusnisii

b) Toyadu uaziiansindeveATasliltuINsUAZIATRS LTINS

a) Yoyanunearyndunesidnveaniesnauiinnesiidnlindeusenglu
Uzl

) Teyamdmsldnussuy

&) Yoyanusveniadunislunissengteya (URI: Uniform Resource
Identifier) 14w FuVaA IV

3. vilnvaslayauuinAiodny
ARuImRIUUIRLMY (Usenet)

o) foya Log Muiinidlefinisithiiaaietng (NNTP (Network News
Transfer Protocol) Log)

b) Toyadu uazansindeveATasiIltUINISUAZIATRS LTINS
(Date and Time of Connection of Client to Server)

o) Yoyanineiay Port
Tuns1991u (Protocol Process ID)

) TouaveLasadliiuinis (Host Name)

&) Toyanmeiavanutannunlagnadluudy (Posted Message ID)




Usziam gazidunflet1vvastaya
2. foyaiiiAnannsldneuiuuy Youa Log 1t Toyaiiaiuiu nannsdnseveslduinis (Date and Time
wSeUeduwmasiiln Wl Internet of Connection of Client to Server) uaz fegadairiasuuiaiotne ua
Relay Chat (IRC) %3® Instance mnslauAsesewliuimafiniosneufiunosideudoogluvmsiy
Messaging (IM) 1ugiu (Hostname and IP Address) 1{ugu

[

o Poyarsasnerenfimesdeuliuinsnuuseniade & (o) 1. dnthideufusnw ddweluil

Uszian seaziduaiiagsvastaya

n. Ausnsiudumnesiie o) Yoyafiansoszuiyana Mdanldszuudumesidavesdliuinis
©) LAV wazianldusnig
o) 118LaULATRA7ILY IP Address (Internet Protocol address)

Tunsdlfiguszneunisiiuiuermvievsznevgsiedimireduduievinisla o Afnnsldszuy
Sumesidnduiivauinsadunmsue wsensbivinisiagldlagsliuinsdumesidadundnlunisusznauiianis
Ifsznaunsdenanidiiunisoshailsedndla duleluil

(@) Anrindonsslnuasiufinmeandoaniadldnuvesléuimadognéluiuesmuiiaunsassy

Ul

(o) dmviiufinseaziBenenansitieideatunisdhlivinisuesgnivesauusas furiteWanunsalidu

vdngruiinsivaeulilunionds

(@ sudunisla fvildansassysnugninfianldnudumesidaluanuussneumsvany

v <

Tayad513INABUNIND T LAUIN1IIINYSENIATD & (0) 3. WAy A. dniifdeufusnw

. Yeyatuiinmgnisainisidldanulussuunsuiames (Event Logging) Fadeadiunnsnisnsradey
ffiugua (Control) doyavsrasnispsuiinnesliszuuasuiianesamnsalidoya iusnwideya
vidensaaeudoyanislisuvesdliving desnfuvesssuunenfiumesituiinteyanenfiumeslails
eazBeaUoiidudrnuiianainvesyuuneuiiames wasteyasteanmumislauesvessuuneuiinmes
feflswanBendail

(o) Yoyafianansaszysnauesléuinis (D of Users)

(o) Twazideavansiddeyaveslduinislussuuneuiiames (Activities of the system)

(@ Funa weeneasdeavmmsalidyiifedesivianssuvesldan viefliving wu msdenrdy
L199NITUUABNNIADS (Log-on and Log-off)

(@ doyafiannsasyymnoiavveunioinsneufianesszuuneniiames gunsalneuiiames (System ID)
anuiilunisifresnszuuneufiames (Location) uazaunseiilfideusenreuiiunesivineuinmes
#unsanDesEUUABNNIMESLA (Device recognition)

@ swandeatufinniadduarnmengudiiessuunesiume itludniiddaruurouiunosly
LLﬁzd’mﬁizUUﬂ@uﬁﬁm@%ﬂﬁLﬂﬁmiﬁﬂﬁﬂ (Records of attempts to access the system

successfully as well as rejected ones)



(o)

(o)

()

(&)

(@0)

(0®)

- & -

tuiinmeaziBendeyaneuiiunesfinsthdundstoya (Successful and unsuccessful data
records and other attempts to access resources)

Twazden Ussinnvealenndedy wagnisldnulussuunsuiiames (The application and use of
systems utilities)

wilsdeyauasuszinvmesieyanouianesfigniinfdussuunouiiames (Accessed files and access
kinds)

Munafioguesszuuiaietienouiiimes (Network Addresses) wagluslaneandndild (Protocols)
wazdenunsnisnistesiudeanaumisluues wu seavideansldlusunsudeiulaa
poufimes stuuihsefafoanamisleesivinliszuuvinnu uazgnsziunsldan (protective
mechanisms such as anti-virus and intrusion detection systems are activated and deactivated
as required)

swazBungsnssuiiviviutenwaladusiie Iegliu3ns (Transaction records done in

applications by users)

9. szuuinwanulaenisveloyarsasnneNiames (Protection of Log Information)

A, TEEUBEANSNT ey T NIRRT MBS VB AUATEUURBLITI DS WavHUSINTIRMISTUUADNN IR

(Log Information Administration and Operation)

& msmeszuunalindeudeduaunsaineufinmesiazszuunsufinmes Tiduszuvaina (Clock

Synchronization)

¢ deyaasasnueeuiinnesgaiiuinismulszniede ¢ (o) dnthideufiuine ddweluil

Uszinn sgaziduainagevataya
n. feyadumesidnuuaiesliuing | ) doyasiaussdidliviedeyaianunsaszydagflduinmsls vie
sy ideyaneufinmes (Content | t@udszd1da (User ID) vesunedudnseuinis w3e iaadsydin
Service Provider) {433 (User ID) uazfloganvanedidnmsedndvasflduins

b) Tuiindoyanisiinlduinig

o) nsdifliuinisiiuuesa (Web board) visegliuinisuden (Blog)
WhAudayavesusznia (Post) Jaya

2. viinvastoyauupiotnenauitnmes | o) deya Log Miinstudinlidednsiihiisssuuieseviedessyiisinu

Yo4liuIN15AA1IA (Cloud uazanslun191dansor1e (Access Logs Specific to Authentication

Computing Service Provider) and Authorization Servers 1% TACACS (Terminal Access Controller

Access-Control System) or RADIUS (Remote Authentication Dial-In
User Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)
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Uszan

suazidenflagevasdoya

b) Toyaiu kazliaIn1sansevatATeINIInlTUINSuALIATES
T9u3n15 (Date and Time of Connection of Client to Server)

= o

o) Yayaneafutefiseumnugly (User ID)

9 Y

&) Teyavneiaryndumesiiniignivunlilaessuugliuinis
(Assigned IP Address)

& Joyanmnsiavyndumesidavenniesreufiuneifliuinisfideuse
aguaul iU ldUINTT (P Address of Client Connected to Server)

A. Yilavasleyaues oY AR ImDS
Y| WUIN3ATIIA (Digital Service

Provider)

o) doya Log instiufinliidedinmsiihfssyuuiaietnedsssyfisinny
uazanslun191daAsoU18 (Access Logs Specific to Authentication
and Authorization Servers L% TACACS (Terminal Access Controller
Access-Control System) or RADIUS (Remote Authentication Dial-In
User Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)

b) Toyadu uagiiansindeveasesli N lTuINITUALIAS S
19#U3n13 (Date and Time of Connection of Client to Server)

v a{' .:4 o

o) Yeyaiieafiuteiszyminugly (User ID)

Y

&) Toyamneavyndumesidniignivunlilaesyuugliuinis
(Assigned IP Address)

1% ~

&) Yoyanuenfsmnelavanefisenidu (Calling Line Identification)

1% a

o) Yayanneavyndumesidnveniesnauiinnesilivinisfideuse

Y 9

a&JﬂJmsLﬁﬁmﬂ%ﬁﬂ’ﬁ (IP Address of Client Connected to Server)

o) ToyasviauseIdlivietoyanianunsassydrlldusnisaviala vise
wuUsedaflduinig (User ID) uagiioganmunedidnvsedind wie Uyl
lBuaiifievosylduinig

o

<) tuiindayanisinlduinsidva




