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DIGITAL THAILAND ACTION PLAN 2018

N
e Village Internet (FTTx) -~
e Submarine Cable - }F b
. .. Ius
e Government Big Data e Digital Laws Us:31S9

Met Prachara

e Ease of Doing Business * National Digital ID

Digital Digital

Government Infrastructure

Fo 1 =

1 fril esges

DIGITAL": Digital

e National Cyber SLLE THAILAND: e Digital Literacy Training
Security Agency Security Manpower (1 million people)

e ASEAN HUB for - o Digi.tal StarFups
Cyber Security Training Digital e Coding Thailand

STARTUP

Application &
Development

¢ Digital Park Sriracha (280 acres)
¢ |oT Institute & Consortium
e Smart EEC + Smart Cities (Phuket, Chiangmai, Khonkaen)
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TOTAL INTERNET
POPULATION USERS

O

69.11 57.00

Million Million Million?
PENETRATION: PENETRATION:
82% 74%0
ANNUAL GROWTH ANNUAL GROWTH
+ 24906 +119%
Since Jan 2017 Since Jan 2017
+ 11 Million 4+ 5 Million

Source: wearesocial.com.sg ; Latest on January 2018

ACTIVE SOCIAL
MEDIA USERS

51.00

MOBILE

CONNECTIONS

03.61
Million?
vs POPULATION:

1359%

ACTIVE MOBILE
SOCIAL USERS

46.00
Million?
PENETRATION:

67%

ANNUAL GROWTH

+10%

Since Jan 2017
+ 4 Million
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SingHealth's database has experienced a major cyber-attack. 1.5 million patients
have had their personal particulars stolen. Of these, 160,000 also had their
outpatient medication data compromised. | am personally affected, and not just

incidentally. The attackers targeted my own medication data, specifically and
repeatedly.

| don't know what the attackers were hoping fo find. Perhaps they were hunting for
some dark state secret, or at least something to embarrass me. If 50, ... See More

MOH.GOV.SG
SingHealth's IT System Target of Cyberattack | Ministry of Health
EingHeaItITs database cc}ntaining DETiEFI'[ persanal partin:ulars and CIU'[ICJE['[iE“'._.

il 44K B 338 4 1.8K
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ITU Global Cybersecurity Index (GCI) 2017

ASEAN Ranking (from Regional Ranking 194 Country)

2017 Categories and Performance Indicators

Singapore 1
MaIaysia 3 Cybercriminal Legislation, Substantive law. % @ IPRL) ]J‘igﬁ Lﬁuﬂ31NW§au / 18 ﬂwl,?.l ﬂm._,“_]

Procedural cybercriminal law,
Thailand 20

Cybersecurity Regulation.
S— . | TECHNICAL |

National CIRT, Government CIRT, Sectoral CIRT,

wuINIvAsUsulsvauaulseina'lng

@ ANUAUTELNE / WY / NATFIU

Standards for organisations,

@ UsgauausIudavtuay aun.

Brunei 53 Standardisation body.
Darussalam
ORGANIZATIONAL
Indonesia 70 strategy.
Responsible agency.
L 77 Cybersecurity metrics.
ao

Cambodia 92

Public awareness, Professional training,
National education programmes, R&D programmes.
Myanmar 100 Incentive mechanisms, Home-grown industry.

Intra-state cooperation, Multilateral agreements,
International fora, Public-Private partnerships,
Inter-agency partnerships.

Level of commitment: from Green (highest) to Red (lowest) 8
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Social Bullying

Big Data / Data Analytic

Data Integration

AI / IoT
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Balance siunas1i3n9 Security vs Data Protection

10
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