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o

ST

- WuAMssnwIANLTUAY
Uaoarie uoviSulsd

. uuamhuo?umssnmn:nuuun\)
Uasarefudoudiv 9 dold
TUsinsuarsulkusmsiSu
(Web server software)
s:yuUsSKissamsiSulsd (CMS)
s:uugudoya (Database system)
||a~TU5||n5uUs-anciuu15u
(Web applications)
mnﬂﬂnnmunwumnnan
(Top Threats)

- Mkuanusanwiumsnissudo
anunsadiganAUAINaN
mislowdidulud (security incident

handling) lla:msansavdayaiBulsd

« Diuuwasuasovasuaniu:
AUUuAvUasaiedksuSulsd

etdaorth

B SECU

WEBSITE

SECURITY
STANDAR
WSS

Us:nAidu ETDA Rec.
3uf 30 ne. 57

WEB
APPLICATION
SEC

ogfs:k3
dugunis

THE STADARD

"EOMICE
WEBSITE

« IWuRAMssSnunANULUAYUEDarE

Tunmswicwunaznaaaulusiinsu
Ussgnduuisu

ddarkuana:iuanivfunisweuun
la:naaaulUsiinsuls:enduuisy
TRoADWTUAYUADAE
vnAgAnmMUAWULINAgaUUlUsInsU
Us:nduuidu (Top Threats)

luwasuasIvaUaMU=AI WU
AvlasaisaksulUsinsuls:and
uuIsu

- WuUs:GuduanutuAvUasarie
vaviSulsddiu e-Commerce

JdorKuauaviuaMBlunIsWeuLn

Swmiianistis:Busaulau
(Online Store and Payment)
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Scope of Web5|te Secunty Standard

: Web content |

L———————————————————————————————————————J

Type of Web sites

CMS-based website
with or without SSL

Dynamic website
with or without SSL

Static website

.

—

: Operating system (not in our scope) :

a [ g
wuIeNsATaUsEliuAulyn

1 Usziliumutes (Self-assessment) wazuszn1asusadlaeniied (Self-Declaration)
2. SunsBuduiisnudenndestivinnsgiuangfidulddudsiuiules

3. SunsBuduian1susemATUTEmMULeIINYLIBNUAEYeN

@ﬂm Er 4. we3uMITuTes (certification) snmsgumsinmanusiunsUaenfudmiudauauas
\ &fda orth A duledanihensisaeunarsuses (Conformity assessment body)

Web application
Developer

Web server

—— administrator
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NIST
SP 800-44

5§; -
e

ar W

“2UB 1 : YBULYA

iv9 2 : n1sunluTganu

L

298 3 : Ugy

arf ‘! =y af
«r #1209 4 : NINWRUNBUSITIANSLIU YA

JaviuwaufiilunissnwanuiuasUasadeveiuled

wwaen1sidengsusanaideudelauu n1sidenuinisiiv
loads wag CMS

ST EBE S SRRy

v v & = a ' o o
%AUa 5. ﬂ'ﬁﬂqﬁ'lLﬁiﬂﬂUiﬂ'ﬁlﬁUﬂﬂ'\QNUﬁﬂﬂaaﬂﬂﬂ

-

AWy

Iﬁ'ﬁa 6 : MInaulUTUNTIUTTYNAUY

NIST
SP 800-44

1AIRIUSMSIVRENNIUAIUADNNY

.

Jﬁ’)‘ﬁi‘] 7 : M3sudieanunsalieAnNAINiAIN

nstauiaulad

P T

s ar o a - ar '3 . .
nssuiledsanAmiatuiuiules (Intrusion, Denial Of
Service, Domain Hijack)

AslElUsunsunsIva@suALtuatUaanfevaa i ulyd

nsiiushwndeyaasasneneuiames (Log)

s o (2
nsdrsesteyaiiuled

OWASP .

AruaraULLATensgIY Bn1sunsgululde was
Allenuvesdnndagnandsluainaspruieliinanudila
MinseiuverUjuR

v il a % o
Jonmuaningiuwnufuilunssnwarulasnieves
Vules wavuumminisidengsuaansilsutiolawu sauds

- v oa o &
wuININIsaanlgusnIsIuleans

IDNMUANLAIUBINUNISHNMNILALAIAYBY Web server,
Web server software, CMS, Database system Lae

Server-side script engine 52UNNNIATMUATHANIUY

FormuafiAedosnistlestunislaufiiulednnaia
waztgywvan ¢ laua msdesdunislaufannmaiia SQL
Injection, Session Hijacking, Cross-site scripting, CSRF
sufnstesiunslanniyvdeyaduialva

A5 UNINIT NI IUNISSullaanunsalny
AnAmAaTuRuIulen lislnsunsuasnIsuans

o - d & & LT - | é -
autunsangveslunisiviiadiafiamanisalausly
SnvaLANgNaNnTURENATINY Nalwmslunissuile
Auanauiiiaduiuiules, nsldlusunsunsivaauaiu
TupsUasasvueaivled uay m‘ilﬁu’i’nm%'mdaﬂ‘iwmq
ADUNILADT

S IIEIIIIIEIINIIEIINNIIIEERNESY

NIST » M. Tracy,W. Jansen, K. Scarfone, and T. Winograd, “Guidelines on SecuringPu
National Institute of Standards and Technology, 2007, {NIST 8P 800-44)

er’,
Open Web Application Security Project (OWASP). Available: h&ps:ffw@@



(Self-assessment Checklist)

vuwdsaiudwivdauarianinmaiuasdiannivunsnsyaduudiu
ATNEIUAn TuzA LA ARAADd e T Ul ad

wuuvieiurRsvgeuamuzAaiivaslasaiodwiuduled
dnfudauawdsninmdhuussiuulusuns sz nduniuy

Ve wedulA | denting | mnome

MR sniarales Gizio 4)

. = - - oo o
1 mTrsEuETLo rEAsnnen e Tl (W 0.1)
11 finrrruufe T rsisn e eainmiu

Wrils 4.1 98 1)

12 | dndvimrasdiorsinanamn i e euin el
Wrie 4.1 46 2)

13 | ldimumrsanskhrr e e
mamsiig) (Wrie 4.1 %o 3

s B TR Tusd . finy (Waliehi 5)

: nrRalmnnsmilng i
iweh server softwane) (¥rief 5.1)

71 InmRTrdauunzn pEnalznamsiummdwiy
.l.ﬁ'ﬁfl'I‘.il.".ilﬂﬁtﬂh.]d;'ﬁ:'u‘jQ!ﬁ\.‘.lLiH.’]j'l.mlu
[ 5.1 98 1)

23 Tnrrmrunisiar SR s lieen Tudndndnmm

[Eror Mossaee) hfl\i'm»ﬁ'm_.n'l"i.i'}ut_w]]:mﬁ;inq
whssan e (Alen 51 e 2

23 | WWdmuslvElunad i (directond Raamulia

winlsunmist 4 Afrdsaiusisninmiuli
Pz r'|wun?uﬁ'1nilmn{i1'-1ﬁuvﬁ1."mmwu|:
LT m._l:a'|n1ﬁ.nn1ﬂj'gmﬁ".ﬁqlﬁlﬁ1ﬁu
e 5.1 90 3)

24 IR TRde NSy Arersitswml #
Tifienn Sy RglaRlilalEnu wu TySgdnmlfa
R TAUN TR E TR T L
Wrlet 5.1 98 4]

25 | ldnrmamibEnlisn i faemnmn §n
G L i L T
Iniviizam Fruwmnidlnddon TEHTY Fnfunieds

- - = - .
WEEHUENTATY (Wil 5.1 4 5)

LUUNBIURSIREIVENTLZANLUAIUaANBE S UL U L6

wuuvadursissavanuzauiuaslasadedwmiviuled
dmudauairdardnrtivuasdianilUsunsulssondusiu

Ve

vearfuld

fdpnint

WrHmg

25

immmumerninianienfnmdy snshimanmols
- - i - - - - -
e age TR eyl sy
AnrvmEELRE LU s 1P Whitelist id o

- m o .
VN ASELENTITY [(Wten 5.1 18 6)

- " - m ad - - -
TeuAnTernan Fhwthanasisrinmiu o
wE s Aemote Access (Wrten 5.1 a8 1)

R TR Al (CMS) (e 5.2)

T usdwEns I (pesmission) LTI
nradnfiaaness conteol) (WABR 5.2 0 1)

Arrdar Ewewislhunaadiy (plug-in prosram) #
biguihadalildlEamakngedeiel drramaun
BnAmT s aneunTARAT R
(AT (Wriien 5.2 4 2)

33

ATIATUTTEWAeE s R uled
atitue unsdneaae Tl

[Wiew 5.2 98 3)

34

awigEglET i sEas s St Sl
L\.ﬁ;n.Tia@.‘i’ﬂD:ﬁtuilﬁi\fw?ﬂmﬁ-un:ﬁﬂmwmﬁluii
;j'l\?uzu Tithear i s nnesioum
iR 5.2 fia 4)

wiieru table prefi: TernAmelcE R
snfwsSernadiules (Wriied 5.2 B 5)

R REgR (Detabase system) (Wrien 5.3)

4.1

e r v
finmAsis ey sugne kel bz
(application) s BnA T

i S I “ .
(MhurmnizanAT AT erUr A oy MySg.

e A

Wirkbeach) (Wi 5.3 0 1)

mrumunTiEsu e
Unewin oy ATuiynImeTelwieard (Firewall)
WrieH 5.3 10 2)

rrsdmnzilmsins (serices, Edension) Haiswii
izalilaltru lurnmmssm wu phpketdrmin

(Wt 5.3 98 3)
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N15219LLNULNBUSWISAANISLAU LA

¢ myneuauduauiuasUasaseiiauimsianaiuled
1) mMsnaeuiieuImsiansieiesuinsiu
2 dnddumnudssestoanauiiniainasietuiuiuled
3)  Awmusssnsigdeaiietesiudsanauniinudiy

*  LWINIG : MIEINFULUULATEUSNISLAY

*  LUINIY : NSLABNTEUUUSMSINSLAU s (CMS) @ é ;tg

%GODaddf P—

It’s go time~

* LW MItReNiFuIANZIUUlaLIY
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1) A2 NUNULINIUSUISIANISIASDIUSANSLIAU  Checklist 1.1

%19 19819

3 [ &
nUsEasRvaen1sinvIules

P o u & ¢ 5% A a % ] )
LW@UigsﬁqaﬂJWUﬁ@QﬂﬂiLLagLNEJLLW?‘T]E]QJUﬁV]Lﬂﬂ?%@ﬂLLﬂQﬂﬂaWﬂU

AALTRTRATEIUINITAY

LASDIUSNISIUNIEAD Internet Information Services (Microsoft 11S))

TWswnsuusygnduwiudmsuusnisenu

a

- gudeya = MysQL Wieiiulnddayasingg veaiuled

maiusnwdeyauuiu

[~ 7 1 =3 ¥ [y ¥ 1 .
- utayaniag vasiuledlugiuteya Inedesiugiuteyasnie Firewall uay
uteyaneuinsialaggneItorinty

ANSAURUANTNNAUSURAYDUVD

- Web Server Administrator = U8 A

yransfiieaies uthiiaruuintey = sonuuu Mmuazquadansaesuinisdiuliiimng
funsaanse
- Web Developer = 18 B
wihfianuduiinvey = Wawniulsdliiusednsnmuasdinnuiunsaensony
yaUsasAvaInsIaviIules
- IT Manager = 118 C
W fieuSURaYeU = Misusazgualinsanduanuiuluauszsdeuuas
Fotafuiiszyliluulouensinuaudasadevesesdng
a0t srwazBuaiiuiudl adefl 3 “Planning and Managing Web Server” Y9U1ATFIU NIST SP SOi)iCL
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Example of Asset List [Annex B: ISO/IEC 27005]

® Business processes & activities ® Network

® Information ® Personnel

® Hardware ® Site

® Software ® Organization’s structure

sazBeaiiaAnd 1msg ISO/IEC 27005:2011

Uszansnemstuning | srensduning yarvesduning | dEuiiaveuitiendas

Hardware \3psRaLiumes (PC) 30,000 U 118 C (IT Manager)

Software Operating System : 9,000 um U8 A (Web Server Administrator)
Ao Windows 8
Database Management Software : | 1,000 U 118 A (Web Server Administrator)

A MySQL

Web Server Software :

Aa Microsoft IIS

118 A (Web Server Administrator)

Content management system

A WordPress

U1y A (Web Server Administrator)

etda.or.th



Asset Example Threat
Hardware Equipment failure, Software malfunction, Dust, corrosion, freezing, Theft of equipment,
Software Favesdropping, Theft of media or document, Error in use (Complicated user interface), Abuse of
Rights (wrong allocation of access right, well- know flow in the software), Denial of action, Illegal
processing of data, Corruption of Data TaziBoafisdn 11n351u ISO/IEC 27005:2011
Uszlansnenis | $189n15aunswe fuAnAy anuunaznduly | wansznu (Impact) dagunsng
funing nsinfeAnAY
Hardware LA309ABUNILADS (PC) equipment Low ® The cost of acquisition
u failure ® configuration and Installation of
S: — the new asset or back-up
Software Content management | Denial of High ® The cost of suspended
system (CMS) action operations due to the incident

[=WordPress]

@@4&

until the service provided by the

asset is restored.

© etdaorin

©®
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AqaganEAnAININY Tu

Content management system (CMS)

syvaend Aaeluilu Drupal uay WordPress w'lsiviivdsdsinsalandszuuluansgaiy
DoS 6

Junilszand: 8 dsvnau 2557
Bae: sriedia HaeTawilu Drupal uas WordPress sflaivTedianinsalandszunludnwas DoS 16

ilszandaqnaia: Dos (Denial-of-Service)
(08

siaygaia il

WorpPRrRESS Drupal

Tutufl 6 aminau 2557 Bulednienisuas Drupal 1adsennaiwuzasTnl lunawsiuag Drupal daifluadasiialunisianmilam (CMS) TaafatiaeTwiluau
Usznavuas XML-RPC wax OpenID fillaTanialvilivTedamnsalanf il udludnear DoS rmtasTiwidenan1a[1] Taaazdsnalinisitou CPU was
Memory Aaanaumsaudagiiayamiyimnadelad auvin oyl i biaansaiovldmudaé sudasvaalidaishwians

tia s T Itdafi nanssnuiuszuy WordPress @2 lasaniimsidewaiuilstnay XML-RPC wiufu defifimsudstdauiuiuladuas WordPress Tufutfendu [2]

etdaoth @ @
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Usziansiems | s1en1ssuning uANATY anuunazduly | wanszvu (Impact) deduming
funing nsiinfeAnAY
Software Content Denial of High ® The cost of suspended
management action operations due to the incident
system (CMS) until the service provided by
[=WordPress] 4 the asset is restored.
_—

_ /

~
mreat: Denial of action @

wnsn1sivedasnuisaAnAy

o ¢ & P A v ' Y ¢ WorpPRrReSS Drupal
1.E)WLWWGUE]WWLL??L%UEU@W@@WVL@ﬁUﬂ'ﬁLLf?ﬂ“UGUENIWJULLa'J ﬁ]WﬂngUVLGZmVl'Nﬂ'ﬁ“UEN Drupal Lbal & e

WordPress
2. 3vuInansiulladuanAuinausnIsAINseLiladin1egsia w38 Business Continuity
Plan (BCP) 914844wIn19n1549m311 BCP 16a1n 1191571u 1SO 22301, Business continuity

management Lag ISO/IEC 27031:2011, Guidelines for information and communication

Qchnology readiness for business continuity /

eagLSuniuANT 1M TgIu ISO/IEC 27002:2013

B89 etda ©®
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AT e iR ey o
F , | = a <
: LLUININ ¢ ﬂ'l'ita'élﬂ?;ﬂLLUULﬂ'iQﬂUiﬂ"I’iL’)U '

>  mslrusnisiiulaanednisiiusn1ssewing Shared #sa Dedicated

Shared Dedicated
ldnsesusnsiuruiussnineg l[dusnis fldusnsudazsneazliniosusnisiu
naee 31 weInu
ISP Y1 ° ISP Y
fAnlgT86n GRILEREER

= dl a 1 1 Y] dl a0 1 1

fianudssainnisgnlanfkiutedlnives Yesduanudssainnisgnlaufkiugedig
< A < A Y]

Bulendu Yaaulandule

5
> msfiarsananguuuuuleutenisdnnisyasing -
fulsuneitaulunmsiestuanudomefionaasiinaindednd Wy waalRldusng
N3 UTWALA N1 patch wiseunlataynianizutn (Workaround)
Tunsaififureslmildannsandsudle Fosfinsmsuuunudses
*JN15NATUNIANUSURA (Liability) ﬁ;ﬂﬁu%mima%é\’awmL%ﬂiumﬁﬁﬁlﬁﬂmm
Lﬁa‘maLm';ﬂ%’u’%mﬂumaﬁﬁLﬁﬂm'muﬂwiad’[,uﬂ']ﬁmﬂﬁﬁ’uﬁmiwiﬁ’;EJ

B39 ctdan ©®
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o GUENV]”Nﬂ'ﬁIE]uEJqEJ"LV\laVIﬂJUQQ‘Ua@ﬂﬂ‘c’JLLagﬁJﬂqﬁLquﬁ‘ViaLW'E]Sﬂwqﬂ’JWNﬁUGUEN%E]Hfﬁg‘vnl']ﬂﬂ'ﬁ
Touene Wiy JUSANT Secure Transfer Protocol (SFTP)

> msdisesdoyauaznisguaineia3nauinisiu a
* finsdseslayavetaesuimaiviieglunnuguasiainiEate g
* Hulsveiifertesiumsdisednaziautayavesliuinig

> msdasedliusnmadlefivngnidu
* {dpwmneasaRnzdmsunIANAnMsNTalnY
ANUTUAIUABANY LNBN1TUTEAUIUBE TV

* Jusnisinslnaea SSL (Secure Socket Layer protocol) wag TLS (Transport Layer Security
protocol) &sazaetasiunisdeansvadusinsuuseynslussuusu-Iv (Client-Server system) 310N13
aauile nsunlulii@eme wag nasvasunlasannunlylunisdoans

» mslivimsguuuunisiieansegneiunslasndedmsuiivled (Usnstnsinaea SSL/TLS)

B89 etdo ©®
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D 4 ' v A a A Yy W o & o
t R > aadeniifiertosiunisinenanuduasUasasie
y *  fenasuuzikUINNNITANAAZNNTAIALNE TN

ANUIUAIUARNAY (Security best practice)

¢ NLL%@Q‘?J’EJ&I&LL&”L@ﬂﬁ?iﬁU‘UﬁU‘UW Lﬂ‘c’JTUENﬂUﬂ'ﬁGWWN

ﬂ’]iﬁ]\‘iﬂ'] bbEY S LLU'WI’Nﬂ']ﬁﬁﬂ‘I“J’]ﬂ']’]llllﬂﬂﬁﬂaﬁ]ﬂﬂSJ

[
> A nwYaeUszuautinwmul CMS

*  UszaudnWaudauinive dnsdeansnieluy wavdmuisgnsseiiles (Active

developer community) Aagidu CMS NEHIATUAISINIURBUAUDIRBAIILABIN1TVBY
A l5lanndn

* ImsuTuneiturieusulseseuu Wewnlutounnsesuazdadlyives CMS agiaue

B89 ctdat ©®
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WUANG nflstﬁanﬁﬁiuaﬂwwaﬂmuu

ASuannzileutelamuiingsuluns
a gudunNITamzUeun WU @1 URL e
gudunisamzidsusuuldludiua

v =
fSuaanziieulamu

begin youe SUCCESS

Tu1msn15uUNISINANLTUAIUaeRN Y
Tfuswar 1w (Strong Password)

It’s go time~

n NSLAAADULAZNAITEUTUNT

WaguuUastayanisameiley ey

AR ‘IjEJ\‘ifglJUﬂ15LU%EJULLU@QT\]’]ﬂE:\IJU%ﬁQﬁ%WEJ

B89 etda ©®

etda.or.th




ANSANATLASDIUSNISLAUBENSIUAIUaDANY

Web Server
Software

Database System

Server-site Script
Engine

B8O etdaorin @ @
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v S e e Web Server

Software

n1snealUsLnsUEInSUTIRUSNISLAU (Web Server Software)

. YSudgedudsenauveddsunsudmsulvuinisedsaiiane (Update latest

version/patch)

- AUANTEANRILHEUTaTANLARITRRANAIA (Error Message) lilvikanstayailu
UselovineUseaense

- dpnuIAnyvedasuy (Directory) Mdiiulnataya Liuiwa seuulfimnis WWswnsudmiiu
TUsn1siIU waglusunsuay ¢ lngaznaeniunanslunisnasimunzauiunis ey

. ATIRARULALIANITAU fpd1alUsunsy Meghlndvaya Tadlunlalaldnuwdy

. asRdaululriinislvABuAUYIRRasUU Y lndveua mLmuﬂWésﬁaaﬂa SWANIU AU

Y

A1SAAFIUSNITAY

- AUANNISNTAASEIlEUSNISAY wazdndanunaavlefivaienis wse gonsueaieynnli
LASOIUINITIVANNIOWRNsD (Whitelist)

- Yausnrsane qludnduuuniasusnisiiu wu Remote Desktop, Telnet, ftp
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CVE Details e

The ultimate security vulnerability datasource

Log In Register

Reset Password

Custom Search || Search |
1234 |[ View CVE |

Activate Account

Home
Browse :

Wendors

Products

Yulnerabilities By Date

Wulnerabilities By Tvpe
Reports :

CVSS Score Report

S Score Distribution

Search :

Wendor Search

Product Search

Mersion Search

Vulnerability Search

BEv Microsoft References
Top 50 :

Mendors

VWendor Cvss Scores

Products

Product Cvss Scores

Other :
Microsoft Bulletins
Bugtrag Entries
CWE Definitions
About & Contact
Feedback
CVE Help

Fa

Wordpress » Wordpress » 3.1.1 : Security Vulnerabilities

Cpe Name:cpe:/fa:wordpress:wordpress:3.1.1
2456 789
WE Number Descending

CVSS Scores Greater Than: 0
Sort Results By :

K-

VE Number Ascending CWSS Score Descending Number OF Exploits Descending

Copy Results Download Results Select Table

* CVE ID CWEID  #of Exploits  Vulnerability Type{s) ~ Publish Date  Update Date  Score Gained Access Level

Access

Complexity  Authentication Conf.

Low

Integ. Avail.

1 CVE-2014-5266 399 DoS 2014-08-18 2014-11-13 5.0 None Remote Mot required None None Partial

The Incutio XML-RPC (IXR) Library, as used in WordPress before 3.9.2 and Drupal 6.x before 6.33 and 7.x before 7.31, does not limit the number of elements in an XML document, which allows remote
attackers to cause a denial of service (CPU consumption) via a large document, a different vulnerability than CVE-2014-5265.

2 CWE-2014-5265 399 DoS 2014-08-18 2014-11-13 5.0 MNone Remote Low Mot required MNaone Mone Partial

The Incutio XML-RPC (IXR) Library, as used in WordPress before 3.9.2 and Drupal 6.x before 6.33 and 7.x before 7.31, permits entity declarations without considering recursion during entity expansion,
which allows remote attackers to cause a denial of service (memory and CPU consumption) via a crafted XML document containing a large number of nested entity references, a similar issue to CVE-

2003-1564.
2014-08-18 2014-11-13 _ High

Cross-site scripting (XSS) vulnerability in wp-includes/pluggable.php in WordPress before 3.9.2, when Multisite is enabled, allows remote authenticated administrators to inject arbitrary web script or
HTML, and obtain Super Admin privileges, via a crafted avatar URL.

3 CVE-2014-5240 79 XSS Mone Remote Single system None Partial Mone

4 CVE-2014-0166 287 2014-04-09 2014-04-10 6.4 MNone Remote Low Mot required Partial Partial None

The wp_validate_auth_cookie function in wp-includes/pluggable.php in WordPress before 3.7.2 and 3.8.x before 3.8.2 does not properly determine the validity of authentication cookies, which makes it
easier for remote attackers to obtain access via a forged cookie.

5 CWE-2014-0165 264 2014-04-09 2014-04-10 4.0 None Remote Low Single system None Partial MNone

©
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* Oracle MySQL Server (3uin1) din1suszniasienisvedinivuivledfinnauaiunsadnile

9

CVE DEtaiIS i o | 'CustomSearch._H Search |

The ultimate security vulnerability datasource

|| View CVE

Log In Register ResetPassword Activate Account Vulnerability Feeds & WidgetsNew EE Rttt o=t H u u E

Home
Browse :
Vendors
Products
Vulnerabilities By Date
Vulnerabilities By Tvpe
Reports :
CVS5 Score Report
CVSS Score Distribution
Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50 :
Vendors
Vendor Cvss Scores
Products
Product Cvss Scores
Versions
Other :
Microsoft Bulletins
Buatrag Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FAQ

F ey

Mysgl » Mysql : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 §
Sort Results By : CVE Number Descending CVE Number Ascending CWVSS Score Descending Mumber Of Exploits Descending

Total number of vulnerabilities : 242 Page : 1 (This Page)2 3 4 5

Copv Results Download Results Select Table

# CVEID CWEID #of Exploits Vulnerability Type(s) Publish Date  Update Date Score Gained Access Level Access | Cc ity Authentication Conf. Integ. Avail.

1 CVE-2014-6559 2014-10-15 2014-11-18 4.3 Mone Remote  Medium Mot required Partial MNone Mone
Unspecified vulnerability in Oracle MySQL Server 5.5.39 and earlier, and 5.6.20 and earlier, allows remote attackers to affect confidentiality via vectors related to C API S5L CERTIFICATE HANDLING.
2 CWE-2014-6555 2014-10-15 2014-11-18 6.5 Mone Remote Low Single system Partial Partial Partial

Unspecified vulnerability in Oracle MySQL Server 5.5.39 and earlier and 5.6.20 and earlier allows remote authenticated users to affect confidentiality, integrity, and availability via vectors related to
SERVER:DML.

3 CVE-2014-6551 2014-10-15 2014-10-28 - Mone Local Low Mot required Partial MNone Mone
Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier and 5.6.19 and earlier allows local users to affect confidentiality via vectors related to CLIENT:MYSQLADMIN.
4 CVE-2014-6530 2014-10-15 2014-10-28 6.5 MNone Remote Low Single system Partial Partial Partial

Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier, and 5.6.19 and earlier, allows remote authenticated users to affect confidentiality, integrity, and availability via vectors related to
CLIENT:MYSQLDUMP.

5 CWE-2014-5520 2014-10-15 2014-10-24 4.0 Mone Remote Low Single system Mone  MNone Partial
Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier allows remote authenticated users to affect availability via vectors related to SERVER:DDL.

6 CVE-2014-6507 2014-10-15 2014-11-18 - None Remote Low Single system  Partial Partial Complete

http://www.cvedetails.com/vulnerability-list/
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%4 1 ad o/

A1981935n15U89NU

‘Mﬁumaﬁ]aaumié’wmeL'Ja%%’uﬁuaaizuw%mﬁmm'ﬁﬁulecﬁﬁagjLaua LazonanLIsTUlm Ty
Jagdu Wanulwanlndanivledndnvesiiiusnislusunsudssyndtiue witiu

*smnnlUsNsuUsTENANlTULazINgITDW LA WU Web Server Software, CMS,

Database, Server-Side Script Engine, Uanduiasuluszuu CMS 1unu

Wintamu Checklist fitigadas : Checklist 2.1, Checklist 3.3, Checklist 4.8, Checklist 5.2

£ httpsy//wordpress.org

T@)} ‘WORDPRESS.ORG

Showcase Themes Plugins Mobile Support Getinvolved About Blog Hosting Download WordPress

WordPress is web software you can use to create a beautiful
website or blog. We like to say that WordPress is both free

and priceless at the same timue. e MySQL Installer 5. 6
for Windows

All MySQL Products. For All Windows Platforms.
n One Package.
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*n1skimuAu Error Message fUsyaAstganansaldtayaan Error Message ANALANTBYANTIIHY
A1veIlUTHNIULAETEUUTNEURLA LU

Database Error Message

%9 Mozilla Firefox

File  Edit  Miew  History  Bookmarks  Tools  Help

% T @ "S} G http:fflocalhostftesk)c | l:@ Q"

|| Customize Links || Free Hotmail | | wWindows Marketplace | | windows Media | | windows

Wamming: mysql _connect() [function mysgl-connect]: Unlenown MyS 0L server
host 'my server' (11004) in{1): Prosram Files xampp htdocs test.db php on
line 2

Dane

etdaorth @ ®
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£ C A [}10.1.2122/search.aspx
Server Error in '/" Application.

A potentially dangerous Request.Form value was detected from the client (ctl00$ContentPlaceHolder1$TextBox1="<script language="

Description: ASP.MET has detected data in the request that is potentially dangercus bec suse it might include HTML markup or script. The data might represent an attempt to compromise the security of your applic ation, such as a cross-site scripting aftack. If
include code in @ web page to explicitly alliow it. For more information, see hitp./ige.mic resoft.c omyfwiink/?Link ID=212874.

Exception Details: System Web HtpRequest'/alidationException: A potentially dangerous Request Form valus was detected from the client (cti00SContentPlac eHolder1 TextBox 1="=script language="Ja..").
Source Error:

An wnhandled sxception was penerated during the exscution of the current weh reguest.. Information regarding the origin and locatiza of the zxception can be identified using the exception stack trace below.

Stack Trace:

[HttpRequestValidationException (@xB80804865): A potentially dangerous Request.Form value was detected from the client (ct188$ContentPlaceHolder1$TextBoxl="¢
System.lWeb.HttpRequest.ValidateString(String value, String collectionKey, RequestValidationSource requestCollection) +12702833
System.Web.HttpValueCollection.Get(String name) +90@

System.Web.UI.WebControls.TextBox.LoadPostData(String postDataKey, NameValueCollection postCellection) +78
System.Web.UI.Page.ProcessPostData(NameValueCollection postData, Boolean fBeforsload) +574
System.Web.UI.Page.ProcessRequestMain{Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterdsyncPoint) +12671271
System.Web.UI.Page.ProcessRequest(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterdAsyncPoint) +12670781
System.Web.UI.Page.ProcessRequest() +119

System.Web.UI.Page.ProcessRequest (HttpContext context) +99
System.Web.CallHandlerExecutionStep. System.Web. HttpApplication. IExecutionStep. Execute() +913

System.Web.HttpApplication. ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +165

Version Information: Microsoft NET Framework Jersiond D 30315 ASE NET Versiond D 30315 34237

©®

etda.or.th




A9E1935n15Up9NU

*liliin1suanssneazidenvestemuLanItaianan (Error message) NABINTIYALIDUAAITILLARNS
Foyawiisduuarhifuusslomitufussasdie Tasaunsadarlududlés web Server Software,
Server-side Script Engine Junu

Wiadan1u Checklist fitiaadas : Checklist 2.2, Checklist 5.4, Checklist 9.3, Checklist 11.1

o/ 1 3 ¢l
n9819 L’J‘LJIGUGWIEJﬂ’Iiﬂ’JUﬂﬂJ Error Message

®e00 - We're sorryl : T =
|1 | il* j} | ) ':C [/ [ http:/ /www.amazon.com/ L-.i v | ( Google Ql Mk 6 i

| Most Visited ~ | Accts  Smart Bookmarks ~  Latest Headlines ®  Election 2008: Presi... b ] k
Graphic Design: nd Dlustratos
amazoncom‘ Home About Partfolio Contact Goodies DesignO'Blog
We're sorry! PageNotFou nd! | AboutMe
Uh-gh! Looks like the page you were | Hi therel My name is Niki and I'm
An error occurred when we tried to process your request. Rest assured, we're already looking far is gone! Have no fear, You might | graphic designer and ilustrator.
: : be laoking for one of these pages: % H servicas include: pont desian, we
working on the problem and expect to resolve it shortly. . i design and jlus

If you were trying to make a purchase, please check Your Account to confirm that the WP 1amCurrently:

order was placed. N ListeningTo:

We apologize for the inconvenience.

Continue shopping @) on the Amazon.com home page

| @ 2006-2050 Miki Brown | Valid XHTML & C55 | Please don't steal my work, or I will send an army of angry squirrels to sttack you!

| Done Q,,/v,:

S ©TUT0 o
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* mnlaiiniseuaumsiintiadeyaninnnudAy wu Indriudayaiumwa gldmlusadldansuaeu
Wity mnanansaunlale gliilszasmiefszaunsadntiaasunsnan3uddunsie wiaunlutoya
Ta9 TmAnAudemounivlesla [Wudu

L% 1 ad o/
f2981935n15U89NU

* fRelN1IAMUAFNSNI3ITaU (permission) kaEN13AIUANNITIUIAN (access control) Lld
519 9 Wngauiuunumkaeninveagliusnig wu

* Typansnisinnalud M%@I‘V\Iama%ﬁﬁdﬂnmsuLLd;ﬁéﬁfﬁLfJuLé"}ﬂua&lvxléw%aﬁﬂﬁmm%aWﬁLL’J%whﬁu
Alusnsmalulasudnsuasunagldanunsauilula w%atﬁfg}uam‘%aw%mﬁﬁuléf%’u?m%ﬁqa"m ey

wazuAlvle Wudy

5
| wp Properties c _53
I General I Sharing ‘ Secunty | Previous Versions Custamizel
FEaE Cbject name:  D\Wordpress_Backup'wp
| wp T W . i O T ol e B 10 1 |
| | G n = Group or user names
PE' ?»?_‘Mhemicated Users
0 : i 82, SYSTEM
Fl'E” In NEW wWinaow ﬂi.ﬂdmlnlstmtors (NBODO6D Administratars)
52, Users (NBODDGT\ Users)
CrEEtE S.h ortcut {0 change permissions, click Edit
Permissions for Administrators Allow Deny
Delete
Full cortrol =
H_ Modify
Ename Read & execute =
List folder contents
. Read F
Properties e

For special permissions or advanced settings,
click Advanced.

@ e“t‘d a o fﬁ'\ Leam about acesss control and permissions
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(512

P g

A29819N153AN15 Access Control lagn1s64a1 IP Whitelist

D

Ny 19 liAIIuINIIVaIsaLlousia (Whitelist)

*AIUANNISTNANATBIVENSAU wasdninmuneaulafivanenwisege1sies

Wadaau Checklist fitiaadas : Checklist 2.3, Checklist 2.6, Checklist 3.1 , Checklist 4.1 , Checklist 4.9 , Checklist 5.1

F9819 N1SANYUA ip whitelist @115y IS

1
1
! All
Rules Document  Browsing | e
O oey |
B - B ? L: = -!%EI !
= e % % “_| JE =l
HTTP IP Address : ISAPIand  ISAPIFilters Logging  MIME Types  Modules :
and Domain

CGI Restri., 1 [

Respon.., OK J l Cancel

_______________

Online Help

A e Ve e T ey Thgy W oy
1 =
ASP.MET 1! | 4 Connections :
: s . I q v IP Address and Domain Qil 1P Address and Domain
o2 S = 3 1 o Iy
g N (%1 é’ = a8 ) Restrictions _ i ey
b * = =l low Restriction Rule
!
: HIEL 'N.ET HEELEriof RIET , MET Tt Appll_catmn CUM_ECt‘Wl Il Use this feature to restrict or grant access to Web content b“m’_‘(
i Authorizat... Compilation Pages Globalization Levels Settings Strings | : Bacatl ordl sddiscces be domain names. Sat the reciclions Allow access for the following IP address or domain name: e restrictions
: ETP : )| i order of priority. @ Specific P address
i -] w=n ! : Group by: No Grauping -
1A o o I B 0 & |
1 L G i (i e ! | Mode Requestor Entry Type . ;
| FTP FTP  FTP Directory FTP Firewall ~ FTPIPwe  FTPlogging  FTP 1 | € e fahoe
I Authentic.. Authorizat.. Browsing Support  Address a... M [ i B
I ! [\t IP and Domain Restrictions Settings [ =
I ms
1
1 @ }E) =N E \%2 =) 1 Access for unspecified clients:
= c b J 9 = [Btlow -
| AS| Authentic..  Authorizat.., CGl Compression  Default Directory —
1
1
1
1
1
1
1
1
1
!

Restriq Restrict or grant access to Web content based on IP addresses or domain | 1
names
T T - e e e

Managemen

© etdaorin

©®

etda.or.th




@ﬂm E" etdaortn

1. System Setup

2. System Logs

3. Network and
Sharing

4. Additional

. Security Setting ;

for Wmdows Server

Account Password Policy

Internet
Communication

Windows
= Services @ @
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Microsoft Windows 2012 R2
Version - Release Levels (applicable to:

Picrosolt Windows Server 200 2R2, Standard Edibon
v Microsoft Windows Server 200272, Enterpriss Edition
» Microsoft Windows Server 200 2R, Datacenier Edition

Microsolt Windows Server 201 2R2, Web EdRlon

1. System Setup
1.1 Account Policies (secpol.msc)

1.1.1 Password Policy
1. Bun command ®secool mec”

1. System
Setup

Account
Policy

2. Expand “Acoount Polices® and Chck: on “Pasmavord Folicy®

B

Rle  fichon  Wiew  Help
o= i Xz Hm
| & Smcnty Settings [ Eaticy = Securiky Setting
A g Accouns Polides % Enfiorcs pamwward hirlony T pamswcrds ramembared
I Pasword Palicy Maimum pesswnrd sge i2dns
b @ Bcosint Lockadt Policy i MinkTum peswaond mge I days
[ Lu.rall'-'l:-lo.-s 5 Miniram prawwerd length B characters
b “'""""’“F_"“"I""t" el Security [ Pessword must et compledty reguinar s Engbied
1 Mebwork Lizt Mansger Pofde 83 5 or v pnsmaaindi uireg rwvmreiele sncrption. Dicablacl
Figure 1 Fassword Policy
_,“‘_ 1. Setting these parametes :
System Walue | Parmmeter Default Setting Recommended Setting Remarks. Check
Enforce password history 24 (Domain), © B il
Madmum pasowond age 42 days GO -
Minimum 1 age 0 days [t doys -
Minimum passwond length (0 characters [B characters el
Pameword mist mest complesdty requirements Enanled |EmHud -

1.1.2 Account Lockout Policy
1. Buncommand ®secpol.mec”

2. Expand “Aooount Polices” and Click on “Acoount Lockout: Policg®

| Rk Acbon  Miew  Help

e 2[F Xz B

| iy Seouity Settings Paliy = Secunty Setting
§ & LR Account Pali Acoaund lockayt dwition hit Agmiicalile
b g Pestevnrd Palioy v lnebsut thimbiok Blavalid lagers swmmpts
i Aeerunt Lockaut Pley Aeset et Inekairt counker sftar Hiot dgplicahle
Figure 2 Account Lockoat Podicy
* 1. Setting these parametes :
System Walue | Pammeter Default Setting R ded Setting R L Check
Acoount iockout duration Mot Apolicable ey -
Aerount loceout threshold 0 attempes & astempls <
Bt acoount lockout courter after Mot Apolicable 0 it -
e PN ORI

Password
Policy

Account

©®
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1.2 Local Policies (secpol.msc)

1.2.1 Audit Policy 1. System
1. Funcommand ®secpol.mec”
2. Expand "Local Prlces and Olick on “Audt Policy” % Setup
Y el Secniy Bakiy”

| Flk  Achion View Helg

% 2T x| B m

| & Seourty Sethngs » || Palicy = Security Sating
o [ Account Police Zudit acoount legqun meents Ko muditing
F A Pmmword Pelicy Al acoouni manegement Ho midiing
& Acczunt Lockzut Policy 1 Adit chrectony serace scces Ha miditing
4 O Local Pobicies 5 || i Aitiagon events o maditing
b i@ Aucit Palicy Seordit chjuct mcrmn Ho muditing
g Meer Rights Assigrment {1 Adit policy change Ko miditing
b g Securty Opticas g Ml oy
Figure 2 Awdit Policy
1. Setting these parametes © Z
X i _ . - Security
Awdit aooount logon events Mot Defined Suores, Faluns 5
udit directory serdce acces ik Dedined Faiure
Audit logon eents Mot Defined Suxcress, Falure
Audit oijert aooes Mot Defined Faiurs
Audit policy changs it Desfinesd Sucresx, Falune
Audit privilege ue Moot Defined Mot Defined
Audit proces tracking Pt Desfined Mot Defined
St system st ik Desfined Cuoresy, Fallure

1.2.2 Security Dptions
1. Bun command *secpol mec®
2. Expand “Local Poboss® and Cick on “Security Options”

Fls  dotion  View  Halp

ook ol %= Bm

i Sty Saitings Friy S Sewanty Setirg
a g Arroasi Pl Pl @ LAE e IR FEIVTET B DR TN Erasbiad
b gl Pl Py Hexnunty Bock Mot scoarh Piart Didirvard
B, oA Lot kaw) ooy

ezaunin Gt seround Ebs Eicsbled
# [ Lol Palicicy Fecxpunts Limit lzcal sccount une of bk pamwerdibo oo Enabled -
+ [ fadit Plicy BNt Feasme admin B BT kTSI
+ iy Uewr Aight Revgrerwend | Feccrunsc FRraTm qaET sccounk st
& Swcuriy Cobion
Figure 4 Security Options
j i 1. Setting these parametens; :

| SystemValue /Parameter =~ | DefaultSetting | 2~ Recomended Setting Remarks =~ | Check |
roounts: Administrator aorount status Enatiled Erusbied *
coounts: guest aooount stahes p =] Doisabiberd o
Acrounts: LUmi local acoount use of blank .

% b cdy Enabie Erusbled o
METWMMM [ —_— Mot Defired r
Interactive iogon: Do not displey last ueer name | Disaibied Erubled L
Interactive logon: Do nob neguine CTRL+ALT-+HDEL | Desaibied Cotsaabled L

ST Sysiem 5 Tor the use of authoioed
Imferactiee Dgon - I e orly. Individuals Lsing this compuber -
Mamage ted for e altempling 1o log on ysten without sutharty, o in scess of

thesr authority, are subjert to having all of

etda.or.th



| Recomended Setting
thesr actreities on this sysien monibors:d
and recordsd by systen peronned. 1n the
oo of monitoring indddusls improperty
Lsing Bhis sysiem, or in the course of
sysim mainterance, the actdites of
authorized veers may also be monkoned,
ArTynres using this system expresshy
poreset: o such mortbaning and is adhised
that if such monEonng reveals possdble
criminal activiby, system personns may
provide the evidence of such monitoring o
law enfiorosrment officiss”
Inferacthve ingon: & Elertronic Transsctions Desslooment F
Meszcage Stk for whers stirmpling to log on Agency (Publc Onganization)
Infsractee ogon: Prompt wser o change 5 days & days P
Microsoft network client: Dusaalie Eruabled "
| ity sign commuricabions (sways)
Microsoft network Chent: Enatibe |F.r=l:||:d F
Digitally Sgn communicstions | server agrees)
lhcrosnlt netveork server Coiscaie] Erushied r
wmimﬂ:
Microsoft network serner: [ Eruabled ¥
Drglblh'sqncu'ru'rl.ﬂnth‘s (¥ client agress)
SymemyLurenslontml | |Wot defined P
wwmeﬁ
U derort Cortrad @ [T [EE=TTES]
idmin Approval Mode for the Built-in L
dministrator amount
s ferount Cormgral - Prompt for credentialks Frompt for crederrtishs
Behavior of the slevation prompt for stancand i
LR
2. System Logs

2.1 Event Log ({eventvwr.msc)
1. Fun command “msertvseT.mac®

! Eq:nnd'“'rn:n:an:;"

2. System

= L ' L
[Ty sy e—

T herar gl :
Lappes: e
Lap s 197 LN e
g P gy, Ly 6, 00 07 B
- gyt b 23 R IT
dncoag Prabgy, Ly B, 00 0T A

Fmd rhem W |

bt o B e el

Etactya Tk Feta Lo Vs kg i Y e

v o piasece Wl e o ey ey

Al '."'_"""" W (o el o ] oA o

iekp B Bachict ha ke shist o, M ot dasal i ety

-
[ e Forst, ey gt | G4 0 boge o iy )

Figure 5 Application: Maximum Log Sioe

1. Bight Ciick on Allicebion, S=oerity, System and dick properties then st mendmum log st

System Value [ Parameter Default Setting Recomended Setting Remarks Chesck
Application: Mandmum Log Siee (KB) Pangsia] 0 &
Securnity: Madmum Log Size (K5) B 0700 G
Sysimm: Maimum Log Sie= (KB) ) 0200 -

M
L R
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3. Network and Sharing

3.1 Internet Communication
1. EBun command *gpedi.mac®

1. Expand “Administrathe Tempiate -> System -> Intemet Communication Menagement® and dick on *Intermet Communicrbon setings*®

T
et
l Bb o Vs Halp

=R R

1 Fila Chicsfcation | plragira dhun
71 PlaShaw Frudow Copy Frodder
] Fiarniem
Fridar Fadraction
B Tioap Pobcy
a 7] inbreet Comrreerkrgen Mot
Intored Cormrrersabion wtbrge
b 2] Trousdeboerting wed Duganstes
Trpkzd Plotfvwn fdorhule Sereos

|| T ot o M mgar
Cirtomer Enperie s lageournesl
-

it g iy pefrg
Fagmprrg e

Hycas aresbla this pok oy astting,
iWndoen e ger dom aot

A L

Seting Smic
Tam ofl bandwr ing ecogrriiee anorporien

1] T ol Winkses Ciactonvast Eiritnas | ra pics s st Proy...

T ofl Sutrrrats Bnet Coblfaic: Updete

3 Tam ofl printrg cvar HTIR

47| Tam oHf dowrkucing of prive drvesc cws HTTR

ok |

i Bl cletonigs LI
Figure & Turn off the Wind * ger G
3. Setting these parameters :
System Vabue | Parameter Default Setting |
Tum off the Windows Mewenger Cudrmer (M08 corfigure Piakting 3. Network and
Experience Improeement Program

3.2 SMB protocol

Sharing

h%mmhmhmﬂcmmmammmm;m;mn renote Windows administration.
digtal siging

T heip prevent attadcs that mocify SMB packets in transt, the SMB protoool supports the

SME packets. This policy setting determines whether

SMB packet signing must be: negobiated befiore: further communication with an SME8 dient s permitted.

1. EBun command ®negecdt mec®
1. Setting these parametes :

System Value | Parameter

Default Setting

Recomended Setting

MIEY_LOCAL MACHINE! Syterm CurrentControlss (9
= Serioes, LanManSereer Farametsr Erpbieber
uritySignatune

3.3 TCP imestamp

Thie remcte host nesponced with a TOP timestarmn. The: TCOF Bmestamp response can be: w2 o approssmate the: remote host's uptime, potentially aiding
in further attacks. Additionally, some operating systems can be: fingerprinted based on the: beharior of their TCP medamps.

1. Open windows comsmand with nen 25 sdministrasor
2. Fun thess oommands -

System Value [ Parameter | Defau Setting Recomesded Setting Bamastis hack |
et : reeth int b st giobal Grrestamps=dis ble | Enabled Ltthiend 2
(Cpen M0 With admin option)

S etdaorth

Internet
Communication

TCP
Timestamp

SMB
Protocol
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3. Network and
Sharing

et Gervicesd, LanmanServer P arameters utaShare (' K s not already present) NEtwork
Sever named AutoShareSanser -

e et vl ) (sl Share
rietwork shans)

* - Raghitry Edtoe [=fal =]

[’ Wil - gy L Fewhm racd i)
b Limram ooy B dsthurern L] O K
L

Bt my gt
& Trisderysy
Limbnae
e,
b Fozidlicadio
L Aacclrasihania
b s
Pk e
Lisrran e st o
)
b B
Brire
mionby
o

Figure 7 AutoShareServer

4. Additional Security Settings

4.1 Autoplay
1. Open Windows Contnol panel
2. Chck faoFay and Lincheds *Use AutoPlay for ail media and devices*

System Value | Parameter Default Setting Recomended Setting Remarks Chasck
Turm off Autooiay it e L
[a - Autalay o Bl
L = & (B3 ¢ ContalPanel ¢ 8 Carral Panal ama # Batel lwy w g arch Ceahred

Chioose what happers when you irsert each tyge of madia or deviog

| U dumaFiay for ol mada s dedies I

Autoplay

Pesmiprashibe diiwes

. Amrmecvabln drivn Chiase & ek |

Figure 8 AutoPly

4. Additional
Security Setting

&) ﬂ*'l-‘! etdaorin | N @ @
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4. Additional Windows

Security Setting Services

4.2 Windows Services
L. EBun command "servicss msc®
1. Setting these paramsters; -

System Walue [ Parameter Default Setting Recomended Setting Remarks Check
e B Tzt i
% Primt Spocler Frbied i -
hpplication Layer Gateway Serve Dissalied Ctsabled =
Applicion Management Dbl Eepied s
hutormasc Lipdates Enatiied Erusbled mmmamﬂr o
Background [rerdigent Transfer Service Enatiledt Erubled ’
% Computer Srmswser izl Digabed %
Crypographic Senvios et Erbind ¥
Distributed Trarsaction Coondinator Enatiled Erublad ki
DS Client. Enabled Erusbled =
et Logan Serdce Enable Erubied #
Metwork Connections Enatilet Erublad ki
Prowected Sorege Enabled Erusbied %
emote Ao Autn Connection Manager Enaties Ertbied ¥
Remote Procedure Call Enatilet Erabied *
% Eiemote Registry Senvice et Ml -
Femote Desktop Sendoe Enaty et Erzbled =
Security Amounts Manager Enatled Erabied Y
S Enabled Erushied %
el Hamdwane Detaction Enaties Ertbied &
System value { Parameter Defautt Setting Recomended Setting Bty Lhosk
Tarsk Scheiuder Enatles Erusbied i3
% Telephony Enabile Dizabled %
windows Maragerment Instrumentation Enstilest Erublad ’
Windows Time Enatiled Erublad ki

B398 ctdaon ©®
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O — 1L} g 8 Lied
B : e, il =
T o ]
iemsanandl LUA! (N

SSL Certificate

a

A YY) < Y] a a 6 o Y] = a < <
. ﬂi%‘U’JUﬂ’]iEJ‘UEJ‘L!G]’JWUL’JUVL‘?JW‘IWEJiﬁUiUi@ﬂ@LﬁﬂVli@Uﬂﬁﬁ’MiULﬂi@Q‘UiﬂﬁiL’J‘U Wy

FBnsudanviigldusnisivleadulalainiuledniadddusnsiulifnuagasuas
lesunissusesangliusnisesnlususesdiansedind (CA) MinTedie

& https://standard.etda.or.th/wp/

ETD A dninunassiu

mmss  GniUHRNgATIINALIRANIATNE (a9An TRMTI)
"" Office Of Standard, Electronic Transactions Development Agency (Public Organization)

« lnslneea SSL/TLS : Wsiafiveennansiudaayanusening Wed Server wag Web
Browser Waganunsansaaaeuliinvayaiisudeiu gnuntuvseld waziinisly Cipher
suite dANSUANUATEAUANULUAYUADANYUBINSAAFDADEISILNATUL
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TNy g, e SSL Report: oid.estandard.center (122.155.170.33)

SSL Report: cmr.estandard.center (203.154.120.124) " Assessed on: Thu, 21.Jan 2016 08:30:22 UTC | Clear cache Scan Another »
Assessed on: Tue, 19 Jan 2016 07:52:08 UTC | Clear cache Scan Another »
Summary
Summary

Overall Rating

Protocol Support
0 20 40 60 30 100
0 4 Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

e DYNUDLAITIA A-

. Auledidnlvinganaeu SSL Server Test
—  GlobalSign SSL Server Test by QUALYS SSL LABS (https://globalsign.ssllabs.com/)
— SSL Server Test by QUALYS SSL LABS (https://www.ssllabs.com/ssltest/)
— DigitCert SSL Installation Diagnostics Tool (https://www.digicert.com/help/)

—  Symantec CryptoReport
(https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp)

R _®
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Jaumdaulunaiiinu avinliladld A- (Juetnsdas)

1.  Certificate Chain incomplete

— msuAly. A1ulnas Intermediate Certificate 1999428974 Root CA U837

LagfAnfa Intermediate Certificate

Additional Certificates (if supplied)

Certificates provided 1 (1406 bytes) @

in issues

Certification Paths

Path #1: Trusted

* . ccnter
Fingerprint SHA 1 - (I

1 REeRt Pin SHA256: IR
RSA 2048 bits (e 65537) / SHA256wWIthRSA
GlobalSign Organization Validation CA - SHA256 - G2

3 Fingerprint SHA 1- S

Pin SHA256: QA
RSA 2048 bits (e 65537) / SHAZ56WIthRSA

GlobalSign Root CA  Self-signed

Fingerprint SH 1 S

3 In trust store Pin sHA256: I
RSA 2048 bits (e 65537) / SHATwWIthRSA

@ @@@ . Weak or insecure signature, but no impact on root certificate
B rer bD efdc:l.t}f‘m
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SR ==y i e Y

- o

2. SSL Cipher Suite §3liswian wazdsld Cipher i Weak w&a1%u RC4

* 33n1sufly Swianil epeditmsc 183 Windows lusiadia SSL Configuration Settings

I EJ Local Group Policy Editor - E'
File Action View Help

e znE =2 HE= T

_EJ Local Computer Po!lcy . Fs 4 SSL _ flgmatu}ﬁ 5 ngg
& &l Computer Configuration g e

Software Settings
Windows Settings |i=] 55L Cipher Suite Order

Administrative Templates

a Select an item to view its description.  Setting

| Control Panel

58|
=

| Metwork

%
v L

| Background Intelligent Transfer Serv
| BranchCache

| DirectAccess Client Experience Settin
| DS Client

| Hotspot Authentication

| Lanman Server

| Link-Layer Topology Discovery

| Microsoft Peer-to-Peer Networking ¢
| Metwork Connections

| Metwork Connectivity Status Indicate
| Metwaork |solation

| Network Provider

| Offline Files

| QoS Packet Scheduler

1 SKMP

| S5L Configuration Settings | & < 3

< . * \\ Extended /{Standardf'
1 setting(s)

@ISO etdaorin @ @
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TLS1.2

Ay
NEDNNTT

Registry Editor

sl Swandl regedit 989 Windows wazlt1lUudwianan Registry 984 Protocol
&

File Edit WView Favortes Help

- N

4 {8 Computer

||«

b, HKEY_CLASSES_ROOT

- |, HKEY_CURRENT_USER

s |, HKEV_LOCAL MACHINE
5| BCDOODODODD

5. 1) HARDWARE

b 5AM

L.} SECURITY

5ol SOFTWARE

a- 1) SYSTEM

4 -, Control5etD01
a- . Control
Pl L) Acel
.l AGP
o | ApplD

- | AppReadiness

(=] .. Protocols
=44 SSL2.0

. i Client

3 ., Server

B TS 1.2

.. 1 Client

e o

i Computer\HKEY_LOCAL MACHINE\SYSTEM\ ControlSetD0 1\ Control\SecurityProviders\SCHANNEL\Protocols

| | Name

3b| (Default)
wo| DisabledByDefault
We|Enabled

(value not set)
0x00000000 (0)
0x00000001 (1)

REG_DWORD
REG_DWORD

©®
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e Un port vauaTiueniean port 443 axviliannsldau HTTP Strict
Transport Security (HSTS)

o HsTS Wunsliesesusnmsdu "dedu' Thusriwesifeudetusesiunuy
[WSHR (HTTPS) Laue

SSL Report: cmr.estandard.center (203.154.120.124)

Assessed on; Tue, 22 Mar 2016 03:58:26 UTC | Hide | Clear cache Scan AnDthEl' »

Summary

Overall Rating

Certificate

I Protocol Support
Key Exchange

Cipher 5trength

20 -E-":' 60 SIIII 100

L= I

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.




ATSAIATITZUUUSHITIANISLAIU LS (CMS)

Aoalin1sMMUAENENITITIU (Permission) kagn135AIUANNISIUNEY (Access Control) ld
619 9 Iwsngauiuunumuwas i fveylduinis (Access Control List)

- aaeuIdlndnIelusunsuasy (Plug-in program) Nlidndurselulaldnudsngag
13914 D1MTIANU AU MIBNBUNISAARILUSLATULUITUN

- WIUATINABUNIENAALDITUVR CMS agiaue waglvidmandunestulagiu laglvn
lnananiiulesnanues CMS WU ity

. aulnaRlanuniunisings CMS TeewWdeudesly visesiaiulndanuiuasasndeuny

« 1WA table prefix vasgrutayanunluseneg19n1sanas CMS 1 lu wordpress table
orefix MUUAT default WTUAUAIY WP XXX

@ISO etdaorin @ ®
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| mﬁmfmaa‘uu,avaumLsumuf’uawauammwsaunumsmm

mamagam‘lu‘lé”tmmuiuiﬂ'sunsuﬂ'sanmma6]

Usynniwu

ensldrsuduiivmioutunisiasslusunsassgnd wu Sdgldfumougiudona wan Guest,
Admin Account §UsgasRgaunsanInaile
enslaildaulndviolnameifinmdautunsindilusunsutszend 1u aines examples, Tawnos
Setup anunsnifutesmanidifussasdeanunsniiiedoyanieluld
*fidoyadillaldnustlulusunsudssgndsingg wu So@dlanlilaldon Meegluszuugudeya vied
UdnBuitlailéldony dsoelu cms (s

B35 ctdou ©®
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= | ey mnaauw‘lﬂamaa phpl\/\yAdmm &3] T:V\Iamai setup,
lnlaimes file example Wumuy

=RREl X
@Qv| .« xampp ¢ phpMyAdmin » - |‘-’-| Search phpMyAdmin s
Organize = Include in library = Share with = Burn MNew folder i= = il @
< Favorites MName : Date modified Type
B Desktop .. examples 2/5/255617:12 File folder
& Downloads s 2/5/2556 17:11 File folder
:;__ Recent Places 1. libraries 2/5/2556 17:12 File folder L
& Google lasit . locale 2/5/2556 17:11 File folder
| setup 2/5/2556 17:12 File falder _
- Libraries . themes 2/5/255617:11 File folder
@ Decuments || browse_foreigners 12/8/2555 20:45 PHP File
J'r Music 2| bs_disp_as_mime_type 12/8/2555 20:45 PHP File
[=| Pictures 12| bs_play_media 12/8/2555 20:45 PHP File
W phpMyfdmin » examples - | 3 | | Search examples J
hd Include in library « Share with - Burn Mew folder == « i @
e
= Mame Date modified Type
iktop |2| config.manyhosts.inc 31/10/2557 23:35 PHP File
anloads| _ || create_tables.sqgl 31/10/2557 23:35 SQL File
ent Pla | | create_tables_drizzle.sql 31/10/2557 23:35 SQL File
agle 1a: - i a1/ /557 4355 PHEP File
I |Z| signon 311072557 23:35 PHP File
ries |2| signon-script 3171042557 23:35 PHP File
cument [2] swekey.sample 31/10/2557 23:35 Yidware DHCP C
sic || upgrade_tables_mysql_4_1_2+.sql 31/10/2557 23:35 SQL File

S8 etdaortn @ @
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£

m'smfmaa‘uu,auaumLsumumawamammwsaununmﬂm
mamagam‘lu‘lé”hmuiuiﬂsl,l,nsuﬂsanmma6] D)

A18981925N15UDINU

*Salvimamumulndglinelulusunsuussgndmuszeznanfifivun wazautn@ildnlilaiingly
U

“YnUyAglanunsaniunsinaslusunsuussandvisenfeusianiuuestydgldnmnans Tidusiaru
nimnudunsUasnsdy wu Uaysldlugruteys, Tatdlvlugiuteya CMS, Unarlelu Web Server

Software

=

*n5Ivd0UkazauLHLEIATTI (temporary file) NQnas1WUsENINNSARRILUTUNIUUTEENA WU Web
Server Software, gﬂuﬁgﬁaga e CMS

#1298M13 Checklist ﬁLﬁ‘c’lTﬂ'm : Checklist 2.4, Checklist 2.5, Checklist 3.4, Checklist 3.5, Checklist 4.5,
Checklist 4.7, Checklist 11.3

Plugin Description

Akismet Used by millions, Akismetis quite possibly the bestway in the world to protect your blog from comment and trackback spam. It keeps your site protectad from spam even while you sleep. To get
Deactivate | Edit| Seftings started: 1) Click the "Activate” link to the left of this description, 2) Sign up for an Akismet API key, and 3) Go to your Akismet configuration page, and save your API key.

Version 2.5.7 | By Automattic | Visit plugin site

There is a new version of Akismet available. View version 3.0.1 details or update now.

= —— —
In SIE IEE d P !u g En 5 Hello Dolly This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two words sung mastfamously by Louis Armstrong: Hello, Dolly. When activated you will
Activate | Edit | Delste randomly see a lyric from Hello, Dolly in the upper right of your admin screen on every page.
Al B s
""-'\.l -.l N =11 Version 1.6 | By Matt Mullenweg | Visit plugin site
E ._l s r JQUERY EASY MENU Widget with which you can create horizontal menus submenus. The submenus assets are loaded on the web. [deal for horizontal menus with several submenus. You can set colors, fonts, sizes of
e I[U Deactivate | Edit menu and submenus, plus more options

P N . = 5 Version 2.1| By Extendyourweb.com | Visit plugin site
Akismet Canfiguration

There is a new version of JQUERY EASY MENU available. View version 3.1 details or update now.

E[j[l:ﬂunter ,-'-'l.‘:||"""||'| MCE Table Buttons Add buttons for table editing to the WordPress WYSIWYG editor with this light weight plug-in
Activate | Edit | Delete
ivaig] Cdt : rsion 1.5| By Jal man {10up LLC) | Visit plugin sit
There is a new version of MCE Table Buttons available. View version 3.1 details or update now. i
Official StatCounter Plugin  Adds the StatCounter tracking code to your blog. To get setup: 1) Activate this plugin 2} Enter your StatCounter Project ID and Security Code in the options page.
Deactivate | Edit
eaChla ) Version 1.6.3 | By Aodhan Cullen | Visit plugin site i 1 h




o

Database
System

N13A9ANg1UVBYA (Database System)

Aarngudaya eugwliamzlusunsuUssend (Application) wasiasesusmatiuiineadeadiflavinu

- AuaunsfsssuuuteyamesruusnwAuduasaendy wu Jesiunisunneiglidiead (Filewall)
- aseaeukazlauinis (Services) Mhidndunsalilaldnu

elvdmamuniutyddlineslugudeyanussesiainivun warauUnddlenldleiinnsldauesnainssuy
FUTaYA

¥
a v A % £ 74

. Undpidlinumieniunsinasgiudeya Wierdsustarinlvdanuiunsasnds
. Awmaedssasruugudoyalioynnelildausiaiuiifaring (Null password)

. psnasvauliddanm (Temporary file) fignaststusssrimsfnssssuugiudona

. USudganeddu videswian patch veslusunsugiuteya mnutmgnanvensdnng Tidunesduaranetiaue

- Muueansn1slyau (Permission) ka¥NI5AIVANNITUING (Access Control) Toimungauiuunumuwas iy
VDI 1Y

- siahulnulugudeya fesinisdnswa e Hashing

@ISO etdaorin @ @
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N13M9A1 Server-side Script Engine

Server-site
Script Engine

AuANNIsIDeldusoansTuURe 9 iwungauduunumvessly

USuusanastu vise dwae patch U89 Server-side Script Engine 910

Y a

USEMENAngandLIs i unestuagnagiaue

Y

%4
aQ U

ANNUAAIRAF lﬁiﬁLLaﬂqsﬁ’agaL'J@%%’uﬁt,ﬂ?aw%mﬁﬁu (HTTP Header)

AMMUAAIRAR b LATNISILENIS18aLLDUAVDIVDAINL WS DLAAIVDHRANAA
(Error Message) Mdudsglewiivguszasniie tngliwansdoyawinniniu

@ISO etdaorin @ @
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- e e L L

Avuar1AnAldlv Server-side Script Engine wanedayaliaiduas
Server-side Script Engine Mtasasusni1stiulderu Tu HTTP Header

#laridu expose_php Tulnld php.ini mnilaridu expose php \Umag) vinl HTTP Header ludu Response Header uand
A1 X-Power By @9azuansiastuves php kg lnglniuasuninss expose_php=0n 18u Off

Expose_php=0n

€ = C  [3 localhost/my/index.php 9 = |
Test Page [w ﬂ Elements Console Sources Metwork Timeline Profiles Resources Security » Pox
® ® W Y | View 3= == | OPreservelog [ Disable cache | No throttling v
_— Filte L) Hide data URL:
i C\xampp\php\php.ini - Notepad ++ =i B | I
File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7 X @ SR e ol o R oCR e Nand e Dy
cHHEEGE| smbB| 2 R &% |E |:=‘3| 1 ﬂ 100ms 200ms 300ms 400ms 500 ms 600 ms 700 ms 200 ms 900ms  1000ms
Epliwp.ini E:i|
441 ; Miscellaneous ; ~
AEb | e ; .
i St e R Name % | Headers | Preview Response Timing
. ‘ i | indexph ¥ General
444 ; Decides whether PHP may expose the fact that it is B oo by .
i L 5 Request URL: nttp://localhost/my/index.php
installed on the server Request Method: GET
445 ; (e.g. by adding its signature to the Web server Status Code: @ 208 0K
header). It is no security Remote Address: [::1]:8@
446 ; threat in any way, but it makes it possible to ¥ Response Headers :
determine whether you use PHP Connection: Keep-Alive
447 ; on your server or not. Content-Length: 24
448 ; http: T e Content-Type: text/html; charset=UTF-8
Date: Tue, 22 Mar 2016 83:38:44 GMT
445 expose php= 5
S inn —F P—OI4 Keep-Alive: timeout=5, max=12@
S Server: Apache/2.4.12 (Win32) Open55L/1.8.11 PHP/5.6.8
451 FRiriiiisiiiiiiiRii X-Powered-By: PHP/5.6.8
4 - i mi B E
R R el ¥ Request Headers view source
453 FEFRTIREFEEEEIIEENGF Accept: text/html,application/xhtml+xml,application/xml;q=@.9,image/webp,*/
454 *;0=0.8
455 ; Maximum execution time of each script, in seconds Accept-Encoding: gzip, deflate, sdch
456 ; http: hp.net/max—execution—time Accept-Language: th-TH, th;q=0.8
: - - : Cache-Control: -age=0
457 ; Note: This directive is hardeoded to 0 for the CLI SAPT e ?n g a.ge
. : % Connection: keep-alive
458 max execution time=30 W Host: localhost
length: 7858 Ln: 449 Col:14 Sel:0]0 Dos\Windows UTF-2 w/o BOM INS Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.9 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/49.8.2623.87 Safari/537.36 ®
1 requests | 2778 tra... '
—
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Expose php=0ff

€| & C | [ localhost/my/index.php

Test Page [w ﬂ Elements Console Sources Network Timeline Profiles 3 x
® ©® | ™ ¥ | View I= Tz | [Preservelog [ Disable cache | No throttling
e [ Fitter [ Hide data URLs
& Ch\xampp\php\php.ini - Notepad++ = &
A _ i : _ _ (@ xHR s CsS Img Media Font Doc WS Manifest Other
File Edit Search View Encoding Language Settings Macro Run Pluging  Window 7 X
= = = E 200 ms 400 ms 600 ms B0 ms 1000 ms
cHHERGE s mhoenylax BEIE[EEE -
e
[=l php ini ﬁl
441 ; Miscellaneous ; ~
442 Frirriiriirriiii; Name X | Headers | Preview Response Timing
443
; ; : |_| index.php ¥ General
444 ; Decides whether PHP may expose the fact that it is Request URL: http://localhost/my/index. php
installed on the server Request Method: GET
445 ; le.g. by adding its signature to the Web server Status Code: @ 280 OK
header). It is no security Remote Address: [::1]:8@
446 ; threat in any way, but it makes it possible to ¥ Response Headers view source
determine whether you use PHP Connection: Keep-Alive
447 ; ‘on your server cr not. Content-Length: 24
Content-Type: text/html; charset=UTF-&
448 ; http: hp.net/expose-—ph
i ! p://php Lexp: Bap Date: Tue, 22 Mar 2816 83:32:43 GMT
4 = e sl e S Keep-Alive: timeout=5, max=108
430 Server: Apache/2.4.12 (Win32) OpenSSL/1.0.11
451 FRIFFIIFIFFEIIFIIGT ¥ Request Headers VIEW soUrce
452 ; Resource Limits ; Accept: text/html,application/xhtml+xml,application/xml;q=8.9,
453 PRiPiiiiiiiiiiiiiii image/webp,*/*;q=08.8
454 Accept-Encoding: gzip, deflate, sdch
455 ; Maximum execution time of each script, in seconds Accept-Language: th-TH, th;g=8.8
g : Cache-Control: max-age=8
456 ; http://php.net/max—execution—time g <
2 ; : X Connection: keep-alive
957 ; Note: This directiwve is hardecoded to 0 for the CLI SAPT Host: localhost
458 max execution time=30 w Upgrade-Insecure-Requests: 1
E User-Agent: Mozilla/5.8 (Windows NT 6.3; WOW64) ApplelWebKit/53
lenatiicbad End2is Solo byl el 0I0 oy Windo HESwio oM L 7.36 (KHTML, like Gecko) Chrome/49.d.2623.87 Safari/537.36
1 requests | 242 B tra...
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Password

NNSATRUALAZSNEISHENIU

. sumnswaruliiinnusiunsUasns (Strong password) Tnesiariunas
Usznauseisnusteraan flng Miavuasdasnvaliey wasiinuenl
N1 8 han

. MvualiinIsAsusHaRueg19aLawe

. laifustarunfiinisnswaduuuesesuinisiiu

—  unsHaAasly Algorithm agneilos AES %3 Triple DES

— 1% Hash as51l4 Algorithm agnstlay SHA256

OO0 otdaortn
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BEIESY pasnvualazsnysrarIu

Jaymriiny

emswasiiaruiilifnnusunsasnde wilunsnlenalvigussasdsieloud
Woaawnnsiasulaine dul 2 33

*1. Dictionary Attack = duiandoyaviiessiariuainddsinioglu Dictionary uay
ﬁ'}ﬁwﬁﬁéﬂismﬁ%ﬂaﬁﬂﬂiﬁif 38n31 “Word list”

*2. Brute Force Attack = aawsiaruniuynanudululdvesiidnyslunsas
wan guszasneorndugasinsziiemseansagldlusunsudnludfivinau

© etdaorth

©®
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alz34s

[V 55
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1ﬂ#$¥ﬁ&“

0

Oracl3
Oracl38
OracT381
[Orac139
Oracl3o
Oracle
Oracleld
Oracleldi
Oracled
Oracleda
Oracles
Oracle9i

1

1022
losnel
111111
121212
1225
123
123123
1234
12345
123456
1234567

il 5
1234qwer
123abc
liign
131
131313
13579
14430
1701d
1928
1951

alb2e3
alb2esds
aa

aaa

aaas
aal
aalii
aam

aan
aardvark
aardwolf
aaren
aarhus
aarika
aaron
aaronic
aaronical
aaronite
aaronitic
BArU

BALU

ab

aba

ababa
ababdeh
ababua
abac
abaca
abacate
abacay
abac1nnt!
abacination
ubac15cu5
abacist
aback
abactinal
abactinally
abaction
abactor

abaculus

Wil i Pl Ve e

janthina passman securable Iluﬂmﬂti¢l11ﬁ
janthinidae pasSsO Securance Zeugmatograpny
jantu passometer Secure zeugobranchia
janua passout securely zeugobranchiata
ANUArIUS passover sEcuremant zeugogeosynclin
passoverish FECUrenass B :
JAnus PASSPEnnYy sECurer Zeunerite
Jjanuslike PASSPOrtT securicornate [Zeus
jan passportless |securifer ZTeuxtan
jao passulate securifera zeuzera
ap passulation securiferous ZeuZerian
apaconine passus securiform Zeuzeridae
apaconitine |passway securigera zeylanite
apan passwd securigerous [zhmud
Japanee passwol Zecuritan zhongguo
Japanese passwol zia
Japanesque passwol e ziamet
japanesquely |passwod seda ziara
lapanesquery |passwoman sedaceas ziarat
lapanesy A5 SWOT sedai zibeline
lapanicize sedammo zibet
japanism DASSWOrts sedan zibethone
japanization |passymeasure [sedando zibetone
lapanize pAasT sedang zibetum
Japanned paASTA sedami zie
japanner paste sedanier ziega
lapanner pasteboard sedano zieger
japannis pasteboardy sedare ziegler
apanalatry pasted sedarono zietrisikite
apnn¢1ng{st pastedness sedasse |ziffs
lﬂﬂnﬂ ¥ pastedown sedazzero Z14
apanophi le pastel sedassi ziganka
japanophobe pastelist sedassimo zigging
Japanoghobia pastelli sedaste Z1ggQUrac
lape pastello sedasti =1
laper paster sedata
lapery pasterar sedate Zigzagged
lapetus paAsSTern sedately zigzaggedly
Japheth pasterned sedateness zigzaggedness
japhetic pasteup sedati zigzagger
laphetide pasteur sedation lzigzaggery
japhetite pasteurella sedative zigzagging Eh

©®
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— Try your Password !

o https://howsecureismypassword.net/

“password” “‘P@sswOrd1!
I\e,l /:‘: _ﬁ_ httFS:'{"thw 'E-" -] O‘ Search i ﬁ B8 = = (" (L @ | https://how c _I | Q Search 'E} B » =
Most Visited @ Getting Started [8) Most Visited @ Getting Started

It would take a computer about

6 YEARS

to crack your password

Tweet Your Result




Jasnulalag

(D stanlisiautunslasnste (Strong password)
Iﬂaiﬁamumwizﬂaué’aaéf’aé’ﬂmﬁgﬁaLﬁﬂLLazﬁ’ﬂmjwau
N dflaruasdydnualiAeagNues 1 an Lagsoddl
ausvieaalaitesndn 8 ndn

(2)MAUA AN ISIUAYUSTANIUDE9ELNLENDAILYIAR
18N1#INNTYNAIAA SRR

(3)miLﬁmﬂ’amumiagj‘LugUﬁﬁmiLﬁﬁ’ﬁﬂ’aé’umuﬁ
1FIUUANNTUAIUaDAAEAIMUA WU WU md5 %98
sha-256

Wiadan1u Checklist fitiaadas : Checklist 6 (Checklist 6.1, Checklist 6.2, Checklist 6.3),

) etdaoth

use strong passwords

Checklist 4.10

©®
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d06 OWASP TOP 10 2013

[ A2 Broken Authentication and Session Management

A6 Sensitive Data Exposure

AT Missing Function Level Access Control

—[ A8 Cross-Site Request Forgery (CSRF) l

A9 Using Components with Known Vulnerabilities ]

‘ A3 Cross-Site Scripting (XSS) ]—

[ A4 Insecure Direct Object References

[ A5 Security Misconfiguration A10 Unvalidated Redirects and Forwards ]

Refer : https://www.owasp.org/index.php/Top_10 _2013-Top_10

5959 etda0n ©®
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danan1suamAulenalrematafA1993n Trustwave

1wt 2556 wusunuumslaufauleddaewmaila Dos (17.5%) SQL Injection
(17%) waz Cross-site scripting (6.2%) gnuadlu 3 dUAULIN AUAIAU N

F1E4TUVDY Trustwave .
Top Attack Methods (All Entries)

B Lirknawn

W Drenial of Serdon

W SCL Injaction

B Cross Site Scripting (KS5)

M Srute Force

B Fredictable Resource Location
B Stolen Credentals

B Urintenson:a! nfoomrabon Dusclo
W Sarking Trajn

B CredanhakSession Pradiction
W Cross Sits Request Forgery (T
B Frocess Automation

B Misconfigurabon

W Kirown Vulnerability

B OHS Hijacking

B Abuse of Funcionality

B Content Sgoafing

B Admirestration Error

B 25 Commanding

W Cross-site Scriging (XS5)

Refer :https.//www.thaicert.or.th/downloads/presentations/20150507 _Seminar _Dataone .pdf

©®
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donngAnANANAYUNINNgAlud 2015
v Aav Y

NnaaliuIvsmunnNilasasuveya ansganian

What is the most common gateway attack experienced by your organization over
the past 12 months?

60% -

54%
50% -
40%
0%
23%

200, - 18%
10% - 5%
i | | || | .

SOL injaction Cross-site scriping Cross-site request Other

forgery

Refer : http:.//www.net-security.orqg/secworld.php?id=19220

@Q@L@j etdaortn @ ®
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N1TWAILNLUTHNTUUITZYNAUULATDS

USn15Lvag1sIuAIUaanne

SQL Injection

Session
Hijacking
Sensitive Data
Exposure

Cross-site
Scripting (XSS)

etdaorin

OWASP

The Open Web Application Security Project |

OWASP Top 10 Application
Security Risks —2013

T10

-Inpdwnﬂaws,smilassql,ﬂgaldlmﬂlnmnnmﬂim untrusted data is sent to an

Al - Injection interpreter as part of a command or query. The attacker's hostile data can trick the interpreter
into executing unintended commands or accessing unauthorized data.
'.'=_J
l Al : . pli functions related to authentication and ofts
Authenticati =4pplication re to s855i0N management are often not
5 .mm s implemented correctly, allowing attackers to compromise passwords, keys, session tokens, or
exploit other implementation flaws to assume other users” identities.
Management

A3 — Cross-Site -xssﬂavaom:ﬁnmummp&atmhmmmddmmdmdsumimbhw
without proper validation or escaping. ¥55 allows attackers to execute scripts in the victim's

Scripting (XS5) browser which can hijadk user sessions, deface web sites, or redirect the user to malicious sites.
_—
o .\_
ﬁ?_lmc_ue =4 direct object reference occurs when a developer exposes a reference to an imternal
Direct Object implementation object, such as a file, directory, or database key. Without an access control check
References or other protection, attackers can manipulate these 85 0 ACCRSS ized data.

—_—

=Good security requires having a secure configuration defined and deployed for the application,
AS — Security frameworks, application server, web server, database server, and platform. All these settings
Mmm should be defined, implementad, and maintained as many are not shipped with secure defaufts.

This includes keeping all software up to date.
N

e =Many web applications do not properly protect sensitive data, such as credit cards, tax ids, and
Ab — Sensitive Data  authentication credentials. Attackers may steal or modify such weakly protected data to conduct
Exposure identity theft, credit card fraud, or other crimes. Sensitive data deserves extra protection such as
encryption 3t rest or in transit, as well as special precautions when exchanged with the browsar,
R

X
=Virtually all web applications verify function level access rights before making that functionality
Function Level wisible in the UI. However, applications need to perform the same access control checks on the
server when each function is accessed. If requeests are not verified, attackers will be able to forge
Access Control | requests in order to access unauthorized functionality.
\';—T,

AB _ Cross-Site =4 CSRF attack forces a logged-on victim's browser to send a forged HTTP request, including the
R est Forgery wictim's s2ssion cookie and any other automatically included authentication information, to a
vulnerable web application. This allows the attacker to force the victim's browser to generate
(CSRF) requests the vulnerable application thinks are legitimate requests from the victim.

AT — Missing

% ~
A9 - Using : | svuinerable components, such as libraries, frameworks, and other software modules almost
Componentswith | abways run with full privilege. So, if exploited, they can cause serious data loss or server takeover,

Known Applications using these vulnerable components may undermine their defenses and enable a

Vulnerabilities range of possible attacks and impacts.
s
ﬁlﬂ_!-’"‘“‘idmﬁd | sweb a fraquently redirect and forward users to other pages and websites, and use
Redirects and untrusted data to determine the destination pages. Without proper validation, attackers can
Forwards redirect victims to phishing or malware sites, or use foreards to access unauthorized pages.
_—

etda.or.th
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a1
2 i i e —= b TR = | IS e T

SQL Injection »

N15U29NUN151aNfa1n SQL Injection

. 9991 Prepared statement %38 Stored procedure LUWgN1sHenAEIUNNT
Uszinanalazmaziiluuszananansnaniy

. 9A911 Input validation Lﬁuiﬁmsﬁiﬁﬂummmaaausﬁaaﬂaﬂ'aua'qmﬂszmawa
939 1wy ldeugelildiaTosmang < > <« =\ * 1 Judu
~ Whitelist validation uaygalv upload lwdunuana .txt .pdf .docx xlsx it
— Blacklist validation 1 liieugelildiaiesmane < > wie <script>
. 91 Encode %30 Sanitization fautauwlatnauiiazasluuszunana 9

Toyanniunswlasazegluguwuuibiidusunsesessuuiiazinluuseuana
foly

@ISO etdaorin @ @
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SQL Injection

SQL Injection.

User-ld {srinivas

select * from Users where user_id= " srinivas ’

and password = " mypassword *

Userdd{' OR 1= 1; [*

@ Password § %/
I“ External
End Users, Mnors select * from Users where user_id= "*OR1=1; /*"
Desktop and and password = " */-
Mohie:Enand 9lessons.blogspot.com
Enterprise
Web Apps |

a DataStore
@90 etda orin @ @

etda.or.th




€ | () sglzoonet/hack/

|8 Most Visited @@ Getting Started |

How to exploit the
SQL Injection Attack

Exploiting an SQL Inject attack involves
solving a puzzle that is a cross between
Hangman and 20 Questions. It needs a little
understanding of SQL and a great deal of
cunning.

© etdaoth

€ || Q Search wBa O 3% &4 @ =

Try|* or ''='|for user name and password.

Please enter your name and password
name:
password:

Submit Query

You must log in to proceed

©®

etda.or.th



Usynnniwy

*yniuladlag nsnsiaaeuteyailasunsuduUszananadss saubigldusnisanusatoudeya
Ialnglufinsnsvaeuneuna nslandivledazanunsaviladeg

*gnsragaty ulsdfoudeiugiudeyannasaninissonuinivimg uamegbiiinnislous
Auledsematin SQL Injection Fan1slaufdiemnaila SQL Injection § fUszasAdiaunsnmds SQL
W lUNg input form UULAULNR

-3 Administrator Login :-

Username ; hi' or 1=1-

Password - eessssssssss

&
N

etdaorth @ @
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A1981925N15UD9NU

*n319d0UTaYAN NS UNaUdwUTEINaNaaTY nanNsAR sy YTULUUTBItaYaTIa Y9
(Whitelist) v3elaiaugy1n (Blacklist) ilouidngseuy

*fn15¥ Encoding 3% Sanitization AeutAUszInana Wetestunislaufsie
WMANARAIY 9 Gﬁ’aaﬂaﬁr;huﬂizmuﬂ'ﬁﬁma'ﬂwgﬂufdaqg‘dLLUU%@Q%’anﬂaﬁdqmmﬂﬁq
Aldusnnsliteglusuuuuiiszuuihluuszainanaldlagbisunsne Wy maduszasdioden
foyaililunislafszuufu’ OR 1=1 —' szvvazuUasAndu \' OR 1=1 -\

*AANTBOUATDINUNBNYIERLABAI LU < > ? & # WWudu neufiagiludssunanad
LASDIUSNISLIU A wlasnan "Non-alphanumeric data" Tinanailu HTML character
Aunou wu esemunetesnd <" misgnulantu "& Lt ;" 1Juduy

*fraganislanffiaztestuls : SQL Injection, Cross-site Scripting

Wiadan1u Checklist fitiiaadiag : Checklist 7.2, Checklist 7.3, Checklist 9.1, Checklist 9.2

) etdaorin

©®
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4 r;'.l B NI = 8 ] . s - s 7 . e
e [ 9 e | 000 = | TS e e Session >
Hijacking

N15U89NuUN15lauRAaIN Session Hijacking

Session ID #n15LU15%d %38 Hashing
e MUUA Session Timeout lUSEaLIa MU EL

. AmuAAT Session ID WuAtduna1nalald (Random value) wazlyl

TN15 99 I US L eI NRUNZ AL

e FAB989AN Session ID TUYRINI9N1SFRESNNNSLUSYE (SSL) LiNe

ﬂaﬁumsé’a%’u%ga‘imaﬁﬂﬁzmﬁ%ﬁa

B398 etdoon ©®
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eiflofldusmadrsvuudise azdinsadrslmdu (token) Falfiludeyanissuses
FAUYBE IIUTNIS (User authentication credential) 158131 Session ID Qﬂﬁﬂﬂw
lumsérsdauazmsnvaovavslunsidrdeniiumasing 4 luiuledqgldusnnsdn
G

*Session ID HazgnldauninglauinisasUantisnglusunsuaugsiu Adeazidunis
au Session ID tuly

'mwwhﬁiﬂmﬂiué’uaL’?Ué’ﬂlﬂgﬂ% ;:Jﬂismﬁ%ﬁemamamﬁa%aﬂ%dﬁium{[wﬁ

Tun15 T AUlERA18aNTVR UV session ba

Auladisng 35 Session Hijack latunmAanisdnulue Session ID vagldusnig TWlE

© etdaoth

©®
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A2981975n15UB9NU
(1)Session ID siasldilupgdn /lnsnsiadu

(2)Auun Session Timeout TUszezIANWNNZEN Syezia1Nlgni1un Session Timeout
vousazIuledtuagiungAnssunisldnusasanussanisidanuvadlduinig ds

OWASP 1uzi1n3il “Common idle timeouts ranges are 2-5 minutes for high-value

applications and 15- 30 minutes for low risk applications” Joyaiiuiui

(3)d4An Session ID Tutpan19N15&0@15ANNITIUIIHERU (Encrypted connection) 1

Iwslnaga https - |
() https://standard.etda.orth/wp;,

Wadan1a Checklist fitiaadas : Checklist 8 (Checklist 8.1, Checklist 8.2, Checklist 8.3 , Checklist 8.4)

() etdaortn @ @

etda.or.th




B CUSTOMER LOGIH F Wrosman. LT

-4BDAF2C?ED2M404AE?4EQIIDSBBIJIBEI TCEEIa?

reuse 4202&14&5935 ]

DOMANY RRAEL | WTH TR mmﬂmw

MO

[éffgashwm Session ID NUANSSRARU ]

; pantip_sessions=ozUjcaV3LPi%2BQ%2B@134ecTIhcul jv2X4H5ZII0seuGjuOVrVyudcknBl3wpVcgEK7VE1g] 2BNX1%2BUBNIt%2B4Tg%2FX57kqa
omBshXCTaMPh%2BYhke)5tLassTOurTR2FWI17si0Donx J9YvXBYFNrIhl1 RosGc7EZCnTkGCEn93g28pus8ibYQCuKP@dgrznvsus%2Fodmtwpsd TauVP LD
07yAlkkaZyFPdEEBFA4e30NGYELUbAKAYbTyiAS3ROFtRpdy 7geDoBqF cooGfcOk362 KK jUBUFkxnGmpCA3R1sDGI3%2FIMguKGWRLY1%2BIN1spp1Tub%
2FUB17MRCSAZgRekNr1XOVHTyrwlYx c% 2F a0t SBELyOT%2B4cls 2%2FF95KBBOmMNIE 2BWS0qGgd] 3g1 6% 2E%2BIRY apF ThDhtR4VgYSNCTR2G0C 2Vvliixk3
q52gviI1CAOL9LNInE0S1n%2BFLTOR2F S%2BKIw9sSw3fGEBBD3LSNYPiXMDsAShGGtUSDOCgeWWIwbew3EFBNSSIvF1xARmhK Td1iafRIZphEKVIFriSa
WY FusdudhfR2BEEXzsxllscuzlz55EGT cRbnO%2 BmSppYsCowk9dUnxn50e 2 FACOFG26m3%2B08 LCk1tKELBUECVHRCE3Zj 2k tmgsBNLr pBCrSEHBY 7 30AGY

2JDBIUMGSEMhFBTnIfBYEgYssUPInedyytLxcBjavab7heTsMeFYD7AFNLLPLACc QI gagdodBpGu®3D%3D; _ga=GAl.2.352093538.1417876630; _ga

_L‘Ej etdaorth @ @

etda.or.th




Cross-site >
Scripting (XSS)

miﬂmnum'ﬂwmmn Cross-site Scripting

. %11 Input validation (Whitelist %58 Blacklist)

D

Y, o v av yu & v Aa a & =
. Insasivaeudayayamdsilesuilutayaniaund vse \UuanIud
Nounsrevseli Jesiuldliinisnsaasudla o adwiula dns
wUas Non-alphanumeric data Tidu HTMS Character (d@anau 1

A3eeng < Tiuaady &dt:
. %11 Output validation Tudnweug Sanitization

. A998n15199 HTTPONly Cookie flag

@ISO etdaorin @ ®

etda.or.th




.-. :.

= y = - s
! 5 L = =1 BN} -
ot | = b — S

N15UD9INUN15LANAIN CSRF

. AN Unique Token #59#133980U Referrer S9UAUNTTAS
Toyansomdsiuuuulesy etusuideyalunuunlosudiden
‘UszmamaLwiazﬂ%guﬁmmﬂ@%’u‘%msa‘%q w3aHASk OTP S3uAUNTS
N1378015 Lﬁa’éué’udﬂmiﬁﬁﬂEJmﬁLﬁﬂmﬂr;ﬁﬁi’fU‘%mﬁa‘%q

. 1n1sla Captcha waiin1siUdsuliasaniunisalyinauluilandud
d1Any LuN13tseRY ssuuaigleusnig Bududmauanase wuln
nsonsian1ulnil nseuunsly Captcha

©) etdaortn @ @

etda.or.th




S W - -éénsitive-Dét >
nsUasnunslaufaIndeyasitina o

(Sensitive Data Exposure)

«  1N1580NLUULAEAIVANTDAIULIAADY YTOUDAINULANS
dofiamana (Notification or Error Message) lafliuanadonaimiu
UszlovinafUseasasie

. Lilugnasleeu Auto Complete TunuunesuaAty 1UU WUUNDIN
dusunsamedeussuuifinmsldsfai viiewuurlasunissutise
KyY

. 1yl4%8 URL fimmmnléiine deldlunisdhdatinduidfey wu wi
L’?Uﬁm%ﬂrﬁ@uaiz‘uu (Admin control panel page) 430

admin.php

©) etdaoth @ @
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N133UHHANIUNITAINEANATINNANIINATIANRA
AU (Incident Handling)

U

8ANAINMLARTUNY N5AUTeyaasas

[~ 6 6
Aulad NIADUNILHDS

nsllusunIUnIIvEey

AU UAIURDANEVDY AUEGRERNIRE
[ 3 [ 3
AUl AUl

B8O etdaorin @ @
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Mainsn SN

gANANLARYUAY

Aulasé

n13sulaneAnAuIAaTuAuIUlYA

U

fin1sdnriuuIvnanissuiieanunisaldeanauniinduiuled Tunsdsng o Al

1)Checklist 12.1: ﬂiﬂjL’cﬁUbL%ﬁQﬂuﬂiﬂLLazﬂ’JU@ﬂJ (Intrusions)
2)Checklist 12.2: nsalulasgnlaufludnuag DoS (Denial Of Service)
3)Checklist 12.3: nsailawugnulie (Domain Hijack)

Wiatamu Checklist fitigadag : Checklist 12 (Checklist 12.1, Checklist 12.2,
Checklist 12.3)

B398 etdoon ©®
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n13sulianeAnAuiaduiuIUlYa

6

nsaliulgdignungnuazAIuAy (Intrusions)

U

=

Upn15:oune

° v a a ] ) A o
dundeyaiingatesiunisgayngn Wil
AT

ATIAARUYDIMNNTTIANALaEY el ImETayanduwn
11

[ Y o 12 . d”l [
asr il uleAuuy Static Iusnannudunis
QIJ d‘ 1% 6 a % %
F3IA5717 LiouIEn U saiNsUAUTUUTe (AITlY
a a =3 A 1
LAIDIUTNISIULATDNLYN)
vy A o o < v [
AAulUsunIuAeItes Teyaliu uazguteyaily
ca) i A a
nestunauiiazgnlauf
MTIABULDNINILA1YIN Vulnerability
Assessment (VA Scan) liemaiealul wazuwily

Tuiinivgnisal waztuneunsaiiun1siinuy

3 d' [~3 % (Y] [y}

YNUUA L'waLﬂuﬁuaaﬂa’tumi{]mﬂmmmJisa'mmuﬂU
] d' d' ¥ dd' ) <

PUILINUNNYIVDI I UNTANTNTU

) etdaorth

nsalIuledignlaudludnuae Dos (Denial of

Service)

UAN15:UMD

° v a a ) ) A o
dundeyaimiettesiunisgnunin ety
AT

= d' v [y 1 [~3 al
AS9ERUMNIELAY ta Nasasdeinazidunislaus
ndayanidiuin

YAAUNITID970 Lo NLIALASANIASIANY hazhagly
[ Y a = 1 a ¢ @ dl dl
Faliusnisinsevigdumesilaienuinsnisi
995U

Guiinmgnisal wazdunaun1saiunsiiagu
PI9ULA LﬁaLﬁuﬁﬁaaﬂaTumiﬂmﬁ’wialﬂ
Tuiinwgnisal waztunaun1saiunsiiagu

3 d' [~3 % (Y] [y}
YNUUA L'waLﬂuﬁuaaﬂa’tumiﬂaﬂﬂmmmJisammuﬂU

©®
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n13sulianeAnAuiaduiuIUlYa

. nsdllawegnalueg (Domain Hijack)

Aunuramdnguiietuiovmn ety Weu T ideyalawuEey

n3aovivfamadoulau Semmnsudeuadamy veimuidauagnalusdeyasiiasin
Tnonsdnsiaws shliuszasaioanansaihgiuleduimsianslamuuasyihnisiasundasteya
GRNIGLR

udsmsgnaluelanufuiamedeulasmilduing lasthndngunisrdeuuulufe wundngu

n1stauRy wangIunsneusunIsaanzloulamu 1usuy

Wielasuanslunisusmsdanisiauauig) vnsiaaeudeyailidudusing wWu Jeyadiuaran

neidoulau s UAsUSHANIUI LT UUUSINSINNIS LALLY

Tuitnisnisel wazdunaunisadunisiintuianue ieludeyalunisdesiusasyssaiunuiv

wenuitneaslunsalnandu

©) etdaotn @ @
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A5l

H OO il e MTIVEDUAINIIUAY

wdD B | A1 W | il
W | s ""‘I

ﬂqﬁliﬁﬂiLLﬂ’iﬁJﬂﬁ’J"\]ﬁaUﬂ?ﬂﬂﬂﬂﬂﬁﬂa@ﬂﬁﬂ“uax‘iL%U‘l“(jﬁ

Uanasdovauiulyd

* A0 lUSLNSUNUNYRDD 150 LASUNISLULUNNNNUILNUNNLIVDY NIUAUNTIEDU
wazdUwalusunsulindunestuaianaus

* drseweyannasenaulinislalusunsunsivaey

o Talusunsuunnningaslusunsudululunisasiaasuiiiaidssuiisunaansnla

LUIUNINNTIVEDUALIUAIUADAABTNLAINNUIDND LU Acunetix Web Vulnerability
Scanner ,Vega #1358 OWASP ZAP

Macunetix QVEGA

WEB APPLICATION SECURITY BETA RELEASE

OWASP

OPEN SOURCE WEB APPLICATION VULNERABILITY SCANNER, PROXY AND PLATFORM

ZAP

Wadaau Checklist fitiaadas : Checklist 13 (Checklist 13.1, Checklist 13.2, Checklist 13.3, Checklist 13.4)

etdaorth @ ®
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N5 LElUsLNSY OWASP ZAP d1%15Uns28au
AU uAslaannegnsuIulys

Ede Edi Viow Anaiyse Report Tosls Oniine Help
Sandwdmede ) W M- @ U@ OO =« rodl »
[sesi | _[ouickstan o | Request=s | Responses= | Broax % |

@ Sites
| Welcome to the OWASP Zed Attack Proxy (ZAP)

L n
Piease be awans thal you should only attack applications tat you hav badn Specifically bEEn given permission o lesl Q

ZAF s 3n easy to use integrated penetration testng tood for Sndng web
To quicily lesl an applicalion, snler i URL below and press "Altack’.

URL to attaci: ?\‘;ﬂm!‘['ﬂmw
¥ Amax | W g
Prograss Aftack compiee - S8 M Alens tab for detsits of any issues founa

Far 3 more in depth test you should explore your appicabon using your Browser of aulomated regression lests while proming Mirough ZAP

See the help file for more dedalls.

by

Show Mis tab on star up: B

MIM%[MWKIMF]WSW »] w!ﬂruc"dm.flmsmi | Fuzzer @ | ﬂmt]]mmmdimm.*]wwmmi
© i FinerOFF

— =/ ®
& T
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Eibe E!lt View Analyse Report Tools Online Help

(Standaramede = | S LW S i B ODM

[ smow |

== rohl u

[ Quickstan & | Requesi=s [ Responsas= | Brax 1 |

W

i" . : Siles

| |Heager Test pw| |Boay Tew jv| [T] 1
|HTTP/1.1 208 OK
| | Server: Apache-Coyote/l1.1
|Set-Cookie: JSESSIONID=1EDBTI11BAGBACTAGESAIIEBELSC254S; Path=/bodgeitS; WitpOnly
|Content-Type: text/htaljcharset=150-8859-1
|Content-Length: 2853
|Date: Wed, 24 Apr 2013 15:36:35 GMT

I'”Im’
l<td valign="top™ width="70%"»
| |<h3rSearchc/h3x
|« font "1

{«byYou searched for:</b> Effentiescriptialert(l) HI=0

| <divs<bso Results Found</boc/divs

sizes »

il < br/ »<br />

< ffonts
o ftd>

l- e

]« /table»

|m%| Search =, | Break Points 3{ M Active Scan

B | Spider 3 | Forcod Browse * | PotScan = | Fuzer @ | Params [ ] | Hitp Seasions < | WebSockets g% | AJRX Spider 38 | Outpul

> a = Cookde 30l withoul HEpOnly flag (2)

[ M Paseword Autocomplete in browser (6)

* ([ 7 x-Content-Type-Oplicns heades missing (B4}
» (@ M x-Frame-Options haader nol sel (77)

@ e High
* (@ Aleris (5) ‘ abiliy. Warming
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