Statistics and status of incidents of

government websites



Statistics Of Internet In Thailand

Population:

Internet users:

International Bandwidth:
Domestic Bandwidth:

.th domain names:

All domain names:
Facebook users:

Twitter users:

ETDA

[P =1s]
www.etda.or.th

Mobile phone subscribers:

64.457 M

24 M

87.446 M
507.084 Gbps
1.223 Tbps
64,316
246,274
18.766 M
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ThaiCERT - A Quick Introduction

®* Thailand Computer Emergency Response Team (ThaiCERT)
®* A government funded unit, established in 2000

The first and only non-profit CERT (Computer Emergency Response
Team) in Thailand
Provides its incident response service to Thai local constituency, or to

other international entities where the sources of attacks originate from
Thailand
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ThaiCERT Incident Coordination Service

® Receive incident reports nationally and internationally

® Assign each incident report with a unique ticket number to keep track of the
resolution development

®* Maintain a up-to-date Point-of-Contact (PoC) of both public and private sectors in
Thailand

® Operate with quality assurance (2-day)

® Provide 24x7 incident response service
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ThaiCERT Incident Coordination Service

® For statistical purposes, standard incident types were defined based on ECSIRT

classification*

®* Abusive Content — Spam, Child/Sexual/Violence

® Malicious Code - Virus, Worm

® Information Gathering — Scanning, sniffing

® Intrusion Attempts — Exploiting of known vulnerability, Login attempts
® Intrusions — Account Compromise, Application Compromise

® Availability - DOS, DDOS

® Fraud - Phishing, Copyright

®* Other

" ECSIRT Incident Classification
available at http://www.ecsirt.net/cec/service/documents/wpd-clearinghouse-policy-v12.html#HEAD6
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Unique IPs Through Automatic Feed In 2014

Botnet

Open DNS Resolver
Scanning

Open Proxy Server
Web Defacement
Malware URL
Phishing

Brute Force

DDoS

2670482
2240088

a4

Total number of unique IPs:
4,925,615

ETDA Data from Jan - Nov 2557
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Top 3

1. Botnet 54%

2. Open DNS Resolver: 45%
3. Scanning: 0.2%
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Directly Reported Incidents To
ThaiCERT In 2014 Per Type
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Number of reports: 3,616

1. Malicious Code: 1,550 reports (43%)
2. Fraud: 945 reports (26%)
3. Intrusion Attempts: 643 reports (18%)
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Web Defacements
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Web Defacements
Of Government Websites In ASEAN In 2014

M co.th

M co.id

M gov.vn
M cov.ph
B gov.my
M gov.bn
i gov.kh

¥ cov.la

gov.mm

ETDA Data source: Zone-H from Jan - Nov 2557 @ T!:!,QJMQHEWBI
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Web Defacements
In ASEAN In 2014
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Web Defacements
In Thailand In 2014

.go.t
2.8% .ac.th
14.0% .co.tm
.or.th

14.2% in.th

.mi.th

.net.th

Total number of reports: 1,400

ETDA Data source: Zone-H from Jan - Nov 2557
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Government website (go.th):
(65%)
Educational website (ac.th) :
(14%)
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Example ticket

o #43662: u%ﬂmm wu x \ [ Hacked By Error 7rB  x
& *D (& | & bwps://10.2.1.11/rt/Ticket/Display.htm|?id=43662 PRGSO =d 90 H =
] —
FriJan 09 16:18:33 2015 theerasak@etda.or.th - Comments added 'Reply Comment Forward
RT-Send-CC: suppont@idc.cattelecom.com, abuse@idc.cattelecom.com, narind22@hotmail.com
oy dauaszuuuacdifiandas Download (untitled) / with headers
textmtmi 5.9k

ufilszaumsinausiuaniasadussuurauiowafussmalng (Inuddn) WWuiagasnmizsaunslusiassvasinedde Tasiidaniudsidulednslunia
tsvavinu Imhuledidaund Sarafisannmsonungnuasirfisauavauiuledandlivs:add TaeneasBuadinanannsnaniaauldanntayadsaluil

NATRTIIAALAIAR 9 UNTIAN 2558 1A 16:15 u. SnSinaranalBandavanlszinalng (UTC+7)
Ty / vanuaylan: IJhan go.th / 122.155.10.196

URL #iléfFusisan: o/ n.go.thindex.

VJuluddraBa: hitp/Aww.zone-h.org/mirror/id/2351

mMeAuiiunys (1948u) L : :

1fbﬁun11,13:ulinmduhﬂﬁunuma?ai'm&umafn‘m}uv\'uﬂ uarhidmihiimamaiiansisaau Log feqluszuuianidasmsiissuuonudulsaudlelasliléfuauna

2. 'Iunﬂﬂﬂlee{nus:"a'mi'mmla‘lumﬂmrrziﬂmmﬂnﬁa u iflusunulusunsimIa Source code Pufiayatiulyduazfaya Log vasudnisens q Mifieadas ialfidlufagalunisiiansannisTand ua:
msilasfunisTaudluauinn

Auusi iy ) ) .

1.msasasunen e nitiimiasfurandunfiildew fuunasdayaihindafia wu Guleddvannvandunfiiug Gulydgudiayadasini CVE (Common Vulnerabilities and Exposures) uas@iilunns
fAnsanufulsarandnfauduuniunatasdunisonTaui

2.maidalfauuinis (Services/Ports) idullupiniu iNaandasmenisTaui tdu msuflviaualanliléfuaunn

amsduilunsnsisasu Log vasudmissanilifisndas iaesivaauauiaundvasnisiiau wu darumeealumsTasdidasnivudulydlaqudala

4. aansoAnuumanaiann iulydatraiunslaasisauanans Website Security Standard (http:/thcert.co/9rXSPX)

furuniuiiuagiabaia:la nnm‘mfanmhu!un sdndlumsiautladsanad uasmindanufuvmihusmsladmiumenisolil nsunudindundainudda Tasszysianinuiay
[THAICERT.OR.TH #43662] tnad aBafial umsuhmq&‘luialmmﬂasﬁia Bua(Subject) Aldlunisiasadiulnudfn

vauaninIuniuiia
Tnuidéa

aufilszaumsinnanuivanlaasdiussuusasinmafuszmalng (Inudde) vimsianisuazdufiunisias Aninaunaussnsnmabidnnsailnd@ednisumny)

hitps:/Avww.thaicert.or.th | &

ET ® ThaiCERT
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ThaiCERT Point-of-Contact

Please register your official contact details with us, so we can contact you when we

need to report an incident to your company.

« Our contact details if you wish to report an incident to us or need help:

e email: report@thaicert.or.th

. telephone: 02123 1212
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