ETD A UL

NWnWsas) Elﬂi“ﬂUﬂ’J’]ﬁJﬁJuﬂ\‘lUﬂaﬂﬂEl"UB\‘iL?Ul‘dﬁimﬂuﬂﬂiﬁ’]u 7

www.etda.or.th

Ing wieAnlya JunsUseiiv

WMeIN53NTN e-Standard Center dtinaunmuIgsnIsuNeBiannsaiind (a9An1sunIvL)




UHNUUN
“ [ Y] o < % 99
gnszAUANNLURIUaBnfEvaRIulgalulauInsgIu

MIVIN5UITYNY

*  A5NLKNUAIUALTUAYUaRASELNaUSNT RN TIU LR

* 1519 Checklist @1915UNITINILHULAZATIVFBUAIULUAS

Yaensdodrnsuiules

* wadALarIansaTIlsEliumNsuAslasndsvaniIuludnae

AULDN

Q&A

E I DA dinnuriaugsnssumediannseting (asdn1suivu)

NS E)  Electronic Transactions Development Agency (Public Organization)

www.elda.or.th



aailvanenansiitientoslan
https://standard.etda.or.th

dninuassiu
dninsnvianngsassnsalannsaiing (a9eaman1Nu)
Office Of Standard, Electronic Transactions Development Agency (Public Organization)

ETDA

s8

dnimnessm

FayauazinEs

U |Sn

‘,oStan(@nr‘g Tt

AUsEaNWuS

M udI NI UVRINIEIASSH

waluladdisaumauarn

ETDA

NSO

wjmauauu"mmsgqu
Aumaluladarsaumauas
nsdearsisnlureginsiamediannsating

v
dunsunsinsauazgULuunsinsi
" (@) wnspugsnisumadidnnseiin

N PMS mnﬁﬂunmwam‘m

ﬂ'l?‘ﬁ’!i“"N'ﬂM’N’r]L@ﬂ‘lﬂ?’ﬂ‘uﬂﬂ

ardasmvauNY “ansrauanusiuasilanasde
a\mu’lﬂzm'in”lamnssw"

anwsaina (a9@n1samnzu) wsa c‘l\lﬁa Git?i'lL\-Ju\]'l'uiFl‘J" “N[d‘h“ﬂbl“'-"ﬂ'l'

1svaud UARSTNTFTUNN Alanms,

S R ]

woada (E-transaction Stat or ASEAN) ‘pui™ -
ssnssuMeAIannsatind s { mnﬁznmanawﬂs NDUNISUSSHNE
neassuaumatuladay
Tuastaaassdmiudu e wiatd uuuamo)zaia
stauAniuAsRaaied MU Ireuswiusn = FALFUAUUTHINSS T UMATUIadFISFUM AT AN ASTIUMSS NI ANNNANRaAS
= uulsEiuEWSUH QUALATAILTAS DL UARKHVIRI T sunsudsvansuu U ML e daudn
Uaaanaswsuulde
w % = uwuuviasuammsunisud lunenisniveaaclsulse (ansasiadavamuseuniuanlaaan
drUnuUNR

NNSe)

www.elda.or.th

Electronic Transacuons vevelopment Agency (FUDucC Urganization)



= a Q/ <
IT3ITILLNULN UI13INNTILI

E I DA dninnurimungsnssumsdiinnseiing (asdn1sumivu)

Electronic Transactlons Development Agency (Public Organization)

/u.»edaor!



N15219LNULNBUSHATIANSLAU L)

*  AM5LNUAIUAMNNUAIUADANBLNDUS NSNSV LA

1) AITIRLARULTIEUTSINNITATEIUINSIIL
2)  dpasuanudEsIvesfeanauinInnaziaduiuIules
3)  Mvuaninsnsiigtesiedesiudeanaunianudidgy

LW : MSEINIURUUATEIUIATSAY

WUV : MIEBNTZTUUUIMTIANIS UL (CMS) @ @ &

= Y =
* LW MIaeniFuIAnIlEUlaLIY %Gobaddy

© .
& THINIC DotArai | It’s go time NTTCﬂmmumG tions

E I DA dinauimiungsnssunsdidnnseiing (asdn1sumivw)

NIWESE)  Electronic Transactlons Development Agency (Public Organization)

www.elda.or.th



159N UATUAULNUAIUaBAN BN USWISIANSLAU L

1) N15UNULNIUSHITIANISLATEIUSASIOU  :Checklist 1.1

%98 A29819

yaUszasrvaIn i Iuled \eUseynduiusaAnsLazmeunstayalneItauiynnarily
AuENTRTBIATOIUINITHIU 1A3BIU3NIAUNLGRD Internet Information Services (Microsoft 11S))
Wsunsudssanduudvdmiuuimssnu - giudeya = MySQL weinulrddeyasieg veaiuled
In

@ Y ¥ < < v 1 < v (Y] v % .
nsushwtayauuiy - iudayaniag vesiuledlugiudeya Inedesiugiudeyame Firewall wag

JuteyaneudnsialnggiineIva sty

NSMMUANINNANUSURAYO UV - Web Server Administrator = u1g A
UAAININNLITRY WTIANTURATEU = 9BNLUU feAkasguadnnisnIasusnisivlniaiim
TupsUaenny

- Web Developer = w8 B

wihfirusuiinveu = Wawniuledlitiuseansnmuasiinnusiunsasnsony
aUszasAvraIn1sIaviIulyd

- IT Manager = u1g C

mihfinmduRinYey = MNuwusazgualinsidunudulumussidouuas
Fotudunszyliluuloviensinuauuaeniovedasdns

[ A AinwiRungsns| sgaviduaiiuiud wated 3 “Planning and Managing Web Server” 9831m5§14 NIST SP 800-44
NIANISE) Electronic Transactions [
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2) dndnuaNUFsvaIisanauiandaziiaduiuIuled - Checklist 1.2

_______________________________________________ 4
|( 2.1) 409 list 18msvesdunindveIuled (Asset Inventory) TiufiagaAvasdunIng (Asset value) wae
| {5URnveUTNgITRY
N e o e e e e e /
Example of Asset List [Annex B: ISO/IEC 27005]
® Business processes & activities ® Network
® Information ® Personnel
® Hardware ® Site S E—
. ) INYASLRYALNULAUN UIATZTU ISO/IEC 27005:2011
® Software ® Organization’s structure
Usziansen1sdunsng  srensauning yaAvasduning  fSuiavauiineldes
Hardware LATIARNNIADS (PC) 30,000 v w1e C (IT Manager)
Software Operating System : 9,000 U w18 A (Web Server Administrator)

Ao Windows 8

Database Management Software : 1,000 U 118 A (Web Server Administrator)
Ao MySQL
Web Server Software : - 118 A (Web Server Administrator)

Aa Microsoft IS

Content management system - U8 A (Web Server Administrator)

Aa WordPress

www.elda.or.th



2) dndfuaNUFsvaisanauiandziiaduiuIuled (68) : Checklist 1.2

Asset

Hardware

Software

YszAnsienis
Funswe

Hardware

Software

ETDA

NWJSEIJ
da.or.th

Example Threat

Equipment failure, Software malfunction, Dust, corrosion, freezing, Theft of equipment,

Eavesdropping, Theft of media or document, Error in use (Complicated user interface), Abuse of

Rights (wrong allocation of access right, well- know flow in the software), Denial of action, Illegal

processing of data, Corruption of Data
v ¢ [ 1 o
FIUNITAUNINE NYANAIAU AUz duly
n1sinnNeANAIY

\PIR9AONNIMeY (PC)  equipment  Low

ic failure

Content management  Denial of High
system (CMS) action
[=WordPress]

@@a&

dninauimungsnssunsdiannseiingd (asdn1sumivw)
Electronic Transactions Development Agency (Public Organization)

MeaztduniuAuf 11nsg I ISO/IEC 27005:2011

NanszNu (Impact) AaduUNSNE

®* The cost of acquisition
® configuration and Installation of

the new asset or back-up

® The cost of suspended
operations due to the incident
until the service provided by the

asset is restored.



AragefeAnAINiny Tu

Content management system (CMS)

sv3eng Ane 1131 Drupal way WordPress g'lsinivisinnsalandsvuuluans oy
DoS la

fmiilszane: 8 downau 2557
Bav: svTofiy AaeTwilu Drupal uay WordPress siflainodaninsatandszuuludnsay DoS la

isztannaqnain: DoS (Denial-of-Service)
'i n WoRrDPRESS Drupal

2iayailil

Tufuii 6 dovnau 2557 Bulednienisuas Drupal ladszaaivwunasiui lugawduas Drupal dofluadasiialumsiansiilam (CMS) Taafiaza sl luau
isznavuas XML-RPC way OpenID witilatanialvsindvdannsatanddulgaludne oy DoS shutaswidena1al1] Taaazasnaliinmsioi CPU uay
Memory aaaasumsiandagiutayamindunafalad auvi itiul gdliannsaviowldenuiné audasuaalviidaslwiaa

rias Twitdesinansenuduszuy WordPress @2 tlasanaimsldsmaiudlsznay XML-RPC wiufu densimsudsidauluiv’laduas WordPress Tuutdendu [2]
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3) nMvuaNIAsnIsgIvatinatdasiunsanauniinMugAsy : Checklist 1.3

Ussiansnens  s1en1sauning uANATY anutazluly  wanszvu (Impact) deduming
quning nsfinfeAnAY
Software Content Denial of High ® The cost of suspended
management action operations due to the incident
system (CMS) until the service provided by
[=WordPress] the asset is restored.
Threat: Denial of action @
aasnsinatasiufeanay :
1 Smangordwasidusuanandlisunsuslotedwiiudy nduledmensves Drupal uay o Propel
WordPress

2 37N NITSUliafgANALLIDUS N SAIUABLLBIN19TIAA %58 Business Continuity
Plan (BCP) §71984613119n1159A1 BCP 1910 11m3g7u 1SO 22301, Business continuity
management Way ISO/IEC 27031:2011, Guidelines for information and communication

technology readiness for business continuity

ez BuaisAud 1M ISO/IEC 27002:2013

E I DA dninuiaungsnssumediannsetind (asAn1suvivu)
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WWINIY : N15LEBNFURUULATBIUINISIAY

>  nslrusnisiiuleafesinasliusn1ssening Shared #sa Dedicated

Shared Dedicated
ldesesusmaiivsauiuseningliusnsglausnisusiasseaslaesesusnisiu
GRERIERE wenfuy
RN HGRIGERIIGR

fimnudgeannnsgniandsiugedvives Jesiuanudesainnisgnlauaniudedlvl
Auleddu vouulwadula

N
» msfiensanangduuuuleuienisianiseding
o Fulsvefidaaulunmstesiuaudemedionaaziinandeddng wu wA v ldusnng
nauluyiug n1s patch wiseunlvleynianiznin (Workaround)
o Tunsaififuteslmildamsanisudle fesdinsndouunudsos
¢ fimsRarsanfennuiuia (Liability) Agliuinisenassdesunvelunsdiiinany

demeungldusmslunsainiinanuunnseslunisdnnisiudedning

E I DA dinauimiungsnssunsdidnnseiing (asdn1sumivw)
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> suwuunmsTiusnsleudnglnddoya (Remote file transfer)

> mydsasdoyauaznsguasneazasuinmaiy
* finsdrsesdeyavenniasuinisiufieglunnuguasgsainaue

* fulguenifgitesiunsdsesuas)AutoyaveiuInis

* daaminmsleudelnanduasasnieuasinsinsiaiioShwanudurestoyaseninanis a
a 1 Y a A o a .
> nshnsafliusnisliafiungnidu

Tougny WU 1USN1S Secure Transfer Protocol (SFTP)
iIIQ
P a ° @ AA a ¢ v - —
® LRI NANABIANITEINIUNTUNLAALAANITUATY (:j

ANMUUUAIUADANY LINBNITUTLETUINUBYNVIUNIIN !
‘
= 1 Y o o [ < I3 a - é

» msliusmasguuuunisieanseddiuaslaaadednsuivled (Usmsinsinaea SSL/TLS)

* Jusnsinslnaea SSL (Secure Socket Layer protocol) tag TLS (Transport Layer Security
protocol) Faazdredasiunisaeansvedlusunsuyssenalussuuiu-Iv (Client-Server system) 310N13

aaule nsunlulidsnne wag n1svasutlastomnunlglunisaadans
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a [ <
LLUININ mslﬁamwummswmaw%ﬁ (CMS)
a
/ ] ] 0
t :;>> AaldanyNeg19e9nuNIsSNEIANUNUAIUaanNY
y& o fonasuuzthuumamsinsaznIsRaAieSY

ANUNUAIUABANY (Security best practice)

¢ llLL‘WaQ"UﬁJﬂJaLLa”L@ﬂﬁ’]ﬁﬁﬂﬂﬁuu%Lﬂ*&J’J“U’eNﬂ‘Uﬂ’]'W]@GN
ﬂ’]'ﬁﬁ]ﬂﬂ"l e LL‘LJ’J‘V]’]Qﬂ’]i'ﬁﬂ‘lﬁ’]ﬂ’l’]ﬂﬂﬂﬂﬂﬂﬁ@ﬂﬂﬂ

7

> AunmaasUszrautinwau CMS

*  Uszmeutniauidauinlvg dnsdearsnielu wasWmuieg1ewiowiios (Active
developer community) Aagidu CMS NRHIATUATTIINURBUALBIRBANUABINITVDS
dlglanndn

*  InmsuTuneituniauiulieseuy Weunludaunniaduastadlnives CMS agiaus
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sl Check list d195UNT519UNULAZASIREDUANULUAIUaAN YA UL U Ll

[

a131501% checklist Tun1snsiaaeuanusiuasUasnssvesivles Tudesail
1. NNFINBHULBUSINTIRNSULYs

2. MIRIALATIUSNSURt1BTuAUannsY

1 ~{ L wuurlafunsradavdamuzanuiuaslasaisdsuiaulad
3. mswmuﬂﬂmﬂsuﬂﬁzqﬂmuunuamﬂuumﬂaaﬂm

(dwdudaualase st s iua witwnlsunsudssanduu )

v A 6 o a a a & '3
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v v
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e sauduld | dvfesuiuuss | vneom

~ o~ a g ¢ v
MU Iemsiules (W7o 4)

1) MuUINTINURINEUIISINSIWeSeIUsNsdun |t | Isiussiusssenfinenduled (e <1
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wuurasunsadavanuzaMUdunIlaannuEn M%”Utfiulmﬁ
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2) visoadslid Tadend = e
, o o wae UL | 9729 ﬂﬂ_lﬂ'id VLR
09 “830IUIUUTY”

euinsiemsiiuled (ade @

1 Preetnufup TR sUserisasiuled (de a1)
1.1 fmmasuiisuinsiamariosuimai W
(Wro 4.1 42 1) G
1.2 Irdruanuidesvasdvanaiuiin e nasieduiudiuled
4 o do o . R Fufinsday ilok
3) LLﬁSLN@WUSUEJ‘VIENG]’ENU?U‘U?‘QL‘WlILG]lI #01uz "
Tmhseazpenldly wuurasudmsu i
do v o N . . Aeddaaudly
nsunlusiamsnddasuiulss (@n g | R | debueennad || naufl — ——
& : | e el 49A517 saricaidig: | O Tuou TuHag
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A19819N15N59NLaE IFUBUUNBSUA1SUNSUHA LUS18n157 89
(MNN15M5FBUEANIULANULUAIUADANY)

14

maﬂiwia

Wat9

gousula

danoiuse

WUNULWP

& o v oo &
E'IU"UB!:»a {(wivawn 53 28 4)

o 6 U o o an ‘ v =
dnmtimavuauiglinldnmealugudsyamuszeziaan
fvus uaraudyRlenlilatnsldnuasnanszuy

v

o ' o ' J ’ . v v od v
sWANIUNILATI19 (Null password) (Waten 5.3 98 6)

4

T

T =

|

-

o o oigud Y a a o Y o d
45 Undgnlaviunwsauiumsiianigiudeya wiswdeu
| TR o UG oo ' / o 1 da o
maruvaglgltrinan nlusiarunianuiung %
o v v d
Unasmsiy (Wavaw 5.3 va 5) N
° " = & L ad v o own v
a6 | Awussiiafisruugiutayae isugninldvu

Sewumenmsiliduluamudeimun Wszysienis
uhlvadunuurasudmumsutlusenisidados
UFuuge wieufuimunszeznanlunsudluile

hiauasiediiefowioly fedl

W,
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* nsUsuUsslusunsuyszandsnge Tadunesduaian
* M9 Input Validation veslUsunsuuszgniuuliu
*  NIIAIVANTBAINLINABUNIBVBAIUUANITDHANAN (Eror Message)

*  N13RTIVABUUALAUANIUAUTDITBYaNUNTouiUNTFAnss visedeayaniilaly
Nululusunsuussendsngg

®  AISNNUALALSNWITHANIY

*  N15MMUA Session ID TWHAUTUAsUaBANY
®* A153ANTS Permission / Access Control

¢ msduileanumsalfvanauiiinainnnslaudiivlest (incident Handling)
o MsfulleanunsalieAnay

mslilusunsunTeaeuauiunsaensovesivled

NSy ITeYasasNReNitnes

o O O

nsdsestayalivlesd

E I DA dninnurimungsnssumsdiinnseiing (asdn1sumivu)
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n1sUsuUgelUswnsuUszendnneg Tidunestudign

Usynniwu

nstilusunsuUssynaiildlijuanaaiianudesiazsgnlanfanngussasdaials

*WordPress 3.1.1 (3uin1) fin1sussniasienisdedlnivuiuleannnauaiunsadngiala

CVE Details [Coogt e oo | Semsh |

The ultimate security vulnerability datasource o

View CVE
Log In Reaister ResetPassword Activate Account ity Feeds & Widgetshew I ] n u n G E n
Home = Spegs
Browse : Wordpress » Wordpress » 3.1.1 : Security Vulnerabilities
Vendors . iy . :
Cpe Name:cpe:/a:wordpress:wordpress:3.1.1
M” CVSS Scores Greater Than: 0 1 2 3 4 5 & 7 & @9
Vulnerabilities By Date  gort Results By 1 CVE Number Descending  CVE Number Ascending CVSS Score Descending  Number Of Exploits Descending
Yulnerabilities By Tvpe
Reports :
CVSS Score Report
CVSS Score Distribution
Search :
“endor Search Copy Results Download Results Select Table
Product Search
N - h # CVEID CWE ID # of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Level Access Complexity Authentication Conf. Integ. Avail.
rsion Searc
Vulnerability Search 1 CVE-2014-5266 399 Dos 2014-08-18 2014-11-13 5.0 Mone Remote Low Not required Mone None Partial
Bv Microsoft References

The Incutio XML-RPC {IXR) Library, as used in WordPress before 3.9.2 and Drupal 6.x before 6.33 and 7.x before 7.31, does not limit the number of elements in an XML document, which allows remote
attackers to cause a denial of service (CPU consumption) via a large document, a different vulnerability than CVE-2014-5265.

2 CWE-2014-5265 389 DoS

2014-08-18 2014-11-13 5.0 Mone Remote Low Not reguired Mone None Partial
Cwss Scores
Broducts The Incutio XML-RPC (IXR) Library, as used in WordPress before 3.9.2 and Drupal 6.x before 6.33 and 7.x before 7.31, permits entity declarations without considering recursion during entity expansion,
e which allows remote attackers to cause a denial of service (memory and CPU consumption) via a crafted XML document containing a large number of nested entity references, a similar issue to CVE-
Product Cvss Scores
2003-1564,
Versions
Other : 3 CVE-2014-5240 79 XSS 2014-08-18 2014-11-13 - None Remaote High Single system None Partial Mone
Microsoft Bullsting Cross-site scripting (X55) vulnerability in wp-includes/pluggable.php in WordPress before 3.9.2, when Multisite is enabled, allows remote authenticated administrators to inject arbitrary web script or
Buatrag Entries HTML, and obtain Super Admin privileges, via a crafted avatar URL.
CWE Definitions 4 CVE-2014-0166 287 2014-04-09 2014-04-10 6.4 Nane Remate Low Not required Partial Partial Mone
About & Contact . . . . . . . - .
£R0uE D Lontact The wp_validate_auth_cookie function in wp-includes/pluggable.php in WordPress before 3.7.2 and 3.8.x before 3.8.2 does not properly determine the validity of authentication cookies, which makes it
Eeedback casier for remote attackers to obtain access via a forged cookie.
CVE Help
Ea 5 CVE-2014-0165 264 2014-04-09 2014-04-10 4.0 MNone Remote Low Single system MNone Partial Mone

http://www.cvedetails.com/vulnerability-list/

dinauimiungsnssunsdidnnseiing (asdn1sumivw)
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* Oracle MySQL Server (3uin1) fin1suszniasienistestnivuiuledninnauaiunsaidale

CVE Details ,m“ Search |

. ' . or 2010-1234 or 20101234 View CVE
The ultimate security vulnerability datasource

LogIn Reaister ResetPassword Activate Account Vulnerability Feeds & WidgetsNew I ] n u n m E u

Home . o
Browse : Mysql » Mysql : Security Vulnerabilities
Wendors

CVSS Scores Greater Tham: 0 1 2 2 4 5 6 7 & %
Products Sort Results By : CWVE Number Descending CVE Mumber Ascending CWSS Score Descending  Mumber Of Exploits Descending
Vulnerabilities By Date
Vulnerabilities By Tvpe
Reports :
CVWSS Score Report
CVSS Score Distribution

Total number of vulnerabilities : 242 Page : 1 (This Page)2 3 4 5

Search :
Vendor Search
Product Search Copy Results Download Results Select Table
Version Search # CVEID CWEID  # of Exploits Vulnerability Type(s) Publish Date  Update Date Score Gained Access Level  Access  Complexity Authentication Conf. Integ. Avail.
Vulnerability Search 1 CVE-2014-6559 2014-10-15 2014-11-18 | 4.3 None Remote  Medium Mot required Partial None None
By Microsoft References o o . . X o X

Top 50 : Unspecified vulnerability in Oracle MySQL Server 5.5.39 and earlier, and 5.6.20 and earlier, allows remote attackers to affect confidentiality via vectors related to C API 5SL CERTIFICATE HANDLING.
Vendors 2 CVE-2014-5555 2014-10-15 2014-11-18 6.5 Mone Remote Low Single system Partial Partial Partial
Vendor Cvss Scores Unspecified vulnerability in Oracle MySQL Server 5.5.39 and earlier and 5.6.20 and earlier allows remote authenticated users to affect confidentiality, integrity, and availability via vectors related to
Products SERVER:DML.
Product Cvss Scores . .
Croduct Lyss scores 3 CVE-2014-6551 2014-10-15 2014-10-25  [EHEN None Local Low Not required  Partial None None
Versions

Other : Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier and 5.6.19 and earlier allows local users to affect confidentiality via vectors related to CLIENT:MYSQLADMIN.
Microsoft Bulletins 4 CVE-2014-6530 2014-10-15 2014-10-28 6.5 None Remote Low Single system Partial Partial Partial

Buatrag Entrie Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier, and 5.6.19 and earlier, allows remote authenticated users to affect confidentiality, integrity, and availability via vectors related to

CWE Definitions CLIENT:MYSQLDUMP.

About & Contact X X
Feedback 5 CVE-2014-6520 2014-10-15 2014-10-24 4.0 Mone Remote Low Single system Mone  Mone Partial
CVE Help Unspecified vulnerability in Oracle MySQL Server 5.5.38 and earlier allows remote authenticated users to affect availability via vectors related to SERVER:DDL.

FA 6 CVE-2014-6507 2014-10-15 2014-11-18 - None Remote Low Single system  Partial Partial Complete

Abiclon

http://www.cvedetails.com/vulnerability-list/
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o 1 ad o/

Adag193an13UBe

*IUATIVABUNTTNANDITUVBITEULLIINITANSAULwdog aNe uazdnaanastuliiy
Uaqu Tinnidivanlvaaniuledvdnveslauinsiusunsuussyndnue) winiu

*dnAnLUTINTUUTEENATIIT I ULAZINEIURIIIVILA 11 Web Server Software, CMS,

Database, Server-Side Script Engine, Uanduiasulusyuu CMS 1Junu

Wiatamy Checklist fitigadas : Checklist 2.1, Checklist 3.3, Checklist 4.8, Checklist 5.2

Generally Available (GA) Releases | Development Releases

MySQL Community Server 5.6.22

Select Platform Looking for previous GA
versions?
Microsoft Windows

mmended Download

WordPre: wveb softwa 1 can use to create a beautiful
vebsite bl . We like to tl at WordPress is both free |
rmd priceless at the same nme. " MySQL InSta"er 3, 6

for Windows
The core software is built by hundreds of community volunteers, and when
All MySQL Prox d cts. For All Windows Platforms.
n One Package.

e
] | /[ |

Windows (x86, 64-bit), MySQL Installer MSI
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n15%11 Input Validation waslusunsuydssgnauuiy

Usynniinu

[~ %} z:l Yo 1 1 a %} Y a 1%}
*ynIuledlag N1snsIvdeutayafilasuneudwUssinanadse seulvigldusnsanunsadeudoya
Talagluiinisasiagaunaunal n1slandiuledazanuisavinladne

g1ty Nuledieudeiugiuteyaynasiniinissenniiuma Wuaimsliianislaus
Aulesimewmatia SQL Injection Fanislaufmematin SQL Injection U fuszasniaunsnAmds SQL
D lUMNg input form UWAULNG

-t Administrator Login :- ——

Username - hi' or 1=1-

Password - eessssssssss

E I DA dinauimungsnssunsdiannseiing (asdn1sumiyw)
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SQL Injection

SQL Injection.

User-Id {srinivas

Password | mypassword

Userddi* OR 1= 1; /*

select * from Users where user_id= " srinivas ’
' = and password = " mypassword

Password *[—

External
End U Users select * from Users where user_id=""OR 1 =1; /*’
ni Sers, el ¥
Desktop and and password = " */
Mobile Based

9lessons.blogspot.com

I /
Enterprise . b
Web Apps I I \
ﬂ DataStore
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& &)  Electronic Transactions Development Agency (Public Organization)



n15%1 Input Validation ¥aslusunsuyssgnauuiu (is)

A7a81995n15UR U
*n519a0UTaYaNlASUNauAIUSTINANaRSY nannIsAslisEYTULUUTDITaYaiayayn
(Whitelist) vivelalayayn (Blacklist) Wileuidngseuu

*iin13v11 Encoding w3ev Sanitization flewthAwUsviana iiatesiunislauicneg
wellafing 9 dogaiiiunszuIuNsisnanargIuUassUuUTesdoyaiidsnnanils
;?L%Uﬁmﬂwagﬂ,ugﬂqumuwuﬂﬂﬂiumamaléﬂmluaumw8 AU MngUsEasAs1eUeu
foyaililunisladszuunidu ' OR 1=1 - szuvazuUasandu \' OR 1=1 -\

*ANNTDIAIBINUNYBNVILRLATANGS LU < > ? & # WWuAY neuilaztluUsyuianad
LAS0USN15VIU Ae wlaanan "Non-alphanumeric data” Tnaneidy HTML character
Aunou 1y n3emunetesnd <" arsgnudandu "& Lt ;" lusuy

*siaganislananazUesiuld : SQL Injection, Cross-site Scripting

Wataniu Checklist fitisndas : Checklist 7.2, Checklist 7.3, Checklist 9.1, Checklist 9.2
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N13AIUANUVBAITULINADUNIDUDAITULLEANYDHNANE TN (Error Message)

Usynniiwu

*nshiAuAl Error Message HUszasAs1ansnldtayadn Error Message AMALAYDLANITHS
AR USLNSULALSZUUMAIUDILA LU

Database Error Message

) Mozilla Firefox

File  Edit  Miew  History  Bookmatks  Tools  Help

[l Customize Links || Free Hotmail [ ] Windows Marketplace [ ] Windows Media ] Windows

Warming: mysql connect() [function mysal-connect]: Unknown MySOL server

host 'my.zerver’ (11004 i D:'Program Files'xampp'htdocsitestidb.php on
line 2

Dane

E I DA dinauimiungsnssunsdidnnseiing (asdn1sumivw)
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19819 Server Error Message

€ - C A [)10.12122/searchaspx

Server Error in /' Application.

"

A potentially dangerous Request.Form value was detected from the client (ctl00$ContentPlaceHolder1$TextBox1="<script language="

Description: ASP.NET has detected data in the request that is potentially dangerous bec ause it might include HTML markup or script. The data might represent an attempt to compromise the security of your applic ation, such as a cross-site scripting attack. If
include code in a web page to explicitly allow it. For more information, see hitp://go.mic rosoft.com/fwlink/?Link|D=212874.

Exception Details: System.Web.HttpRequest/alidationException: A potentially dangerous Request.Form value was detected from the client (cti00SContentPlac eHolder15TextBox 1="<script language="Ja...").
Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the excepticn can be identified uzing the exception stack trace below.

Stack Trace:

[HttpRequestValidationException (0x80004005): A potentially dangerous Request.Form value was detected from the client (ct100$ContentPlaceHolder1$TextBox1="«
System.lWeb.HttpRequest.ValidateString(String value, String collectionKey, RequestValidationSource requestCollection) +12762033
System.Web.HttpValueCollection.Get(String name) +90
System.Web.UI.WebControls.TextBox.LoadPostData(String postDataKey, NameValueCollection postCollection) +78
System.lWeb.UI.Page.ProcessPostData(NameValueCollection postData, Boolean fBeforeload) +574
System.lleb.UI.Page.ProcessRequestilain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +12671271
System.lWeb.UI.Page.ProcessRequest(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +12676781
System.Web.UI.Page.ProcessRequest() +119
System.lWeb.UI.Page.ProcessRequest(HttpContext context) +99
System.lWeb.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +913
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +165

| Version Information: Microsoft .NET Framework Version:4.0.30319; ASP.NET Version:4.0.30319.34237 |
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N13AIUANUVBAITULINADUNIDUDAITULLEAIUYDHNANE N (Error Message) (919)

AaBE193an19U0eNuY

*l1lAdNSULERIT U8B ATBITANNLEAITONANATA (Error message) MNADINII8aLIDYAAITILLENI
Foyauhiisiduuarlidulsslonitfuiuseasiie Tnsanunsodsaludmiléd web Server Software,
Server-side Script Engine Dusu

#208n14 Checklist ﬁLﬁEJ’J‘?J’EN : Checklist 2.2, Checklist 5.4, Checklist 9.3, Checklist 11.1

f9819 LIUlwdn mimwm Error Message

Ty - F = -

0o o We're sorry! =
@D . . @ (! http: / fwww.amazon.com/ L.j '\ C." Google Q\ Nk 6 ; ;
i@rown &

Most Visited ~ ] Accts  Smart Bookmarks ~  Latest Headlines &  Election 2008: Presi... »
amazoncom e
" ' Home About Portfolio Contact Goodies Design0'Blog

' ;

We're sorry! PageNotFound! | AboutMe
. . Uh-oh! Looks like the page you were : Hi therel My name is Niki and I'm

An error occurred when we tried to process your request. Rest assured, we're already looking for is gone! Have no fear, You might R i graphic designer and illustrator. !

. . 3 . | jude: print design, we
working on the problem and expect to resolve it shortly. be looking for one of these pages: i ke

W 1amCurrently:

™ :
\? ). N ListeningTo:

If you were trying to make a purchase, please check Your Account to confirm that the
order was placed.

‘We apologize for the inconvenience. [ 4
" Continue shopping !!'“ on the Amazon.com home page
@ 2006-2050 Niki Brown | Valid XHIML & CSS | Pleaze don't steal my work, or I will send an army of anqry squinrels to attack you!

 Done &
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N13AIIHOULALAUAILINAUVDIUDLANUINITDUNUNITANAY
vravayannlilaldaululusunsuysznasinge

Usynniinu

1 %

ensldmFusuiinontunsfndalusunsuussgnd wu Taddldfumdougiudoua wan Guest,
Admin Account HUsgasAgaNsanInAT e
mslildaulnidvielnamesfiumiontunmsinrilsunsudszand 1wu Iawes examples, Tnlaines
Setup annsardudownmililifiuszasdeaunsniihfedoyanieluls
*fidoyailildldnuoglulsunsauszndeing wu D0yIglEALN Y Asedlussuugrudeya vided
Udnduitlallaldau daaglu cms s
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A29819L8U M51dUNINARDS phpMyAdmin 833 Tnlatneas setup,
Iawmes file example 1ufy

=[5 e
&)=/ <« xampp » phpMyadmin » v [ 43| Search phpMyAdmin £
Organize » Include in library v Share with = Burn New folder =~ [ @
% Favorites Name Date modified Type i
Bl Desktop .. examples 2/5/2556 17:12 File folder _
% Downloads L s 2/5/2556 17:11 File folder ‘
] Recent Places .. libraries 2/5/255617:12 File folder L
L Google lasst . locale 2/5/2556 17:11 File folder
| setup 2/5/2556 17:12 File folder _
4 Libraries | themes 2/5/2556 17:11 File folder
E] Documents |#| browse_foreigners 12/8/2555 20:45 PHP File
J’ Music |2| bs_disp_as_mime_type 12/8/2555 20:45 PHP File
[/ Pictures |#] bs_play_media

| # phpMyAdmin » examples

- | +3 | | Search examples

J

- Include in library - Share with = Burn Mew folder =« i @
ites * Mame . Date modified Type
iktop |2 config.manyhosts.inc 31/10/2557 23:35 PHP File
wnloads = || create tables.sql 317072557 23:35 5L File
ent Plas || create_tables_drizzle.sql 31/10/2557 23:35 SQL File
agle Ta: | |#| openid 31/10/2557 23:35 PHP File |
W |=| signon 31/10/2557 23:35 PHP File
ries |2| signon-script 31/10/2557 23:35 PHP File
tument [j swekey.sample 31/10/2557 23:35 Viware DHCP C
sic || upgrade _tables_mysqgl_4_1_2+.5g] 31/10/2557 23:35 SQL File
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wratayanlilaldaululusunsuuszandsneg (o)

A2981925N15U9NU

*Falsiinsmumudydglinelulusunanssgndnuszoznaninmun wazaudaTgliallatingly
U

Yoy Bildmdantunsndilusunsussnduien Beusiainuvasydildsmnann T dusiasion
flanusunsasnde wu Taddldlugudeys, Tadildlugudeya cms, Jaydgldlu web Server

v 9 v o9

Software

] 14
a 1 %4 = 1

*n3IERULALAULTNTINTIY (temporary file) Nignasnaduseninansinaalusunsuussans 1y Web
Server Software, §14%0ya %58 CMS

Wataniu Checklist fitisndas : Checklist 2.4, Checklist 2.5, Checklist 3.4, Checklist 3.5, Checklist 4.5,
Checklist 4.7, Checklist 11.3

Plugin Description
Akismet Used by millions, Akismet is quite possibly the best way in the world to protect your blog from comment and trackback spam. It keeps your site protected from spam even while you sleep. To get
Deactivate | Edit| Settings started: 1) Click the "Activate” link to the left of this description, 2) Sign up for an Akismet API key, and 3) Go to your Akismet configuration page, and save your API key

Version 2.5.7 | By Automattic | Visit plugin site

There is a new version of Akismet available. View version 3.0.1 details or update now.

lnSta "ed p'ug‘ns Hello Dolly This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two words sung most famously by Louis Armstrong: Hello, Dolly. When activated you will
Activate | Edit | Delete randomly see a lyric from Hello, Dolly in the upper right of your admin screen on every page.

Ardd Neaws

Hn_’ -.1 f NEW Version 1.6 | By Matt Mullenweg | Visit plugin site

- "i ;t ar JQUERY EASY MENU Widget with which you can create horizontal menus submenus. The submenus assets are loaded on the web. Ideal for horizontal menus with several submenus. You can set colors, fonts, sizes of

cui Deactivate | Edit menu and submenus, plus more options.

- e O , g Version 2.1 | By Extendyourweb.com | Visit plugin site
Akismet Configuration
- There is a new version of JQUERY EASY MENU available. View version 3.1 details or update now.

E [a H:, ::; u ﬂ [9 r ;':f m | n MCE Table Buttons Add buttons for table editing to the WordPress WYSIWYG editor with this light weight plug-in
Activate | Edit | Delete
nssu‘ ate| Edif} Dol Version 1.5 | By Jake Goldman (10up LLC) | Visit plugin site
‘ There is a new version of MCE Table Buttons available. View version 3.1 details or update now.

)
N e ¢ Users ns Dew:
www.elda, Official StatCounter Plugin  Adds the StatCounter t

Deactivate | Edit

g code to your blog. To get setup: 1) Activate this plugin 2) Enter your StatCounter Project ID and Security Code in the options page.

Version 1.6.3 | By Aodhan Ct | Visit plugin site
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Jrymiiny

msmasaruildiianusiunsasnde dunsiUalendbiguszasnielaus
Woaawnnsianuldie del 2 33

*1. Dictionary Attack = guiandeyaviiesianiuaindmsifieglu Dictionary uay
ol ”Wﬁﬁﬁﬂszmﬁ%ﬁaﬁﬂﬂi% 38N “Word list”

*2. Brute Force Attack = Aamsviaeusumnanudululavesiidnusluusay
van Juszasdieealugasinserinemsennaagldlusunsudnludfiingu
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B oo 1 o il
Fie DSt Formet Vew Mo Fie O3 Foowt Yew b Ple D50 Pomet Vew Heb Fie DAL Formed Vew e Ml BSE Fomel Vew el e B0 Pomst Vaw o
1Q#S% alz234s janthina passman securable zeugmaticall B
1 Q# SHA alb2ec3 janthinidae passo securance zeugmatography
| O SHAL alb2c3d4 jantu assometer secure zeugobranchia
| QW SHAE*® aa janua passout securely zeugobranchiata
. aaa anuarius passover securement zeugogeosynclin
0 laaaaaal passoverish secureness e
Oracl3 aaas janus passpenny securer zeunerite
Oracl38 aal januslike securicornate |Zeus
Orac138i aalii Jagg passportless |securifer zeuxian
Oracl39 aam ja passulate securifera zeuzera
Orac1391 aani 1ap assulation securiferous |zeuzerian
Oracle aardvark japaconine securiform zeuzeridae
OraclelO aardwolf japaconitine securigera zeylanite
OraclelOl aaren Japan securigerous [zhmud
Oracles8 aarhus Japanee securitan zhongguo
Oracle8i aarika japanese m |zia
Oracle9 aaron Japanesque se ziamet
Oracle9i aaronic Japanesquely seda ziara
1 aaronical Japanesquery [passwoman sedaceae ziarat
1022 aaronite japanesy sedai zibeline
10snel aaronitic japanicize sedammo zibet
111111 aaru japanism passworts sedan zibethone
121212 aau japanization assymeasure |sedando zibetone
1225 ab japanize sedang zibetum
123 aba japanned sedan zie
123123 ababa japanner sedanier ziega
1234 ababdeh lapanner asteboard sedano zieger
12345 ababua Japannis pasteboardy sedare ziegler
123456 abac japanolatry sedarono zietrisikite
1234567 abaca Japano1ogwst pastedness sedasse ziffs

abacate Japanol ¥ pastedown sedassero zig

1 9 abacay Jjapanophile sedassi ziganka
1234qwer abacinate Japanophobe astelist sedassimo zigging
123abc abacination [japanophobia sedaste ziggurat
123go abaciscus lape sedasti z3
131 abacist laper sedata
131313 aback lapery sedate zZi1gzagged
13579 abactinal lapetus sedately zigzaggedly
14430 abactinally Japheth asterned sedateness zigzaggedness
1701d abaction japhetic sedati zigzagger
1928 abactor japhetide sedation |zigzaggery
1951 abaculus japhetite asteurella sedative |zigzagging =

“ “ [ - ¢
E T D A dunnunaugsnTsuneBannsating (asAnsumiv)




NNSNINUALLAZSNEISVENIY (A1)

Jasnulalng

(Dsemsianulvianuiiuailasnny (Strong password)
I8 SHEHIUAITUTE N UAIEAIDNITIRLANLALA I INE N

think about it

AU dflavlaydyanualilAeg19uoy 1 %an uaznodl
AMNENNINAlLEoENI1 8 an

(2)MAUA AL NSIURIUSTHANIUBE19EL AN TI0 AR
IamamﬂmigﬂmmLmiﬁamu

use strong passwords

(3)mﬁLﬁmﬁamummgiugﬂﬁﬁmilﬁ’fﬁﬁaé’ummﬁ
1RIFINAUANUTUAIUaBAAEAMUA WU WY md5 %138
sha-256

Watan1u Checklist fitigndas : Checklist 6 (Checklist 6.1, Checklist 6.2, Checklist 6.3), Checklist 4.10
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N115N1%UA Session ID THdAULUAIUaANY

e iflogldusmadsvuudisa aginsadalmAu (token) Falfiludoyanissuses
MINUYRIKITUINIT (User authentication credential) 158031 Session ID gnuialuly
TUA5D19BILALATIVABUENG MINSND IR IULNAAS qiuﬁul%ﬁﬁ;ﬁ%u%mﬂ%ﬁ
Beuyy

*Session ID Haggnldauniglivimsaslianiinslusunsndugiu Adeasidunis
au Session ID Ty

*nsruilUsnsuAugIudtlignUn ussasdieaunsaenfetedlnillunislaud
Auledisng 35 Session Hijack latufRanisanuluy Session ID vaadlduinis W4
Tumsdiuledsisdnsuesiives session 16

E I DA dninauimungsnssunsdiannseiingd (asdn1sumivw)
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A15N1UUA Session ID THNAMuLIUAIUaanNg (58)

A1981935n15URY
(1)Session ID ol luedu /dnsinsiaau

(2)imium Session Timeout Tusgggimfmunzay szagnafildfiinue Session Timeout
vosumaziIulsdTuegiungAnssunsldnuiaranudeinisldnuvedlduinig &

%

OWASP Lug11a9il “Common idle timeouts ranges are 2-5 minutes for high-value

applications and 15- 30 minutes for low risk applications” Foyauiuiui

https.//www.owasp.org/index.php/Session Management Cheat Sheet

(3)d4An Session ID Tutpan1an1s&0a1TNANISWNSHEaU (Encrypted connection) 1

Inslnaea https .
= https://standard.etda.or.th/wp,

Wiatan1u Checklist fitisadas : Checklist 8 (Checklist 8.1, Checklist 8.2, Checklist 8.3 , Checklist 8.4)

E I DA dinnuriaugsnssundiannsetling (adn1sunivy)
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https://www.owasp.org/index.php/Session_Management_Cheat_Sheet

819983 Session 1D MiluAduuslalaidnsadu

. g o-o:-ld\dl com/ n c e/ Hcmcms-cm’ IBO“A‘OD’WNLK IE[‘llm MT(G\M _reuses XN‘H ’_

N CUSTOMER LOG & weosai LOGH

#71987989 Session 1D NLNTSIUSHEAU

; pantip_sessions=0zUjcaV3LPj%2B8Q%2B2134ecTIhcul jv2X4HS5ZII0seuGjuOVrVyudcKnBl3wpVegEK7VE1gj28NXi%28UBNIt%284T g%2FX57kqa
9mBshXCTaMPh%2BYhk6Q5tLa55TOur T%2FWI17siQDonxj9YVvXBYFNrIn1Ro5Gc 7KZCnTkGCENn93g2@pus8ibYQCuKP@dgrznvSuS%2FodmtwpsdT6uVPuo
07yAWkKazZyFPJEEBF64e30NGYELUbAKAYbtyiAS3ROFtRpdy 7geDoBqF cooGfcOk362 KK jUAUFkxnGmpCA3R1sDGI3%2F IMguKGWRLY1%2BIN1spp1Tub%
2FUB1ZMRC5A2gRckNrIXOVHZY rwlYxc%2Fa0tSBaLy0T%284cUs2%2F F95KOBOMNWS2BW5QqGed13g16%2B%2BIRY apF ThDhtR4VGYSHCTR2GOC2VvlWixk3
q52gviI1CAOLILNINEC91n%2BFLTO%2FS%2BK Iw9sSuw3FGEB8DBtSnYPiXMDsAShGGLU3DQCggkiWIwbew3EjBNsSIvF1xARMhK Td1iafRZZpbEKVIMrX5a
XYFfvS4udhfX2BgEXzsxUscuzLzSSEGIcRbnO%2BmSppYsCowk9dUAxn5Qe2fACOFG26m3%2BALCk1tKELBUECVHRCE3z2k4tmgs@NLrp8CrSEHBY 7 30AGY
2JD8IUMGSEMhF8TnI fBYggYssUPIwedyytlxc8javab7hoTsMeFYD7AFNILPLGCc j0Igaqdo9BpGud3D%3D; _ga=GA1.2.352093538.1417@7663@; _ga
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N153AN1S Permission / Access Control
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| General | Sharing | Security | Previous Versions | Customize |
wp _AAMIACC22 AL | Object name:  D:\Wordpress_Backup'\wp
open 1 Gr?up or User names:
Open in new window jgﬁg‘;a‘ed L
‘3 Administrators (NBO00S0\Administrators)
Create shortcut | S
D | t Wchange pemissions, click Edit.
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Pemissions for Administrators Allow Deny
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Proper‘ties Read & execute
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Read
Write 53
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N153AN1S Permission / Access Control (§18)
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#0813 Checklist ﬁL?iEJ’J‘fl'm : Checklist 2.3, Checklist 2.6, Checklist 3.1 , Checklist 4.1 , Checklist 4.9 , Checklist 5.1
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1 .NET MET ) NET Error ‘N.ET MET Trust  Application  Connection! | ) yi feon e to restrict or grant access to Web content i b content
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G l?ﬁ % ITE 1! Mode Requestor Entry Type | Z
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| Authentic.. Authorizat.. Browsing Support  Address a.., Messages | ~ | ]
: | it [P and Domain Restrictions Settings @& | |
1 s ; _
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1 ASP Authentic... Autherizat... Cal Compression  Default Directory | Al 1!
' o Pocument Bowing | || P —— i
| - 1 I
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1 P! H | I |G
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(Incident Handling)
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1)Checklist 12.1: nsdliulasignuninuazaiuau (Intrusions)
2)Checklist 12.2: nsalvulasignlaufludnuaig DoS (Denial Of Service)
3)Checklist 12.3: nsailawugnuliy (Domain Hijack)

Watemu Checklist AtABa909 : Checklist 12 (Checklist 12.1, Checklist 12.2,
Checklist 12.3)

E I DA dninuiaungsnssumediannsetind (asAn1suvivu)

N lN 8 E) Electronic Transactlom Development Agency (Public Organization)



n151ElUsLNsHASIREaUAMNNUAsUaBn v w UlwA

* FAanlUSLNSUNUNYDDD Y59 LASUNITLULUNIINNUISUNAIVDT WSBNAUANSIEDU
wazsumalusunsulimdunesduaianiae

* dsetayannaienaulinislelusunsunsisaey

o TglusunsuunnItaadlusunsuduldlunisnsiaasuiialUsauliaunaansile

TUsINSUASIEDUANULUAIUADANET LASUALUELINR1N OWASP 19U Acunetix Web

& vEGa

OPEN SOURCE WEB APPLICATION VULNERABILITY SCANNER, PROXY AND PLATFORM

Vulnerability Scanner %38 Vega

Macunetix

WEB APPLICATION SECURITY

#3081 Checklist ﬁLﬁﬂq%’ae : Checklist 13 (Checklist 13.1, Checklist 13.2, Checklist 13.3, Checklist 13.4)
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Watan1y Checklist fitieatas : Checklist 15 (Checklist 15.1)
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Watenu Checklist fitieadas : Checklist 16 (Checklist 16.1)
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