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High Scale Managed PKI Solutions for the
Internet of Everythlng
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. ) . Headquartered in
Enabling Trust and Security with PKI. Japan, globally

GlobalSign Makes Certificate Management reputed Certificate
Easy for Businesses and Scales Identity for Authority
Service Providers and loT
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, , Security Certificate Authority
We've been a leader in the Public Key Infrastructure (PKI) Management (CA) worldwide

space since 1996, taking a consultative approach in helping Solutions
enterprises speed up their digital transformations with
identity and security solutions that scale.

A GMO Internet

< ) L ! L g v
muthudi luiuin Tnssedeaiugufdansisae (PKD) uaauall a.e. 1996 Taslduun

Company. GMO

o . v 4 e Y Internet, Inc.
szum@muazmﬁiﬂywmmﬂaamﬂmﬂﬁmmﬂ% (TSE 9449)

Y o A ' Y J ' A an o Y o
‘1/]'Nﬂ']ﬁclﬁﬂ']lﬁﬂBTLW@G]f'JEJGLW@Qﬂﬂﬁﬁ'NG] 11!ﬂ']§l,ﬂaﬂul!ﬂaﬂﬂ’]ﬂﬂﬁ]‘ﬂﬁﬂ'JfJI“]fQGD"L!ﬂ']i

ENTERPRISE 10T SERVICE PROVIDERS

Automate and Manage loT Security Build PKI
PKl in the Enterprise E Starts with PKI into Your Service
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GlobalSign’s Certifications

ISMS Cloud Security - ISO/IEC 27017:2015

Holds Certificate No: CLOUD 771047
and operates an ISO/IEC 27001:2013 certified ISMS that complies with the commonly accepted controls of, and takes
the implementation guidance of ISO/IEC 27017 into account for the following scope:

The Information Security Management System applies to the Certification Authority &
Trustlogin segment of GMO GlobalSign which includes CA Software Development, CA
Infrastructure Management & CA DC Operations. This is in accordance with Statement of
Applicability ver 15 dated 09-Aug-2022.

This relates to ISO 27001:2013 Certificate No. IS 710738,
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Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2022-11-01 Effective Date: 2022-11-01
Latest Revision Date: 2023-02-07 Expiry Date: 2025-10-20
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Business Continuity Management System - ISO 22301:2019

Holds Certificate No: BCMS 714780

and operates a Business Continuity Management System which complies with the requirements of 1SO 22301:2019
for the following scope:

The Business Continuity Management System applies to the Certification Authority segment of
GMO GlobalSign which includes key activities CA Infrastructure Management, Verification
Activity, Customer Support, Key Management & CA DC Operations as well as support functions
that includes Human resources.

Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2019-10-21 Effective Date: 2022-08-24
Latest Revision Date: 2022-10-21 Expiry Date: 2025-10-20
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Privacy Information Management System - ISO/IEC 27701:2019

Holds Certificate No: PM 744600

and operates a Privacy Information Management System which complies with the requirements of
ISO/IEC 27701:2019 for the following scope:

The Privacy Information Management System applies to the Certification Authority segment of
GMO GlobalSign which includes CA Software Development, CA Infrastructure Management, CA
DC Operations and Verification Activity as well as support functions that includes Corporate IT
Operations, General Office Security, Corporate IT Infrastructure and Human resources, both as
PII controller and PII processor.

This is based on the Infermation security certificate number IS 710738, and in accordance
with Statement of Applicability ver 15 dated 09-Aug-2022
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Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2022-11-14 Effective Date: 2022-11-14
Latest Revision Date: 2023-01-30 Expiry Date: 2025-11-13
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Information Security Management System - ISO/IEC 27001:2013

Holds Certificate No: 15710738
and operates an Information Security Management System which complies with the requirements of ISOfIEC
27001:2013 for the following scope:

The Information Security Management System a)plmbomeCatﬁcaﬁmN.lﬁuitv &
Tiustlogin segment of GMO GlobalSign which includes CA Software

Infrastructure Management, CA DC Operations, Qualified Trust Senvice Provider, Tmé'.lnmpmg
Authority DC Operations, and Verification Activity as well as support functions that includes
Corporate IT Operations, General Office Security, Corporate IT Infrastructure and Human
FESOUrCes,

This is in accordance with Statement of App{n#:lllty ver 15 dated 09-Aug-2022

zks

For and on behalf of BSI:

Theuns Kotze, Managing Director Assurance - IMETA
Original Registration Date: 2019-10-21 Effective Date: 2022-10-21
Latest Revision Date: 2023-01-30 Expiry Date: 2025-10-20

Page: 1aof 3
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Global Presence

GLOBAL SCALE Developer

5,000 global partners
3 Global Data Centers

PROVEN EXPERTISE

30,000 customers

500 employees

60m identities issued

4m SSL Certificates

2b OCSP Responses/monthly

TRUSTED CERTIFICATE AUTHORITY

e

Certification
Authorities
FIPS 140-2
COMPLIANT
| HSMs
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Shorter Certificate Validity
Periods
lususesaananiogauas
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Authorities are Shortening Validities (Why?)

Authorities are shortening certificate validity for several
reasons, primarily related to security and the dynamic nature of
digital environments
Enhanced Security: Shorter certificate validity periods minimize the
risk of prolonged exploitation of compromised certificates, limiting

potential damage.
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Cryptographic Agility: Frequent updates due to shorter validity
periods ensure the adoption of stronger cryptographic algorithms

more quickly. -
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Improved Management: Regular renewals promote better control
and adherence to best practices in certificate management.
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Streamlined Administration: Predictable renewal cycles reduce
manual tasks and can be automated, simplifying certificate
management.
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Compliance and Trust: Shorter lifetimes align with regulatory
standards, ensuring up-to-date security practices and maintaining user *

trust.
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Authorities (Who?)

Browser Vendors: Companies like Google, Mozilla, Apple, and Microsoft advocate for

shorter certificate validity periods to enhance security.

2
o
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Certificate Authorities (CAs): Some Organizations would like to have a shorter validity to

improve security practices and adapt to new cryptographic standards
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Internet Security Organizations: Groups such as the CA/Browser Forum, comprising

browser vendors and CAs, recommend shorter lifetimes through guidelines.
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Cybersecurity Experts: Professionals in cybersecurity endorse shorter validity periods to

minimize the risk of compromised certificates and adopt newer, secure technologies.
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What are the Impacts?

Increased Administrative Burden: More frequent renewals require additional time

and resources, potentially straining IT departments.
MzMsUSMSTIRNTY: n1saoetgleonswnTudesfnauazninensiuiy o ldusun lefiianudund o

Higher Costs: Regular renewals may increase the overall cost of certificate

management, including purchase and administrative expenses.
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aunuigavy: miveegulszdiomiudunulagsmlumssams lususes souasmlgnelumsseuazims

Risk of Expiration: With more frequent renewals, there's a higher risk of certificates

expiring if renewals are not managed properly, leading to potential service

disruptions.
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What are the Impacts?

Need for Automation: Organizations may need to invest in automated certificate
management solutions to handle the increased frequency of renewals, which can
be costly and complex to implement.
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Compatibility Issues: Some older systems and applications may have difficulties
handling frequent certificate changes, leading to potential compatibility issues.
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Increased Complexity: The certificate management process becomes more
complex with shorter validity periods, requiring more rigorous tracking and

documentation.
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GlobalSign’s Solution
Isa¥uves GlobalSign’s
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GlobalSign’s Solution

ACME: Automated Certificate
Management Enroliment

ACME: nns3innslususoasnlLydd

Designed by the Internet Security Research Group (ISRG)

ACME is a protocol for automated certificate issuance between an ACME agent on a web
server and a CA's ACME service for issuance of TLS certificates

Internet standard (RFC8555) adopted by many CAs

Resembles a traditional CA's issuance process: domain validation + certificate issuance

7\
/N ACME
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ACME (How it works?)

Two players: ACME Server and ACME Agent on webserver

- ACME Server: GlobalSign (1%5vnei ACME: GlobalSign)

+ ACME Agent: “Certbot” (#unu ACME: “Certbot”)
- Agent generates key pair & CSR (sfunuaiugid & CSR)
- Agent does domain validation (funuihmsasivaenTamu)

¢ il --
KEY PAIR

- Agent sends CSR to CA (funuds CSR di CA) HITES DOMAIN VALIDATION +

+  CAissues the certificate (CA sanlususes)

- Agent installs certificate on webserver

@ a g‘; 1% <3 ad o
(dumuaanilususesuudugsvies)

- Agent creates a scheduled task for autorenewal

o 9 . . : o o Certificate
(FunuadnnumuMuanNadmsuMsaoo1gon 1uiia)
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Certificates Available

TLS DV & OV certificates

HTTP/DNS validation methods
Public trust certificates \
Private trust certificates A

Wild cards /

ooy 7///A\\\ ARCME

Available “globally”! o o e

tlas

by GlobalSign

GlobalSign®
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Certificate Automation
Manager (CAM)

MIVANTIUSVI0I0R ] 1A (CAM)
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Whatis CAM?

What Does It Do? How Does It Work?

What Is It?

cam Wulususesiilaamuiiniss msudilafionana AVNIZVIUMIUUUUIAVDINTIANTAIVBNITOUY A T4)52 Tominin APLs, vouis waviualszanlususes
gy ldmsvamiousa Tudanmsdamsuazas MITAATINMIMUUAAWAZNMTIANT 1UTUTO Tﬂﬂi%ﬂ?mﬂﬂﬁ@ﬂﬁﬂaz MDMs fmiumsnigae |
swatanayszianvelususeslylldearng Tagswai] pgiipdfnszaniammauiinau 119118 CAM fiadvin Windows VMS ua laar auly
FuRetumMsanaNuFsveImsaziaanuilaens 1S
HaZMINGANINU
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KEY FEATURES

ACME SUPPORT

Automated issuance to any client
application supporting ACME such as
Linux servers and DevSecOps tools

SCEP SUPPORT

SCEP supports issuing certificates to
mobile and networking devices
alongside integrations with Microsoft
Intune, JAMF and other MDMs

KEY ARCHIVAL, RECOVERY
AND ROAMING

Allows for the secure archival of

encryption keys to maintain
consistent access and mitigate data
loss caused by lost keys

Acme Support
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1% Linux Servers LLAZIA3094/ Devsecops
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KEY FEATURES
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STUUONIMIIA PKI

oonlavsa lusiAuazannalususes e lisuiludesldnis
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W30S WeS M5y Windows, MacOS 118% Linux

SIMPLIFIED MANAGEMENT
AND REPORTING

Easy to use Ul dashboard enables
administrators to manage deployment
options and protocols, generate
scheduled and custom exportable
reports

PKI AUTOMATION

Automatically issue and install
certificates without the need for
employee intervention utilizing
policies and configurations in Active
Directory and Entra ID (Azure)

MIXED ENDPOINT
ENVIRONMENTS

The Cross-Platform Agent (XPA)
installs easily on any workstation or
server for Windows, MacOS and Linux

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.
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CAM SOLUTION

SRR

-

Mobile Device Mobile Devices ‘
Management Software Routers, etc. ,

GlobalSign
Cloud PKI

Endpoints

GlobalSign

Ser.".ers ................... .
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What Endpoints are Supported?

gilnsalaemalathafisessu?

CERTIFICATE AUTOMATION

o R ATE AUTOMATIQ O CERTIFICATE AUTOMATION
MANAGER SUPPORTS NATIVE ANAGER SUPPOR MANAGER SUPPORTS ACME
CERTIFICATE ENROLLMENT ON: ° . PLE CER A .O FOR ENROLLMENT OF:
- ENRC PROTOCO "‘
* From Windows Server . =
. - 0 . - a

_?01'6:": V\{m;lows 10. > ved device * Linux Servers using
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© 1atest Windows shile wa . existing ACME clients
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2016 t1ag Windows 10
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SMIME: Key Archival and Recovery
(n1sﬁﬁuﬁs‘iaaa$ﬂ1sgﬁuﬁ11ai)

The loss of private keys can jeopardize the confidentiality, integrity or

availability of stored data

a Aad @ < @ 1 [ @ A 9 Y 9 Ao &
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Every client certificate issued by Certificate Automation Manager has a

unique private key
o <3 4 A . . A o A 1Y o
Gl‘lJi‘]JiE)ﬂﬂm@u@nﬂiﬂ%@@ﬂiﬂﬂ Certificate Automation Manager ﬂzmﬂmumw”lwvmu

Those private keys are used for encryption and decryption, either for digital

signatures on data objects or data directly (S/MIME)
AddsmaninlFdmiumsdisiauazoonsia Titziluaudualiianuseuidindteyarietoya lasnsa (SMIME)
Therefore, the ability to create a (highly secure) backup for private keys and

being able to (securely) restore them is highly sought after

Archived keys are protected by encryption with another key, the so-called Key
Recovery Agent (KRA) key and an associated certificate
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Who is CAM for?

SME's to large Enterprise running Windows or hybrid environments
and utilizing Active Directory or Medium organizations: up to 5,000
Users - Sweet Spot

= s Hq Y A v A v . . A s
SME Vlﬂﬁ]uﬂﬁﬂﬂﬂﬂiﬂ]uWﬂiWiyﬂ‘lG}f Windows Wi@ﬁﬂ1WLL]ﬂa@MLL“U‘UhlﬁU'iﬂL!a&’Glf]f Active Directory H3D93IANTUUIANAIN:
A 19geqa 5,000 AU

Large organizations (multi-AD Forests): 5,000+ users - Ideal Customers
paAnsuIIAl¥a) (Wa10 AD Forests): 1411011 5,000 518

Those organizations requiring strong multi-factor mutual
authentication based digital certificates (and optionally tokens)

¢ A o aa o Aq o g o v A g ' < A
fNﬂﬂil‘l{fﬂ'luu@]E]\‘lﬂ'liGhJﬁJifJ\iﬂi]ﬂﬂ%i%ﬂﬁiﬂiﬁ]ﬂﬂ’ﬂhgﬂﬂﬂ\ﬁ’Jllﬂ‘LlL!fU’UWﬁ'lfJﬂﬁ]ﬁ]fJ‘Vl!ﬁN!,LﬂiQ (Lmﬂ‘nmumm)

Organizations looking to deploy S/MIME (Secure email) at scale

s { o { o
23AnINABIN3151 1% S/MIME (Bruaniaoase) Turania

Organizations with mission critical PKI operation requiring 24x7
service availability

s Aa a wa Ao o 1 a & g9 9 Y a o d
@Qﬂﬂﬁﬂﬂﬂ?ﬁﬂaﬂ@]ﬂ?ﬁ PKI 'V]ﬁ']ﬂq.]@]@ﬂ'ﬁﬂﬂG]N@]ENfniﬂj1ﬂW§@N1ﬁUﬁﬂ1ﬁnﬂju@]a@ﬂ 24 ‘?J"JINQ

Organizations looking to reduce their TCO around PKI deployments.

J A9 = (2 @ Y
29ANINABINTAA TCO VoIawnNeInUMsU5ule PKI

® & 5 8 50885808 8 5 58 8858808
.

Further information on CAM

Blogpost
https://www.globalsign.com/en/enterprise/management-
automatlon/ceruﬂcate automation-manager

Support Information

https://support. globaIS|gn com/Certificate-Automation-
Manager
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Current CAM Customers

DEDICATED CA/PUBLIC

Company REGION SHARED USE CASE CONTEXT
-Client Auth (VPN/BOX) .
SHISEIDO JP DEDICATED CA JIntune | JAMF Private trust
National Institute of
Adyanced Industrial p DEDICATED CA «Client Auth (VPN) -Public Trust
Science and sIntune
Technology (AIST)
China Trust Bank - +TLS Server Authentication
CTBC Bank USA AMER DEDICATED CA -Client Authentication
o peme *TLS Server Authentication
MidFirst Bank AMER PUBLIC SHARED .Client Authentication
*TLS Server Authentication
«Client Authentication
Swift EMEA BOTH (User)
*SMIME
*Key recovery & archival
Viaamse Overheid +TLS Server Authentication
(Flemish EMEA DEDICATED CA -Client Authentication
Government) -Intune
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GlobalSign’s Integration

N1IUIUINTIIVON GlobalSign
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GlobalSign’s integration with other CLMs

Extended Validation(EV) Organization Validated(0OV) Domain Validated(DV)

- Auto Renewal

Microsoft Azure ~ - Key Rotation _

KeyVault - Auto CSR
- Auto Renewal
ServiceNow - - - Key Rotation
- Auto CSR
- Auto Renewal - Auto Renewal - Auto Renewal
AppviewX - Key Rotation - Key Rotation - Key Rotation
- Auto CSR - Auto CSR - Auto CSR
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uestions?

A0 1?2
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We’'re here for you

A best-in-class partnering experience

0000
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