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"~ . " DR. CHAICHANA MITRPANT

Founder of Thailand NRCA and CEO of ETDA
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PRI R \ﬁ 3 4 Educations:

it \2‘  PhD in Engineering from the Universitaet DuisburgEssen
ey :-.._'Z\_,‘_u‘ ;'.:y::.;":- (Germany)

* MS in Electrical Engineering from the University of Michigan (US)

* BS in Electrical Engineering from Rice University (US).

Dr. Chaichana Mitrpant is currently the Executive Director of
the Electronic Transactions Development Agency, Ministry of
Digital Economy and Society of Thailand, a primary government
agency responsible for developing, promoting, and supporting
electronic transactions in Thailand.

8 . ‘ During his tenure at ETDA, he has represented Thailand
XN \ at various international fora and helped negotiate successful
e collaborations and bilateral meetings at ASEAN, APT, ITU,
and the UN. Additionally, he has provided his expert opinions
| and recommendations to other organizations on numerous |
AR occasions. 2
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15 YEARS of TRUST

Thailand National Root Certification Authority (NRCA)

Prior..

2009

The NRCA Project
was established by

GITS, NSTDA

gy
NSTDA

2011 2013 2014

The NRCA project was Thailand NRCA GI1 TDID has joined NRCA Gl
transferred from the Ministry of .

Digital Economy and Society fesl [hailand TDI

(MDES) to the Electronic tJ NRCA

Transactions Development
Agency (ETDA) under MDES.
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2015 (fgu':’;:r.:::"
Certified WebTrust CA ..

WebTrust SSL

2016
Microsoft Trusted Root Program

°o
SINET
SS®4 Always by your side 2018
2024 INET has joined NRCA Gl
NT has joined NRCA G2, G3 2023
All new Root hierarchies can only be Thailand NRCA G2 - SSL/TLS 2020 2013 .
used for a single type of certificate _ 3 Adobe Approved Trust List Members
Thailand NRCA G3 — Document Signing All Subordinate CA certificates
must have an Extended Key Usage
t National Issuing S/MIME certificates requires an (EKU) extension filled in. ‘
n Telecom additional annual WebTrust audit scope.
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Certification Authority landscape in Thailand

Standard International
Partners

TDIZ NET & /B8RO

@ GlobalSign’
n l National
Telecom

Domestic players Sub CA A
organizations

Trust stores — Global Root Certificates
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National Policy Laws & regulations Technical aspects
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Public Key Infrastructure (PKI)

SR RN

61
e

"
'y

~—
—~
N—?
~—

u — e
NAUSSNY sUuuumsisoiu
NE mMisdoaisAvananigs:HIVHLIEIUNAST
msdusudvestlszary uazmsindasin E-Government odaasass
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AssSnuinduUanasemMsdoaisnivdiua lagidiususovalannsalng S/MIME
mMsuUnUav VolP wa:msadodonnuldaounuiddgmstdisiaua:nisasioaaudoau
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Digital Signature, https, s/mime, code signing - A WAovMISla 2 digits goauvgla 3 digits
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code signing https
e 29%
S
X
digital certificates s/mime
38% 16%

RUTYLIAR:
[1] WUUA52919199097 PKI D-DAY §1uau 151 fogns WieSudi 15 a.0. 2567
[2] Teyadnuinlususeddasanis NRCA 51891439 2024Q1 [3] W.5.U. UfURsmn1snsBidnnsednd w.e. 2565

+36 60/0 2027F

astdulatu 5 JToK Sasinistaulatadsciol

+45.1%°°%" 10.6% AAGR
+5.0% 0.9%

DUdUtUSUSDVMMETATASVN1S NRCA

+28%
17,308

losuna 1 1 2567 (20240Q1)

+26%

+239% 13,549

10,745

+510% -13%
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v 17,960,052 events (10/1/23 12:00:00.000 AM to 8/14/24 12:00:00.000 AM}  No Event Sampling
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a (digital signing) nMsasJod@asuaigduslannsaling (signature verification) na=n1sasdoaoudulsa (https)

v 8,659,401 events (10/1/23 12:00:00.000 AM to 8/14/24 12:00:00.000 AM) No Event Sampling

Visualization " N
AAG R Visualization AAG R
4000,000 1,250,000
3168472 1085555
5% 1,000,000 962,277
3,000,000 864104 862,416 889774 847535 860,385
759,384 778257
2308172 750,000
2194445 -~ e
£ 2134372 4 999048 3
32.000.000 o
] 1,649,553 500,000 456,256
1352,691 223158
1116305 :
1,000,000 982365 990691 250,000 .
163,091
— . . Navember January March May July
2023 2024
November January March May July
2023 2024
lwuuooulau Online Certificate Status Protocol

(OCSP) A3 17 auAsy

AUNGLIAG: ﬁﬁamua transactional ad %39 1 91.A.2566 — 14 &.7.2567

U.28 .3.U. 3NTIUNNBANVseTnd QUUN 4) w.e. 2562

wuua1dUlkaa Certificate Revocation List (CRL)
No1 8 au
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NRCA Root architecture must evolve from G1 to G2, G3, G..

Currently issuing NRCA Root hierarchy Replacing NRCA Root hierarchies under development

fes 1
SN G WINEIN G2 YN G3

SSL/TLS * Document Signing
Client Auth

Any certificate type

e SSL/TLS

Client Auth
Document Signing
S/MIME
Timestamping

T e Certification Certification
['hal D|3|t§ll, 1D Authorities Authorities

CA G5
) ~ [ ) i1 1S
< Wy

Thai Digital |ID

CA G2
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Thailand NRCA - Trust Store inclusions status
SubCA Application plays a major role in successful trust store inclusions.

“ Year Trust Store Market coverage

[Legacy] 2013 - 13.13% (Web) 13.13%

2036

5.01% (email)

G2 SSL/TLS 2023 - 0%
2043

G3 Document 2023 - 0%
Signing 2043

G4 S/MIME NEW 0%

(2025)

G5 Timestamping ~ TBC n/a

Trust store ‘s status Number

1.Amendment of existing contract, initiated 2.CCADB Inclusion request, initiated 3.Need to contact for more information, GlobalSign agreed to help us
4.Need to wait for Sub CA application (set up SSL/TLS test websites, create test certificate) 5.Secure Email EKU trust requires S/MIME certification

- = inclusion request completed . = Not complied to trust store policies

Market Coverage 0% - 30% | 30%-70% | 70%-100%

Last update: 07/23/2024 9
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ETDA joins hands with partner agencies to enhance digital
certificate issuance services with the Thailand NRCA
(Thailand National Root Certification Authority) project.

On 9 November 2022, Thailand NRCA's
work goes one step further. By moving
towards cooperation to promote greater
use between ETDA and 4 electronic
certificate issuing agencies (Subordinate
Certification Authority), namely Internet
Thailand Public Company Limited, National
Telecommunications Public Company
Limited, Navani Company Limited. and Thai
Digital ID Company Limited through the
signing of an MOU to jointly drive
operations in both improving and
developing service operations regarding
digital certificates to comply with laws and
international standards as well as to follow
the action plans of all parties and raise the
level of digital certificate issuance services
in Thailand.
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NRCA conducts first cyber-threat response practice for
electronic certificate operators in Asia-Pacific countries

ETDA with the Thailand NRCA organized a cyber- threat response exercise for digital
certification operators (Sub CAs) under the topic CYBER EXERCISE FOR CERTIFICATION
AUTHORITY (CA) 2023: PREPARE YOUR TRUST SERVICE for the first time in Thailand for Sub
CAs and observers on 2-3 November 2023, to strengthen Response and Recovery and to
prepare to deal with potential cyber threat situations. 4



THANK YOU

Electronic Transactions Development Agency
The Government Complex Commemorating His Majesty the King’s 80t Birthday Anniversary,
5th December, B.E.2550 (2007), Building B, 6t Floor

CALL CENTER : 02 123 1234
email : info@etda.or.th
Web : www.etda.or.th
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