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High Scale Managed PKI Solutions for the
Internet of Everythlng
Tcmw PKI ‘Vl%Jﬂ"liiJﬂﬂ"liiuﬂ‘lJ’dQﬁ’"mi‘]Jﬂ‘In!!‘ni’)imﬂ‘nﬂﬁx‘iﬂﬂ"lx‘l

. ) . Headquartered in
Enabling Trust and Security with PKI. Japan, globally

GlobalSign Makes Certificate Management reputed Certificate
Easy for Businesses and Scales Identity for Authority
Service Providers and loT
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Leading provider
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Tusmsuag loT of Identity & WebTrust accredited
, . Security Certificate Authority
We've been a leader in the Public Key Infrastructure (PKI) Management (CA) worldwide

space since 1996, taking a consultative approach in helping Solutions
enterprises speed up their digital transformations with
identity and security solutions that scale.

A GMO Internet
Company. GMO

. . v 4 e Y Internet, Inc.
3$umcﬂmgazmsiﬂmmmﬂa@ﬂmmﬂﬁmmﬂ% (TSE 9449)

< o L { L 4 g v
ududihlunui Tnssadeiugufdasisus (PKI) maauall a.e. 1996 Taaldnun
Y o A ' Y J ' A an o Y o
nams limlSnpuieseliesansaee lumsndeuunlasnedinaaie Tsgsuns

ENTERPRISE 3 10T SERVICE PROVIDERS

Automate and Manage loT Security Build PKI
PKl in the Enterprise S5—&  Starts with PKI into Your Service
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GlobalSign's Certifications

ISMS Cloud Security - ISO/IEC 27017:2015

Holds Certificate No: CLOUD 771047
and operates an ISO/IEC 27001:2013 certified ISMS that complies with the commonly accepted controls of, and takes
the implementation guidance of ISO/IEC 27017 into account for the following scope:

The Information Security Management System applies to the Certification Authority &
Trustlogin segment of GMO GlobalSign which includes CA Software Development, CA
Infrastructure Management & CA DC Operations. This is in accordance with Statement of
Applicability ver 15 dated 09-Aug-2022.

This relates to ISO 27001:2013 Certificate No. IS 710738.

e

Mgz

Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2022-11-01 Effective Date: 2022-11-01
Latest Revision Date: 2023-02-07 Expiry Date: 2025-10-20
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Business Continuity Management System - ISO 22301:2019

Holds Certificate No: BCMS 714780

and operates a Business Continuity Management System which complies with the requirements of 1SO 22301:2019
for the following scope:

The Business Continuity Management System applies to the Certification Authority segment of
GMO GlobalSign which includes key activities CA Infrastructure Management, Verification
Activity, Customer Support, Key Management & CA DC Operations as well as support functions
that includes Human resources.

Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2019-10-21 Effective Date: 2022-08-24
Latest Revision Date: 2022-10-21 Expiry Date: 2025-10-20
Page: 1 of 3
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Privacy Information Management System - ISO/IEC 27701:2019

Holds Certificate No: PM 744600

and operates a Privacy Information Management System which complies with the requirements of
ISO/IEC 27701:2019 for the following scope:

The Privacy Information Management System applies to the Certification Authority segment of
GMO GlobalSign which includes CA Software Development, CA Infrastructure Management, CA
DC Operations and Verification Activity as well as support functions that includes Corporate IT
Operations, General Office Security, Corporate 1T Infrastructure and Human resources, both as
PII controller and PII processor.

This is based on the Infermation security certificate number IS 710738, and in accordance
with Statement of Applicability ver 15 dated 09-Aug-2022
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Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2022-11-14 Effective Date: 2022-11-14
Latest Revision Date: 2023-01-30 Expiry Date: 2025-11-13
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Information Security Management System - ISO/IEC 27001:2013

Holds Certificate No: 15710738

and operates an Information Security Management System which complies with the requirements of ISOfIEC
27001:2013 for the following scope:

The Information Security Management System wplmbolheCemﬁcaﬁmNJHuitv &
Tiustlogin segment of GMO GlobalSign which includes CA Software

Infrastructure Management, CA DC Operations, Qualified Trust Senvice Provider, Tmé'.lnmpmg
Authority DC Operations, and Verification Activity as well as support functions that includes
Corporate IT Operations, General Office Security, Corporate IT Infrastructure and Human
TESOUNCES.

This is in accordance with Statement of App{n#:lllhf wver 15 dated 09-Aug-2022

Lzks

For and on behalf of BSI:

Theuns Kotze, Managing Director Assurance - IMETA
Original Registration Date: 2019-10-21 Effective Date: 2022-10-21
Latest Revision Date: 2023-01-30 Expiry Date: 2025-10-20

Page: 1 of 3
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Global Presence

GLOBAL SCALE DEVELOPER

> 5,000 global partners
4 Global Data Centers

PROVEN EXPERTISE

> 500 employees

> 60m identities issued

> 4m SSL Certificates

> 2b OCSP Responses/monthly

Certification

T R U ST E D | /Authovlties FIPS 140-2 0 TraFt’il:elzilIg)rlms 6 1 80 IR SRS
CERTIFICATE ({ “he Lo 19 100

AUTHORITY \ - ) Engineers Co/um( wons ’( Firms Pagrf?luel’s CompaTies
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Product Overview

Timestamping
mMsUszNnusUseal
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Timestamping Overview

Specialized Products and Services

a v Jd A
HNAANUNUASUINTIIRWIZNIN

° Quick and easy ‘ouazsiaiGa
Recognized and compatible iflufisousunazidiula
RFC 3161 compliant assmuinasgiu RFC 3161

Verifies time of signing asaounaivesnsasuiy

Prevents tampering ffosiumsinmezdoya

Secures non-repudiation for signatures susesmslidfasarodu
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Why Timestamping is heeded

Whatis it really?

An attestation that your digital signature
was placed at a logged, verifiable time
wAmMITuTeINAFUATiavenugne imunaitudin

Nuazeunsoasrnaoula

Allows signed code and documents to
remain valid long past the end-entity
certificates expiration date
ougasauaziendsfasudingddanlduumdann

TunuaeIguedlususeueunalalenig

What about our individual,
standalone service?

Globalsign offers a unique service
separate from certificates, for
organizations needing a reliable
timestamp server for their processes.
ﬁuﬁufJ‘UQiﬂTﬁﬁLﬁHﬁLLﬂﬂmﬂiU%ﬂﬁ@ﬁ Z’hﬁgﬂ’ﬁﬁf‘{ﬂ‘iﬁﬁﬂﬂﬂﬁ
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Trusted Timestamping Services

The client connects to
GlobalSign’s Timestamping
Authority (TSA) Serviceand a
hash of the file or data is
created.

GlobalSign TSAadds a
timestamp to the hash and the
signed hash and timestamp are
sent back to the requester of the
timestamp

The client application receives
the signed hash and timestamp
and is recorded within the
document or code

I I
i Hnoioo
1
L]
'
] Hash
1
Client Request GlobalSign
Timestamping
f Authority

e Timestamp
EEEEEEEEEEEE NN Q 4 ---——-—————— ———__—— - I
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Our Products & Service that use

Ao

AATL Certificates

Timestamping

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.
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Sample Signed &

Timestamped
Document

File Edit View E-Sign Window Help

Home  Tools Sample Signed Document =

B w & &5 Q ® ® /4
% Signed and all signatures are valid.

@ Signatures

A O O ®

27.8% =

R D2 b OQ

+ Validate All

Signed by GMO Sign
Ensure document integrity

ﬁi?ﬂﬁ@ﬂﬂ’ﬂllﬁimuSﬂiﬂlﬂﬂlﬂﬂﬁWS

E-sighed by user
Signer details indicated at
“Reason” section. 518az9eaKaq

wwsey 1 ludau rawar
+  Company

. Name
. Email

H
3 Rou.1: Signed by GMO Sign Dept.
¢ Signature is valid:
. Source of Trust obtained from Adobe Approved Trust List (AATL).

Signer's identity is valid
The signature Includes an embedded timestamp

Signature is LTV enabled

v Signature details

Location: Philippines

Certificate Details...
Last Checked: 2022.12.02 08:43:22 +08'00"
Field: EMFIELD_5993913_0 on page 1

Last Checked: 2022.12.02 09:43:22 +08'00°
Click to view this version

Trusted
Timestamping

Signature Properties

click signature to view signature

. a < LN <3
propertles ﬂaﬂmm%mﬁammaummmmu

Document has not been modified since this signature was applied

> & e e e U

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.

Approved by:

P Rea snn:_QDQQ-II-QI 09:0210(PST) has approved this focument. [signer’s email address]

Signer's Name
4

Visible Sighature —

o GlobalSign®
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Long Term
Validity (LTV)

X  Signatures

v &, Rev. 1: Signed by GMO Sign Dept.

o

Signature is valid:
Source of Trust obtained from Adobe Approved Trust List (AATL).
Document has not been modified since this signature was applied

I.ong Term Vqlidity Signer's identity is valid

The signature includes an embedded timestamp.

ANNgNAadluszeza R

Signature is LTV enabled
w Signature Details
Reason: Han: 2023-10-04 13:48:26(5GT) has approved this Document. [zhonghan_chua@yahoo.com]

Location: Singapore

§Certiﬁcate Details__g

Last Checked: 2024.0715 16:09:38 +08'00"
Field: EMFIELD_10415678_0 on page 1

Click to view this version

> ﬁ Rev. 2: Signed by Seiko Timestamp Service. Accredited A2W01-102
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Different

Tlmestamplng
ANUUANAIVBINMIUIZNUATIIM

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. * | GlobalSign'



Our Offering

Standard RFC 3161
Timestamp

;I ~
S

Standard timestamp,
usually used for
CodeSigning as no
further accreditation is
needed

@ o Y
madsgiunannasgiu Gnld
11 TUMIAIUIN CodeSigning

A 1o & Y A
ieenn liduiudesding

TUTOUNUIAN

AATL Timestamp

Timestamp under
the AATL Root

Program
mstlsznunameld
Ta51n53 AATL Root

Qualified
Timestamp

Timestamp under
the EU TL Root
program
m3lsznunaineld

T1J51n53 EU TL Root

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.

Seiko
Timestamp

Timestamp
certified by Japan
Data
Communications
Association, using
Japanese Time

9 d‘ Yo
msdsziunan lasuy
M1551U5091A8 Japan
Data Communications
Association Tagld1ian

'y
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Signing
Solutions
Iya¥un1sasu
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Sighing Solutions

(oo D

”“OA API v

e CodeSigning
AATL Certificates DSS Certificates
On-Premise API-Based '~ Cloud-Based
© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. GlobalSign’
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Adobe Approved

Trust List
luSusesaannseinameldau®n Adobe
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Overview
Adobe’s Approved Trust List (AATL)

Y a Aa d a
luSusesdannssinanelaanidn Adobe

GlobalSign

by GMO

Al Approved Trust List
KT8 MEMBER
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The Importance of Public Trust

GlobalSign digital signatures are trusted across the
leading desktop and cloud-based signing platforms:

an v

[ . Yo 4 [ J &
LB HAINAVDY GlobalSign "lmumnﬂ’s’m“liﬂmmaﬂwasumimumuumaﬂmﬂuaz
J Z’J )
AT HUI

@ CLOUD B oo
SIGNATURE =
CONSORTIUM | | Microsoft

I\ Adobe

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.
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& At least one signature has problems.

Untrusted

[

2= Signed and all signatures are valid.

Signatures X

Signatures

G
|- validate Al
@

&
[ | E)- vaidate an
@

Signature validity is unknown:
A

VS

Publicly Trusted

Signature is valid:

Untrusted signature

Automatic signature

Auoumendui i yene validation
MINIVaD VAT
oA UNA

© 2024 GlobalSign. Confidential & Propriety. All Rights Rese 0



Deployment Options for AATL

The Adobe AATL Certificate Policy requires certificates
to be stored on FIPS*-compliant hardware, such as a
SafeNet E-Token or Hardware Security Module (HSM).

] o Yo < % 4 P
ulonelususns Adobe AATL Mnualisanulusused 1 Nuariaunasa
59951 FIPS* 191 SafeNet E-Token 130 Hardware Security Module (HSM)

GlobalSign offers a variety of deployment options to
support the needs of all organization, small to large.

. o @ 9 i 4 @ Y
GlobalSign unﬁu@@nla@ﬂﬂ1ii%\‘]"Iutﬁﬁﬁ"lﬂﬂa"lﬂlﬁﬂﬁﬂxﬁﬂﬂﬂ"mﬁi’)\‘]fﬂﬁ
4 H 1 < ]
YoINNOIANs Asuavaan llaudsvinalng

* The Federal Information Processing Standard (FIPS) Publication
140-2, (FIPS PUB 140-2), is a U.S. government computer security
standard used to approve cryptographic modules

® * Federal Information Processing Standard (FIPS) Publication 140-2 (FIPS PUB 140-2) rﬂu
111@15gmﬂamﬂaaﬂﬁaﬂanﬁama%maﬁgma'mi%“gauﬁﬂ1ﬁ°l%'°luﬂ1iﬂigu°’§1u@aﬂ15Lﬂ71iﬁﬁ

o

USB Tokens

Ideal for lower volume signature needs

HSM

Ideal for organizationslooking to integrate
with an internally developed, or of-the-shelf
automated document application

9

Cloud-based Digital Signing Service
Ideal for higher vqu_me signature needs

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign’
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General Product Overview

Individual AATL Department AATL

Hardware required

for certificate Storage SafeNet Token or HSM for the HSM version SafeNet Token or HSM for the HSM version
Dot e T e of the product. of the product.

%ﬂiﬂLL’Ji1/]%Hﬂuﬁﬁﬁ1Jﬂ1‘5i]mﬂll1‘u5ﬂiﬂﬂ

CN =John Smith CN = Accounting

O = GMO GlobalSign Ltd O = GMO GlobalSign Ltd
Example Identity on OU = Support OU = Support
the Certificate L = Maidstone L = Maidstone
aedrdeyalsziailulususes S = Kent S = Kent

C=GB C=GB

E = john.sargent@globalsign.com E = accounting@globalsign.com
Required Software Adobe Acrobat, Microsoft Office, Libre Office Adobe Acrobat, Microsoft Office, Libre Office
wordauIsnsuy or BlueBeam or BlueBeam
Timestamping Services Included Included

PImMsUsznuna

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign®
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Digital Signing

Services
USNTaIHINAINOA
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Cloud-Based Digital Sighing Service

GlobalSign’s Digital Signing Scompliantervice provides everything you need to apply
legally admissible and digital signatures in one-cloud based service

aa v U < o/ w

a Q’ Y d‘ ana aa 3
UM UAINAVDI GlobalSign NouNNAINAaeiaIM IRl Fmenduadianazmeduadnanasensulamungriune
a d
G!ummﬁuuﬂanmﬁm

feee — foee ]
(<}
<[> o
© :
o
Digital signing for Signing certificate Private key storage Trusted Revocation check
the hash of any iIssuance on GlobalSign’s timestamping included in response
document or other cloud-based HSM service (required for long
transaction term validation)

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign’
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How DSS Works?

— GlobalSign®
o Customer Application or o o bmeog

Technical Partner Software

Connectto
DSS AP: o
> — — DSS
Hash Function Using account
Hash . Use customers account
credentials & file t te thei
Send HASH of gerTll_e °t§fl.e"‘t""°f ° the"
sighing

Customer Application or Encrypt hash using
Technical Partner Software signer’s private key

Sentto
+ < customer < O’“

Q Signature rad Via API Private Key 101010001

Certificate Digitally Response
Signed Data

Signature

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign®
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How DSS Works?

icati GlobalSign®
o Customer Application or o o byGMOg

Technical Partner Software

Connectto
Uss AR © oss

1010100011

{ Using account
HoshEARetion Hash credgentials & Use customers account
Send HASH of profile to generate their
the PDF AATL certificate for the

signing

Customers application or Technical partners software

is used to take a Hash of their PDF document
nolndmiuvesgnivisesenlmsvesiusinsmanaiialilunsussenals PDF vaawinin

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. GlobalSign®
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How DSS Works?

Customer Application or
Technical Partner Software

Data

Hash Function

Using account

S credentials &
Send HASH of
the PDF

. GlobalSign®

oy GMO

Connect to
DSS AP: o
N DSS

Use customers account
profile to generate their
AATL certificate for the

signing

« Connects to our DSS API using the provided account credentials

and client certificate for authentication. :
iyounen DSS API veuslasliveyasusestiadnlvumazluSuseslnaduddmiumsnsroaeudns

« The Hash of their PDF document is then to our DSS SAAS
platform via the API.

Y [ d
NMNHUUTTVUDIDNATI PDF ﬂzgnda"lﬂmuwaﬂwmu DSS SAAS GIIEN!’ZTW\h‘M‘ﬂ]Q API

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GI?baISign®



Customer Application or
Technical Partner Software

Data

How DSS Works?

obalSign®

by GMO

Connect to
>all 101010001 D-SS A DSS
Hash Function Using account
Hash credentials & Use customers account
Send HASH of profile to generate their
the PDF p AATL certificate for the

signing

DSS uses the account credentials supplied to confirm the customer

profiles
DSS ‘lwaﬁummmummﬂiﬁmmaﬂuﬂuiﬂflwaanm

The Profile is then used to generate a short lifespan AATL
mnuuiﬂi"lwmwan%mamn AATL 7131’0181“118]%1"1!

Certificate that will last for that 10 minutes signing session only.
°lmmmmumaﬂmmnmﬁmmaﬂuma 10 ‘MWI‘L!‘ME‘YH‘M‘M

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. 0 G|?giﬂ§gn®



How DSS Works?
o Customer Application or o o Glagﬂggn@

Technical Partner Software
Connectto
IS AR © oss

N\
7 .
. Using account
I K Hash cred?anticrls 5 Use customers account
Send HASH of profile to generate their
Data the PDF AATL certificate for the

signing

Encrypt hash using
signer’s private key

The private key of the AATL certificate is
then used to sign the provided HASH of

-

Private Key “ 1010100011

the customers PDF document. |
1NTUAST IR VedlUS V99 AATL 2214 lumsasinn HASH Nl#Han

v
VddNA13 PDF Ya3Ignn Signature

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign®

wGMO



How DSS Works?

Customer Application or
Technical Partner Software

N/

Hash Function
Hash

Data

The Signed HASH and the Certificate
containing only the public key is
then sent back to the customer via
an APl Response. :

HASH Nasnuuazlususeandimms stiaansisos

azgnaanaulidagnmmiunismeunauves API

o O GlobalSign®
by GMO

Connectto
IS AR © oss
Using account

credentials &
Send HASH of

Use customers account
profile to generate their
AATL certificate for the

the PDF .
signing
Encrypt hash using

e signer’s private key

Sentto

Customer \L

Via API Private Key v

Response Signature

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. 0 GlobalSign®
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How DSS Works?

o O GlobalSign®
by GMO

Customer Application or
Technical Partner Software

Connect to
IS AR © oss

N\
7 .
. Using account
I K Hash cred?anticrls 5 Use customers account
Send HASH of profile to generate their
Data the PDF AATL certificate for the

signing

Connects to our DSS API using the provided account
credentials and client certificate for authentication.

Customer Application or
Technical Partner Software
! (% (Y Y ! LY 4
iwouneny DSS API vous)laalddeyasuseiininlfnuazlususedlnaiun

d
AHSUMSTATIVTOVAND

. = " 10101000m
e
® Signature 0=

Certificate Digitally
Signed Data

The Hash of their PDF document is then to our DSS

SAAS platform via the API.
ntuIgrveeNas PDF azgnadlifamwaniloda DSS SAAS o w310 1UMe APT

o GlobalSign®

wGMO
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A Better Way to

Digitally Sign

It's just a headache! =

© 2024 GlobalSign. Confidential & Propriety. All Rights Rese




DSS Options

DSS Solution available Service Option denuimsiifilasgiu pss)

Individual Identity | Organisation
Signing Identity Signing

SR Fields - —

CSR Fields GlobalSign Ltd GlobalSign Ltd
CSR Fields Sales (optional) Sales (optional)

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. GlobalSign’
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Customer Built Applications

PDFBox”

' pdftools |IT=—=>XT P
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Code Signing

NMSAIHINTHE
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What is Code Sighing?

Code Signing is the process of applying a digital signature to
software/applications and is the virtual equivalent to shrink-

wrapping CD based software for distribution.

myasun ldadlunszuaumslumsdsuldamaguadananuaenains /e wam sy

3 A A A 1w J g Y ' Aa A o 1
LLEWL‘]J‘L!!,’diJfJu‘VIL‘VIEJ‘]JL‘VHmJ“])’f)°I/\|§5]LL’J?J‘VIGlGIfmiEJfJ"'U‘LHWBﬂLWfJﬂﬁi]Wi“LﬂEJ
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What is Code Sighing?

Code Signing is the process of applying a digital signature to software/applications and is the virtual equivalent to shrink-wrapping CD based software

for distribution.

Y J o q 2 aAn o o s o a o I A A A o s g Y ' Aa A o 1
f‘ﬂ3ﬁ\TLHEJT?W]HJ1!ﬂﬁ3U3Hﬂ1§1uﬂ13ﬂ§ﬂ1“ﬂﬁ1m“ﬁuﬂﬂﬂﬁﬂﬂ“ﬁﬂ‘l’\lmwﬁ/uﬂﬂwmﬂsﬁu LL'ﬁZL‘]J"L!Lﬁll'f)H‘VIL’V]EJ‘]JL’VI"Iﬂ‘]J"If'rJ'V\IG]LL’Ji‘V]chlfﬂ1i8ﬂmu1ﬂcﬁﬂLW6ﬂ1iﬁﬂﬁu1ﬂ

Hash Function ( 01010110 ) () Attached to Code
» 10101100
Loo11)101 Signature
Hash Encrypted Hash (Encrypted & Time
using Private Key Stamped) feee
Original Q Signed
Code Coce

GlobalSign t

Code Signing
Certific ate
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What is Code Signhing?

Code Signing is the process of applying a digital signature to software/applications and is the virtual equivalent to shrink-wrapping CD based software

for distribution.

an o o

Y g v q9 2 s a o 3 A A A o ¢ JAq Y ' aa A ° '
m'immﬂﬂmﬂuﬂszmumﬂumiﬂi‘uhmﬂwuﬂ%ﬂaﬂU%GWﬂlljs/LLaﬂwasﬂ%u ngl‘l]ulﬁlli’]u‘ﬂL‘V]ﬂULWWﬂD“B@WWLLUiWi%ﬂWﬁfJ?JEIJu"Iﬂ“HﬂLW@ﬂ"ﬁﬂTHu"IEJ

(01010110

W Ua

- : > 10101100
@) Signature Loo11)101 l
) . .
Decrypting using Hash
(@) Public Key Hash used
@) ¥ to Verify
ol Authenticity
= OO
= ( 01010110 1
()] » Original > 10101100
> Code Hash Function L 00110101
Hash
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Code Sighing
Certificate

Contains information that fully identities an entity
Nioyanszydueuna laedeasudu

Binds the identity of an individual or entity to a public
key that is mathematically related to a private key pair
HRYoyalszTiiveyanans ol uRRnAUAGI 51T MY NNT0INg

a = @
ﬂm@ﬁ?ﬁﬁﬁﬂﬂﬂﬂﬂﬁ’)u@?

Developer signs code with its private key and the end
user uses the developer’s public key to verify the
developer's identity

wunianauNsHadIesiaaIua nagd llaremaldsdaasisuzves

NN UNDATIVAD VAN UVDIANAIL

Dual signing is available for customers, who wish to
sign using a standard Code Signing certificate; whilst
also signing the same file with EV Code Sign
msasuuuugi Ui msdmsugndiidesmsasunlasldlususesnsas

Y = v 3 I v 9 .
u']lliﬂ@ll']ﬁii']u Gl,u"llmgmEJ’JﬂuﬂLG]Suhl,WaL@EJ’Jﬂu@’JEJ EV Code Sign

Q
wied
O
2
-
e
Q
o
i)
c
2
o

Q  Certificate X
General Details Certification Path
Show: <All> a
Field Value .

Basic Constraints Subject Type=End Entity, Pat...
Enhanced Key Usage Code Signing (1.3.6.1.5.5.7.3.3)
Certificate Policies [1] Certificate Policy: Policy Ide...
Netscape Cert Type Signature (10)
Key Usage Digital Signature (80)
Thumbprint algorithm shal
Thumbprint 8493894eb84adllecl4af..

Code Signing (1.3.6.1.5.5.7.3.3)

Edit Properties...

Learn more about certificate details

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved.

Copy to File...

OGI

Digitall
Certificate
marked for
Code Signing
(Code signing
Certificate)
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1) The client connects to 2) GlobalSign TSA adds a
I l m estq m I n GlobalSign’s Timestamping timestamp to the hash and
Authority (TSA) service and i

the signed hash and
a hash is created. timestamp are sent back

to the requester of the
e rv I ces timestamp

Add value to digitally signed or
electronically signed documents

v
=)

ayamiAnuenmsiiasnuuuuadnanseasNuU

a g A d
alannIatng
H : 3) The client application
Protect intellectual property Client Request feceives the signed hash R—
UndeanSndaumataan IS EliEEeMPEIE(E fimestamping Auhorty

recorded within the
document or code

Timestamp

Provide strong legal auditable
evidence '
Tandngrumaengrinafiiundsnsinaevla
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Benefits
ETAL LY
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Open File - Security Warning
The publisher could not be verifed. Are you sure
you want to run this software?

Name: ...unverifedsoftware.exe
l Publisher: Unknown Publisher
Type: Application
From: C:\Users\Username....

Run Cancel

[cHeskways ask before opening this fle

This fle does not have a valid digital signature that verifes its
publisher. You should only run software from publishers you

trust. How can | decide what software to run?

Unsigned

© 2023 GlobalSign. Confidential & Propriety. All Rights Rese

Open File - Security Warning
Do you want to run this fle?

Name: ...verifedsoftware.exe
l Publisher: Trusted Company
Type: Application
From: C:\Users\Username....

Run Cancel

eéﬂways ask before opening this fle

potentially harm your computer. Only run software from

<:7 While fles from the Internet can be useful, this fle type can
publishers you trust. What's the risk?




Standard and EV

Benefits of Code Signing Certificates

Signs applications and software
asuueUwanFutazelding

Proves legitimacy, identity, and prevents tampering
NgaianugnAsImungmine Aaau tazesnumstlasuuilag

Removes the "Unknown Publisher" pop-up

aufleUsy "dweunsdludsn

Full time stamping service included

i msdsziuasudunm

Increases the number of downloads and installs
Lﬁhﬁﬂﬁﬂﬂﬁﬂﬂﬁiﬁﬂﬂllﬂzﬂﬁaﬂg\‘]
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Code Signing

Use Cases
ATAUMIIFTNUMTAIHINIAA
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Microsoft Authenticode

Code Sign any Windows 32 and 64 bit files
including: .exe, .cab, .dll, .ocx, .msi, .xpi, and
.xap, ActiveX controls, and kernel software

Use Cases:
Multiple
Platform
Support

= Y
NIUNI Y I1U:

Microsoft Office
Code Sign any MS Office Macro or VBA file

v d
ﬁi’)x‘iﬁﬂ‘i"iﬁ”lﬂl!‘l/‘lﬁﬂ‘l/‘l@ﬁll

Adobe AIR Office
Code Sign any Adobe AIR application.

ial & Propriety. All Rights Reserved. o Glf.gvbaISig;jn®



Java
Code Sign any JAR applet.

Use Cases:
Multiple
Platform
Support

= Y
NIUNTIINYFNU:

Microsoft Office
Code Sign any MS Office Macro or VBA file

v J
ﬁﬂﬁiﬂﬁﬂ1ﬂ!!WﬂﬂV‘lﬂiu

Mac

Code Sign any applications, plug-ins and
content for Mac OS desktops

ial & Propriety. All Rights Reserved. o Glf.gvbaISig;jn®



Difference From Regular Code Signhing

Regular code sighing certificates require less
vetting to be performed.

v < d' % Q'J o & % S £ '
Gl‘iJi‘iJﬁ@QﬂTi!“lfW]i@ﬁ“r‘iﬁTllul‘]Ji]1!1J‘L!ﬂi’)xﬁdﬂ”lﬁﬂ§?lf’ﬂﬁ@‘ﬂl!@ﬂﬂ]1

The Extended Validation Code Signing
specification was developed and is maintained by
the CA/Browser Forum (CABF) and is similar to EV
SSL requirements:

Foyadumnzmsasinusiansae AN asumsianuazqualas
CA/Browser Forum (CABF) azaa1enuvafviua EV SSL:

1. Stricter Identity Verification: msfusudauiidusataiu
« Place of business address fiegaanlsznonns
« Jurisdiction of Incorporation or Registration

L"ll@]’éiﬂﬂﬁ]ﬁ1ﬁ"llﬂﬁﬂiiﬂﬂﬂglﬁﬂuﬂ%@ﬂﬂﬂmﬁﬂu
2. Insurance levels szdnlsziugy
3. Revocation and validation requirements

"’ﬁ}@ﬁ1ﬁuﬂﬂﬁ!,‘I/Q\lﬂﬂ’E)‘L!!Lﬁ%ﬂTiGl‘i’J%ﬁ@‘Uﬂ’NiJgﬂ@glj’éN

EV CS guidelines can be found here https.//cabforum.org/ev-code-signing-certificate-guidelines/
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EV Code Sighing

luSuseamsasnInsHa(EY)
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EV Code Sighing

What is EV Code Signhing

EV Code Signing Certificates offer stronger levels of assurance
that the identity of the publisher is correct and has been
verified:

@ 9 [ o A < v A2 1Y o w
Glﬂiﬂiflilﬂ'lia\iu'lmjﬂﬂ EV 3Jauizﬂummnu%mmﬂuﬂﬁElﬂslluﬂﬂjaigjaﬂismm

Yo a & )

Yougdnnuiugndewas 1dsumsasivaeuad:

« Higher level of assurance that code is free of viruses and
spyware

J H Y
seauaiulaigarunisadsenn hiauazahonns

* Intended to be used to verify the identity of the certificate
holder (Subscriber) and the integrity of its code.

= A A v YA o a
y G]QTJ53ﬁﬂﬂlW@1‘]§LW@ﬁi’Jﬁ]ﬁ@ﬂﬁ’JﬁuﬂlE]\‘]@ﬂ’iﬂﬂi‘ﬂi@ﬂ (AVYN) LazAINY

Why EV Code Signhing

« Malware attacks continue to be a major threat
ﬂTiT%m?l@9]”3ﬂﬁallﬁggﬁﬂﬁlﬂuﬁﬂﬂﬂﬂiuﬁﬁ1 19y
» Higher assurances that code is safe to download

o o A = v & o o
mMssvlszaungarunlaaiuilasanslunisanilvaa

obalSign’
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Standard EV Validation
Code Signing (EV) Code Signing
Certificates Certificates

P ro d u Ct Certificate Features
® Inf tion displaved i Organiz ation Name
v rv I W g c;tr:cn a ;on Isplayed in Organiz ation Name Organiz ation Add ress
ertitic ate Type of Organiz ation
. Y - Publisher” security warning
@ Client Certificate
- P Signature does not expi re Time stamping available Time stamping available
° Code S|gn|ng - Standa rd and EV when Time stamping is applied & recommended & recommended

Sign an unlimited number of

= Displays company address and applications

organ Ization type Comp atible with major pl atforms
i (Authenticode, Office VBA, Java,
Adobe AIR, Mac OS, Mozilla)

1 Aa o

= J
uaaanegUTENLazlszianosnns

Ll

Cryptographic USB Token

= Required for the Windows o M Cryptographic USB  Token
f ure Key Vault included)?
Hardware Development Center ey storage opfions Otver harcve e storage e
token Azure Key Vault
Dashboard Portal SD Card or USB token

o < o o J o 4 4 ] 4 J
ﬂ%ﬂuﬁTﬁﬁﬂW@ﬁ‘ﬂmm%ﬂ'ﬂiﬂﬁuﬂ NAUTTTITIALLIT Certific ate stored on
Windows hardware token
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CodesSign Certificate Storage

Options for how the keys can be stored for both standard & EV
fudendmiuIsTanunauad i uNwNATIULeE EV

USB TOKEN HSM (Hardware Azure Key Vault
Security Module)

© 2024 GlobalSign. Confidential & Propriety. All Rights Reserved. o GlobalSign®
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uestions?
A1 1M?
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We’'re here for you

A best-in-class partnering experience

0000
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