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& Foundations of Trustworthy Digital Society

Digital Trust Data Protection

Electronic PETs (FL/HE/ZKP/MPC)
Digital Identity Signature [ Mask Deidentification
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& Frameworks of Digital Trust
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¢ Challenge One: Out-of-date cryptography
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@ Challenge 2: Al as Spear or Shield
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G Dawn of the Al Era

Three Out of Four People Use Al at Work

Usage nearly doubled within the last six months. Employee Perception of Al Benefits:
= Saves time (90%)

= Focuses on important work (85%)
= Enhances creativity (84%)

75% of people are = [ncreases job enjoyment (83%)

work

75%
46% of them started using

Source: Work Trend Index Report, May 2024 From itk s onessissaiaa gy oy i

How long have you been using generative artificial intelligence (Al) at work?
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&  Looming Cybersecurity Threat

However, BYOAI (Bring Your Own Al)
poses cybersecurity, compliance, and
operational risks for enterprises

BYOAI Is Not Just for Gen Z

Employees across every age group are bringing their own Al tools to work.
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73%

Share of survey respondents who have used Al tools
at work not provided by their organization

Source: Work Trend Index Report, May 2024
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@ Future of Trustworthy Digital Societty

“ @ Collaboration & Partnership

o @ Intelligence & Affordability
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PQC-CIA

PQC Cybersecurity Industry Alliance

Post-Quantum Cryptography Enable
Digital Trust

Dr. Wei-Bin Lee, Convener

Post-Quantum Cryptography Cybersecurity Industry Alliance (PQC-CIA)
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\ﬁ Z pac-ClA Year to Quantum is Cybersecurity Threat

PQC Cybersecuri ity Industry Alliance

* NSA’s Cybersecurity Advisory (CSA) released CNSA 2.0(Commercial National Security Algorithm
Suite 2.0), mandating that quantum-resistant algorithms be fully adopted by 2035

CNSA 2.0 Timeline

2022 2023 20242025 2026 2027 20282029 FAEN) 2031 2032 BIEED

Software/firmware signing ANNANANAN (]
Web browsers/servers and cloud services ———a®
Traditional networking equipment )
Operating systems L eee—— O
Niche equipment DUUUNUUNNNUNN NN NN —

Custom application and legacy equipment %

ssxx CNSA 2.0 added as an option and tested
memm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year

Source: https://media.defense.gov/2025/May/30/2003728741/-1/-1/0/CSA_CNSA_ 2.0 ALGORITHMS.PDF
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X {5 Pac-CIA Industry Alliance for Quantum Resilience
s » MISSION

To promote robust public-private
partnerships

To accelerate the growth of post-
quantum industries

To take action to ensure that Taiwan is
PQC ready



1 PQC-CIA

§jpec-CcliA  Organization

s
Convener
Dr. Wei-Bin Lee HHRI
\Dr. Ai-Chun Pang Academia Sinica

J

|
Technical
N [€

Executive Secretary : ITRI

Application
SIG

Executive Secretary : lli

Facilitate PQC app. in
selected domains

Expand PQC tech. across
broader domains

Readiness
SIG

Executive Secretary : ITRI

Guidance, PPP,
Platform & Training
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N F PQC CIA PQC-CIA : Three Focuses

Application Industry
PQC-Ready Solutions PQC Ecosystem

v Enhance data
security
v Enhance user

v" Enhance global
competitiveness
v' Seize new business

trust
v Optimize
investment

opportunities
v Accelerate market
entry timing

returns

Innovation

New Application

v" Promote product
innovation
v Expand the global

market

v’ Create added
value for
oroducts

15



§j pecciA Public-Private Partnerships as Bridge

|||||||||||||||||||||||||||||

We urge the
government

(1) to pay attention
to the issue of

quantum
migration.

(2) As the early
buyer (demand
side)

 Empower Taiwan’'s PQC Industries

We provide
(1)talent cultivation
(2) Quickly validate
market demand to

shorten the product
development cycle

(3) Save R&D costs
and quickly achieve
product innovation

* Promote the demand side to adapt PQC-ready solutions
» As a platform for PoC and Interoperability Testing: PKI, E-

Signature solutions
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\¢ PQR@Q.Q!.A Official Launch of TAIWAN PQC Migration Guidelines
/+ The Administration for Digital Industries, in collaboration with the Post-Quantum I
Cybersecurity Industry Alliance, released the “ TAIWAN PQC Migration Guidelines” at

CYBERSEC 2025.
« Representatives from the Ministry of the Interior, Financial Supervisory Commission, and
Ministry of Economic Affairs were invited to join the PQC Migration Panel Discussion to
\_explore strategies and the national roadmap for PQC migration. -

CYBERSEC 2025 BARZA®

ERTrREEEEES
Panel Discussion

Ministry of Economic Affairs

B R B ERE : ) sMEEERERE

Administration for Digital Industries, moda Financial Supervisory Commission R.0.C. (Taiwan)
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\g PQCCIA Common Platform as Joint Result

The PQC Common Platform Solution includes four key components :
(1) PQC Silicon Intellectual Property, (2)PQC Software and Firmware, (3) PQC Chip Design an
Verification Environment, and (4) PQC Application Reference Examples.

PQC Application Reference
Examples.
(Identification * Digital Signature)

PQC Chip Common Platform for
Product Design and Verification
Environment (FPGA)

PQCIP PQC SW/FW
ML-KEM - ML- ARM - RISC-V -
DSA - SLH-DSA X86 - ...

All of the above are ready for collaboration PQC IP & PQC SW/FW PQC Chip Common Platform
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PQC-CIA

PQC Cybersecurity Industry Alliance

Public-Private Partnership for Better Digital World
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