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Digital Certificate:
................... d coded messaoe digitally signed
by the GA's private key to certify
an identity
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Verifiable by Alice's public key

In Rlice's certificate included in the PDF document



Use cases .

e Gertification

o Digital transcripts

o Secure / authenticated e-mail
e Secure / autenticated web

o Code signing

e Npp signing

« e-Receipt 7
e g-fax Invoice ¢
e GContract signing
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The hottleneck Is .. cost

« |dentity verification can be costly
> Person
> Organization

o Infrastructures
> Key management
- Secret store )
- Security Audit E o B

FOR ALL DEBTS, PUBLIC AND PRIVATE

Treasurer of the United States.
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Then, the COVID-19 pandemic

 We need to circulate document digitally
> Legally binding

e Digitally signed document
> Uniquely identitiable
o Tamperproof

e Long-term archive

 LOw cost, or even no cost
o §calable



Authoritative Sources
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50, the cost?

o GAs, certificates, digital IDs are managed/issued
by OpenssL

o Digital ID delivery can be done by email, Google
drive, Microsoft OneDrive, ...

* Document Signing/Verification by Acrobat Reader

e In-house change management and policy-driven

o [ digital I, like a physical one, IS the property of
the university.




 Document Signings
e Theses

o Business Travels

o Grade Reports
 Admissions _
o Staff benefits reimbursement M=y
o Microservices -
e [nternal Timestamping




Are they legal?
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Universities and Organizations under TUG
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« Adoption
> G0 Digital University Forum
> Council of the University President of Thailand
> Ministry of Higher Education, Science,
Research and Innovation
e 140- Intermediate CAs
e 60,000+ Digital IDs Issued 7=~ uua
* 30-% less paper used N7 smesmoviiaisrrine
« Cross-organization document exchange initiative




Lesson Learned

e Policy
> Leadership
> Regulations

o Technical
o Security
o Legal
> Key Distribution
> Integration
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e Ghange management ‘
> Training \/

o Support
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