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UsnN1sMenala (trust services)

melanguangeaiavasannnglsy

FielD.AS
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Signature Generation
& Sealing Service
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Trust System
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elD-Service Authority
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Validation Preservation Electronic
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elDAS-based
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User
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X ETDA

119 6xx
Trust service status lists

ETSI'TR 119 000

The framework for standardization of digital sienatures and trust services

x19 4xx x19 5xx

© Issuing certificates
© Time Stamping

[
=) aa o

WINSFILANETRMNUAI YRR

a aa A v
LazusnIsIenola

© Signature creation services
© Signature validation services

TSPs supporting
digital signatures

Trust application
service providers

© Registered eDelivery /
eMail
© Long term preservation

x19 1xx

Signature Creation
& Validation

\g

419 2xx

Signing Devices

119 3xx

Cryptographic suites

119 Oxx

General Framework
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B 2o | eDAS Dashboard

Business, Economy, Euro

# {= TRUSTSERVICES  DISCOVER BROWSETHEEIDASLISTS ¥  BROWSETHEOTHERLISTS ¥  INTERNATIONALINITIATIVE  TOOLS ¥

elDAS Dashboard

Home  Trust Services = Browse the elDAS Lists ' EU/EEA Trusted Lists = Search by type of service

What type of service are you looking for? step 1/2

Check all
a a A o v
USn1sNLvanale (trust services) Qualified trust services
Qualified certificate for electronic signature Qualified certificate for electronic seal Qualified certificate for website authentication
Qualified validation service for qualified electronic signature (S)il;i?j:iepresewatiuﬂ senvice for qualified electronic Qualified validation service for qualified electronic seal
Qualified preservation service for qualified electronic seal Qualified time stamp Qualified electronic registrered delivery service
Non-qualified trust services
Certificate for electronic signature Certificate for electronic seal Certificate for website authentication
Validation service for electronic signature Generation service for electronic signature Preservation service for electronic signature
Validation service for electronic seal Generation service for electronic seal Preservation service for electronic seal
Time stamp service Electronic registrered delivery service Non-regulatory, nationally defined trust service

Undefined type
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m European
Commission

Business, Economy, Euro

elDAS Dashboard

{= TRUST SERVICES

DISCOVER BROWSE THEEIDASLISTS ¥  BROWSE THEOTHERLISTS ¥  INTERNATIONAL INITIATIVE  TOOLS

elDAS Dashboard

Home / Trust Services /' Browse the elDAS Lists ' EU/EEA Trusted Lists | Search by type of service

Trust service providersresults(12) [ share |

Currently active trust service providers v

{lviusnisinenala (trust service providers)

A-Trust GmbH [ acertforEsig | | acertforeseal | [ awac | | arimestamp | [ cert for esig | | certfor seal | [ wac |

PrimeSign GmbH | cerforEsig | [ acertfor Eseal |

Rundfunk und Telekom Regulierungs-GmbH
SwissSign GmbH

Swisscom IT Services Finance S.E. | acetforésig | | acertforEsea | [ arimestamp | [ certforesig |  certforeseal |

e-commerce monitoring GmbH I QCert for ESig l I QCert for ESeal ] I QWAC H QTimestamp I I Cert for ESig | I Cert for ESeal I | Timestamp I

Adobe Systems Software Ireland Ltd.

Entaksi Solutions SpA Irish Branch | acertforesig | [ acert forEseal | [ apres for aesig | [ apres for geseai | | arimestam |

TrustPro QTSP Ltd | acertforeSig | [ aCertfor Eseal | [ aTimestam |
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ETSI' TR 119 400

Guidance on the use of standards for trust service providers supporting
digital signatures and related services

WInsgudmsudiusnisnenala (TSP)

A aa w

a o v o = a
NLNYIAVBINUANYUDUYDAINE

Ve S
As:nsauadnNa 7 &’
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= -y

1
= %

dlsusnsii¥adiald (trust service provider) MtAendasiuansilatondia
1. TSP issuing certificates
2. TSP issuing time-stamps
3. TSP providing signature generation services

4. TSP providing signature validation services

Tnsansgruiiazlildnanans gliusnisuaundiaduniediold (trust application
service provider) #33zaglutaunInsgau ETSI TR 119 500 Business Driven Guidance
for Trust Application Service Provider laun

- Electronic Registered Delivery Service (ERDS)
- Registered Electronic Mail (REM)

- Data Preservation Service (DPS)
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1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers laguusdaninuald 4 ngu fsil

General Policy Requirements for Trust Service Providers

1.1 n1sUseiuAuLaes (risk assessment)

1.2 msdavinuleuneuasdaufia (policy and practice)

danmuainall vasUsznnunnsgiuuleuny N R . .
1.3 ms‘usmiﬁmmmazmmumwaegﬂwusmsm%na‘lﬂ (TSP management

Y o v & [
wazdaNAUARIUAMUNIUAIUADANY i G )

(policy & security requirements) 1.4 wnsnsuuanudanviuaninguang (compliance)
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1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers laguusdanivuald 4 ngu ¢ail

General Policy Requirements for Trust Service Providers

1.1 n1sUseiuAuLaes (risk assessment)

darmuanaly vasusznnannsgiuuleune

LAZUININUANTUAIULUAIUADANEY

(policy & security requirements)
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General Policy Requirements for Trust Service Providers

darmuanaly vasusznnannsgiuuleune

LAZUININUANTUAIULUAIUADANEY

(policy & security requirements)
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1. dafmuaiily vesUszinmunasgiuulsunsuastarmuaduainuiuasUasade

(policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy
Requirements for Trust Service Providers

1.1 n1sUseiuAuLaes (risk assessment)

REQ-5 m3Useiiiuanuides (risk assessment) vosdunsnddfnvouinis
asudermundfty REQ-5-01 — REQ.5-05 Usznoudhe flusnsiidediels
Fosmidunsusziiunudsaiiessy Tt wazUssiliuanudessie
UimsfensyuiunsUseiiuanandesiiansadnszdunugulsese
Feald InsfvuanesnisiuasiuasUaeafoiteuiluanundewium
szyliluenansulsunsnaiiuasUasniovesesins mmununsussidiy
anuidsafuuszd uaynsussidiunnindsaazniseeniunuids ey
mMsesiRvessheudsvesgliuinisiidediels
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1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers laguusdaninuald 4 ngu fsil

General Policy Requirements for Trust Service Providers

. s 1.2 msdavinuleuneuasdaufia (policy and practice)
danmuainall vasUsznnunnsgiuuleuny

LAZUININUANTUAIULUAIUADANEY

(policy & security requirements)
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1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers

General Policy Requirements for Trust Service Providers

1.2 nmsdnvinuleuneuazdauia (policy and practice)

- REQ-6.01-01 99 REQ-6.01-11

Y o Y , .
dafmuaiald vasdssnmanasgiuuleuis Teazden Nouly AnusuRavauraliuiNsNwedals

LLa3%’@ﬁ’muméf’mmmﬁumﬂaaﬂﬁﬂ - REQ-6.2-01 5q REQ-6.2-06

(policy & security requirements) Todnnalunisidusng deyaindeiugliuinisiitedial

- REQ-6.3-03 i3 REQ-6.3-10
ulguigAMNNUAIUaRnABNI9ENIaULImA (information security policy)
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1. dafnuanaly vesUszmannsgruuleunenazdamuadiiualnuiuailands

ETSI EN 3 1 9 401 (policy & security requirements) A1u11A931U ETSI EN 319 401 General Policy

Requirements for Trust Service Providers lnguusdanivuald 4 ngu fail

General Policy Requirements for Trust Service Providers

danmuainall vasUsznnunnsgiuuleuny T . L .
1.3 ﬂ"liU'i‘Vi”liQﬂﬂ”liLLagﬂ']Luuﬂ’]i‘lli)ﬁﬁﬂ‘]ﬂﬂﬁﬂ’]'i%mf@ﬂa‘lﬂ (TSP management

uazdanIUAAIUAINLUAIUADANY and operation)

(policy & security requirements)
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1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers

General Policy Requirements for Trust Service Providers

1.3 mMsusmsian1suazaniunisvesdliuinisiiwenald (TSP management
and operation)

1% o q'/
Yorimuanaly vaUssnInasgIuuleuny - REQ-7.1.1-01 84 REQ-7.1.1-10 nmsuSmisaani1snelussdns (internal

LaZIaNINUAAIUANLUAIUADANY organization)
(policy & security requirements) - REQ-7.1.2-01 MLt (segregation of duties)

- REQ-7.2-01 §a REQ-7.2-17 MU sdamsningnsyana (human

resources)
- REQ-7.3.1-01 14 REQ-7.3.1-02 n159AN15@UNSNY (asset management)
- REQ-7.3.2-01 @i REQ-7.3.2-03 msdnn1sdevudindeya (media handling)

- REQ-7.4-01 4 REQ-7.4-10 M3mIUANNSIYNEN (access control)
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1. datmuanaly vasUszmannsgruuleunenazdaiuadiiualnuliuaslasnde

ETSI EN 3 1 9 401 (policy & security requirements) A1UU1M3371U ETSI EN 319 401 General Policy

Requirements for Trust Service Providers
General Policy Requirements for Trust Service Providers

1.3 MsUTmsiansuazatiunsvasliusnisiiwetiald (TSP management
and operation) (¥9...)

v o o
Jarmuanaly %BQU'SWLﬂ%u’Wﬁg’muIEJU’IEJ - REQ-7.5-01 msl91un1siinsiwaau (cryptographic controls)

LAZUBNINUANTUAINUUAIUADANY ~ REQ-7.6-01 &4 REQ-7.6.-05 n153nwnmnusiuacasnsenianignn
(policy & security requirements) (physical and environmental security)

- REQ-7.7-01 fila REQ-7.7-09 msuftsusuanusiunsUasnsie
(operation security)

- REQ-7.8-01 &4 REQ-7.8-0 ms$nwanssiunslasnsevasssuuinIeyis
(network security)
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ETSI EN 319 401

General Policy Requirements for Trust Service Providers
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(policy & security requirements)
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1. dafdwmuanaly vasUszimunasguulunsuastarimuadiuanusiuasuasade

(policy & security requirements) A1uu1A931U ETSI EN 319 401 General Policy
Requirements for Trust Service Providers

1.3 Msusmsianisuazatiunsvesliusnisiiwedald (TSP management
and operation) (s%...)

- REQ-7.9-01 &4 REQ-7.9-12 msuSmsaanisaatunisainanalulsiung
Uannny (incident management)

- REQ-7.10-01 §i3 REQ-7.10-08 n1stiusausaumenumang1u (collection of
evidence)

- REQ-7.11-01 4 REQ-7.11-02 ﬂf]iU%V'ﬁ{f@ﬂ'ﬁﬂ'ﬂflﬁJﬁi@LﬁlENGUENU%ﬂ']ﬁ
(business continuity management)

- REQ-7.12-01 D4 REQ-7.12-11 ASLanNanIsazkNun1senanusnis (TSP
termination and termination plans)

91 19



Vé S
As:nsauadnNa 7 &’ T
& IWWalAsUgAdLa:doAy /“‘ E DA
= -y

ulgurguaztanmuaniuanuliuaslasasedmivglviusnisiiwenalan
\NgIVBINUABIBYDANG

1. denmuanill veswsznnanasguuleuisuasdenmuadiiuadnuduaslasndis

ETSI EN 3 1 9 401 (policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy

Requirements for Trust Service Providers laguusdaninuald 4 ngu fsil

General Policy Requirements for Trust Service Providers

Y o &
danmuainall vasUsznnunnsgiuuleuny
wazdanmuasIuANuAIUADANY

(policy & security requirements) 1.4 wnsnsuuanudanviuaninguang (compliance)
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General Policy Requirements for Trust Service Providers
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(policy & security requirements)
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1. dafmuaiily vesUszinmunasgiuulsunsuastarmuaduainuiuasUasade

(policy & security requirements) a11u1935314 ETSI EN 319 401 General Policy
Requirements for Trust Service Providers

1.4 wnsnsufuRnudanivuanienguang (compliance)

REQ-7.13-01 4 REQ-7.13-05 (compliance) glviusnisitadiala faauiladn
miﬂgummuJu”LUmamﬁawaaﬂgmmaLLaummmmLﬁuaaa ADYAINT0
mLauawmwaﬂmuwauuauummsﬂgummlmmmﬂiawmﬂa‘mmw

Nedes wazdesUfuRnunuunsnisAuasestoyadiuyAnanungug
Wudu
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Wiguiiy dermuaiialy wes ETSI EN 319 401 fiu ISO/IEC 27002:2013
dmsudliusnisnwenald (TSP) Mingadasivaeiiayanana .

ETSI EN 319401 V 2.3.1 (2021-05) ISO 27002 :2013 (Code of practice for information security controls)

REQ-5 n15Useiiiunanudes (Risk Assessment) Risk management (ISO 27005)

REQ-6 ulaunguazdaufjuf (Policies and practices): REQ-6.1 Trust Service Practice Clause 5 Information security policies

Statement, REQ-6.2 Terms and conditions, REQ-6.3 Information security policy

REQ-7 N15U3M153aN1suaznsniliuauvasd iusnisiwetiald (TSP management and Clause 6 Organization of information security

operation): REQ-7.1 Internal organization

REQ-7.2 Human resources Clause 7 Human resource security

REQ-7.3 Asset management Clause 8 Asset management

REQ-7.4 Access control Clause 9 Access control

REQ-7.5 Cryptographic controls Clause 10 Cryptography

REQ-7.6 Physical and environmental security Clause 11 Physical and environmental security

REQ 7.7 Operation security Clause 12 Operations security

REQ 7.8 Network security Clause 13 Communication security

REQ 7.9 Incident management, Req 7.10 Collection of Evidence Clause 16 Information security incident management

REQ 7.11 Business continuity management Clause 17 Information security aspect of business continuity mgt.

REQ 7.12 TSP termination and termination plans
REQ 7.13 Compliance Clause 18 Compliance
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2. UaNINUARNIE suaaﬂs::mwmmgwuiamaLLaz%’aﬁmuﬂé’mﬂqmﬁ’umﬂaaﬂﬁﬂ
dmTuglviusnisaieaneiiode

§lusnisasaigdede

TSP providing signature generation services

%’aﬁmumaww maeﬂszmmmmmuﬂamﬂ .
@ Document to be signed

LAZVINIMUANTUAINNUAIUADANY + parameter
dmsugdliusmsadsaneilade ) SCA

(Signature Creation Application)

e Signature

A ' . . . .
+ signed document (Server Signing Application)

\ dmFunsal remote signing

- —
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2. danmualenlz YeIUsENNIATFINLlEIsLasdanIuAfIUANNLUAIUADASY
dmiuglviuinisaieaneiiode

97 Y A Y, N N
WEWUINTIFIINAYND VD
d N ) ) 2.1 w391 ETSI TS 119 431-1 Policy and security requirements for
TSP providing signature generation services 29

trust service providers; Part 1: TSP service components operating

a remote QSCD / SCDev (SSA: Server Signing Application)

14 o
LR ‘UE]\‘l‘lJiuLﬂ‘VlﬁJ’m’igﬂquEJU’]ﬂ 2.2 4M3g1U ETSI TS 119 431-2 Policy and security requirements for

LAZYBNINUANTUAINLUAIUADNNY trust service providers; Part 2: TSP service components
ém%’wﬂﬁu‘%msa%qmﬂﬁa%a supporting AdES digital signature creation (SCA: Signature Creation
Application)
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2. datmunianis vesUssamsnasguuleuvisuazdaruuadiuanuiunslaanse
dmiuglviuinisaieaneiiode

§lusnisasaigdede

TSP providing signature generation services

2.1 aM3g1u ETSI TS 119 431-1 Policy and security requirements for
trust service providers; Part 1: TSP service components operating
a remote QSCD / SCDev (SSA: Server Signing Application)
TANNUALRNIE VBIUITLANNINTFIUULEUIE

LAZUININUANTUAIULUAIUADANEY

dmsugdliusmsadsaneilade
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2. datmunianis vesUssamsnasguuleuvisuazdaruuadiuanuiunslaanse
dmiuglviuinisaieaneiiode

dlusn1sasiaredads
d N ) ) 2.1 w391 ETSI TS 119 431-1 Policy and security requirements for
TSP providing signature generation services 29
trust service providers; Part 1: TSP service components operating
a remote QSCD / SCDev (SSA)

Y o .
daimumanns vawsziminasgiuuleue Jomuuaanizaglauinigiuil Ussnaume

Y o v & 1 i
LasYaNIMUANIUANNUAIUGDANY - MsasnauIdmTuaTeaneiiete (signing key generation) d5ian e

Fwiuldusnisairsaneiiade gnwsger Uy GEN-6.2 uarnsdrsauas(aunyuadmiuasng
anedlede dsvasesnusgetntnly GEN-6.3.3
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2. datmunianis vesUssamsnasguuleuvisuazdaruuadiuanuiunslaanse
dmiuglviuinisaieaneiiode

dlusn1sasiaredads
d N ) ) 2.1 w391 ETSI TS 119 431-1 Policy and security requirements for
TSP providing signature generation services 29
trust service providers; Part 1: TSP service components operating
a remote QSCD / SCDev (SSA)

Y o .
aimuataniz vesUsznmanasguulou Jammunanznglfunsgul Ussnaumy (...

Y o Y & [ )
LasYaNIMUANIUANNUAIUGDANY - mavveuleslususesiazdled (Certificate/elD means linking) fsWanaey

) .y a A A 1Y) 1 o v &
dmsugdliusmsadsaneilade anwysgauMULTU LNK-6.2

- Msdsasaeilede (signature activation) dsanwsnwsEaUINLN
u 5IG-6.3.1
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§lusnisasaigdede

R A , 2.1 dm391U ETSI TS 119 431-1 Policy and security requirements for
TSP providing signature generation services S
trust service providers; Part 1: TSP service components operating
a remote QSCD / SCDev (SSA)

14 o o
darmuniantz vasszanunasgiuuleus domvuaanzmelauinsgiui Uszneuse (e...)

wazdamviuaniualsiunsUaanny : miaungmﬁfm%’ua%ﬁamsﬁa%a (signing key deletion) Hs#amesnys
Fwiuldusnisairsaneiiade dorviindu DEL-6.3.2
- U3M3Blef (elD means provision) fswamednusdoiminlu
EID-6.2.4 ieadaafiunisBusuimuvesiivesaneiioteidedold
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§lusnisasaigdede

TSP providing signature generation services

14 o
LR ‘UE]\‘l‘lJiuLﬂ‘VlﬁJ’m’igﬂquEJU’]ﬂ 2.2 4M3g1U ETSI TS 119 431-2 Policy and security requirements for

LAZYBNINUANTUAINLUAIUADNNY trust service providers; Part 2: TSP service components
ém%’wﬂﬁu‘%msa%qmﬂﬁa%a supporting AdES digital signature creation (SCA: Signature Creation
Application)
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d N ) ) 2.2 4m397U ETSI TS 119 431-2 Policy and security requirements for
TSP providing signature generation services 29
trust service providers; Part 2: TSP service components
supporting AdES digital signature creation (SCA)

Y o .
daimumanns vawsziminasgiuuleue Jomuuaanizaglauinigiuil Ussnaume

Y o v Qs Y y P
HazvaMuUANIUAINNUAIUABANY - ASI-8.1 muualvgiusnsiwesladesuiRnudeinuniiieites

dmsugdliusmsadsaneilade AudluRnme (interface)
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§lusnisasaigdede

R A , 2.2 4m397U ETSI TS 119 431-2 Policy and security requirements for
TSP providing signature generation services S

trust service providers; Part 2: TSP service components
supporting AJES digital signature creation (SCA)

14 o o
darmuniantz vasszanunasgiuuleus domvuaanzmelauinsgiui Uszneuse (e...)

Yy o Y e @ 1 o P
HAzTINIMUANUAINLNUATUABANY - ASI-8.2 MyualvigliusnisiieneladesufuRnudeimuaiineites
didurliusnisadrsansiiade AUNTSAS 198188 BT0RINA LUNSLARN YN ST UIUNITLATHERU NISHA
U
velUnlinfstoyadAaysing <
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A7 7&/@7:‘79;/@7\72? f)gfia ozd)"a dwiuiliusnisnstadeuninugndesaneilade ETSI TS 119 441 Policy and
v

security requirements for TSP providing validation services (SVA: Signature

TSP providing signature validation services

Validation Application)

v o 1 Client valiaation service serv Others
YVaNUUALRNIE VBIUTTNNUIATTILULEUNEY (user side) SVSP side
LAZUBNIUUANTUAINNUAIUADANY
CA
dmIugliusn1snslvsauANgnAeIaIeliate 2 dation |1 signature validation request,_ | validatio Sphnse < SR
-5 "TL, < 15119 342 ;»'.:! col .'.;::'!zlll ::‘r‘ TSA
- lien B validation Fastond (server) (SVA) MS) TL
S . EU Lol
4. validation report contains RESULT and REPORT % cmkidabinm e ‘-‘ g
d|50!d\,’ re ]K' .? . VadilOgail pProcess L Other
EN 319 1021 SVSP
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o 1'%

LAZUININUANTUAIULUAIUADANEY

dmIugliusn1snslvsauANgnAeIaIeliate

ulguruazdaninuasiuaudunslaaadedmiugliuinisnivenalon
\ngYasnuaeiieYandia
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3. Yamuuaniz vasuszinnulauiglasdanuunfIuANNUAIUanNY

dwiuiliusnisnstadeuninugndesaneilade ETSI TS 119 441 Policy and
security requirements for TSP providing validation services (SVA)

SVP-8.2 MuualnslnAean1snsisaeunugnaesvedatedade (signature
validation protocol)

svP-8.3 \ludammunduerinuduasuasnsievesienisdeansseninagiday
AUEliUIN1INTIRERUAINYNABIVRIANLIB B

VPR-8.1 MNUANTZUIUNITATIVADUANINYNABIYBIAN8HBTB (signature

validation process)
SVR-8.2 MnUATRMMUAZ IS UTIBIUHANITATIAADUANNYNABIVRIREilB T

(signature validation report)
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4. danmualenlz aIUTENNNIATIINLlEUIsLasdaNIUARIUANNLUAIUADASY

ﬁ\ﬁ Yf?ﬂ?ﬁ 13881 22];1]5@ J dmiugliusniseanluiuses ETSI EN 319 411-1 Policy and security
v

requirements for Trust Service Providers issuing certificates; Part 1

TSP issui tificat
issuing certificates (CSP: Certification Service Provider)

- YANUANIZUTNTAWZIUYU (registration service) HsHaAIUENYIEDUIMNTN
TANNUALRNIE VBIUITLANNINTFIUULEUIE Hu REG-6.2 dafmuniisafunisiigatiuazfudusny sudsnsnsivaey
doyaiiszyfadivedduiuses ilelfifutoyaluuinisaddlususes vinstae
$HNIATIEBUNNIATOUATES MFemuANNUIdIufve i vesaeilieted
Lildgnasenngeenlususes
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dmiugliivsniseanluiuses
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a. farmunianis vesUssmsnasguuleuiesuazdaruuadiuanuiunslaanse
dmiugliusniseanluiuses ETSI EN 319 411-1 Policy and security

requirements for Trust Service Providers issuing certificates; Part 1
(CSP: Certification Service Provider) (§/9...)

{lusniseanlususas

TSP issuing certificates

- FaMNUANIZUSNI5E319IUSUSN (certification generation service) i
mednustatntnlu GEN-6.3.2 nszuiunsuelususes (certificate

LLm%'aﬁmuﬂé’{'}ummﬁumﬂaaﬂﬁﬂ application process) uaz GEN-6.3.3 n1399nlususes (certificate

issuance) waziiilomasounauismsaisuazasaneileteluluiusesiele

Lm‘u‘mmLLa:ﬁsuaagamzqmLmﬁuaﬂmmawmumimiwaaumﬂU'ﬁm'ﬁaqmmsu

(registration service) U3nstianunsasaunszuIunsasagnauasofls

TafMuAlNIE Ya3UsEnnuInsgIuLleuy

dmiugliivsniseanluiuses
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ﬁ\ﬁ Yf?ﬂ?ﬁ 13881 22];1]5@ J dmiugliusniseanluiuses ETSI EN 319 411-1 Policy and security
v

requirements for Trust Service Providers issuing certificates; Part 1

TSP issuing certificates

(CSP: Certification Service Provider) (¥s...)

- Jamuuanizuinisdawisaineunstayaluiuses (dissemination service) il
TANNUALRNIE VBIUITLANNINTFIUULEUIE sasednwsgetmiulu DIS-6.1 Mawmeunsdeyaluiuses (publication
and repository responsibilities) DIS-6.5 ﬂ’liLNEJLLWi'Gi’JJEJaﬂaLLazamuz‘UEN
Tususewitengyuaasisarvesoanluiuses

LAZUININUANTUAIULUAIUADANEY

dmiugliivsniseanluiuses
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a. farmunianis vesUssmsnasguuleuiesuazdaruuadiuanuiunslaanse
dmiugliusniseanluiuses ETSI EN 319 411-1 Policy and security

requirements for Trust Service Providers issuing certificates; Part 1
(CSP: Certification Service Provider) (§/9...)

{lusniseanlususas

TSP issuing certificates

- gamuuAlRNIZUINITSUABLaz AL iun1siinaaulusuTes (revocation

TANNUALRNIE VBIUITLANNINTFIUULEUIE management service) Isviariesnusdotimtnlu REV-6.2.4 nsguiums
T T T sufummzﬂumizammemﬂmmm REV-6.3.9 MSLNNDaUNIe

sydunsieulususes (certificate revocation and suspension) wag

o [ Y a L
fmivgliuiniseentuiuses REV-6.4.5 nsUufindayarvaiinaaulazn1saiduniseng q Mfeides

91 38




Ve S
As:nsauadnNa 7 &’

- " \Waasugfioua:donu /“‘ E I DA
= -y

Y o v 0 v o W Y a A a4 & vyd
‘LlIEJU"IEJLLag“Uaﬂ'TVI‘Llﬂﬂ’lUﬂ’JqﬁJﬁJUﬂQUaﬂﬂﬂﬂﬁ’]‘W‘JUEﬁﬂﬁiﬂﬂiﬂL‘U@ﬂ@lﬂ‘ﬂ
\Nedvasnuanedayanina

a. farmunianis vesUssmsnasguuleuiesuazdaruuadiuanuiunslaanse

dmiugliusniseanluiuses ETSI EN 319 411-1 Policy and security

requirements for Trust Service Providers issuing certificates; Part 1
(CSP: Certification Service Provider) (§/9...)

{lusniseanlususas

TSP issuing certificates

- YBAMVUALANIZUSNSHEAIENULNANSIANDBULUSUSEY (revocation status
. = LY 7 [ 1 o v @ Y Aa [
service) 159dA8NWIYaUIMUNTY CSS-6.3.10 ﬂflﬂmsﬂfﬁmagaamuz
LAzt o uAGIUAIISTLAIUaaRSY nsiinaeuvadlususesiudnslsing o (certificate status service)

TafMuAlNIE Ya3UsEnnuInsgIuLleuy

dwuliusnseenluiuses - GﬁaﬁmumLawwﬁﬂjiiﬁwLff%ﬂ;:jqﬂﬂ:ia{e?my%’uiiﬁsummaﬁa%a (subject device
provision service) 45%@NILNWI8DUIMNUNIL SDP-6.3.3 Lay SDP-6.3.12 1135
fAungua SDP-6.4.5 msdnifuteyatufinfiistestumsinmseugunsal
dmiuiivesansiledie SDP-6.5.1 uaz SDP-6.5.4 msadgnauauazlvuinns
gunsalisiaduitirusiuasUaonfeviegunsaiduiuiiveduiuses
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A1 USEUMBU Tan1vuanqly

%

dmsudliusnisnwenald (TSP) Mingadasivaeiiayanana

General TSP 319401 CSP/CA 319411

SCASP 119431-2

_ AsS:znNsJvavna
[ ] = =
LWoLASUYNILA:aoAl

SSASP 119431-1

REQ-5 Risk Assessment OVR-6.4.1-01 OVR-5-01 OVR-6.4.1-01
REQ-6 Policies and practices: REQ-6.1 TS Practice Statement, OVR-5.2-01 OVR-6.1-01 OVR-5.1-01
REQ-6.2 Terms and conditions, OVR-6.8.13-01 OVR-6.2-01 OVR-6.8.4-01
REQ-6.3 Information securi oli

REQ-7 TSP management and operation REQ-7.1 Internal org. OVR-6.8.2-01, OVR-6.9.1-01 OVR-7.1-01 OVR-6.8.1-01
REQ-7.2 Human resources OVR-6.4.4-01 OVR-7.2-01 OVR-6.4.4-01
REQ-7.3 Asset management OVR-6.4.1-01 OVR-7.3-01 OVR-6.4.1-01
REQ-7.4 Access control OVR-6.3.1-01, OVR-6.5.5-01 OVR-7.4-01 OVR-6.5.3-01
REQ-7.5 Cryptosgraphic controls OVR-6.5.1-01 OVR-7.5-01 -
REQ-7.6 Physical and environmental security OVR-6.4.2-01 OVR-7.6-01 OVR-6.4.2-01
REQ 7.7 Operation security OVR-6.5.6-01 OVR-7.7-01 OVR-6.5.4-01
REQ 7.8 Network security OVR-6.5.7-01 OVR-7.8-01 OVR-6.5.5-01

OVR-5-01

OVR-6.1-01
OVR-6.2-01

OVR-7.1-01

OVR-7.2-01

OVR-7.3-01

OVR-7.4-01

OVR-7.5-01

OVR-7.6-01

OVR-7.7-01

OVR-7.8-01

X ETDA

SVSP 119441

S —OVR-630L

Req 7.10 Collection of Evidence OVR-6.4.5-01
REQ 7.11 Business continuity management OVR-6.4.8-01
REQ 7.12 TSP (CSP,SSASP,SVSP) termination and termination plans OVR-6.4.9-01

REQ 7.13 Compliance OVR-6.8.4.-01, OVR-6.8.15-

01, OVR-6.9.3-01

OVR-7.10-01
OVR-7.11-01
OVR-7.12-01
OVR-7.13-01

OVR-6.4.5-01
OVR-6.4.8-01
OVR-6.4.9-01

OVR-6.7.4-01, OVR-
6.7.15-01, OVR-6.8.3-01

OVR-7.10-01
OVR-7.11-01
OVR-7.12-01
OVR-7.13-01
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mmw’ﬂwmnﬁwwaaalﬂ (TSP) fitgatasiuansiladanasia

dauusznauusnig CSP/CA 319411 SCASP 119431-2 SSASP 119431-1 SVSP 119441

Registration Service

= As=nsovadna /0‘
IWLASUZADLA:d0AL

Certification generation Services GEN

Dissemination Service OVR, DIS

Revocation management service REV

Revocation status service CSS

Subject device provisioning services SDP

AdES signing interface services ASI

Siening key generation service GEN

Certificate/elD means linking service LNK

Signature activation service SIG
Signing key deletion service DEL

elD mean provision EID

Signature Validation Protocol SVP

Signature Validation Process VPR
Signature Validation Report SVR

- OVR fartmuaiialy / GEN uinsasislususes / REG uimsameideu / DIS U3msiueuns / SDP dermunifenfugunsaivesiveduiuses (subject) / €SS uimsanunmluiuses

- AS| FarrmunduRnsevesnmsataeiiedondva (AJES signing interface)

- GEN dafmuauimsainsngyuadmivasaeiiode / LNK dedmuniieafuuinmsidenledduiusemasdled / Sic defmunuimsddliiaiansiiede / DEL derimunmsaunguadmivasmeiiede / EID defmunifeiudled

- SVP Yeruuslnsineeanisasvdeunuangowesaeiiede / VPR darmuniieiiunssuiunsnsindeuanuandesesatsiiede / SVR defmunuimIsenunisasedeuanuandeweasilede) nu 42
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