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Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014

On electronic identification and trust services for electronic transactions in the internal market

X ETDA

Electronic Identification - elDAS

Article 3 (summary...)

* Simple Electronic Signature (SES)

data in electronic form which is attached to or logically associated

with other data in electronic form and which is used by the signatory to sign

¢ Advanced Electronic Signature (AdES)
an electronic signature which is additionally:
uniquely linked to and capable of identifying the signatory;
created in a way that allows the signatory to retain control;
linked to the document in a way that any subsequent change of

the data is detectable.

* Qualified Advanced Electronic Signature (QES)
an advanced electronic signature which is additionally:

created by a qualified signature creation device; and is based on

a qualified certificate for electronic signatures.

Article 26

An advanced electronic signature (AdES) shall meet the following requirements:

(a) itis uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(o) itis created using electronic signature creation data that the signatory can,

with a high level of confidence, use under his sole control; and

(d) it is linked to the data signed therewith in such a way that any subsequent

change in the data is detectable.
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CEN EN 419 241-1 Trustworthy Systems Supporting Server Signing - Part 1: General System Security Requirements

This document specifies security requirements and recommendations for Trustworthy Systems Supporting Server Signing (TW4S) that generate digital signatures.
The TWA4S is composed at least of one Server Signing Application (SSA) and one Signature Creation Device (SCDev) or one remote Signature Creation Device. A remote
SCDev is a SCDev extended with remote control provided by a Signature Activation Module (SAM) executed in a tamper protected environment. This module uses the
Signature Activation Data (SAD), collected through a Signature Activation Protocol (SAP), in order to guarantee with a high level of confidence that the signing keys are

used under sole control of the signer.

The SSA uses a SCDev or a remote SCDev in order to generate, maintain and use the signing keys under the sole control of their authorized signer. Signing key import
from CAs is out of scope. So when the SSA uses a remote SCDev, the authorized signer remotely controls the signing key with a high level of confidence. A TW4S is

intended to deliver to the signer or to some other application, a digital signature created based on the data to be signed.

This standard:
- provides commonly recognized functional models of TW4S;
- specifies overall requirements that apply across all of the services identified in the functional model;
- specifies security requirements for each of the services identified in the TW4S;
- specifies security requirements for sensitive system components which may be used by the TW4S.

This standard is technology and protocol neutral and focuses on security requirements.
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3. DnUsYD

4. mwsduudvs:uualuayumsavalelodoadnadisindoousnisildofiold (trustworthy system supporting server signing: TW4S)

41 MwsduydvNS:UdUMSaswanelodo 42 s:auANuuvIaluNSAIUALUDVLIWDVasliad laslidnisAouAuusvuAnadU
4.3 mswaolua:dugudauvavisuavaisiiodo 4.4 AnduvdKSulBaswanelododdna ua:luqaldisiadu

45 Joyadviaswanulododdna 46 TwslnApalwodulkaswarelodoadna

47 dudadoupviduovargliodaddna 4.8 Tuqadviaswanulodaddna

49 yduluaaNMwudQdouy

5. JofhKuaduAUluAvUaDaAgUavSs:uUaluauuNMsavalebadnadnadiuindovusnsitdoinld
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SCDev Signature Creation Device aunsal/s:uuasvanuladoddna
SAM Signature Activation Module luQadvilkasvarelododdna
SSA Server Signing Application usUwalnduavaielodnddnadigindoousnis
SCA Signature Creation Application upUwalnduaswanelodoadna
SIC Signer’s Interaction Component drudacivuavinusvarsiiodo
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DTBS/R Data to Be Signed Representation wuuuaavdayatioavarsiioda
DSV Digital Signature Value Aanedodoadna
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Trust Services and Validation Data l

glyiusnns RA/CA, TSA uag IdP

* Signer's Interaction Component (SIC)

¢ Server Signing Application (SSA)

* Remote Signhature Creation Device (remote SCDev)
* Signature Activation Protocol (SAP)

* Data to Be Signed Representation (DTBS/R)

* Signature Creation Application (SCA)
* Signature Activation Module (SAM)

* Sole Control Assurance Level (SCAL)
e Signature Activation Data (SAD)

* Digital Signature Value (DSV)
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Pwavaielindo (SIC) WiuudUwalAguavanslindoadnadietndoousnis (SSA) LWa

lI.DUWE]lF]UUE]OE]']EJUDUDOOnaODEJlF]SD\)USﬂ']S (SSA) ODOLUDU[EJ\)ﬂfUI.I.DEﬂHSUZUHSW\) aummIHaswoawuauaoonatuaUnsm/s.uuaswoawuauaoona (SCDev)

anedododadna (signing key) uaomuaoawuauaIUaanoauaomsauaummu
(authentication factor) upviduavaneliodo . UauaaoIHaswoawuauaoona (SAD) maonﬂaoIHnquoaaoIHaswoawuauaoona

(SAM) ruwpUWAIRGUava8ladaadMadisLn3oousSNs (SSA) oauuaTRgUASAT/
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5.1 JarmHuadunnuluAvUapanewugiunsudu (general security requirements: SRG)

5.2 JafhRuadunUlUAVUADOABUDVEIUUS:NDUHANUDVS:UU (core component security requirements: SRC)

53 JorhRuadunAUUUAVUADOABIWULAUEHSUS:AUAIIULTUYIAY Jugv SCAL2 (additional security requirements: SRA)

54 JafHuauasgIuAULUAYUaRaAEEHSUS:UU TW4S
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5.1 JarhKuaduANuluAvUasaiewugiuAddu (general security requirements: SRG)

5.1.1 MSUSH1SYaMS (SRG_M)

MSAKUQUNUILIA:GNS UV HINALA:NIGOIUDENVIKU:aULa:UaDQAE

R ——

5.1.2 s:uuua=msuUnuciviu (SRG_0)
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AUDANSUSKISYANSS:UUEKSURIBOIURTENS gV
5.13 Miss:yua:zgugucidau (SRG_IA)
s:uU TW4S davidnalnmiss:yuazgugudautWatavAunsidhdvua:tdviulasgniulasusunuia
5.14 AsAdUAULAzINAGMSLINEVS:UU (SRG_SA)
s:uU TW4S daviiAaiuaiuisalunisnduAuia:sAaRiduiuns:yld lunmstdndvdoya HEoaruus:nouupvS:UU

5.15 MSUSKISYQNISNTYUD (SRG_KM)

MSasvNnUID, MSYAAU E15Dv La:AAUATYLD, NSIBATULD, MSINELWSNTULLD, NMScpong USUUSY La:tuagunnuild, NsSaiunmiiD

watludoyaniAuBidurdngiulus:a:610 La: ANSAUNEJLLD
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@ ns:ns>vadna )'(. ETDA

WaIAsuTAivla:doAU

—

addgLASDVUSANSALEaHDlA

5. JarhRuadiunuUuAVUanaAgUavs:uUaduayumsavaleindoad

5.1 JarhKuaduAMuluAvUaaiewugiunddu (general security requirements: SRG) ... i

516 MsasdvanuU (SRG_AA)
Aovuufindayatkanisaddivafiiadumelus:uu TW4AS IWaldlun1sasIvanu
517 msdatiudayaldilurdangiulus:g:610 (SRG_AR)

AovdatAudayalBilurangiulus:gze1duudavufindayameuan lagdauufindayadnisdimsdatiuagoikui:auliawisathuntdla
tuMeHav wa:awisaldliurangiulumonnHuiglWasusavarelodoadnanasviulus:uu TW4S uddavlidatiuwisitlaashdAtyc
A2WUUAYUADOAY 18U SRanuupvRidvIus:uu TW4 udu

5.1.8 msdsovuaziAudoya (SRG_BK)
AsaUnauavdalyas:uu Jayariduiu ua:dayaduiifgddavnoruansududanisAAus:uuluMERAVS:UUAULIHAIKEDIAQLKAAYWUE

cios:uu udlusaufivdoyadisovua:nAuYDYNTYLDCIIVA
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@ ns:ns>vadna )'(. ETDA

WaIAsuTAivla:doAU

—

addgLASDVUSANSALEaHDlA

5. JarhRuadiunuUuAVUanaAgUavs:uUaduayumsavaleindoad

5.2 JorKuadIUAIULUAYUaDOABUDVEIUUS:NDUHANUDVS:UU (core component security requirements: SRC)

—_——

5.2.1 msdvAnuddHSUIdaswanelodaddna La:ntULIS:UUSHAAU (SRC_SKS.1)
wis10LapsuavdanasAUABahHSUNsaswaneladodis:uu TW4S AoviiANuUuAYUaDQAYLWEIWDOEaDAEIVDNEUDVIUSUSDY SIUMY
AovsnuANUASUIDUaUYSsNIuavlayaiifgadavAuMsidaulavnmuudrsuldasvateliadoddnavavidnuavartulodoAulususoy

5.2.2 msdugudauriuovareiiodo (SRC_SA)

AsEuguaulUpvaeindalRls:AuUAULTUVIAWUTIU SCALT sounvdavduiasmsIanistiomisdugudautwatdndos:uulidiss
HSDLAQADIWRQWANQ
523 msasvaielipdoadna ua:ns:usumss:uusHadu (SRC_DSC)

wis1dlaasuavdanasiuAldahrsunsasvatelododies:uu TW4S dovgnrkualidnaiuluavUanaAgtWeowaluaanayIvanguay

(ususov
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NS:NSVEDMA ;:(. ETDA

IWDIFASUINVIA:avAL

—

5. JarKuaduA WUUAVUanaAgUDvS:uUadUaUUMSavaleladoadnadiuindavusmsiidoiinld

53 JorhKuadunUUuAYUaDASIWULALEKSUS:AUADIULTUYIQY JUudv SCAL2 (additional security requirements: SRA)

53.1 TwsInApadviRaswareliaBoddnaua:doyadoliasvarelododdna (SRA_SAP)
doviurasmsaduaumunduius:auanuidguiwasuliaua:ldaaudanuanmuniulwsinAsadviRasvatelodaadna (SAP) ua:doya
dolRaswanelododdna (SAD) sounvluqadviiasivaltsbadnddna (SAM) davaadvua:tdoumelduauluaniiusmsiidatiald
UsKIsdamsta:instUovAunistUdsunlavdaya doullugUnsal/s:uuitdaialdua:nunisus:ouriuduanuluavlananieluns
Us:Lioumutneuius:Louniuduadiuduavdasansnivtnaluladansautna (EAL) As=Au 4 Julu muu1asgiu ISO/IEC 15408 HED
Lasgiudulus:auus:inARIAgITDVIL AR ULAEVAU

532 MsUSHIsSomMsnuddHSUldaswaneUodoadna (SRA_SKM)
ﬂfguaanHsufuaswoawuauaﬁf)n‘a ma\mﬂaswuuua :i@uiumelupunsal/s: uuasaieiiodnadna (SCDev) logdovlUugunsad/s:uu

Adodinlduawiunmsus:Ldurniudiunnuduavdananslunisus:Ldumutnaunus:LgundiudiuanuluavUanangnoinalulagaisautna

(EAL) As:AU 4 FulU auunasgiu ISO/IEC 15408 Hépunasgudulus:auus:inARLAgIdova:LAgULAgvAU
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NS:NSIVAINA %
m X-ETDA

5. JafKuaduAWUUAVUanaAgUDvS:uUaduauuMsavalglodaadnadiginsavusmsnidotinld

5.4 JarHuauIasguANMUuUAVUaDaAYEHSUS:UU TW4S

WalRUSANSS:UU TW4S TAnuunatio RIRUSASADVIBNAATUNS:UU TW4S AKuMsasIvsusavinaurus:iiun>ludiuanuluAvUanans
nivtnAalulagiarsautnA (Common Criteria HSD CC) AWUIASTIU ISO/IEC 15408 dde donHuaUavAunmisaaudavunly (Protection Profile) {u

s=duANULTUYIAtUMISUS:LTUCULNEUAUS:LTuMmIUduAULuAvUananumuinAluladaisaulna (EAL) As:du 4 Julu

JorruamsUovAaumsdauuaviilu (Protection Profile) d1rSus:uU TW4S tWaldidutneunus:idudiunnuluavUananunivinaluladaisaulna
UDONéC‘Iﬁmﬁfﬁtﬂuldmummsgﬁu CEN EN 419 241-2 Trustworthy Systems Supporting Server Signing - Part 2: Protection profile for QSCD

for Server Signing HDUdlAUDLU: HEDUS:NAUDVHUIEVIUIUS:AUUSLNANSUNQEDU
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uSmisavawilotoadna
nlgmsnduAuIns:u:lna
(Remote Signing Service)
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: ) _NS:NSonadiia 3 ETDA

WaIAsuTAivla:doAU

_

lona1sUs:NaunsUs:3uSUWYAIUAQLRUGDSIVTDLaUDILULIASTIUY J1AdsUSMIsavareladoadnanidnisnauauons:a:lna (Remote Signing Service)

https://www.etda.or.th/th/StandardNews/03052566.aspx
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