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(Interoperable Framework of Digital Wallets for Verifiable
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Self-sovereign

+ privacy in blockchain

s:UUA0MSUD
Consent 910 User
Wwadvdayaddu

1

1

1

|

1

1

1

ST Self-sovereign :
(0u Data |dM :
1

1

1

1

|

1

1

1

Processor)

S:UUAWNSAIRUSMS
gugucnaudnu
Domain ua:M Single

S:UURAK User DansAouAuua:
USHIsvamsdayasaanued
ua:tayadiucdaiatGun

Sign On (SSO) 14
LasZURREITDY User-Centrig

1Guri OpenID, SAML

s:uURTUaLIsa

o ldM lags1awsaiguoyasn
e L] anual H3D Identity UdvLS)

|
|
domain 14 Federated : AUtAS ATHU LHDTHS pENvTs A
|
|

IdM “

Centralized
IdM

Time

Password-based IdP-based Public-key-based



IdP - based Authentication

IdP = Identity Provider
RP = Relying Party

IdP wgaldoau
uDuRIBUSMS ua:
ppndvnlgdudgudau
(1du password) IH

dowanmisduducnau
. . uDVRIBUSMS

B33

RP RRBusA1sludiuguchnauriu IdP ua:
IdP 2:domaniséiugudoaunduli RP

Hoonldnaswaoudau
upvRfiolonans ua:

e - 2on credential 17
1hidusnmis

o

XETDA

Public-key-based Authentication

13 credential
wWidusns

(1]

ol
jan
r T ﬁ? . I
goonwnas Fas>vaoudnas

WaSIDaDUDAAISEIWISNAsIDADUN AL B iipATuANULU:
{u credential 16 Taslidaondululdgoanonanséiudu



tnATUTagwugu

x*ETDA

1onassusov (verifiable credential: VC) ua:tonaisaav (verifiable presentation: VP)

Verifiable
Credential

Osin &

Proof

Wallet

Trust

LR

No integration needed

a write Public Key

Verifiable Data Registry (e.g. blockchain)

él Verify °

duaduii 1: issuer Sa1AU public key uu
verifiable data registry

duaaduii 2 : issuer avareipdaddnauu VC tWa
oontK holder

duaduii 3 : holder d:a$1v VP (Proof) 1§
verifier ua: verifier awnsadonayuodaisisau:
v1n verifiable data registry

duadufi 4 : verifier D:BNTYIDAISISTU:UDY
issuer tunisasdvasu VP
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nas:=wWhadna (Digital Wallet)

x*ETDA

ns:0ha3na (digital wallet) Ao BaWALDSAIRRGOIUASY (generate)
JalAu (store) 9ams (manage) Ua:LAUSAW (protect) NEYLDLUISHA
(cryptographic key) Jayadu (secret) ua:dayadiudddu a Al
ADUBDUTHD 16U 1BNaNsSusaVRasIDaDUIA (verifiable credential) ua:
diundlannsaliinduavlanaissusoviluuns=a1u (91A KUvdalauniv)

as:lUhadAanv:nanavVtUAl AsoUAaUIEWI:NS:LTNADNadHSUMSIAU
1onaissusovlnUu (credentials) Wsoufivns:1adnadksu
mMsuanllasududlannsaind Ko Junswdadna (digital asset)



Edge Wallet

dovAUs:NBUAVKUASALAUDETU
UNStIUDVRIBVIU (edge)

a——

dmsuns:ihadnaus:iand
WGoud=awisadatnudolya
upvOUIA UGG aRRIGVIU
d:liawsadoA Joyas:H31v
gunsad

Hybrid Wallet

ja——

tWWuns:=ta3Nawuuwauy
MBvIuns:l0hadNasuuuud O
nvtdontunistdandatnu
DVAUS:NDUIUACY 9 Nuu
S:UUAADAUDVRIRUSNIS
(cloud) HSatugUNsIUDY
Wt3vuY (edge)

Cloud Wallet

JovAUs:NDUAVKUASALAUDE
AURIKUSNS (cloud) Tag
WIBVIUAIWISAUSHISIANIS
ns:10hadNausvau AgAURTH
usSMsWIuMvaUnaSIba Jad
vavns:lhadAaUs:LAnd Ao
s:uudnalnmisnAudoya ua:

mMsBvAdoya




s=lU1GdNa - ovAUs=NDULa=WuABUNISNIVIU

Wsuasuwisud (Agent)
WsunsuaLleuad KSadunuddna
Ao software module ATUIAZDU
mstguiulazSnuAIUUaDaNeY
vovns:lWGoNa

lawr:ARduSwovdNaISSUSDY
wa:nNeYURLINSHatmUu Na:duiu
as:wWhadnala

Messaging Routing

Backup and recovery Secure storage

Agent

Key management system
(Secure enclave/
trusted execution environment)

Encrypted storage

Secure storage

Digital wallet

x*ETDA

WuRsaifiudoyaodiviiunavlanasis
(Secure Storage)

wuiRsatfiudoya uboibuaavaduran a

wuRsalfiudayaativauumsidoiu
1Q9MIU (15U Wallet API) ua:

2. wuAdaliudoyasgoiuay
Uanass Fous:nouludieano
douginedd WuRdalAudoyauuu
L01sHa (encrypted storage) La:
WuRRSaBdHSUGILGUNSIAEDU
Jayangoiuavlanasie (16U
trusted execution environment)




As:=lU1adNa - anuau=NIstduiu

mstﬁmuuaoqnnasssummsﬁotu LUUWUZU

Rtdvnudadadamsununs:thadiadu Tastdnmuuodoudiu
msaswgovnwanaisiianuluavlasans Tagmsasio
Ast@oudatiy a dremsaunu QR code HEDAaNGVA MAliu
gousSumsasvmsidoucia L3pntonaIssUsDVACDYS
uanagutumsugduwusdonad souTudvhdad co a o1i
wu MmsdasMmisidaudplagdalula Tdovhdnaivtu
msidoudo ua:NNTpAILY:QNLTNSHANVAS:UIUMS

Htdviusu dv uazdnavidnaisdiannsaiing laglaw:lonans
Susavuazinanséav lasidalinmisasonisidoauconds o:
awisauandguonaissusavldnoAAMolGed (MKuamed
Swhetabugdoiidu uashetalduisuiriitu) uazanoAAno
(AoapvretduldnuRdona:HSu) 1WoooNoNaNSSUSDOTHL
H$DOSIVADULDNAISSUSDVINYNDDNUINAD

x*ETDA

msiWanaunas$usav lagtdaeilindoadnatwonisdugu
AMSIWNDDULDNANS a'lLnsnanﬂautana1s§usaoﬁﬁuoa1qt6
HanKa1e3s

RAEvudududrau druns:usumss:uusHa dutdnruuddrudidu
Uddstumsdugucdau  awisamla 2 58 3susnfp msduguddau
daluld RS dudavidms “dondu” ddensnson username
ua: password WUULAU o8US:HIQAAIWUAILE:0INTUNIS
Wwhds:uu 38Ranvia dududbaunuukanelade (multi-factor
authentication: MFA) dugnsoutindisAutunudia SSI AtWuAIL
Uanastumssnundoyaunvrtdoiugodu

dounuddrianazns:1hadna awnsaavareiistotutonans
SildansatndnmKuatitdaelodold



As:=lU1adNa - anuau=NIstduiu

mstduiuvavyAnasssualaenaiu uuuutuauro

ns:hawnsnsovsuaunsnildHaioinso
uazansadoudos:H31oiuld Foo:
AntHlAaUs:aumsainstdoudaliiaouu
2UNSATNVHUQUDVRIEVIU DEVISACIU (DY
FhiiviivAnuiuAvUanase MsHvIuSIUAU
upvns:LU1adNa mslendedrglpudoaya
tovondovrtidayauugunsainalA3ao
asviu

as:lUawisamviunuuawWIad awisa
asdvaouldnassusavlalasllicipoiins
Woudanusulaasifia duanandovAuanu
GDVMSUBVHUIEVIUAASTHAEUHY HVT
GoolmMsdariuIasTIU La:nMsnadaou
AIAWISAUMSHIVIUSIUAU

as:WhawisnasdvasugasIvadudNAS 310
anstumssovuatiigiiolonans (holder) uaav
U9AUSUSDY (claim) H3D 1BNAISSUSDY
(credential) LWDAD:SUUSMISHEDTL HOSIVFDU
1nasaoavlasuaurua (authorized) metd

AsSBUMSANAUQUA tUNSISENUDHANTIUCIIY @

aszlUaUIsafiusavGuiinmisasdoaaun
awnsaasdvaauliademsLldIsHa
(cryptographically verifiable audit logs) Wo
WuMs3tAs1:RKANTU tunsedntiaUsumdu

x*ETDA

as:idhatvayuuRsaivdoya
uwuuliunvUanasnie KD FoviisAe
(secure data storage [vault]
support) IANUaWISalUNS
dawiuduindayaldnnuuu lag
lawiRoMssHats

tunsaianlau (emergencies)
as:zlhgvansatinfvdoyala
2ehvvhe LU unsainiian1o:
anLuNYMSUWNE SOUFVIBUSMS
Atdtuanumsaianiaudu a

tuduus:Au (insurance) FWaQ
ns:1hawsadtAs1HANULE A
pwifadumnmMsiBouns:Ldn
adna ua:gmsus:Aunanuisa
USSIMANULEgVGVNEITA



. . . - x*ETDA
As=lU1qona - anuau=N1sisviu

ASIBVIUUDVDVANS

auAnsasaudvduddunu (delegation) oHugdivnisi
“RipBLIAUNG” WHTY (H39DVANSKHUY) DUNOIHKDU NS:M
MSUDEIVUNUCDLDVIA

As:1U1GdNauuUunvAnS GavaiuisaududIuIDiUMISH
§SNSSUIRAUUAAA

DuARsTINSAWLUSLNIUMSIEOU (scale) Upvns:Li
a3nMa uaztwuIududunuadiala

KudgvuRLAgITDVAUDVANS (ovaiuisathluiGouldtud
n310 (large scale)

avAnsDNGvMstBas:LhadNaua:dunuddnauvuiawi:
mv (specialized wallets and agents) AlHU=aUAUU
Llaw1zMmy pg1vu MsUtyd NsLou, MSIHANUEUSDU,
d1d 1Wudu

DVANSHANSIWANDULDNAENSSUSDVY (credential
revocation) ua:aanlonaissusavnauIsalRnnduIU
MOKAVIA (revocable verifiable credentials)



As:=lU1adNa - anuau=NIstduiu

x*ETDA

mstdoluvavynnasssual tunstintlduunasav (Guardian) KéaRunu (Delegate)

v
Amu

WUnAsavKSauNU (guardian/delegate)
awnsanszmunupglugums:

alaununstiuavmsAynnarKiRUZILzHUNU
UDVDVANS

Togdavilonaissusavignoanlagyis LD A
Uvuonagivtlunivnisiilaucodoynnaconald
wWuiunasav/iunu

as:athadSiadHSuunasavrSarjunu (guardian/delegate wallets) L0u
as:ihARUNAsSDvaIuIsaduguansuavipeiugums:

SnRvaIsaEyNUDIDNANSSUSDVIUZIU:UDVRDEUgUMS:
H3alladavuaavloNaIssuUsaVIRAUKASIDEDUIDNANS TUFIU:UDVRDEIURUMS:

a1y FUnasavns:rhnisunuiyasiaglios KioyashoguInAs:rhunu
HUNASDY
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wstnAdatungu OpeniD

AMWSOU

x*ETDA

OpenlID Foundation 10upvANSILLAIVHIWARTS Al
WusAstumsdaruiasgiuainadksuinatuladco a A

B
I OpenID 1AgdUDVAUMISIBVIUTWSINADA OpenID Tagus:nauludde

uIasyIu 3 auvu

(3 OpenlD Connect for Verifiable Credential Issuance
(Issuance of Verifiable Credentials)

2 OpenlD Connect for Verifiable Presentations
(Presentation of Verifiable Credentials)

@ Self-lssued OP v2
(key exchange and authentication)

Issue
Credentials

Present
Credentials

Issuer Holder N Verifier
(Website) (Digital Wallet) (Website)

J




wstnAdatungu OpeniD

OpenID Connect TagnoiU

[ (1) AuthN Request-------=>|

|
| |
| End- |<--(2) AuthN & AuthZ-->|
| vuser | |
| |

|

|

\

[ — +
Cmmmmmmem (3) AuthN Response-----———-|
|
| === (4) UserInfo Request—--——->|
| |
| (5) UserInfo Response-——-- |

oP

x*ETDA

wsInAaa OpenlD Connect (OIDC) WulwsInAdadHSUMSEuUgUd U
(authentication) WWUaHWUS (federated) Tag@io3du “identity layer” A
aswduuulwsinana Open Authorization (OAuth) 2.0 Botdunsaunis
rmMviudkSumsupusILNOMSLNEGivdDYa (access delegation)

TwslnAda OIDC dardaumisiviulagdowd aol

1. RP d@vdpyasavuanmisdududdauuav end-user 910 OP (OpenlD
Provider)

2. OP ddumisdiugudauuazuannudugaudin end-user
3. OP apusumSovudlayann RP lagdv ID Token ua: Access Token
4. RP anunsaualdnfivdoyauav end-user 910 OP 1088 Access Token

5. OP avdayadpndudiudu (claims) 1AgIAU end-user AU RP



: x-ETDA
IwsinApatunau OpenlD :

Self-Issued OpenlID Provider v2 (SIOP v2)

Self-issued OpenlID Provider (SIOP) utwsTnApafwuuIlae
OpenlID Foundation IWacisuaamniwsInAda OpenlID Connect
(0IDC) tHawsatdlumsdugudaunivadiauuuns=NYAUETA

tutwsinAoa SIOP MBvLDuRUSHIsSSamMsToyalfigniu
daanunivovautov lagdiugucdauniu RP ddg identity token (ID
token) Aaswdumnneuuoua:dayaus:noudiv a Meld
ANSADUALUDVRIGVIUWY (HtGuiutdu OP 1ov)

--(1) Self-Issued OpenID Provider Request->|
(Authorization Request) |

|
Fommm e + |
|

|
|
|
|
|
| .
| | End-User | | TwsinaAoa SIOP v2 daxaunisniviulagavud avl
RE | | |<==(2) AuthN & AuthzZ--->| Self-Issued OP
|
|
|
|
|
|

S S —— + |

<-(3) Self-Issued OpenID Provider Response-|

1. RP d@vdayasovupnisduguddauuav end-user 910 SIOP uu
auUNsaiudv end-user 1OV

(Self-Issued ID Token) | 2. end-user atdumséugucddau (authentication: AuthN) uas

UDUDIUTD (authorization: AuthZz)

3. SIOP aausumSovudldyadn RP lagdv self-issued ID token



wstnAdatungu OpeniD

x*ETDA

OpenID Connect for Verifiable Credential Issuance (OIDC4VCI)

(0) Wallet requests & User
authorizes credential issuance

(@) access token(, refresh token)

Credential
Issuer

(2) Wallet requests credential
issuance

(3) Credential is issued

Alice

opP

Wallet

Stored
Verifiable Credentials

Website or App

wsInAoa 0IDC4VCI WulwsinApadksSunisoononans
SUsDVKIUNMY API TagsDuSULNASTIULDNAISSUSDD
HanHategsUwuu soudiv W3C Verifiable Credentials ua:
ISO/IEC 18013-5 mDL

Tasdahdumsrioulagdowy God

0. end-user 13UAUUFFUWUSAURDDADNANSIWDSDVUD
1ONaSSUSDY

1. gopnIoNasadv access token nauutRUNSNIUDY end-
user

2. gUnsadudv end-user ALOUNISSDVUDIDNAISSUSDY

3. oonlonNaIsodNUA:dVDNAISSUSDVIR end-user



wstnAdatungu OpeniD

x*ETDA

OpenID Connect for Verifiable Presentations (OIDC4VP)

- @ User tries to access
g a resource

(1) RP requests
OP Credential(s)*

Alice

F‘ Presentation(s) in VP Token

Stored
Verifiable Credentials

()

Wallet (2) Wallet returns Verifiable \y/epsite or App
(Verifier)

wsinApa OIDC4VP ciagaadniwsinAsa OIDC4VCI
Tasiddrdumsriviulasdowd dod

0. end-user Us:avAd:l8USANSINRASIDADULDNANS
(@oGunuindu RP)

1 I?:I;C'ISDDEIDUlDﬂHTS§DOUDlDﬂH1SEhllO\)

2. giinnansaausumssSavuadpyatusuuuu VP
token

mnlfu@m:)aaautanms 9:0529aouUi (n) end-user
Wuuovonaisdravosy (holder binding) (v)
wnaisduaviinduAsuiduauysad (integrity) ua: (A)
lanawsz—huooﬁFimmn@aanlanawsan (authenticity)



x*ETDA

OpenID Connect tu ISO/IEC 18013-5:2021

Support
Data retrieval Transmission i_ssuling author- Reference
method technology mDL mDLreader | ity infrastruc-
ture
BLE ca M N/A 8.3.3.1.1
Device retrieval NFC ca M N/A 8.3.31.2
Wi-Fi Aware 0 R N/A 8.3.3.1.3
0 R 0 8.3.3.2.1
Server retrieval
0 R 0 833272

Key

M mandatory

C conditional

R recommended
0 optional

N/A notapplicable

a2  Support for at least one of these methods is mandatory.

ISO/IEC 18013-5:2021 10uLnasgLUdUTaSHa
uuaUnsilAdaUR (mobile driving license)

OpenID Connect (JuaurtvuaviariHua

dHsumsaduaviududadna tunsaiidavdy
INLBSWLIDSUDVDVANSKDDNIUTUTTALASY




wslnAoa — DIDComm

TAsvasiviondy

y

— JWE envelope: authN, confidentiality, integrity, routing —

- optional JWS envelope: non-repudiation -

plaintext: app data + metadata

-

{

b

dcem

dcpm

~

\

x*ETDA

dannuAnNavds DIDComm d:Us:nouluddedaya 3 du dud

DIDComm plaintext message : LOudoA>WTusULUU
plaintext Angdutuga

DIDComm signed message : [Judusiau13vo190HSDIUATG

(optional) rhHthAavaneiadaddnatusuiuu JSON Web
Signature (JWS) 1Woasavaauiuupvinny

DIDComm encrypted message : 10uduuangaidusuirh
MSLWNSKHa (encryption) tusyuuu JSON Web Encryption
(JWE) TagrKthASUsavAdwauysal (integrity) unv
AW



wslnAoa — DIDComm

MSAUKILIEUNIVEVUDYA

VRN 2 VAN

\ sender medlator% re0|p|ent‘
A4 \ W N4

forward T

x*ETDA

WslamAaa DIDcomm Us:Aauluddg 3 unuin Taun

+  @dv (sender)
*  AUNa (mediator)
* ua:gsu (recipient)

10 sender dodiaAUUs:LANEVCDIUSY mediator doriims
n9QsHa payload upvUandU dnUUdVCDIDAILIRAU
recipient

nodlustanaaodtdunwuunolded (one-way) hdnmisdv
JonnwNau KD tunseindmMsaviionUNAu sender ua:
recipient 9:aauunuinAu 1ag219t3 mediator LOU HSD

mediator 3u K3 W5 mediator LlAATA
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ASTUFANUN — GlobaliD

App Store Preview

GlobaliD - Private Digital ID i
Y t

Your encrypted e
Global Id Framework Inc
.D
| ) -

iPhone Screenshots

Share IDs and contact
information securely.

All your IDs in one
place. Secure. Simple.

Control
Your
Identity

Private by default. Take
control of your data.

x*ETDA

ns:1U1GSMa GlobaliD TAfuauUauMSYaLAULA:USHIS
damsmswgouua:duguddauudrtdusnis

Global ID ApuSUnAUGITalbaRT&INVILTHAIdVDERA
aHsgawsn ImMstRussiblaundini 1.6 auldd Asounau
FIdoun3HnuauAu TaetRusMsns:laSAa Awawaa:aon
ua:awisarfousuAuns:LNGSHa3uld (portable,
interoperable identiy wallet) mgtdurasgiulda

GlobaliD d:2an10nanssusavtiiAuRdialonans (holder) dvo:
UUtRAUSUsavlanans (verifier) IWagiuguddau



ASTUFANUN — GlobaliD

Identity

ADD TO GLOBALID

©

Drivina License
n3
Home Groups

[o]

Chot

o &

[sammotic >
Sammotic

MY DIGITAL DOCUMENTS

@ rassport

Identity Checks

0]

Passnort
Wallet __ Connect

TH

Thailand

Passport

Selective Share
Share only the D fields you choose

Share Full Digital ID

Share a digital version of your entire 10

Share Photo of Physical ID
Share the front of your physical 1D

@ R [o] [m]

Home Groups Chot Wallet

73]

Connect

GlobaliD [BusmsoINRIRUSMS KYC
meouon (1Gu Veriff ua: Twilio) tunis
Qs20dauldnans LU Huvdatduniv

as:ad
SULLUUGS
Wigvu

a
1a

:ulavidnaisGonaidirogiu
uasvativua:uugunsaiuov

NISOUaIUISALBSIDAaSAVNATRAURSU

16 Tagowussuuul@u K3aWevdaya

uwadu (Mwsdeg)

ag1vlsnd Uoauu goldaltuayumsauav
nanstusyuuu verifiable presentation
ucitusy jpeg (Mwud)

x*ETDA

@ Passport

e
TH

Thailand

SAMMOTIC
SWITCHYARN

GENDER LEGAL
M

NATIONALITY
TH

DOCUMENT EXPIRATION DATE
2024-12-03

d by Veritt



o _ _ - x:ETDA
ASTUANUY — SingPass UuovdvAlus

3:00PM Tue 5 Oct T aa% ..
Welcome back, (o] L.
Ivan Tan Wei Qiang Singpass Aps:uumswaouua:gugudauntdodinld (trusted
T T e digital identity) dHSuwallpvua:RogonFatuus:tnAGATUS
wpUWAaLABUAVNAIVDIFIFNISaSIvLaz:dugudaURIEIUAIY
REPUBLIC OF SINGAPORE o o . e e s ~
tnAlulagaiv @ 91A biometric verification Wuau souhv
NATIONAL DIGITAL IDENTITY CARD R N - - - .
1BoulgvdpyaldniAumasy NMIRRIGBVIUaIUISAlS SingPass U
e BRC irser MsMgsNSsULa:EUSMSMASIUA:MALLNBUNIFOATUSDENY
- Seess456A Uaaafgua:za:adxnauig lagddipgvupvusmisiauisatdoiula
= Ll6U ssAsSULABDAUAGU ssnssuLAgdiumsUs:Au Wudu
My Profile
Personal finonce S Famity Property

Driving Licence & Education Schemes



- i _ - x+ETDA
ASTUANUY — SingPass UuovdvAlus

uanIKlnTUdINMSIBLWaWgoiuazdugudbau HIUsSMS
. <soad 6219M Tuaouis pp—

SingPass awsarmsavareiodoasna (digital signing) Wu
uaUwalAgudonania lagaisa

& Sign this document

- Wlumsavasiiodoonais JruryiNnonnHUIE a de
aglafoNlasSuMsSusaVMUNAKUNY

Official Document .pdf
«  Wumsavaeladodnsumsrissnssudu a Aufomasgua: o
AAABU WMuNVUWUWAELATU

stg-saml.singpass.gov.sg

Does the domain look suspicious?

Match Refence Code

1N 151 16 W



f Sﬂ_j ﬁ'ﬂ Ul — Ca ro ... OPEN CREDENTIALING INITIATIVE

Caro Aai5ulaUwalASU ARRGEIULALITDVAU
Hovlgauniu (supply chain) uavensaulsa
aWIsaIBIWES:yGAUUSENAAT La:as30adU
mstduwusDasAMATASUNISSUSDY
(Authorized Trading Partner: ATP) v
UafKuQuav Drug Supply Chain Security
Act (DSCSA) udvassgowsn

Request Details
ns:1NGSRatnaalasusyn Spherity motd
uIasTIUNMHUQlagNISSOUNGUAUUDY

mABU WHp31 Open Credentialing
Initiative

cnhe 00329683,

1nmw Wudagvnisiviuvavns:t1hadna
tudsuuovnisudlonaissusoviplaunciuov
usunAmM

a Type: Identity Credentia

b 4 SPHCRITY

Credential Request

didzethr:0x0382968304ab11dac.
Identity Credential
Dec 14,2022, 95339 AM

Dec 14,2022, 95339 AM

Credentials issued on this request

x*ETDA
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ISSUANCE OF IDENTITY
AND ATP CREDENTIAL

i

A

Service <
Provider

Present and
Verify ATP
Credentials

Credential Issuer

Proof of ATP-Status

Routing Pl request and responses
including ATP Credentials

ISSUANCE OF IDENTITY
AND ATP CREDENTIAL

4

Manufacturer

DIGITAL
WALLET

1
1
1
| Presentand

| Verify ATP
¥ credentials

Service

Provider

x*ETDA

b 4 SPHERITY

WWonWwUasanwupuRUe DSCSA fHUGIRRALAEITDVAU
HovlgaumudHsuen davrhssnssunaniuagunu
Authorized Trading Partners ti1du dotiu Caro 3o
unuintunsy¥deauuauu Verification Routing Service
(VRS) dsuusynirhnmsuantuaguaumidtdasioanunun
UDVWAaQATUN

MSDDALPNASSUSDY TNSasIvCIS:ulawdHSUDVANS
(unique enterprise identifier) ua:asnaissusovaniu:
ATP udvDVANS
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NSaUANUY — Europass Wallet

Europass Wallet 1dudouniiv
rsoseeparlahcrenbrp e Tangee b+ © yov European Digital

ece < O o o e

B Credentials Infrastructure i
‘E!U"OPBSSU_ Helo sammoTic switchvary @ 4R ~ o 3 -
uropean Union darmdulagatu:nssuisnisgisy
watduuwaawosunaivaissu
@ s pew e N
lonaissusovUs:Lnn

My Library o xent - _
Us:mAdsuasuazaavas

Use the Europass Library 1o store and organise your documents.

i oxllo Europass Wallet tuns:10n
3 aSfauuuSuuauwalaBuLiiu
Toers S euTea o CYL) ide o yolk e RIBvIUD:IASULDY service
Cover ltters 0 [ 10 Gt o e endpoint YavaUVAIRSULIY
tRuARpNUs=NATgUasLUUY
Your wallet ID address is: europa.eu/europass/wallet/vOOcclpa Lm e 1onaissSusoviaslIvaaula
(verifiable credential) IRLTWN
Coriicates and cIOMBS e v s  spasmispmisnpicto N .

tuns:whadnavoavaudVlasasy

There are currently no certificate(s) or diplomas) added to your library

Uploads o



ASTUANUN - GLEIF
GLEIF | o ooy

GLEIF
|—‘> Qualified vLEI Issuers

l—} Legal Entities

I—> Persons Representing
Legal Entities

x*ETDA

GLEIF H3SD Global Legal Entity Identifier Foundation AoovAns
TuasvrwariisAddinoiutiadaghasawsasuaud gndadodu
Wis A.A. 2014 Tag Financial Stability Board upv G20 Summit

GLEIF G30Us:avAtunisaiudgnua:adntininssaoua:unna
MluauisarissnssuNYMSISUAURAUTdDE VLU ddems
atuauunisth Legal Entity Identifier (LE) BoAnsHandnaued
20 dnus (20-character code) MULIASTIU ISO 17442 UGS
1ulotaundiuovavAns (organizational identity)

Verifiable LEl AolalauAdiouAnstusUuuudsia Rgletriaayana
awisanmsdududauua:asivasulonaissusavidlagdaluid
metainAlulagns:o1ggud

Tog GLEIF fkthAdu Root of Trust wazmruansaumsmiu
qQua (governance framework) dHSUMSPPNLDNAISSUSDY Ua:

mswaans:1hadna Wudu
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&

« Self-
Sovereign

Identity

« 12NA1SSUSDY

e Us:zan

» DuAUS:NDU

wovdu

B &

+ Adu OpenlID

Connect

« DIDComm

« GlobaliD
» SingPass
« Caro

* Europass

Wallet

* GLEIF

x*ETDA

* AU

* anmwglisu




D¢ S oo x:ETDA
Qoo8uusNIVAISMNUAQLLa zzfzz:zg:;wﬂu -

Us:npuddy 2 dduid OKeC T PCTF2
DIACC & CCIAN

V1.0

wAUNON - Pan-Canadian Trust Framework (PCTF) . oonent uas
PCTF Digital Wallet Component Overview

Document Status: Draft Recommendation V1.0

Conformance Profile

DIACC & CCIAN :

0% Il Escnmwn Expet Comilton 1
s anticipated updated

rogular basis
9 intachnology, and changing segmsnm mgulalm and policy. Notfcation regarding
10 g
1 Trust
12 Framework Work Programme.

Assurance Maturity Model

Digital ID &

g q Gl
Authentication — 13 s cocumantis provecea a5 15
. 14 any kind, expressed or implied, including any implied warranties of merchantabiliy, non-
1 ement of third party inteliectual property rights, and fithess for a particular
Council of . 1 e oo T g o1
17 Pl o
Canada =
Y
7 Authentication T T
/ DIACC [ PCTFIZ
J S|
Credentials (Relationships & Attributes) DIACC @ CCIAN
o -
@\ \ » PCTF Digital Wallet Conformance Profile
\ Digital Wallet Document Status: Draft Recommendation V1.0
. it the
2 et Trndings and fo ge

PCTF Ap UofKUQ UIAsSTU
AS:UDUMS uUdAQ AT
ua:HaNLAUA RONAVSIUAU
metu DIACC dotduns
soungunus:HIwMAsSgua:
1onBU

Infrastructure (Technology & Operations)
This document has been developed by DIACC's Trust Frameviork Expert Commities.
is anticipated that the contents of this document will be reviewed and updated on a

8 rogu ‘address )
Notice & Consent intechnology, and changing legisiation, reguiations, and polcy. Notifcation regarding

i nd social media i o onthe fan Trus

,

Verified Organization 13 A3 18"

14 any kind, expressed or implied, including any implied warranties of merchantabilty, non-
15 infringement of third party intallectual property righls, and fitness for a particular

16 purpose. Those who are seeking further informabon regarding DIACG govemance are
17 invited to review the DIACC Cantrolling Policias.

Verified Person

s

| nformative | Specified | Encompassing
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arnwglisu — nMwWsduU

DVANSHANALAEITDY PN nsaUMISTIIVIU
i AAKUEALAEITDY P
tumsnnuqQua arsuns:=whadna

UofiHuUOU

European Digital Credentials JNstRUSMISUAd AfUNSSUISNSYIsU Decision (EU) 2018/646 of the European Parliament and of the
Infrastructure (EDCI) Wallet (European Council of 18 April 2018 on a common framework for the documentation
Commission) provision of better services for skills and qualifications uav EDCI'

(Europass) and repealing Decision No 2241/2004/EC

European Blockchain Services fduags:H3oMs European Blockchain  Decision (EU) 2022/2481 of the European Parliament and of the dgariKuaiu

Infrastructure (EBSI)- naaouthsovms Partnership Council of 14 December 2022 establishing the Digital Decade documentation

Conformant Husms Policy Programme 2030 udv EBSI?

Wallet

European Digital Identity fdvags:H310ms ATU=NSSUISNISYISU * Proposal for a Regulation of the European Parliament and of EUDI Architecture

(EUDI) Wallet naasuthsoums (European the Council amending Regulation (EU) No 910/2014 as regards Reference
tHusSs Commission) establishing a framework for a European Digital Identity Framework

Commission Recommendation (EU) 2021/946 of 3 June 2021 on
a common Union Toolbox for a coordinated approach towards
a European Digital Identity Framework

Europass, “European Digital Credentials for Learning Infrastructure : Information for Developers”, europa.eu/europass/en/stakeholders/european-digital-
credentials/interoperability
2 EBSI, “EBSI developers hub”, api-conformance.ebsi.eu/docs



(ogvuudN1vNIsMAUQUa

asnwglisU — European Digital Credentials Infrastructure (EDCI)

Decision (EU) 2018/646 of
the European Parliament
and of the Council of 18
April 2018 on a common
framework for the
provision of better services
for skills and qualifications
(Europass) and repealing
Decision No 2241/2004/EC

MsmAuQuapvAUs:NdUCIY a
UDVMSIKUSANS 91A UIASTU
NassSusov ua:msasions:1n
adunistagnruznssuSMSYIsU
Tagasv Myld Decision (EU)
2018/646

elDAS

€Time-
Star

AfU=ASSUISNISYIsU

EDCI
Credentials
Standard

EDCI
Revocation
Standard

x AuUg Europass ucia:us:ine

Standards @

Services

—=>

d £

EDCI Issuer EDCI Wallet

EDCI EDCI
Accreditation Revocatio
database n List

x*ETDA

Software

nnn
f=1=} EDCI
EDCI Code s A'jwagdi:a
M= ody Archive
i Wallet

©®©

EDCI Viewer

e (o] EDCI
Renderer Exporter
EDCI
Verifier
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asmwglisU — European Blockchain Services Infrastructure (EBSI)
AfU=ASSUISNISYIsU

Decision (EU) 2022/2481 of
the European Parliament

and of the Council of 14
December 2022
establishing the Digital
Decade Policy Programme x

— > Multi-Country Project ———  » EBSI <4—— EU Blockchain Partnership

2030
wose (R EBSI Aolsvasowugnuarsumsidouonanssusaviunsali verifiable data registry 10u
ifiable \der Proof, .
@ s = “ Q verity @ blockchain
/ Tt \ EBSI 10ulnsvnisuav EU Blockchain Partnership fgenin “Multi-Country Project” gobu
€=-tTacann TAsvNssdaWLAYOIW Decision (EU) 2022/2481 metduwuuleuigs:e:010003031 “Path to
ot e . . o
the Digital Decade” lagtglouauuauudn Recovery and Resilience Facility ulGuarkmw
© wrie we @ glsudadvdutwatduuiasmsgonsidsavsuamunisailn3a-19
Verifiable Data Registry (
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asmwglisU — European Blockchain Services Infrastructure (EBSI)
AfU=ASSUISNISYIsU

Decision (EU) 2022/2481 of
the European Parliament

and of the Council of 14
December 2022
establishing the Digital

Decade Policy Programme x

2030
e e—— m EssiF-LAB
EBSI APPLICATIONS LAYER 7{

can be n EU / Regional /

— > Multi-Country Project ———  » EBSI <4—— EU Blockchain Partnership

COMMON APPLICATIONS

DT o comsmerunn | IS e o ks o i b msmAuqualuldidariruamnddunavlagasy
= . . .
( & ucaodnuIvIn EU Blockchain Partnership ua:

{ EBSI EXTERNAL }_{ EBSI EXTERNAL Here EBSI with third pas g o 2

INTERFACES LAYER INTERFACES LAYER s protocals. © ASDUNISNIVIU European SSI Framework @oldu
— T ————— WaWaQUDVIASVMSIVEY ESSIF-Lab metdlAsums

Next Generation Initiative (NGI) 1ag
EBSI NETWORK LAYER 05 METWORK LAYER i ek ntarfaces are captured in i Layer, b they rivata, publi AfUzASSUISNTsaTsU
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arnmwglsu - European Digital Identity (EUDI)

m:]HLnaHanﬁﬁwﬁuquau§msr‘1’u‘iaﬁalﬁ (trust service) tuaknwglisu
AonnHUIENDdoISunlaegnd “elDAS Regulation” Fvlbddanikua

AgaAUMISAIAUQUaNISTUSMsns:LUNGINalagasy NMsAAUQUaNIS The Common Union Toolbox

wusmMsas:0adMalludavAus:iInAaudnuda:us:tnAdidumsuegn for a Coordinated Approach Towards a
fuldv duns:AvLlpINSIaUdNAHLIBAEENN “S10 elDAS 2.0” Svisen European Digital Identity Framework
Gnasmwelsuld (kSpmdvo:l) nasuIemAuqQuanstiusmisas:Lin

adnalasasvy

The European Digital Identity Wallet Architecture and Reference Framework
“Toolbox Recommendation” 1unaduliioon191n “$10 elDAS 2.0” Jamuary 2023
TagUoauudnanunaHUIgLdd ua:thuag EUDI Wallet ARF Version 1.0.0

elDAS Regulation' —» S0 elDAS 202 —» Toolbox Recommendation®* - EUDI Wallet Architecture and Referencee Framework?

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC

Proposal for a Regulation of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a framework for
a European Digital Identity

Commission Recommendation (EU) 2021/946 of 3 June 2021 on a common Union Toolbox for a coordinated approach towards a European Digital Identity

N

w

Framework
digital-strategy.ec.europa.eu/en/library/european-digital-identity-wallet-architecture-and-reference-framework

IS
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aknwglsu — ais:dAryuadutiednuns:i1d st elDAS 2.0

uas) asuans:dnry

(R ED B (Faidudiasuiemaunsunivavnnruie WitgdatvAu) d:dmsoon “Toolbox Recommendation”

100d Regulation 0o:fHUQ3Y MsAUs:LINAGUNGnd:=p9n EUDI Wallet 1HUS:316UIE0U dovrncmutdautuiating

2321 Regulation Gigriu EUDI Wallet AUs:inAaudnaantius:ssuidoiu

3302 tH23a31 “electronic identification means” IAWHWIgASDUAQUEiv EUDI Wallet Ade

3 3o 42 Ggnu31 EUDI Wallet Ado:ls

6a UofAKuQKanuov EUDI Wallet

6b JorHuadHSuRIFfgNsEiugiuddau (relying party) Wiu EUDI Wallet

6c mMsSusovi1 EUDI Wallet tOulucnudariHua

6d AMSIWELWSS18N1Ss EUDI Wallet ATGSUMsSusaoudd

uiasmssavsunseilianuTLluAvUaaAstuMSGoIu EUDI Wallet

AKUQIRIG EUDI Wallet dhrsSuniséiuguddaudiuuds:inATa

Msthuandmstdoiu EUDI Wallet Lv‘\;aswmuurintu:nssmﬁmsqtsu
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annwglsU - European Digital Identity (EUDI) : TasvasivnisinnuqQuantuniwn1stiusNs

RIHUSMIscv a Taun
National : PID Provider (3)
* PID provider (tonaissusov) e .
. - ]
* [QIEAA provider (1LoNaissusov) !
- P B . - Conformit; Authentic mwdas; QEAA Provider :‘5““ e EUDI Wallet Relying Par
*  QES provider (a1wiiaodlannsalng) e prir S e R N [t Mianca e PO () -
Body (10) data | ,-® }— Provides 0C—— - 1
*+  EUDI wallet provider (ns:1U1a5ra) I . i :
I Controls / activates 1
. . o« | é !
pgmeldlnsvasivnismauquanuMwNSs Supervisary I EaAprovider et 4 = O sars == o i
> A N _ M - . Body (1) H (6) & 4= —Provides Wallet solution — <@ vaid:r‘:g: o !
tKUSN1s NUs:znpuadgoavAns 4 Us:zian laun e Pt gt —— "
| - H
o 1 !
* supervisory body : mMKuansauns {;: 1 Trovides soppert. N
o (QIEAA Schema 1] OES Provider ! Device (0S) 1
nnuqQuanuNw Provider (12 iy 1 Provides TTTT vafacwrer
hd N | TTT T deviee T T T T * a2 |
: ! devics i
* conformity assessment body (CAB) : HH i:
THI
Us:1ounsuniw Legend N Sy Tt mogawrs N
v Provider (&) ~ 4+ —————————————————————— ’
* national accreditation body : SUsov
CAB
PrmaryRols  Componest  Governance Role
« [QIEAA schema provider : Us:mAlG o Inscope f the ARF———»
o NOT nscopeof the ARF— = = = »

schema/vocabulary uiasgiu

nul
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SwWUNwINATA
TECHNICAL REPORT

nsouMmsHWIUSIUAU
vouns:U1GdnadksuIona1ssSusou

INTEROPERABLE FRAMEWORK OF DIGITAL WALLETS
FOR VERIFIABLE CREDENTIALS

SN WINATA
TECHNICAL REPORT

NSOUMISHIIVIUSIUNU ‘
vouns:1U1a9NnadiksuIonaissSusov .
-

INTEROPERABLE FRAMEWORK OF DIGITAL WALLETS !
FOR VERIFIABLE CREDENTIALS N
A

190§8u 1.0 - IWVWU 2566
_— ‘.‘“

*

W

Technical Report

e-Standard € 0310.6.66 | ® 548 |« Share bitly/ETDA_DigitalWallet

Iwenws ETDA Technical Report nsaunasiavu
saufuvadns:iURINadIMsSuIonansSusov
(199$8u 1.0 - IWYIBU 2566)
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1. YauYY 4. 2995%3InVReNsIUNRINALaZLENEN5IUTEY
2. unileny 4.1 19TImslgnuduaLaugveInELUNAIYa
3. AMNSUVINTEUAINAF M ULDNEITIUTDS 4.2 2995TIWAISITNULNENTIUTEN
31 unumeazenuduRusveneuinfiieade 5. asAUsznauvanszdfdna
3.2 @NANITUTOAZBNANTAILAN 51 esUszneuiiugiuvenssdiAdve
33 syuuneilouena1siuses (verifiable data registry) 5.2 andnenssuvenduisvensudnadvia
3.4 Ussannsziana 53 gaanenmswanidsuenalssuses
3.5 mIdsesnaz)AuloyarNuEy 6. YouuzihvasnszidhfAdvianazienansiuses
3.6 mjﬁumgqﬁggag{qwﬂﬂasﬂm%’aakgﬂmi 6.1 ﬂizmwwamﬂmﬁmawmmmﬁwﬁzysuaaﬁayua
3.7 ﬂalnmﬂ%aaﬂmﬂﬁaLaﬂaﬁﬁimaﬂmi%’maq 6.2 dauuzihvauenansiuse

aa o

6.3 VoLULUINISARILIBIAUSENaUTRINSEUNRIYA
UTTUIUNTY
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The Common Union Toolbox
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Self-Sovereign Identity

Alex Preukschat and Drummond
Reed
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The European Digital Identity Wallet
Architecture and Reference
Framework
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() whownais (holder) Wowuns:th
ddna (digital wallet) AtRUSMSTOUR

gliusmsnszilhadvia

(digital wallet provider) tHusSnmsas:10hadnNa (digital wallet
. provider)
Tudms - . o
(2) wauns (applicant) guualonans
_____ ~ SusovonpPDNEAAIS (issuer)
. » , SRR N :
tinl aceionans | (3) §aUns Wiiolonals ua:l1wovdnA Y
(applicant) (holder) | . < " e w2 ac
! (subject) 1vLuyAnaLGEIAUHSDTUN
y . Vimsdinnag | (e}
Buralenasiuses o | . - R
1aNANIIUTeN | (4) Waolonaisawisaasivnaisaiuay
A 4 20NDNATT : LERLDNENT © . a
goaniondas Fuses nszLliavia I duns gmsaedeuiendns ua:uaauanasivaauionas
(issuer) (digital wallet) (verifier) (verifier)
__________ g (5) szuun:tdgulenaIssusav (verifiable
a“"‘;‘“”‘“mm! (identifier) data registry) Wudnaiotums
wltns h =
uazltimins (schema) asJvaouUDNa1sSUSOVLA:LDNES
syuunsbBulenansiuses duav

ayivaeuasEy (dentifier) (verifiable data registry) Avdouisy (identifier)

uazldiA3ne (schema) WazLANI N (schema)
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—

ovAUs:=nouas:LU1Q
/ ™

gasavdaulendns (verifier) nszithAdvia (digital wallet)

HmAudaya qunsalidrsia
(data storage) (cryptographic device)

! !

waundiatuairaenansdiung

Vuled

(online)

]

=

©)
=
-
3
(3]
o,

ECUINE

»
2

(presentation creation application)

=1
oW
=)
=1
o
=
(5]
=]

UBRRLIEMI

(CRLIVER TRV E))
(@2el3]Ul JRUISIX3)

gunsal
(offline)

wpuwAladutuiadounsziih
(wallet driving application)

=1 ]
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goumvs:g:tna lagrasdvaoutanaistiuynna
(Close Proximity Supervised Flow)

O__ .0
- )

govnivs:g:lnametugunsailqedniu
(Remote Same-device Flow)

-
L]

o0——8

x*ETDA

goomvs:e:tna Tags:uudaluda
(Close Proximity Unsupervised Flow)

o=

govnvs:e:lna dwaunsad
(Remote Cross-device Flow)

o
Q
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Uouu:zUNUDVIDNaISSUSDV

: Issuer Identification ) : Data Integrity )
awsas:udauuavipaNNaISla awisaassowunisiaguulavia a
S ) L Althaducisuavionaissusavla )
4 Authenticity ) g Status Check A
awsnasIvasufUIUDVIDNA1SSUSDVIA JWNSNASIVADUANIUUDVILDNAISSUSDV
. 31vanlagRpaNIDNASANURSUDSY ) . INgns:dUHSDIWNDDUHSDIL )

Holder Binding
enLnsnms:)aaaumsu‘iautaouao@ﬁalanms

ciolonaisSusov
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(" Data Model ) Data Format )
* W3C Verifiable Credentials Data Model 11 JSON Web Token (JWT)
* ISO/IEC 18013-5:2021 JSON for Linked Data (JSON-LD)
\. H3ounasgudu a duilufeousutus:duaina ) Concise Binary Object Representation (CBOR) )
é Signature/Encryption Format ) Selective Disclosure )
* Javascript Object Signing and Encryption (JOSE) ISO/IEC 18013-5:2021
* Linked Data Proofs (LD-Proofs) Selective Disclosure JWT (IETF SD-JWT Draft)
k. CBOR Object Signing and Encryption (COSE) ) )
( Holder Binding \ Transport Protocol \
+  msidouluviugunsniuavtduiu (device binding) OpenlD for Verifiable Credential (OpeniD4VCl)
«  msi@aulgviudoyadiauavRidoiu (biometric OpenID for Verifiable Presentations (OpenID4VP)
\ binding) ) Self-Issued OpenID Provider v2 (SIOPv2) J
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lonaissusavaiuisattvoaniiu 2 Us:tnn muAudAryuavdayatulonaissusov aol

(M wamssusavUs:tan 1 1ulenaissusavldoyadAty BulkurzdHSuniss:yddauunna
tUSSNSSUADAIULFSVFY (IDevLEU UasUs:91cDUs::516U UDUsIOUUT

(2) waassusavUs:tan 2: 1una1sSUsaVAGTaYan>IU Bulkurdrsumstdoun
HanHa1etussnssUAlUTAIWIESVgY (lagvIbu Uasa:aun:uuu ddlagansilus:ydon
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AWSOUUDVUIAsTIUYDvAs:LU1adNa

f \ Tnalveoasen Tnalnroauans [ \

. nszAdvia
LONAITUT ONATAILA
(digital wallet)
Remote flow
Uszan 1
OpenlD4VP
OpenIDavCl W3C v SIOPv2
JSON + JWT (SD-JWT)
Proximity flow
ISO/IEC 18013-5:2021 ISO/IEC 18013-5
CBOR + MSO ”
Y HAsI9EaY
Hoanend1s . .
) 2195065V 215033 onans
(issuer) - 4
TnalnAoadu 9 TwalvAnadu 9 (verifier)
>
W3C VC
JSON + JWT (SD-JWT)
W3C VC
JSON-LD + LD-Proofs
ISO/IEC 18013-5:2021
CBOR + MSO
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