A y . g
\":‘1’; '?ﬁs-nsqboona & ETD A

2IAsuTNVIa:avAL

APNSSUNIYNOQAI US
s s S

usmsaumquvooona

AIGN1snouAuYINS:b:Ina
Remote Signing Service

Suwniaudn 15 Tnuisu 2566 19a1 10.00 - 12.00 u.
daulusiinsy Microsoft Teams

d 0
e AmznUsSnulasenisy
IRININIUNWIINY 1A

https://bitly/ETDA_RS_Survey



usNIsaJvatguosoad

nfsnisnduAauYINS::zina
Remote Signing Service

L=

na

NS:NSIVAINA %
m X-ETDA

NYUANITVRIAINTINEBNBAAUINTWALLDEN Al

nan

10:00 - 10:15 u.

10:15 - 11:45 u.

11:45 - 12:00 u.

| S19a-I3gANINSSY

Na9IUANISUSL/dUnUN
Tngginu vndinyuWRILSSNSSUNYaliannsaing

AwuMfelu Remote Signing

o AWIUS:IRUAANYVaY norureTngla:norUNgaRNW
glsuningavauuanaiioBodiinnsolng

o ssuualuauuMsasangiiodonananoginSauusnsiisonia
A (TW4S) |w”au§msaaa'1aﬂaﬁaﬁﬁlﬁarﬂﬁn15ﬂauqus:a:
Ina

o LNASTUNINEITaINUUSMsadanalioBoAanantims
AauAUS:g:Ina

e JormumsuaduluAtasnnEnaANY

o NANNMULIRSTIUEMSUANElaBadIdnnsalndiu

Uszinalng

Mu/Aau liasianilagussudsounu



AW "

=

— - ': '
s
——
Ir [ -

f*b% - e
) erenits & ETDA

ﬂ'\')ﬂSSU[TltJnOCIF’IOWUS
e s S

usmsauawuouonona

n?umsnouqumns:u..'fna
Remote Signhing Service

v < o o
AU TAUILAUAIAYVDY NMNIElng kaz nguNeannIneglsy

MAgrvasnuaneiiovadiannsaiing

3



, - - £ ) Ns:NsOVADMA oy
nuaelng : w.5.u. I9IegInTIINIBannsaling w.a. 2544 i & & 1 DA
WNIn 1 gInssuBLannsating waz wuon 2 aveliovediannsating

lasvasivonnHue

SSnSsU sSnssU
mvalannsauna mudlannsainamnasy

awiioto ARIZNSSUNISSSNSSU
Si1S3nnsaiing mu3annsaind (Asd.)

SSAAUSMS
LNEIAUSSASSY unfiHualnu
nvdlannsaling

ssuumswaouua:

duguddaumvddna

nstnsdvavna
WolASUZARNIA:ALAL




, - - (&) NS:NsoVada v,
ﬂ{]‘Vi&l']le‘Vlﬂ o N aﬂﬁ'aﬂqsnssumﬂatﬁﬂmauné N.A. 2544 =/ WoRsugiola:avAu 4 ETDA

=

WH9n 1 gInssuBannsating was wuon 2 areliovediannsating

wuan 1 gsnssudiannsaiind

e-Signature Juflainnag e

v wa o
WG 4 /-:~ N & Tunszs1vunyeail
2 I 4 o & = - 1 o —HY v w 1 o -4 @ =
aqgﬂ'é*@%ggﬂﬂg@ﬁn’g H0A9994 ,ﬂ 1 j“, wagﬂamnmauﬂﬂ PUIEAITUN mammwl@ﬁﬁa 449 SU LAUSN®Y %58
(Y o - @ - L3 1 o = F78 o @ =) L3
Honrs Soase Faian 1 3oe %‘g@ﬁmgﬂmﬁﬁ@ Usginanan1870n15neelannsedng U Aon1suanilasudeyaniseiannieing
mﬂ%’ﬂﬁu‘lm;ﬂusﬂuw@agnwswmﬁmm R naediannsedngd nsiae lnsiun wiolusans

o) I I = ¢‘I =3 =y ” I ar r s = =1 s o -3
%”Ji’“@ﬂw'ﬂ'@%ﬂ@*%“'“mum(*ﬂ@*‘?‘m 0 anadladadidnnsadind” vuea11uin 6nws OnvsE HaY Euvsedganval

W froaadie CETTRD D9 ' Ty - = o e o y o ot - :
pandiitudisudreyanadiieya Bifangodtad dulafiadrswulieglusuuuudidannsetinddaianldvsznouiudeyadianvsedndiiie

W e ' [T a e = @ i @
wansaNduRUssEIsuARaiudeyadidnnseilngd lnelingUszasAiiioszuiiunnaa

o 5 a8 E2] 7] i a & = i i 2 ar 8 = e - 3 § 1
\I/——' ‘E‘ﬂﬂﬁmﬂd'f"?“’m’@ _AJ/ e wuLﬁummmmaﬁa%amanm@uﬂéﬁtﬁmmmﬂwayjamanmaunéuu LASLNBWARIIT
@ 1 W & & - = 5
y yaranInangaLsutandluteyadiannsetinduy
3 k u
514(?(014%%&%;%’%%5%% uﬁgw&ﬂmu'\wwmm'@wayﬂ'@‘*@
‘?@%zgnn‘:@ﬁn{%ﬁ?ﬁ’mﬁu Huronarsiaeandilotsla
if@ﬂaé‘agnws'@ﬁmﬁd’u ; .

ETDA

[SN=1>]
worw e1a orih

(4. _ns:nsovddria -
Y/ WoAsugioladony A



, - - (£ ns:nsovadna S
nuanelng : w.5.u. dlegInssumnediannseling w.a. 2544 @) e LETDA

=

WH9n 1 gInssuBannsating was wuon 2 areliovediannsating

wuan 1 gsnssudianmseiind

~ o 1 e o SL v S & e
- e - = . 11951 «°° lunsalf nguuneaualiiinisasaneiied e nSanInuANaNIS
AU Uoolannsoundg T fosoly liseslan iR
nuune nsaihifinisasansiiedeld Intednlalinisataratietouds 61
AaAuuUsSY 9 (@) ¥ nsviau1saszys i vaiaIeiieteo LasaIuTnLaALIAUIVBRT VDY
' i e wr a2 =
_ anededeineafiudennuludeysdidnnselind uas
DvAUS:NDU i w ; N e
(o) 1835 N5 luanwairatgbnagnmils Aawaluil
e B (n) 35n1sidiedalalasuunzauduinnUsyasPveanisas1avsedatoua
‘ quaaN“!UUIO-‘uao a a a. .« o =% of a € ) & :f 9 o oal ) - 5
- aoiiodold Siannsatng leumidangAinisaluanaeuvisdis sautdonnadle 9 Mieades nie
- = { i @ o ow H
(¥) 35n7159UlANaIU1SATUTUAILIIVDIANLL BT DRATANNITOLAALINUIVDY
W1vesaeilade fu (e) WeedsnisuuesseUsenaunune Unang LY

UFAVIAUNUDVINUDVANSUDED
Audandunavaiviinlala

o~ ad S - 3 o e = 7
sosnwsonla ADIWUUAYUASONU anueu: Uszan HSa ADIUSOAUUDY
Toodtvio uav3IEMSNg UUOUBVSSNSSUANT HaY s:uufiacdadaas

WHEmssutancaau
2vAUs:NDUTD 1 ua: 2

ns:nsavGaa * with ETDA
WaIRsugiIaALAL 6




: R - £) ns:nsovdvia 3
nuanelng : w.5.u. dlegInssumnediannseling w.a. 2544 omean~ @ ETDA

=

WNIn 1 gInssuBLannsating waz wuon 2 aveliovediannsating

“UIA 2 ansiladadiannsaiing
A A4 a & =% -] s w1 g:" ey 1 & A
11A57 bb a1eileedidnnseinddidsnvaesweluiliaeinduareiiede

e_s,gnature Sidnvsefindiidetiols

(@) mayammuﬁa%’wmaﬁa%ﬁLﬁﬂ'wi@ﬁﬂéﬁ'ﬂﬁﬁﬂﬂﬂﬂﬂé’ﬂ%ﬁa&maﬁa“"ﬁa
MlE35msMEandla cunas 26 laglidenlesludypaadunelsaniwiianly

) | a & a & v a w T d
. . o (o) luvaizasreansiledodiannsetnd iy Yeyadmivlvassareiole
~ (1) doyantdaswareiliodo

a d a € v v - | e <
ioulpolusors1wovls dnmelindednelinisaivauvesdmesaeiietelagliiinisauanvesunnady
i | a 1 | o a a  f oW 1 “ow 1
() M3wasuutadla q MAaudareiiedodidnnsednd vuuinaildaiedu

(2) doyantgaswareiodo )
2gmelamsnduAuUDY ANsaazATIaNUls
wovangidod

(@ lunsdlfinguaneimualinisasaneiiedaiduluifiodusesanuasudiu

(©F UL BEERIICTECTTIERNE  (azhilin1swasunlasuasdonny nswdsundadlauntenusiuanunsassianulaty
UDvarguaso / U

1 i | a & =)
duudasold winaasaneiletesiannseting

=8 ‘o_; _Q

UNIQUELY LINKED & IDENTIFICATION SOLE CONTROL DETECTABLE CHANGE

rfjj)\

ns:Nsdvavhna
IWoIASUgRRIIA:AVAL




£) ns:nsonddia  $ee ETDA

IWoIAsuyIARIA:avAL

1 Y aa a -1
ﬂ{]‘ViﬁJ']le‘VlEJ o N.A.U. ?qﬂ?ﬂﬁﬁﬂiﬁumqﬂataﬂ‘ﬂﬁa‘Uﬂﬁ W.A. 2544

=

WH9n 1 gInssuBannsating was wuon 2 areliovediannsating

v

983108 2 a1tilere B Ranseiiad
416151 26-31

2y Sap oy St f Snwaizves aeieteddnvselindfidedold
ﬂg]%ﬁ’l%ﬂ%ﬂ@m%ﬂ’lﬂﬂ?ﬁ@'{lﬁ@ﬂ?ﬂﬁl YIRS 26  anwazed angllededannseindaeial

4 A A
@mduﬁﬁmﬂﬁuj{u nqigms’o'-\é@umﬂﬂawudaw . Wveasiatedassiuniseaylstng WelianuileFediannseting
m’@\amﬂ’ﬂ@?&@uam@ﬂmwmawﬂﬁ?&a RV RORVGE
191 PKT MtaiRa16la0 Certitioate Authority (CA) y = oo vood o o

Yy TR O Alviusniseanlususesdesiniiuniseslstng Wealtuayuaneilede
Siannselindlidinannsnguane

drzan age. ot unanaearstivhuuanlowo (Certificate Policy)
uwazutbaiiR Certifioation Practios Statement) towﬂuu@ngﬁ@@n‘lu%’m‘m%s%ma‘@ﬁa{ AU eRelEUaISEUU 53015 LATUAAINS AILLIAST 28 (6) SeFniian
(Gertifioation Authority) dvuaniagggatianssh CP & CPs wwgﬂ%%ﬁﬂ’lﬁ'c,& 1119151 29 |

adlatng

o/ v et
saidn g dohaonanrgavardileteBlonsedad Elestroric Signoturs Suidaline) . .
—l— 1047 165, 23-2.563 FRUIBAMEAUAS AT UATRDATDR o-Signature BMBITITAN oY 117%151 30 ANSAITL LTI 9L IUN1S F9la4
Y

‘Lumq:a»amﬂ‘ﬂﬂ‘%’aua:’quesqﬁ’n%’@xﬂ?ﬁ%‘manmﬂ?h“«?@ﬁmNqséﬂhilmfﬁqq:'mssww%L%mﬁaﬁm"(
lususawseansliovediannselindlineinlinananguie lnulides

11m31 31 o o o o oo y o
mmmamuwaaﬂimmaq LLasamummmwaqQaafﬂmusaq

E

i =1=]

@ ns:nsIVadNA

WoIAsug oAU




£) ns:nswddia 36 ETDA

IWoIAsuyIARIA:avAL

nuugannInglsy : nguaneLenE (elDAS) WudatsAuvasannmelsuiieanuuinsssyRIny
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elDAS Timelines

Regulation in Force GO LIVE!
2021
The EU regulation 910/2014 on 20 1 5 EU-Wide elD - Recognition to support
electronic Identification and trust EU Digital Single Market, elD schemes ¢
Services (elDAS) in the EU. has covered around 59% of the EU
population

Technical Specification Revise the regulation
EU announced elD Interoperability Add EU digital identity wallets (W3C VC
framework and elDAS technical standard), Remote Server Signature Signing
2014 specifications on  AdES  (Advanced 201 8 (CEN standard), distributed digital id
Electronic Signature) formats & QSCD (wallet) and electronic ledgers.

(Qualified Electronic Signature Creation

Device) , etc.
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NS:NSOVGONA 3 ETDA

WaIAsuTAivla:doAU

)

* unfl 1 Yanmuanalu (General Provisions)
* unfl 3 USnsetiald (Trust Services) Tunuin 4 aneliedediannseiing (Electronic signatures)

uni 1 9an1uuanlu (General Provisions)

Article 3

SES (Simple Electronic Signature)

(10) Electronic signature means data in electronic form which is attached to or logically associated with other data in electronic form and
which is used by the signatory to sign

AdES (Advanced Electronic Signature)

(11) Advanced electronic signature means an electronic signature which meets the requirements set out in Article 26

QES (Qualified Electronic Signature)

(12) Qualified electronic signature means an advanced electronic signature that is created by a gualified electronic signature creation device,

and which is based on a gualified certificate for electronic signatures

10
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* unfl 1 Yanmuanalu (General Provisions)
* unfl 3 USnsetiald (Trust Services) Tunuin 4 aneliedediannseiing (Electronic signatures)

YN 3 USN1sNenala (Trust Services)

AdES (Advanced Electronic Signature) 4@

i

UMIQUELY LIMKED & IDENTIRCATION SOLE CONTROL DETECTABLE CHANGE

An advanced electronic signature shall meet the following requirements:
Article26 it is uniquely linked to the signatory;
it is capable of identifying the signatory;
it is created using electronic signature creation data that the signatory can, with a high level of confidence, use under his sole control; and
it is linked to the data signed therewith in such a way that any subsequent change in the data is detectable.

QES (Qualified Electronic Signature) shall have the equivalent legal effect of a handwritten signature.

1. An electronic signature shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds that it is in
Article25 an electronic form or that it does not meet the requirements for qualified electronic signatures.

2. A qualified electronic signature shall have the equivalent legal effect of a handwritten signature.

3. A qualified electronic signature based on a qualified certificate issued in one Member State shall be recognised as a qualified electronic

signature in all other Member States.

1"
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Trust Services and Validation Data l

v

4 Y
L #lviusn1s RA/CA, TSA uag IdP J
® Signer’s Interaction Component (SIC) ® Signature Creation Application (SCA)
® Server Signing Application (SSA) ® Signature Activation Module (SAM)
® Remote Signature Creation Device (remote SCDev) ® Sole Control Assurance Level (SCAL)
® Signature Activation Protocol (SAP) ® Signature Activation Data (SAD)
® Data to Be Signed Representation (DTBS/R) ® Digital Signature Value (DSV)
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The European Committee for Standardization (CEN)
CEN The CEN Electronic Signature standards, which are part of the EN 419 series, provide requirements and recommendations for the

implementation of electronic signatures and related trust services. The EN 419 series covers a wide range of topics, including the legal
framework for electronic signatures, the security of electronic signatures, and the interoperability of electronic signature systems.

The European Telecommunications Standards Institute (ETSI)
ETSI The ETSI Electronic Signature standards, which are part of the TS 119 series, focus on the technical implementation of electronic signatures

and related trust services, such as electronic seals and time-stamping. The ETSI standards provide detailed specifications for the creation,
verification, and validation of electronic signatures, as well as for the provision of trust services.

* The standards developed by CEN and ETSI are referenced in the EU's eIDAS Regulation.

* Both CEN and ETSI electronic signature standards have different scopes and focuses, they are complementary and often used together.
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CEN Document Codes

EN (European Standard)

a normative document that provides requirements, specifications,
and guidelines for products, services, and processes that are
intended to be used in Europe

TS (Technical Specification)
a normative document that provides detailed technical information
and requirements for products, services, or processes, but is less

formal than an EN

TR (Technical Report)
a non-normative document that provides informative or explanatory
material, such as a literature review or a state-of-the-art report

=

ETSI Document Codes

EN (European Standard)

a normative document that provides requirements, specifications,
and guidelines for products, services, and processes that are
intended to be used in Europe.

TS (Technical Specification)
a normative document that provides detailed technical information
and requirements for products, services, or processes, but is less

formal than an EN.

EG (ETSI Guide)

a non-normative  document that provides guidance or

recommendations on a specific topic.

ES (ETSI Standardization Publication)
a non-normative document that provides information on ETSI

activities, initiatives, or events.

* Normative standards are often used in regulated industries, such as healthcare, aviation, and finance, to ensure compliance with

specific regulations and standards

* Non-normative documents are often used to provide background information, clarify concepts or terminology, or provide guidance
on best practices or new technologies, but they are not intended to be used as a basis for compliance or certification.

; (&) ns:nsovadria

WaIAsuTAivla:doAU

X ETDA

Normative

V

Non-Normative

20
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® Signer’s Interaction Component (SIC) ® Signature Creation Application (SCA)
® Server Signing Application (SSA) ® Signature Activation Module (SAM)

® Remote Signature Creation Device (remote SCDev) ® Sole Control Assurance Level (SCAL)
® Signature Activation Protocol (SAP) ® Signature Activation Data (SAD)

® Data to Be Signed Representation (DTBS/R) ® Digital Signature Value (DSV)
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Protocols for remote digital signature creation

® Signer’s Interaction Component (SIC) ® Signature Creation Application (SCA)
® Server Signing Application (SSA) ® Signature Activation Module (SAM)

® Remote Signature Creation Device (remote SCDev) ® Sole Control Assurance Level (SCAL)
® Signature Activation Protocol (SAP) ® Signature Activation Data (SAD)

® Data to Be Signed Representation (DTBS/R) ® Digital Signature Value (DSV)
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Protocols for remote digital signature creation

® Signer’s Interaction Component (SIC) ® Signature Creation Application (SCA)
® Server Signing Application (SSA) ® Signature Activation Module (SAM)

® Remote Signature Creation Device (remote SCDev) ® Sole Control Assurance Level (SCAL)
® Signature Activation Protocol (SAP) ® Signature Activation Data (SAD)

® Data to Be Signed Representation (DTBS/R) ® Digital Signature Value (DSV)
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