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Trnnu Inefidedonveunnsgiudna il IEEE 802.11i [1-6] Banagiudinanlfifiusanaiu
mshsiaduuuulva Ais WPA uaz WPA2 WPA uay WPA2 (Wi-Fi Protected Access)
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(Counter Mode with Cipher Block Chaining Message Authentication Code Protocol) ‘?Lﬁgﬂ
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CERTIFIED

gﬂﬁl (1-1) WI-FI CERTIFIED [1-13]

o Swianvanduas (Firmware) dauitlilunisuimssanisielednelianelilvsiogiaue
ieananudesfioafatuainnisdunudednisineg Tugendurinestuiildau
wioluunsndimssmanvendur i ldaunsaveneanuanansaunsegievasns
Usmsdiams wu iliaansaldnunsdhsiadudygyravesasadigliaeuuy
WPA léifianda annidudisiliidenldiiios wep

+  @ansTHu3nms Firewall wladlasiunisyngnamnaieusniaiating nsnansiariiu
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20 fdnws uaglidefdfieglunauiynsu welasfunismmmviiegusviariiuly
msdldauasadiglians [1-14]

o Dalnuamsdususimiulunsdousaniotielias Tasuusilfidenldaunadn
susAUSaIMLUY WPA2 waz Whsiaaudayadie AES sautisdadhildnsdnaia
dudgyraiuuu WEP Taeiiiavin esantagtunuindliniefaunsalaudiedatne
ldinnadhsia dudgainuuy WEP iisungsessianiiuldlnede
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dawn3atngliane lasliivuadu static IP Miedesdldaues iadasiudlinied
anasudriunatedigliansldednsirene Taevnaunsaiesvariulunisiveude
v o a v y R & v ' a & o4
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a > Lo 5o o P v v a 9 & v
Unnmslau Remote login BauduileitunisvhauiieSenlinihssuuuimsinnisiaiediels
aenneserienieuen iedunstesiumsladidmensdusianiuundgunsalnszaedyay o
lagnse WesnnnuidlenageiglandaglideyanisasaSuduresgunsaitug Tunisweney
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wdetnelanesenavlulilumadiin
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DWWV
11 http://en.wikipedia.org/wiki/Wireless_access_point
(1-2] http://ezinearticles.com/?Wireless-Network-Encryption-Standards&id=124796

(1-3]

(1-4]

(1-5]
(1-6]
(-7
(1-8]
(1-9]
(1-10]
(=11
(1-12)
(113
(1-14)

(1-15)

http://sammana3.googlecode.com/svn/trunk/nsilsauisunisldaussuumnsa
UUWEPWagWPA.doc
http://\ifehacker.com/5305094/how-to-crack-a-wi+fi-networks-wep-password-
with-backtrack

http://blog.anidear.com/2010/09/hack-wireless-wep.html
http://en.wikipedia.org/wiki/IEEE_802.11i-2004
http://en.wikipedia.org/wiki/Temporal_Key Integrity Protocol
http://airodump.net/capturing-wpa-psk-handshake/
http://www.aircrack-ng.org/doku.php?id=cracking_wpa
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://www.mindterra.com/blog/?p=42
http://www.maxi-pedia.com/WPA+WPA2+WiFi+protected+access
http://www.mobicom.com.tr/pinfo.asp?pid=7
http://technicallyeasy.net/2010/12/why-the-length-of-the-wpa-passphrase-is-
important

http://compnetworking.about.com/od/wirelessrouters/

ss/router_ssid.htm
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Yiou sttampled 10 resch google.com, bof the Siner predented & Carsbcste hal m not yol vabd. No
wilzrerintuyn of wvadubly b indel als whethss thel Cedfoste Com be inpsied. Goagle Chrame cannst
rikably guisinlen (hal you she commenet dting with goaghe.com 2ad not an slachie. Yoo should
srciuee Thad yoor Chock aed bima pone W ot Comedily on your compuiss. i Thay are mol, 70U shookd
comeel By eauet bod redrath thet page. H thry 5o comicd, you thiuld nel peotsed

| Procaed soyway | | Back to safty |

JUT 13 (5-7) uanesaegaminelusunsa Google Chrome wulususesiidnung

o < i

WBdunaivleddieididdldavegduidu HTTP w3a HTTPS wield?
dmfunmsduneaniaiesneuiiunesiily Wueswndydnualsungus

6\’\ 1 hittp: fwww. facebook.com Qj
@_'__\' tips facebook.com - j _.__EI

gﬁﬁ' 14 (5-8) Wguiiiey HTTP Ay HTTPS 99at3uiusadives Interet Explorer

SRS ymeege———py

€& > B facebook.com

K3 Welcome to Facebook - Log In, Sign Up or L.

You are cormected o
tacebook.com
which is run by
{unknown)

Verified by: VeriSign Trust Netweork

ou connect and share wit
r life.

Tour ConNEecnon to this website is enaypted to prevent

eavesdropping.

B ¢ N

gﬁ/ 15 (5-9) mmSeutiigy HTTP AU HTTPS 99nt3utlys1919e5 Firefox



50 | Cyber Threat Alerts - 2012

ol C O www.facebook.com

' fufsauiug Facebook

- g

ol C' | & https://www.facebook.com

U 16 (5-10) amuSeuniie HTTP Ay HTTPS 99ni3usustdiees Google Chrome

YaNINAIBIABNALABIKAISIEUNalY HTTPS Aulnsiwsiimfeunlaanuiy neldis
duneadgydnualsunauamileuiusesreuiiamesvialy fsguit 17 (5-11) - 19 (5-13)

wi AIS T 10:56 PM 100% = wil. AIS T 10:57 PM 100% -

U 17 (5-11) wiguiiigy HTTP iy HTTPS amiFutusiwesuu iPhone

# Facebook [&] = T.ul M Facebook | W]

http://m facebook.com/logi. .. __ QR pEc//nn A ceD ook Com ﬂ
facebook facebook [

Get Facebook for BlackBerry and browse Get Facebook for BlackBerry and browse

faster faster.

You must log in first.

Log In Forgot password?

Try the alternative login
Forgot

Try the alternative login

Sign up here

Sign up here, Help Center

U 18 (5-12) wisuisiey HTTP /Y HTTPS 99mi3utusriiwasuy BlackBerry

=T —
B

r
&2

U 19 (5-13) Wiguiiigy HTTP Ay HTTPS 91nifutustilwasuy Android
Adeuveuuziliden “I4 HTTPS vnase” Asdndusisnsendeyaddey W Jo-uwana
A oA a o e o a & v = 9 o
oy TWAsewA in mneaulnsdndt vineaednsiasin Judu ielesiunisuluedeyaan
Hacker d1usunisldanuuinmseisquuszuudumesiidn wu meigsnssumenistuuudulediu
su1An3 $1uieeulat UsN1sAUBiuE Gmail Hotmail Yahoo Usmsinseviedseseeulat (Social
Network) twitter facebook tHusiu

DU
[5-11  http://simple.wikipedia.org/wiki/Cleartext
[5-2]  http://en.wikipedia.org/wiki/HTTP_Secure
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MSASIDADULA:
yagainsdy

06

MSRT

wlguu: UM gaaul
JuRlwuiws: 24 nw. 2555
Usuusvaiga: 24 nw. 2555

a wa =

Yagtudgldnussuuljiinmanvaessuy Fadieuaiiouiinanssenineisauisivay
WswnsuUssgndidildty egvialy way Windows Adunidlussuuufifnmsiglivialutesly

U
a wua

oy mnadAmsldanulud we. 2550 wuindgldaussuuuFoinig Windows fla 93% Wleiieuiv
SrunuildnuszuuUFoanisdun [6-1] mnueduusvesmusiunsasadouds Aoradumamanis
Fivilat flaimTadvathanifielaufszuuuFiRntg Windows feu fldamuszuuufiinig Windows
Famslieuadlalunistestumslasandlintsd feanaudemeiionasintuiuszuy
Tagmsiigldmsiimssmanssuudifnisegiane Fsieliamusauitymdodnivesszuy
nsdeuaindataws suafinUssAvsammuasssuude Tuduveslusunsuivinifinga
aovuazfdntaurity fedesiondefiuuzinie Microsoft® Windows® Malicious Software
Removal Tool (MSRT) uedesilefimunlas Microsoft Tnsanimgiluuziniadosilefidosan
Andaldielnsazanmdonty MeswanszuuUfoinig aunsalfnuldng Senldldie waeding

gnaneItuet ANy N

Tuunanuiladliidunisuszoduiusnensaidie Microsoft ualdunisuugiinaSesiond
Anumnzauiudlimly lnsunanuilazesuieisnudnuuzuaznisiauvedlusunsulewiy
Joftaidsveunieile guuuunsliieiesie waefet19isnslinu

AUENErU=IA:NSIIVIUUaVIUSINSY

MSRT gninsunsasausnisleTuil 1 unsias w.e. 2548 TngvhaumeldszuuufoRnms Windows
7, Windows Vista, Windows XP, Windows Server 2008 wag Windows Server 2003 MSRT 1u

Lildgneenuuusiiieliumidusunsuueuilda (Antivirus) uslltievihausmduiulysunsuueud
Th¥a lng MSRT tufianuuansanlusunsuweilisaey 2 4o fail

1. MSRT agfdedfawrseaninszuuldfireidlowniomelifindauisuds dnlusunsuneud
Tfaganansndugdailidaursfndsiies adluduneswould auglidenisinndlusunsy
weudhsaeldausiuiu MSRT

2. MSRT agdnldlamedawisiioglusedones Microsoft Wiy Fududawisidudunsiy
sosruUUURN1S Windows uazildnsinisunsszuings [6-2]

MSRT agiinissnanieidulndlunniudiansnasswension H1ussuy Windows Update,
Microsoft Update wag Microsoft Download Center [6-3] [6-4] annAsaninisananaziinig

°

a v o < =t > 7 2 v o &

dindeyavesiawiinlusunsuannsn avvaeuuasidals Insludunouusnigliidalusunsuau
= o 53 a_da ¢ o =

W @uNsanTIREeUTIETevelalTmemsAaniifen Asgu 20 (6-1)

Malicious Sofiware Removal Toal E|

Welcome to the Microsoft Windows Malicious Software Removal Tool 1
This bl scan For and suttmatically remaies pravalert: makcous softwars | Ths ool el remmve U Foboniog mabuius suflvare. Forinfurmation
on speciic macious softwars, chck an entry.

Win32iF shafiesn -~
Chck Neuk b scan fior aned help remaove specific mabcious software From your compuker, W32 F aka Scarki
Fur e inf oriation on Ui bool, please see e gl oo . WinELIF ahe Sex Sen

WinFiF sha Spvpre

WinSEIF ahe Srsdel
i W32 gl Vierers.
& W32 IF ske)PA
WinZZ(Fakeiil
W32 Fizoer
WinZF2Folomoto

Thiz tal k5 not a replacesment for an ankl-virus product, To el protect your computer, WinlgfiGanda
you shoukd use an arti-virus product. For mors ifoemation, see Probect Yo PC. Win2jGackaot

FUT 20 (6-1) uanesrgFesauasiianisonsiaaeuuasiisals

msiSuniduiu MSRT duawismsunidld @ 3
avd

1. Bonld MSRT lnenss dansBenldmnan asdesihnisanilnananiules Microsoft
Download Center méTam?faaé‘L‘ﬁriau Ingiidedfie awnsafimungluuunsnsaaeuls
@esungluiidedaly) waz awnsaSenldeu MSRT L'Jaﬂmﬁmmﬁ;ﬂ%ﬁaqms wulunsdld
nuauRnUNAvesTuuYie awdedtszuuiiedaws dudeidede lidnludeiniiinan
Taunsullmiynedaifimssmenneitu
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2. Fonld MSRT lagdmlud@ wasainiinisowanestu MSRT w1usguu Windows Update
38 Microsoft Update Faintuluiusinsiassvesmnisiou lneiidedfe dn1sdmemiiesdu
MSRT Tpesnludld dwudeidede dnsSonldnuiissasafslurinaviiafiou

M&sNATNIRTI9ABUSEUURIE MSRT nnnsranusiaws Tusunsuazvhmsrda fawsen
lngdnludid uagmesmsaluds Microsoft (@fmumneglutennasnislinulusunsy Gendy EULA
e End-User License Agreement) [6-5][6-6] Tngranisnsanaeuiiasluga Microsoft axgnitly
MTlnTzideya Wy N1sRanNTuIuNIsLNINTEANsTewlaLIs

aa98/wn1sldviu

1 degldBenld MSRT aswuiunthrnsuansseagiBenvedlusunsy fsguil 21 (6-2) laun
danludmtenansvadlusunsunazsiededawsnanunsansiaduls

welcome to the Microsoft Malicious Soft I Tool e
o

This ool scarrs for andl sutomaticaly remaves prevaient malkcious software

Click. Next bo scan bor and help remarve specic malicicus software broen your computer.
For more information on this tool, please see the online documentation.

This baol is ot & replacemant For an anti-vinus product. To help protect your computer,
yous shoubd use an anti-vines product. For mors information, see Protect Your PC.

tioe >

U7 21 (6-2) wanamihwnadedudu MSRT

AanUa Next guanamigndsgun 22 (6-3) Welvigltidonguiuunisauwnu (Scan type)
Ingusiag ULUUIANULANANSTUAST

2.1

2.2

23

& Microsoft Windows Malicious Software Removal Tool - Jan. 2012

Flease choose a type of scan:

() Quick sean. Scans e of the system most lkely to contain malcious software. [F
bt softwore b Found, you may be prompted bo nn & full scan.

C,Hl‘xm. Scans the entire System. Note that this scan can take up to several hours on
Soené computers,

£ Cuskomizedd scan. Tn addbion b a quick scan, the tonl wil sk scan the contents of &
~ Lisnr-spncEind Folder.

Scan type e

[ emsek [ meas | [ concel

J

FUT 22 (6-3) ugaemdbisnindenguuvunsaunudlauas

Quick scan
o o

& & A o < v 2 A '
L‘Uuﬂ']imi'é’i]ﬁaUWUW‘UE]\ﬁBUUV]lIﬁLL’J?ﬁ']uIWZyi‘ULUuWE]ﬂ(;n@% TNU

fawas Wsunsuaglivinnisnsiageuluy Full Scan dnmsa

Full scan
dunsaunuyndivesszuu lnsagaswasunlasiiiegluszuu uslisulasi
YouA3TIENleNAaiuTEUY NsaunukuuldnamINnd wuu Quick scan

Customized scan

\Junsaunuuuu Quick scan tnefigldanunsassylnamesideanisnyiadouiiuiula

dlegldidensUnuunmsnyiadeuud anunsasuaiiulalagnisadndu Next 1iieviin13nsaa
aou AIguT 23 (6-4)
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s Software Remow F.J licrasoft Windows Malicious Software Remaval Tool - Jan. 2012 . ic oftware Remaval Tool

Full scan in progress P Scan resulls Ten vies mandsnl shipe, chek thee name: of the malciss software. To bedp
—_— - remorve makcious software that was not or partisly removed by this tool
run & Full scan with an anki-vires product

The tool Is scanning your computer for prevalent malcous software. Mabicious software was detected snd partialy remavedd from your computer. [Mabware ‘Scan results i
Worm:Win32{Netcky P Parlislly renmrved
T help complete remanal you shauld: PRoue Wi 32/ Fabefesn Renikved

Alter s oper stion compleles, U Lool wil provide you with a report of e makcious Trois-Wii3Z0licls E Rengved
software hat was detectad. < R a Full scan vith an anki-vins product, Trojm:Wii32/Tibs. 3B Renmved
Trojan-Wind2[Waiedac.genld  Remaved
TrojanDownlosder WinI2Dobel. D Remaved

[llllll Worm: Win I Cordicker. [y Remaved
DO Alrson Mot rfactad
Currenthy scanring: DOfafiancos Mot infected
CWINDCWS|SHE_magf RIS rssiupdatelbranchas nf ¥igw debadod results of the scan. E:m m m::
- e s
s I aetat 0 idcriakog ot
St tine: 1:44 This tool & not & replacement for an antivirus product, To help protect your Win3zfAkmeon Mot nfected
comgruber, you should use sn srbi-virus product. For more iformation, s68 Win3zlArtinny Mot infected
Time chapsed: 00:001:1% I Hour PC. wWinizjacak Mot irfacted
Win3Z/Eadtrans Mot infacted
W32 Bk ot ifacked b
o ]
Ui 23 (6-4) Usn9 MSRT valznsa9gouszyyyeanaly 7U7 25 (6-6) uanamising MSRT udedmmsonudlauad
. . ; L. oy 4 2 o vy o < v
4. %d99In MSRT msaaadeussuulasadunan lunsaflusunsulanutdawsluszuu azuans 9gileiin MSRT Ty mamnqumymuumﬂaamﬂs“lwnuswulﬁ'luimwm Tnefiglfhides
WieaRasURt 24 (6-5) Werldansuazianlunisassnvsefadilusunsy WewAnIsnsIvdeunsenanssuuUiun
Y

Mswagienly MSRT agaxe

Sran resull: g—— [ —
e = oo

@ A R LU e [6-1  http://netmarketshare.com/operating-system-market-share.
st e ol el o M 50 aspx?qgprid=8&gpcustomd=0&gptimeframe=Y&qgpsp=2011
[6-2]  http://support.microsoft.com/kb/890830/
[6-3]  http://www.microsoft.com/download/en/details.aspx?
displaylang=en&id=16/

[6-41  http://www.microsoft.com/security/pc-security/malware-removal.aspx
Thic tool is not a replacement for an anki-virus product. To help protect your
vosrgnber,, you shroukd uss an anti-vings product, For more iformation, ses [6_5]
Pratect Your PC.

http://blogs.computerworld.com/what_you_dont_
know_about _the windows_malicious_software_removal_tool

[6-6]  http://www.brighthub.com/computing/smb-security/articles/46694.aspx#

FUT 24 (6-5) uanamid1ei79 MSRT uvs319523lanudauas

5. Tunsdlfl MSRT asaanuawds avuansseasideniinu lnedlianansondndeniuaninanis
Aunu Aegui 25 (6-6)
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9 WOANSSUIAUY
J DUASTIY ISDIIU
NnIsuovlIY

wlguu: @nNICl uauuy
JuRlwutws: 9 0. 2555
Usuusvarga: 11 A 2555

Tunslinurenfinmesiaeialy ;ﬂ%ﬁau‘iwzﬁﬁmﬂﬁﬁaEJLﬁuﬂ’mﬁﬂﬁzyﬂummmﬁumﬂaaﬂﬁa
wilsidn iesmnmnivuaailirenianesiausiuasasasoinng fagilinsldnuluusas
Fuduntunulude iWisuadioutunsdonyssguegrsuumndenguavansdudy foy
Hedosiuldbifunsndhunluduldig uafvilidwessiudendewsadenaluiunisuanden
szmﬁywmﬂau Futumuluse ﬁaﬁutﬁa@%@auﬁama%ﬁaﬂmﬁLﬁummazmmmmﬂwﬁﬂ
FeorwilingAnssunstiounesfiomesluusasty fenudssiiazgaland viegnvaenaisan
Hlin¥edlding sngiuidimginssuorlsthafiagyiliAnanumdsandiy

1 dacdvlusunsulaoluausieaz1oea

dleyndsnsAndslusunsumeniiames flidnlngdnasdiladnlunisainiivu Next, Next,
Next sialuiFaeq augnynefendnUy Finish Jauiuendn aueu End User License Agreement

(EULA) [7-1] w3awuszdygymengrunevasusaziusunsuiuwnuaglifl viowdnssviamnanudy
Tuntheenmsfndiuideyaszlsusngegine vieaudlefnslusunsuaiaudindsliiied 3

U

e

nngAnTINAna1E vilvddimulusunsuatese 1d Adware Wsnluldsunsuvesnusig

W& Adware Foels? s niifannlusunsamanese wsunslusunsuesnulyigldannsa
ilulFolsny usmsiauneaifisusndudedditu Jddaadofudaiuayu Wovelive
Pedulituiiaulusunsudug Insuandunisiosuuulusunsuvesdativayulufulusunsumes
fimundie flusunsuesatuayuduonaisniomsUsssdiiusvielavanddatiuayuies
Fuulusunsuiifidnuasdinaniitgnionit Adware Faanefs Waunsuiiflawan nslawvan
tfusnmazanlumansguuuy Wy Toolbar vaslusunsuuTTiwes vidoniaidsuntae Home

page vouuTiwesliluiivledvesatuayu Wudu fMeglusunsu Adware finuiiuldvey
WU Google toolbar, Ask.com toolbar Husiu wilusunsu Adware wanedafgnasiauynlaed
9 e o v o a v o 2 v v vy DERY)
Taguszasduauurs lnevimih iy Spyware fe Jsazuouiiuteyavosliuddsluliiudiann
Adware 1) [7-2]

daifu n3eu EULA viemsdunadeyaiiusingluntheenishindilusunsy Sadudesddy
osanlunanelusunss Idsutonnasnsliulih flidewenlstinsfafilusunsy Adware
BlueFesheiaramsalinulusunsuduld fonnfldldsensuforliansofafouasida
Tusunsudu luundusunsy szwiamsiindeaziimsnridesnsinddlusunsu Adware fevide
sl foquit 26 (7-1) Flusunsulasdrulvgjazeugaligldannsofaiiusunsuduldlaglisuy
Fosfnii Adware

pdfferge Toolbar [ oo B
Irestal free pdfforge Toobar for Internet Exphorer and Firefox 4

Also install the free pdfforge Toolbar and

* Turn Weh pages into PIOF files with just a tew clicks!
* search the weh with Yahoo! trom anywhere on the netl

It's optional and you can remove It easlly at any tme.

Set Yahoa! as my default search engine and install Search Settings to alert me to
any attempts tn change it.

4

Mote! Deperding on options and usage, application may inchude automatic application updates, a
metwork emor assisant, of ransmis personally idertifiable information, See our Privacy Policy, Terms
of Usa and Halo nages for maes information.

Terme of Use Privacy Policy Help
< Back |[ Next > ] | cancal

FU 26 (7-1) wiven snudtdesnisiindslusunsy Adware w3ols

vnilfiaofians Adware lulnglsidila fsenunsnayu Adware dussnainiedasldiielng
13 Uninstall 08 uilusunsy Adware viadaenaliseslvigldau mswfwdagaulvaulndves
Adware Husananssuuuda uiilodousefudumeniin Adware tufiargnaniilvansnfiads
Tvaiogdt dan1siidn Adware AifingRinssudananil sudusedilusunautssian Anti-Adware
39 Anti-Spyware 91t

2 upulausuinasiualsaiwuws

Aauagheglamanuhaansalendediunsetiglimeveaiioutuiudeseenuilvia
Buwesidalina? dmlaidlivarsaunesiull fe Wewn3eseufinnesilousednivssuuinse
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vy £ v o v v o cd v v 1w v & v & v 4
Pelianglng Agsipsinisiudedeyatugunsaindusfudsdygralianeiug dadumngliiven
Aoppufumesiiewsuiaudumesidnliasvestaiiu deyasne Asuds lidiaudu dedld swa
i wiiedoyad Ay Asvgndweenlusie Jsuiueuimnillasiianunsadesiedniuszuuls

My v oo v v Y . < I ' o
aneilldl udwimsdnudeya (Sniff) Aegldteyannetidluaensieny

e vy o 9y = ' aa Y v v v Au 1y g va v
witlawildaziuladnldniswenseuuy HTTPS fifinsiihsviadudeyansudaudiiionu giasa
ruuiaiergliangoravidsiGondn SsL Strip [7-3] Fadumsvaengliinlddeusiowuu HTTPS
wén Visa3e Wunisdeusieuuu HTTP sssumiduld Tnewnmzegredslulannniuiifiaunsel
wdeuiiaansamidieuazl s1919n wazgunsalmariuanusadeudefiudumesilaudvimii
\Ou Access point iieliiesasduannsadensioiduniiielinudumesilald Anudenaliflivisd
Tgunsalimaniilun1sadns Access point Uaey ieliiliaunaadoudwionseadnun udhazlidaya
Y] Y = o a aado & o o '
nddnyresaug duld [7-4] Fsanwiimnzailunislaudlagisddnasduuinuniauedwes
wazillonafinuazldgunsalindeuiilunsifensedumneiidn wu 15s01ms wse wvassndud
& v oo ¥ = v aa ¢ o s Ay & | da g vy
\Dusu fedu SeaudieiiBumesillnanlins uddaideadslutuetanningummandtiananiduls

3. dadvlusunsuuaudihsavasy

Flisulidosgnvaenanslay Banner vie Popup fluatuudiedaiuled udmasde
wazindelusunsuueuilfauasy (Rogue Antivirus) Fsasiidnuarmiloufulsunsuweuibhia
sysunhly willgnussasdievaonasuagliaunsominlisaldase Wedlfinnefnduarden
Taulvsunsuweuithavaey TWaunsuduasusnguinaefiguiioususidwinisaunlngly
320U Wdnsudmenisaunutunudeinfivsunsusunneeglussuvegidusiuau inn widldae
Flsiaunsoddalusunsudunmewaniusenls suninazdedulituifaulsunsuouiia
Uaouiifou faguil 27 (7-2) Tauns weuRthfauaouvaned uenmnagliannsatinlsals
udr Ssniiivanlusunsudunsedug indndafisndulueiosesldse
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U7 27 (7-2) dreehalusunsuueunlasauseu (i The Hacker News [7-5)

TUsunsu Mvhaouludnvasuuuiifeenin Rosueware wio Scareware dsiimnumanelag
samsnefalusunsuitmasnansildliihnisineiu [7-6] Tnevly Rogueware sinazanluguuuy
vaslusunsusnwmuTuAIaensy Lﬁamwm'ﬁsm'amié@mﬂﬁ@l‘ﬁmau“lwaﬂiﬂiuﬂiulﬂﬁﬁmiaﬂ
#1 Wy e199zvh Banner w3 Popup ﬁﬂiﬁﬂ{fﬁuﬁaéﬂﬁ%ﬁéﬁvl%ﬁ Tnaiflevvestemnudnsly
Tuszdumsudafouinsianulusunsusunsie aeﬂi’lul,ﬂ%"amauﬂma%maaéﬂ‘ﬁ fassuanilvan
Wsunsuueuihialushmsasieaeulaesu [7-7]

TunsUesniudiann Rogueware AowinsamuluanlusunsuiineitesiuausiunsUaonsie
Alimsnsaaeusedelusunsulu List of rogue security software [7-8] tiielviuiilagnazldlainn
Wumdoveslusunsumasnana

Y. Adndvrnnrsaidalwanuunuinudwalauliasi»
anu

nslaniuda 1WuABnsitumuuds wasdagtuidandilina deisnslavdnsivane
sUsuuwanaiuly lidnsdunmslafivuvadsenudemedes Wy wewnsyaasnasnass
(Hoax) Fsitymajsmaneidtoliauvasionassinisdsde (Forward) Bumatiudululilfives e
Tfmounivnavasnarduasliimnusussdedius waraslivimsdeaudy (Spam)
aonty 1Wusiu [7-9]
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dunslauinfiyaUsvasdiiiedosmsaianudemeiiivansuwuy lidwedu msasami

ulesvaenans (Phishing) udameunsasivosiuleiiumediua Futmnevesnisvimiiiuled
waenanlasdilvgszvasuduwivledves an1iun1stu wu flaufiezasamd Login Tinileu
funthiiulavessuians ilevaenliignévessuastunasdouaznsendeyaderlduayea iiu
asly dedunavesdua Phishing Ao axildsifiueninduiuledvessuimsegludiuaus URL ves
aeiulalddiuledvessunansiignnaniéns 7-10]

Mateunsians (Malware) dedsnsuuulidintuduwaduiiogiuitendduaeg Gl
flsuinsBwananenearivinisaunubiadlulndunuiduaildsudnuuduaiigndoonty
wdiimu [7-11] wifdillonmafisauasunsdnzugnsennisasiaduuasiiineglundesdiuave
Aldle Jaqtusauaslildmeunssinulndifunana exe Woswhade widiannsamounssing
Idlenansvialu wu Iridvedlusunsy Office nld pdf si3eusinsevislndgunmlddndne [7-12] fa
fumsnsradeuiugds uasvmsaunubiatoudaliduuunnads

5. Remember my password

mwannsaniweslusunsuun iwesiaudnlvaienld fo nsdsliuniwessdelld
wavsviarhuveaulediy ieerlalifefiulmilumends F38nsihilfaunsavilaie g Tne
nnsAAnfitu Remember my password Wledendudngiiuled udnsddliusiwesdsvimiuiil
Forduuiu fo mniedesreuiunesgymeviegniinfaldlasyaradu {iaunsodndslusunsy
wirdiwesléfazamnsodiliaudiuledd gnddideiainildias wifiddynindu fe winiwes
Tnsdulvgjouglifidanunsagsiaruimmadigniiv Vldhefeudliinan fguil 28 (7-3)

ey n
-y = '\)
Gemersl  Tabs  Content Apphcstions Privacy | Security  Sync  Advanced
J| Wiaem me when sites try to instsll sdd-ons Esceptions...
. - T}
@ Saved Passwoeds = E
Search: e
Passwoeds for the following sites are stored on your computer:
[Eyceptions...
Site + Usemame Password -
it Forumoada-deve harg-
hatps:
hitps: Seved Pasvaords...
Cancel belp
-
Eemaove Remove 41l Hidde Passwords
Close

FU71 28 (7-3) sfaeehemsuanasviarinuianuniiiulily Mozilla Firefox

athslsfinu Tuureusiwes wu Moxzilla Firefox fldaunsarimun Master Password il
Yesfiunsueugsviauiigniuiinlile laegiidesnisgleyasiaru axdesld Master Password
ligndesdazanunsaigld [7-13]

6. (aldviudluridu Autorun Ju Removable drive

Autorun Wuruausantisves Windows filiszyn dieeusiefanidniunieneuiianes
wihazvieglssaly fegslselevivesileidu Autorun wu ieldurudfdmsuiadslusunsudily
Tulasl azUsingmiiaensinadlusunsutuaniaedalulin Gsnsnsgyhdsnantargnasylulate
autorun.inf adulnadonnusssuni [7-14] faidu Autorun uenanagihaudledensenanidaiu

& v ' v o o & a A o & s o < = 1% "W
wiseandd mnglivinnsdudandniilensuvedlasiiu fleidu Autorun ArzgniSenldnumui

v

nUselerivesitaddu Autorun Nanunsadslissuuilalusunsuimnualaesnluidior
Tiweusie lnsiivseduilandnitlonou MilVlgWmunTawisinewnsimumie USB Drive Llosann
fnmsldenuiunsvarsuazanmnsa@eulndld fddey gldnudulngfentagteyalu USB Drive

semsaudananiilenay vnlmiawsunsnszanglalienn
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ety neufivelngdeyalu USB Drive avsvinsaunubisa saudisldlusunsudszunan Auto-

run remover titeaulwg autorun.inf #8na1n USB Drive &8 uanainii msdailediy Autorun
T Windows Agseanunsataetosiutlaymiils Tne Microsoft IdmeunsTusunsusmanmneias
967940 \ieUnmsviauvesileidu Autorun Tulasiuuunenals (Removable drive) ilegauan
Asunsnszaevashsa Autorun [7-15]

7. Login (Ju Administrator

o

TuszuudfURnig Windows finsuisUssinvvesdayildosnidu 2 wuu Ae Administrator

U
= e

ua Limited Tnefl Administrator snefedguastuy Ssdianslummhaunnedidluszuy laid
adunshndelusunsy udlsnssrnvesszuu sadsadratydglilm dou Limited anefagld
sussaum fignirinavsliaunsadilinudedsuwlamsnsivesszuuld meluveund
gnimuawity wu llanunsofadilusunsuiudold Dudu 7-16] iesmndesfavestaTgld
wuu Limited yhlglivinludesldnunosfnmesingliavsues Administrator famngldinasiGon

o

Moulusunsufaws Aavvildszuuinfamsiulalaede

Faust Windows Vista iusuan I#finsifannszuu User Account Control (UAC) @sagmun
Tl uszuuitavBidu Administrator Lietlostuaudemeiionaasfstuiussuy wngld
Sufudesinuansvesipuaszuu wu fadelusunsu vide Welusunsuiiidvusludwosssuy A
swunngnieeieasunuanudssnsuarliglindniitotudunsyinam 8ndt [7-17] dhegreuh

9UDITEUU User Account Control Lﬂuﬁﬂgﬂﬁ 29 (7-4)

User Account Control &J

7 Do you want to allow the following program to make

& changes to this computer?

Program name:  Microsoft Setup Bootstrapper
L: b Verified publicher: Microsoft Corporation
File origin: Network drive

(v) Show details ves  |[ Mo

Change when these notifications appear

U 29 (7-4) fretheminnevesssuy User Account Control - (71 MSDN [7-17))

HlivareseUnnsinauresseuu User Account Control wseiingszuulagld@vsves Ad-

o o

ministrator Jsiuprafudesmmilsivhliszuugnlaufianiawisliie dddyiesdiils fe

AavAInaUIsLaraNiuaaendy Wuddiegaseinuiu dulumnifiuanuagainauieau
a 2 = @ Y H ' S Y
Winly fenaldfianuduasaensdumiesginenluld

8 Ua Windows Update

Windows Update \fusguuil Microsoft a‘?wfzjyumLﬁaﬂ%ﬂ@qLLf’ﬂ‘mimM‘umizwﬂﬁﬂa
n13 Windows uagwewsiuasdues Microsoft finassegluszuy Tnevtaluuda Microsoft azine
unsdmangesluyndami uazazmounssmavilvgfiudlurednifoussluiudasiaosomn
wou Tneld%e5enin Patch Tuesday [7-18]

Unfiwdauilosyuu Windows Update asiaaeunuininisweunssmavilmioontn Aazvhnis
afluanuasinissmalaidulassslui® utdlivareserinislassuy Windows Update #e
waHau1sUsENs Wy lifdumesidn Weuserudumesidnenudai vieldau Windows wuu
auifindvans WWuiu Seilillanunsofafanssmandaald

n159A Windows Update Huviliszuufinnudssianisgrlasfiaindedind 0-day Sudues
Trildunsiameudiundslildfinsudly [7-197 madulule fldmseainandnemiiudly
godluieusamviimsinkeenues Ssasnsaaiinaldaniduleives Microsoft @
Andaldlngifoadonredumesiin

9. lswianlusunsuuaudisa

Tusunsuneuibiaaxiisnisnsrnaoulialaevdng og 238 fio nsradeuann Signature wa
PFITABULU Heuristics 1a8n13n599d8u97n Signature Suazifunisieszidilidiinsaaeudy
fdnvasanzasstudoyaves lhiafifleguiowa dmsefy fuansilrdduionmafianduliva
nsnsnaeuie s iiterfernmulifuarilenafinnanatios usiideidefoduaelsaiiliian
wreunarliflugrudoya Aazliannsansradubiaduld dumsesadeunuy Heuristics 9wl
utlomaedlng wiazdumsinssinginssuvedusunsy hifimsviauildeiazadioniy
domeliiuszuurdea fldfesudaseuliituglineu dofvesisifoannsansiadulasaill
we¥inunreuld uideidedelomagsiiasuosiTusunsuivinaumautnidudulda (7-20] [7-21]

Tnertiluudn TWsunsuweuihiadlvgasiiuluiinsasisaeulidann Signature Hundn
winimulusunsuueuitliaduwulsasiialml favas1elnd Signature update udawsunsosn
wilFldanlusunsuneuibianadivanludmangiudeya vedusunsu wndlilsvnmsswan
giudeya Waunsufonsasllannsansiadulisaeiolmild uasiiddny fimunlusunsunous
h¥avanese arlsioygwligilivendnsueuihiawuasdnduavsdluamilaslndsmem



grudeyabisald daluselidldldnuldsunsuneuibhiaimhauldfaualu uadlidwen fez
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?
\nSesmenfiumesidendefussuudumesiinld fMonmadeiivzgnlenfineninadesiilsl
donsedumedidn dadumninslfrusumesidnegifulsys fldmshinmudeyadriansi
Rendeafunnuiunsasndvegesisasinane ns1zuonaniivdesiuszuuvesmudn fae
JosiulalieSasneniiunosiildaueggnliiduniedielunslonftduse

wgAnssunsliaumansedng WuammmdniviliiAnanuideduFesesmuiiunsasnds
wanduromdliglimisilunslasfissuy dnfunstestussnnauiiifiaadadunistoty
Al duies
dWov
[7-1 http//www.webopedia.com/TERM/E/EULA.html
[7-e]l  http://books.google.com/books?id=Fo2a7YtU1GUC&pg=PA10
[7-3]  http://www.thoughtcrime.org/software/sslstrip/
[7-41  http://www.wi-fiplanet.com/tutorials/article.php/1564431
[7-5]  http://thehackernews.com/2012/03/rogue-antivirus-advertised-on-200000.html
[7-6]  http://www.pandasecurity.com/img/enc/The Business of Rogueware.pdf
[7-71  http://www.microsoft.com/security/pc-security/antivirus-rogue.aspx
[7-8]  http://en.wikipedia.org/wiki/List_of rogue security software
[7-9]  http://urbanlegends.about.com/cs/nethoaxes/ht/emailhoax.htm
[7-10]  http://www.webopedia.com/TERM/P/phishing.html
[7-1  http://support.google.com/mail/bin/answer.py?hl=en&answer=25760
[7-12]  http://computer.howstuffworks.com/question339.htm
[7-13]  http://kb.mozillazine.org/Master_password
[7-14]  http://msdn.microsoft.com/en-us/library/cc144206(VS.85).aspx
[7-15]  http://technet.microsoft.com/en-us/security/advisory/967940
[7-18]  http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/
en-us/ua_c_account_types.mspx?mfr=true
[7-171  http://msdn.microsoft.com/en-us/library/windows/desktop/aa511445.aspx
[7-18]  http://download.microsoft.com/download/a/9/4/a94af289-a798-4143-a3f8-
77004f7c2fd3/Windows Update Explained.docx

(7191

[7-20]
(7-21]

http://netsecurity.about.com/od/newsandeditorial1/
a/aazeroday.htm
http://www.antivirusworld.com/articles/antivirus.php
http://antivirus.about.com/od/antivirusglossary/g/

heuristics.ntm
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a[g[mruauoswu
NUINUSKaWU

wwuu: WSWSKU Us:mnadna
unwulws: 23 0. 2555

S &

uUsuusuaiga: 23 A 2555

dleksrnuanisinmemmiuanasnfouussuuresiinnes flfnumaeviuonalimis
shemmuesnsingssuuufoanisvdenisinguindivledsededld (Username) wazsiasin
(Password) Wusthausn iesmnduitnmsnuenusiunslasnfovesssuunesfinmesuuunisd
wuldvesadudlefirnufesnadilinudoyaiiiuduyeaaviodumudy uissuuneuianosi
Tdendulanslinuiedliuassaniu Aflmnudssgeiomsgnland iesantadeiiazsiliings
grlaidsadu fnduegifunsiadsiaiumesgldandundn mnsimiuildouliianusiuns
Unendeudaiy fuvhiudalenaliglaufansomamsvariuiied dsruuneuianedidlasde

AUTIBNLTNIN CNN Tnsseyinismideuasianndunsinvamsiuamasadoves
guuApLIAe3TTod Trustwave IiTnmenenuitfedesiuadanisldnusiainluenas
“Trustwave 2012 Global Security Report” [8-1] Inefilovnilifgndasiesdnmaiugsiaia
Tanfinisldisviasing “Password1” egsunsnasuazeraduaummdulngiviilvissuuaeuiunes
10399An3A199) gnidipuaulddFannnislaudiiunisendudmesianiudings warandoya
ianAsmuinstarufanaradumildannisiivune Default Password fildannunisves
Microsoft Active Directory [8-2] [8-3] duudmsiilédmivuimsdamsansildnuuuedoie
Tauvesszuudoinisiuland Ssorailildnuueuenadilaistaiudnanilmududeu
oguéndslaisniunsdsusiiai

MBI RuLEnsiutan wlgmédgueanisidaussuuasuRmesanyialania
fensnrnuldlaludesmnuiunsasasenineidesiunsidausiaiulagnisvianssuiunis
avaouiin delunsdiduszuuvesesdinsfifaudfguasgnuluedaglinululd o1vdmwan

sgnuieusiiesinsiunuannuindeionngndn uaglianmnsauszdiudnnudemediay
Wintuluewanmndalalenmaliglaudidnundsszuuldhemeul unanuiaesiusudeya
wwIansusiary ieligeuanunsathluvsuldnuiunsidalussuunseuinieming
4 v oo -
ieansldl nefiswasidendail

10U9J Default Password

Default Password uiernsianuEusuresgunsaivioseninaf mnefls siaruignaedn
wangifmugunsainiorenduiinusiatousn Wy sakudmiviendussuuuimsiamsves
gUnsal Router AimssaAsnangiann wiensdilinumanvessiarinuiiosniuulneszuy
Active Directory faulushagnssenuillina1ilu Tnefigeuszasdndnuitodesiunisdndsangi
LiitRendes udvodluivesnislausiariutuy Default Password Ao sarusinasiJusifie i
fandnfusiviosudug wandedldanilindsuuasesiaiudui faunsovilisiarumen
dgnemanniielilunislandlélion wsgagtuteoyasiariumaniaunsadumldilivy
Hulwidumesidn fuguiuladluguil 30 6-1) Fuduuvdssrunudoya Default Password 210

Aliusnsifeniussuumeniiumesiilan

CI RT. net suspicion breeds confidence

Default Passwords

Saarch

461 wendors, 1895 passwords

2Wire, Inc 360 Systems

M sccelerated Networks

ACEr i tontes acdapbes

AL Kenlrax Ak cmpdata, com AddPas Technology
Adiobs Adtact Adtran

Advanced Inkegrabon AIRAYA Conp Airkink

U7 30 (8-1) siaeehaTulawiiisausau Default Password 91nglHusnIs
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2 dvAIsSHawungaI wivdau

dldemvanevihununeldgudnfiounngifertesnuauiuasaendeliudeusianiudiu

Flmdusiarhuiifanududeu visuishusanudiuseiieinnsldnuniivledsneg i
nsudafoulsifadnsiaruiifiemtunavdefliGundt Password Strength fatusaagdluguil 31
(8-2) Bamaiinananerusfemifienty Tnefigausvasditoaslonaiglaufavanunsaaa
wnsariuresflinulalasine esndrinsiaiuiidanududoussmneta siakiuiiaiain
810 Geusznaulude fan Snusnmdinguiiiuilvg Snusnudinguifinriién uassnasy
fuey Tngenavzivdninasiiisiiy wu destmunmiuemivessiaiuannnit 8 fsnhws fldnu
sUsuruRR R uTdUSeuas IR ldenn uasUSurrunditinsdarsvarilnensiden
Tideyaanizngu Wy Miamzdeyanduiliudiay flemadssionsgnlanfidifags esan
mmnanduilveusates endhoghatu wniimsdarstariu 5 ndnidudaviman wwileu
wiituilTenafiadusitarugnifadlaiiiu 500 afs TnvendensuanvesdnussfiawuasndnyuygU
WUUANY WU fatay wiysusmudingusiatan wiyasuznwsangusaivg) 1udu

Password: Ixsxsxsxsxsxsxssl

Siw-character minimum with no zpaces
Learn how to create a strong, rernorable password,

Password strength: [T FStrong ]

U 31 (8-2) usnamsissianiiinmsugaunIag 189 LTl hotmail.com

> ' 2 o oA o (| ' = ¢ = =g v
dldnunangiunungiiuduaudaieuliiudsusiany autisnatiiesdnsviessuunli

o ' Yo v XY & ¢ Ay v 98 ¥ N o 1
uimsieqlafmuall daulvgiinasdulunanleuevesesdnsiidenisigldnuubeusianiu
Tnlilornusiupaaende uandmuiglisndnvaneauiiiuuafasssiudmfedeanisldsfanu
wulunaen inszazdudlefesouieusaniu ifnunguiliezyhnsiienieusiaiiuusnis

N C R a I o 1w oa = ~a vy '
wWasusiar w1 Aemaiaeululusiasnuiiiu viselunsdifiszuvesnuuuinbilinsaaeuiins
4‘ LY v 1% A & o < o £ o = o & o &

wWagusaruazdedliduAnludiui 3 At Jlénutgyniswasusiaimuluduiuimun 4
& & DY) < < w e Ao P - i
a3 lneasaanvinefasdinaudeudusiaiuiy tevdndenszuiunisnsiadeuil Gududedls
AsvhegsBanTIzUeNINILAAIUsEANATEIN TR BUSaR UM Savinduiialentaiiaeyinliig
Taufaunsamizsianuld imsgaztunadeniiingafenisideusiaiuilidduaniy sauds
spuuiiliuinisidesdinszsuaumsitlisedligldnuanansosrswaiuduiudie lnsennagauiiu
MIRAINTFUIUNIATIVAB UL SzuuiiliuinsiUdeusiarudesiinszuiunsnsaasy

o B g yw e i s ¥ a4 qus
A ugasAlnifusian iy nass viialvisinszuun1svic Minimum password age [8-4]

A4 o | a 2 28 o D a o v &
LWE]ﬂ’]Wu@]“U’NL?ﬁ?ﬂ@ﬁémﬂﬂﬂiﬂﬁﬂﬂﬂ’]uﬁ’m?ﬁﬂL‘U’]lJ’]LUﬁEJuiWﬁN’]uIWE]ﬂﬂN

Y. lidvArsHawunriauiunns:uu

msssensiaruliniiounulunnsyuuliiendu Swa szuuvau ssuudiins ieszuula
fAmuduudundunsiiudeafiasrilipudemevenedilddenndsdu sndregraudu nadl
vouldnunfivadglinudulsdveda (Facebook) AildsarmudeTulyddldnuiue (Gmail)
Tnedlonuhsiasinuvesdlinugnulusanssuulassuunilaud whivgldnuautiuiinnubesg
= v o A = Agy o 8 @ ' = DA a v o A o
Mrgniinfisdnseuunilsnidsianiudeiulilaeie Suandiviuinisdenldsiaiudesiulu
I , o yva X | o ' s | Aaemy o =
nnsrvvgondmadslisuazievy wiluagtuaznuinluesinslngqnlgldnuunndnasiinng
Ussgndldszuumsiiusiaiuidieadiiesessunsdhiadeyatyinisdenduiimiloutulunnsyuy
307138091 Centralize Authentication [8-5] iielvigflduiianuayainungstuuaganninudu
Houvosmsiiuteyatydfldnusiudofaniu mswaviusiaiuililunsdisiluagdoding

o o

ShwanuduaslasndeNfunn FeenaansnsayimuaAiuriarualuunaudl ieanlenafiay

gngunInaunsaintisdeyadidnlavianun

LY

5. WavArsKawwumiumIuwaurunsusSaamun
malailalagviy

Tumainsnwarusiuasaenseuusyuuaesfianeslaing Wumﬂﬁmﬁiﬁamugmmwﬁa
fido91 Dictionary Attack [8-6] Fufunslaudlasnsierdlulnddenu (Text File) wieludn
mwwmwfﬁaﬁawwmﬂm (Dictionary) TminTugusvsoarassmieldanuvasineg ald
Tunshaufiszuuneuiiumes Taehalulwddnanluussnanadenduadluszuuneufiumes 3
nstauiluguuuuiiinldmatugliauiidsesimiuilidudousardrunniduditilufiglio

v
o o

naedsiu Wy M password , secret Wudu

6. lavAIsSHawu»INdayaduuAna

a a v DN LR K% 4 a ' O a o o =

dawsniiafraussgelaliiAnnisaluedydgldnulussuunseusnmsdngdude dlinudndnig
sarnsiarulaelitoyadiuyana dielifldeuesamnsaandilade Sefeyadiuyanaiina1ian

a [ ) = v o = g v S a 1
asUfasliilainanludeyadfiavnzdldaumuion uazdnduteyanilameuazainanlalienn
wu wesinsdnd vnaanzlouse v Tudouliin Wusiu luunsdidldnunsisianiuain
JoyaduyanauazAnimuesgnuluesiainunaulnadiniteyadiuynaa urasaquagldnuiy
Anluindayadenan Wladuanuduniefiameaulndiingu dagUudeyadiuyanauisedld
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gnwaunseguunthiuldinsetnedinuesulauinueadnsliuinised dagui 32 (8-3) aziuids

il

liwdandinsssrsiaruanndeyadiuyaraaghifinnuiiunsasadione

Gender: Male =l [¥]Show my gender in my Profile

Birthday: 14 [=]|| Agri [=]| 1986 [=]

Interested in: [¥]Women
v|Men

Friendship
Dating

Looking for:

A relationship

U7l 32 (8-3) msDaumedayarinuivldinSovigdnueeula

7 9Wviu Two Factor Authentication

Two Factor Authentication {u3Sn1sdenduilednfsssuunseusmsineglaseandedade
aosogaithindudusiuiu Faasdeduifianuduiusiviloutuy ilegausrasdlumsaiisasiung
Vaendeliiiuszansnmunndeiu Tnglumeummiiunsasnfessuuneuianesldiimssuun
Yadesenanesnlu 3 dw [8-7] fe

7.1 MsBuduimnusigdang (Something you know) 1y SR

7.2 nstudusanusediil (Something you have) wu sWatnsifiukiu sWanuLuUATIALD
Pdsudernududiinsdwideds (SMS OTP)

73 msBuduimauiiedeyansdinim (Something you are) Wi nMsaunuaneiiaile

Feluthtunuiszuunseuimasinegluusldulunsusuasuliaunsasessunisiinu
S2uu Two Factor Authentication slaagiiulaanniiuladlugqisinisiUalildnunds wu Google

¥58 Amazon

8. WAYUSKAaWuag WaUaUala:asidanuialya
JounwNisSIauusSHawu

mswasusiarhuegvaianetelildnuiulaisfaihudusednalunnudvediaue
warlusgnieiuglinuasiinsansgeuteyaduafilisuiunsdendusiie wu deyadwadises
dlunsideusiaru deyarmamdmsunisideusadiu Judu iieantontaiidlinisdazuda
o [ X = ) ) aa AT o C| v
megiutagldau Fadaeald dnfedunislaudnglauslitydnisldnuuassiaiuuuduas
mnsdnasvegluszuulagliuansginssuleg Tuusnsdiflfnuesenalirensuaefiduldi

finsuluesiarudisouds uazilaufmdwuliiednasuluedeyadiuyanaainnsliiu wu

= > = S Y o v Sy v =t o '
landasihgnslieondua Wudu uasledladldteyamuideinisudszuansiooniise
Tuvdeluuisgendliuansdaaefilula

9. av1HavnaldaswaniIKvavusHawiu

' = o v = oA v aa @ o o

neuazanasasladedeyaludiua lnslanizedds deyaniinansenuiunsldanusia
i psiasanliiseureuinluduaiisnansyuuionndiiesdessde) viseld wwameildlu
mibnzideyalesiufonisnsisaevaniusmsieusiakuangguassuuniennnisda
yindayafiuinisiug dawSenlill uimnldannsofaseriensisaeudeyalas liae fonaay
lsmsmlufireuiasasdeferdluasusiaiuduivleiieuinisfiudafieunndenuies
wiedesriulendlunisvaenasiemadia Phishing [8-8] Ineglinugsadlinfindsinuuuiniu
a ) v B o 1 =3 59 v v o v v g o
Sualuduvin mndesnafeusiariuuuduled Wgldnudhlgmihdulsdlaensauagyinig
wWabusiar fegvesBuanasnaialufguil 33 (8-5)

Remster for eBav

Dear valued customer [ Heed Hetp?
We regret 1o inform you that your eBay aceount could be suspended If you don't re-update youl
accouwnt informatien. To resolve this problems please click here and re-enter your account
information. If your problems could not be resclved your account will be suspanded for a
pariod of 24 howrs, after this period your account will be tarminated.
For the User Agreement, Section 9, we may immediately issue a warmning, temporarily suspend,
indielinitely suspend of terminate your membedship and refuse 1o provide our services to you il
wiee believe that your actions may cauvse financial less or legal Hability for you, our usars ar us,
Ve may also ke these actions if we are unable to verify or authenticate any Information you
provide to us,
e to the suspension of this acceunt, please be advised you are prohibited rom using «Bay in
any way. This includes the registering of a new account. Please note that this suspension does
not relieve you of your agreed-upon obligation to pay any fees you may owe to ¢Bay.
Regards, Safeharbor Department eBay, Inc

The eBay team.
This is an automatic message. Please do not reply.

FU1 33 (8-5) uansiaoe19dlaiaviaonay

wmamsinusiahusildnanuimaiduiounandeduivstieai v ide
wagaumsevinisanutiuasaendtlunslinusimiuwasnsdifssuunteuinasineg Tngds
fliuegamilstousnindoninaslianudildnuuds fouassuuasiinisativayuresmenio
nalalumsifinussans amsuanutunsasadelunisdndessuume e wy nsimu
fleffunsasasunmsdsusiakiliaenadesiuuleuisvesesding msfmuszuUN1T Two
Factor Authentication tiewfiuseaulunsdnfiessuuldssuuiimutuncUaenfounndstu Wudu
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[8-1  https://www.trustwave.com/global-security-report

[8-2]  http://money.cnn.com/2012/03/01/technology/password
security/?source=cnn_bin

[8-3]  http://en.wikipedia.org/wiki/Active_Directory

[8-4]  http://netsecurity.about.com/od/secureyourwindowspc
/qt/pwminage.htm

[8-5]  http://www.windowsitpro.com/article/ldap/sso-vs-centralized-authentication

[8-6]  http://en.wikipedia.org/wiki/Dictionary attack

[8-71  http://www.cs.cornell.edu/courses/cs513/2005fa/
nnlauthpeople.html

[8-8]  http://www.etda.or.th/main/contents/display/233

09 W13 10S s:3unn
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[9-1  http://garethwright.com/blog/facebook-mobile-security-hole-allows-identity-theft
[9-2]  http://www.wikihow.com/Unlink-a-Computer-from-a-Dropbox-Account

[9-3]  http://thenextweb.com/mobile/2012/04/06/security-hole-in-facebook-ios-app-

doesnt-require-jailbreak-or-theft-and-dropbox-has-it-too/
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PayPal
|

Dear Paypal valued memier,

Due 19 concems, for tha sataty and integrty of the paypal
account we have issued this wamning message.

11 as come 10 our Attention thal your ccount information needs

1y b upaciatied chuee 10 inactve members, Truds w0 Spoct rpor s

I you could please take 5-10 minutes out of your orine experience and renew
your reconds you will nob un inbo any future problems wilh e online sendce.
However. {ailure 10 update your feconds will resill in aCCount SLEpenshon

This: nolification expires on 48,
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Prigivse follcw th Bnk besow and Iogin b your account
And renew your account infermation

it e, iyl -'m"\ln;‘tmm'c-"-rn-.d- Jogin-nn

Sing: s
" Pnp: /166,160,154, 156 /earabag/paveal
Foypol OUSI0Mmr Gopatmi s ———— AT T
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[10-1  http://www.thaicert.or.th/statistics2011.html

[10-2]  http://www.us-cert.gov/cas/tips/ST04-014.html

[10-3]  http://www.focus.com/fyi/44-ways-protect-phishing/

[10-4]  http://www.theregister.co.uk/2007/02/23/trojan_
phishing_attack/

[10-5]  http://www.bustspammers.com/phishing_links.html

[10-6]  http://www.scb.co.th/th/about-scb/phishing-mail

[10-71  http://www.kasikornbank.com/TH/Phishing_Website
Report/Pages/PhishingWebsiteReport.aspx

[10-8]  http://www.tmbbank.com/personal/e-banking/popup/Phishing.html

[10-9] http://www.usatoday.com/tech/news/story/2011-10-18/smishing-bank-
scam/50817688/1

[10-10] http://blogs.iss.net/archive/SpearPhishing.html
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[11-2]  https://chrome.google.com/webstore

[11-3]  http://tech-tweak.com/2011/08/browser-based-operating-systems.html

[M-Y]  http://www.pcworld.com/businesscenter/article/144490/
hackers_increasingly target browsers.html

[1-5]  http://www.windowsecurity.com/articles/analysis_of
buffer_overflow_attacks.html

[11-6]  http://www.tech-fag.com/browser-plugins.html
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0001.html

[1-9]  http://www.thaicert.or.th/papers/technical/2012/pp2012
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[11-10]  http://thehackernews.com/2012/01/one-million-pages-infected-by.html
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19 sty nsAnwFes Metadata Tunmeaiy ANENNI0ve GeoTagging LagdunsnefionaLin
£ = aa o 2 s vy oy o u A o . o
Ju yislesiunazuily Namsatietesiuliliteyad Ay niluaudugnineunseanluls

v

Tumsienwiuuenanazideyafiidusanimus Sedfdmiidu Metadata Faiudiuodune
JoyaiiuAnraIn e

Mmetadata Aoo:ls

Metadata Ao Yeyafilieduisseaziuniiiuiuvestoyavseansaumenig wu ludionans
efiduuanisvazidunvedlid Wy Yedasiaenals Jevienu Yereufiamesnliaiiuenans
Judu viSeudnszis ID3 Tulid MP3 Aauifiudeyatiewas FeRalu Jodatu s lunsdidu

mMnaeRdvafazddoyaiiufivveanindug wu fuuaziarfiaenm n1sfarvendes s [12-2)
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Mmetadata vavniwniy

Metadata vesningne axfuliludiuiiBenit EXIF (Exchangeable Image File Format) 39

Judeyaiiefureseandunasiig vesgunmiidneainndesddnia deguil 40 (12-1) Tneunfiuds
Inldsunmitsessunisladeya EXIF Aelwdvila JPEG uag TIFF [12-3] faegnedn EXIF Nidndisy wu

Model - Juvasnéas
Date Time Original - U@ ansnw
GPS - AIUAUEIBAWN

(& EE

Propertion ol 20120518 15.00.17jp

Cumensons .

Fils Bisbs
SMOR012 20016 Ph
Crntation
Moammal

Fuetad Lengih

U 40 (12-1) ugmar) EXIF

2:gA1 EXIF [dagls

Mg EXIF amnsaviilavaeds & mammummmwmn Windows Explorer m"l,éﬂmams
AANYNTIFUAM Ban Properties uagidend Details mmwuauatwmmmmmwuu uonaNiidad
IU‘JLLﬂiW\]EﬂﬂWW@ﬂﬁJ’mmHﬂﬁﬂuﬂiﬂ@‘%@yja EXIF 16l wu PhotoScape, Picasa tJusu

Tuduveanisgen EXIF vasgunnluivludsineg Inglidfesduiinguamiduadluaios anse

o

lalaenisinae Extension TRiULWUTTIWeS WU Google Chrome waz Mozilla Firefox @ansa

a

fineia Extension M1%e Exif Viewer tiogdoya EXIF ld

nnfeyalunmarenaunsavsvenieaziduning Mfgrtasiugmenmvizergfioglunimle

U

binanedhefinnadaninaisdoyadiuiifionavgeesnlumeunsgdumeiidn Falnasoaiu

U

< ' o . ' Y a o | Ao v fa v
Wueuda (Privacy) ausnanelilindunsioredintayninddula

Privacy aifinyagils

Privacy fio mmnfududilunsiiuinudoya wiensmeunstoyaliunddu lulanves
Buwedidnudr nmsthdeyadumtulumeunsiududsdifosssiase i Wesndoyauedis
o1vdsadenmdnyal wihiinmsvhaw viieereiinademedeTinuasvindauasiiuld [12-a]
HegnsdfnmiiAsitoaty Privacy faula fe assewesuihadui M6 ldthgunn
fidnefuanfuazguimesseluinadlily Facebook vhlviyanaduaiinanfiveuserlumedu
wieurtsdthuiaedl aundnlunseuniauaniadoq i Ssmsideyadenangnilamevililfadves

wweldanunsavihaudy aneduladndely [12-5]

dayaluniwuandmruvidagvils

Tunsenenm ndesiiiauanunse GeoTagging fiavUuiindoya GPS o Fuvsfidneadly
Tunmde wasnnimanwiutugdumesidnfasvhliBuanso e fdenmild u
Hagtuiliefesilonninefivissusanuazanlunseeoyaanuii denm wu magdeyalu
Andneniulad http:/regex.info/exif.cgi Fausnainavuensieazisenves EXIF vasnmiiuuda &
asnsauAnINMEEINA I Tesanuiituldie Fguil a1 (12-2) war 42 (12-3)

gz/ﬁ 41 (12-2) LAﬂmimvwﬁwﬁ7ZUg)ﬁ/7uwwﬁUZw'http://regexinfo/exﬁcgi
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Drsplary area 1,53 lam = 521 m| Chek oo map to meanare dtance
Drestance between:{ m from GPS-encoded locanon
7] 2 .

U 42 (12-3) ugmenmaren uiienvossiumieioIegui 41 (12-2)
Tumsaeniendesidviavselnsdniiedie minlifienuswduivedesssydoyaanuiias
2 Arsazlan1svheuves GeoTagging wivnilunmiignanesnuduazsissnistninduiy
gdumesidn msdinslesiuldlinmaradamedoyadiudveslinu Semnsavililaenisau
Joya EXIF sananamiureuiivzdnivastugdumesidn n1sau EXIF awnsaviléinaieds wu

Y

auteya EXIF lngld Windows Explorer sen1sadnadilidnin 1den Properties way

—_

\Benil Details 9ntiundndl Remove Properties and Personal Information t&ena1 EXIF
fifasnnsau [12-6] fagudi 43 (12-0)

Remove Properties

Some of these properties might contain personal information.

What perconal informaton meght be in a fle”

Create a copy with al possible properties removed

Subpect
Rating
Togs
Comments

Qrigin
Authors:
Diate taxen
Program name S55T0DKKAS
Dt soquired

Copyright =
[ seectar |

U 43 (12-4) ugman15audaya EXIF 997 Windows Explorer
¢ o X

2. audoya EXIF Ingliwerldunsivhauanlneienns 1wy Exif Tag Remover Wudiu fagudl 44
(12-5)

Uphions |£#2]
Naride whirh metadata tags wos want b remnee

Metadata to remove:
(7)1 40l supported

@ s @[PS Tay & That @[] Till IDFO
(3)[7]Exil GF3 @ MIPTC (® [Z]ICC Puusfile:
@[] Lot Thurrbiail — (Z) [0 () [7] 41l Other

Additional options:

@ [] st File Nates
[zet date]

< Hack |[ Mext > ] | Lloss

3 44 (12-5) ugmensaue EXIF saelusunsy Exif Tag Remover

Mnawsunsvesmsliameiumisiiog flinumsanaseutoyalugunmiouiiozsnlvan
Fugdumedin ieliuloideyaduamnsagnineunslé mnnutoyaillimanzaufldasiios
Tnadnmduvdemndndudosinad Amsvimsautoya EXIF senana tietiostunsimeuns
Foyadrdgyoeantulngliifila mszdmninaeudoslideyafinangnineunsoanluudy nisiiay
auvdoudlvmminnantueivaslsiaunsovildiag

dWov

1211 http://en.wikipedia.org/wiki/Geotagging

[1e-2] http://graphicssoft.about.com/od/glossary/f/metadata.htm

[12-3]  http://www.cipa.jp/english/hyoujunka/kikaku/pdf/DC-008-2010_E.pdf

[1e-4Y1 http://en.wikipedia.org/wiki/Privacy

[12-5]  http://www.dailymail.co.uk/news/article-1197562/MI6-chief-blows-cover-wifes-

Facebook-account-reveals-family-holidays-showbiz-friends-links-David-Irving.html

[12-6] http://www.labnol.org/software/remove-photograph-metadata/19588/
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Uovnuunyow1d
GMAIL / HOTMAIL
21NMSONUDNAIUISUIUA

wlguu: USWS QIUFS
QWA Ry dwadvd
JuRlwouws: 1 0.4, 2555
Usuusuaiga: 104 2555

A o & a o & a v o~ )~ o w1 _da o w &

AU TUER TN INNUNUINRAEIANUAAABYINUTEITINTBAS L TUDE19HN LNSY
2 ax a 1A a < =Y < v o w a A § val
Juisnsinsdedeasiiaiuasunuazlifidunu vaneruiudeyadAgliluduanielidiualy
msfaremaiugsia FaunnglidilimBuaiunsdeuseilifiauiuaasnsty foraviild
Tdgltuugnlasnssulilaedie

o va

Gmail uag Hotmail 1uu3nsnsBanfifienldtuinnlududuiug ud aa. 2011 Mlan
T9mnuvesldau Hotmail Ussanm 350 druay way Gmail Uszana 260 a1uaw) [13-1] §lsy
=y = = & o A a vy Y a wa o Yoo v Y o =
FdlddenuimsBuawaninuuzidieligenliujin Tulagtutu Saiigliuinisesiissuy
aa ) Y "y X > < s o vy awa & v = aa 9
nianuiuasaendvegudn uidlfiesnasiaeiSeuideujuRileswiusuiaisnistesiu uuy
99 Wedesiulymiionraziintiu meddsnisane all

1 n1scvA1 Gmail IKunI1sgugutuy @ duaau [2-
step verification]

1Hunsld Two Factor Authentication [13-2] afuismsiigaridauiidedlidoya 2 dausaiu
Weiuanuiuaaenielifunsidigssuurseuinig Inevdng udaelideyaan 2 lu 3 diudlde

1) ?ﬁﬁi (Something you know) L1 S9N

A R

Aa . ' o ea a a
393 (Something you have) 1iu Insénillotie, swatmnsifuku

N

2)

a A

3) &y (Something you are) Wy a1eilile, dumn

nstuduBuauuu 2 Jumeu [13-3] [13-4] Freanlomalunisgnulueteyadiudilulyddua

vouasl inszaolildterlduay sWariugnieads AdiliaunsaddadyTBwald aundiald

sWa Pin 6 manilasuain SMS eulnsfmilletionameileoulinu Google 1@anau n1sAsAInIs
I v

BudubuduieiBlanmsavilalagluil n1ssrdayd uaziden 2-step verification mugun 45
(13-1) udwheuduneuvesiuled

*3 Account overview

Security

Password Change password
Multiple sign-in On Edit
Authorizing applications & sites Edit

2-step verification Edit

Email addresses and usernames

31]17/ 45 (13-1) uaninsaaanseuguuy 2 fumou
77.’1/7 http://googleblog.blogspot.com/2011/02/advanced-sign-in-security-for-your.html
Tunsldanu mnsasainstuduiuy 2 Tureuuditiu Wasdigseuumeorliuassia
' a v a Py . o = v o 9 ' = v g v
H1ufigneied 9zdl SMS udeswa Pin 6 vian Welistundeudissuunsuiagannsadildauy
Bualél mugud 46 (13-2) uazanansaidentuiinavianiuliluededld 30 Ju @ Hotmail dulu
YagUuidaliififlariduniseasu Two Factor Authentication

Bignii - =

e Google accounts
Ermalt ('

hicingfard@igmail com

Enter the verification code generated by your mobile application.

Panawerd " -

______ Entor code: | 466451 ity

¥ Remember this computer for 30 days.

= Cahor warya 19 g6 8 verification code =
Cant sidons pinr aceourt? Cancsl

gﬂﬁ' 46 (13-2) uammsid g mudlodinssannsdusiusuy 2 Sumou
77.’1/7 http://googleblog.blogspot.com/2011/02/advanced-sign-in-security-for-your.html
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UDNINATTUTIE Pin 6 mane1U SMS ud Seanansaldion1ssusitasenisiv Google Inséwii

udasnelay Pin viserfild Smart Phone ansnsafindsweundintuinte Google Authenticator
wieaseswa Pin dwsudnlanu Gmail Tadae

2 nisTdviu Hotmail wwu HTTPS

agtiu AFusulunislionu Gmail asdumslinusinilnsinaea HTTPS usd w3y Hotmail
wlfnusnulnslnaga HTTP dslifinsdsiadudoya dafunslimulstarusiunsandoms
dalildausilnsinaea HTTPS Fafumatsiadudeyadelnsinaea TLS/SSL (Transport
Layer Security/Secure Sockets Layer) msasrnsdeusonuy HTTPS ¥inldlasniseand aa
AUyl (Account) fiwi Account Overview luwadie Other options TWiadn Connect with
HTTPS [13-5] awguUil 47 (13-3) wisanvimssadnaiafousosuds asvliinssudeoyauu
Vules Hotmail gnidnsvaduiase

Account overview

Other options
Linked IDs
Your email addresses
Parental permissions
Marketing preferences
Manage shared information Privacy settings
Close your account " Account
Windows Live options )

More themes

Options

- ﬁ https://snt145.maillive.com/default.aspx?rru=Inbo: ? ﬁ

U 47 (13-3) (1) wanamsaesmslsan Hotmail wuy HTTPS B1adY (2) uans URL 10m3A9mn HTTPS 4dh

3. Anu:tIunisavaAlusunsudwalnaidudiunis
svavaiwa»imn Gmail

Wsunsudwalrardus (Email client) fFeluswnsuildsuazdidiua Ineflusunsuiildsuay
sl W Microsoft Outlook, Thunderbird 1udu Tunnsdudsdaanlusunsudialaadud oy
Suswamelnsinaea POP3, IMAP wazdsdiaselnsinaea SMTP Inonsiiavideuseiieldsy
waleadudity asfinisdeserudemsifinadsiadudeyade Sdutagtuuins Gmail

way Hotmail iesfilinsidrsiadudeyaynassninisiudsielnsinaea SSL/TLS fisessuvis POP,
IMAP uag SMTP Zslnsinmeaiiudsinrumngiiossudsil

POP (Post Office Protocol) 1dulwsivaeadililunisiudiuanndsiies Jagdunesduaign

Aa POP3 n1svihauves POP Wuniseudwauuueenlall Aedwafidnunvzgnifiveglud@sies

Weldlusunsudumalaadudlumsdnldnudiua asvinisaiinandwauniuilueSeweasineu

Fazannsesuduald wazanunsanduinsuduaiulelunends wililddeuseiudumesiis
N ' ° P P & ¢ a A ac s 9 '
womniusinisaudwalalulusunsudualaadud Swatunadsnnesiasdinsey

IMAP (Internet Message Access Protocol) tdulnslnaeadildlunissudimaaini@snies
Yaqiuneiduargado IMAPG M3viaIuwes IMAP azumns1aiu POP3 iflosann IMAP WJulwsln

A o A & ¢ ¢ ¢ & & v 9
Aoaatuayun1seuBiua Nawvueevladuazeeulay lasuwvuseuladtu sulunisldneuiu
ac s A A = < v 6 v a & A v gy ' <
Wrines Aedlaldlusunsudualrawuniunisdildanudiua fAwdlewsidnldauniumaiui
iwes mndswihnsavdwaluedediualradud madsinesizauduatiuiey wenaini
feanunsadenaniluaneniydwanisnfeansiane

SMTP (Simple Mail Transfer Protocol) tulnsinaeaiidlunisdidualumseinedumesidn
dwmsulunsdiisnfosnisi Gmail w38 Hotmail Wldiulusunsudwalaadudiu annsaufon
o o & ) ' I . o qv ' o ! .
muAuzl Jelunilazendiognainsaadn Thunderbird tiieldeusiuiu Gmail @ Hotmail

Huiinsasinaaeadaiu feruaunsaussgnanisldau deiegedsl

dr06uN1scvA1 Thunderbird IHsausu POP,
IMAP ua: SMTP. Iu Gmail

AeuflazyhnsseAbiniulusunsuleadud 5desdsan POP/IMAP luliyfdwavessineu
TnenUnnsldau SsL antudeinisdsinlusunsudualaaeus 1Wudagui 48 (13-4), 49 (13-5)
way 50 (13-6)

nsaeAdniy IMAP
Server Name : imap.gmail.com
User Name : ﬁagﬁma (username@gmail.com %38 username@your_domain.
com)
Port : 993 (l&Hs Gmail ua Hotmail)
Password : S9akU
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Server Type:  IMAP Mail Server

Default:

Server Name: | imap.gmail.com Port: 993

User Name: test@gmail.com

Security Settings
Connection security: | S5L/TLS =1

Authentication method: | Normal password =]

gﬂﬁ 48 (13-4) uanin1399a7 IMAP Dirulusunsudiualpaidus

AsdvAEI iy POP

Server Name : pop.gmail.com

User Name : fiag8iua (username@gmail.com %38 username@your_domain.

com)
Port : 995 (1¥&%s Gmail uaz Hotmail)
Password : SWakU

Server Type: IMAP Mail Server

Server Name: | pop.gmail.com | Port: 995 |- Default:

User Name: test@gmail.com

Security Settings
Connection security: | SSL/TLS =

1

Authentication method: | Normal password =

U 49 (13-5) ugmansiaen POP bifulusunsudiualnaidus

AMsavAIEIUTY SMTP

Server Name : smtp.gmail.com

User Name : #1ag8ua (username@gmail.com %38 username@your_domain.

com)
Port : 465 ¥i38 587 (§1%15U Gmail) waz 25 (§1115U Hotmail)
Password : SWak1U

Settings

Description:
Server Name: | smtp.gmail.com

Port: 465 Default: 465

Security and Authentication

Connection security: SSL/TLS = .
Authentication method: | Nermal password =
User Name: test@gmail.com

| . Cancel l OK

FUT 50 (13-6) uamen15iam1 SMTP birulsunsudiualaaidusi

Y. n1sasivasudayaninssuiuvrydoiasyn
avnaua

mansaeudoyaianssulutydua [13-6] {uuinisves Gmail Fevilvigldanusaidalain
avd v eu a Py o ' o o
fpudnldnuduaveaniaglild Suougavielu uasdvanunsansiadeu IP Address UadATDd

|

Plunstatydduaveusilasnsie

U

= v a o o ° vy . & A aa
miBengleyaianssuvestny@Biua ildlasnsidgsyuu Gmail :ndudeuauniinangs
angaveslyBuaradniiswasiden aelufanssuaianvesinylasuansussianvainisitnia (Wu
WsTiwes, defle, POP) fiuwia (IP Address vauiasasildlunisitngy@due) dnssvydsema
wari/na vesfanssuiinuludiuares) augui 51 (13-7) manudnd IP Address dudilaizdn
4 v = My vy Y o < v o = o 1w oA
vietw/na A lilddnlinu enadudyaavenidydveusgnuan livinmsiaeusar i
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AanssuTuiiedtil

A w  To e o . e J - ] o F . R
Lm‘aaua'u‘hma'gaLnﬂ:lnunnnﬁ'umz{m‘lﬂusyﬂamauuaznnns‘mauq TILARTUWITDUAUL 2TULWLILEL

. L_om = - el
15T hiwuidinsdadaydinau

fianssuaige:

Uszanansinga [ 2] einuia (fiag IP)[2] Julnan

(ws1ieag, fiafia, POP3 wuéu) (uAMIATHLALADIR)
s ibas *lna (203.113.103.201) | 10:32 (3 ﬁ”ﬂuaﬁuﬁﬂ

s rivas *lue (180 180 246 114) |11 w o (23 frlmenud)
\wsrivtas o (180.180.246.114) |11 wea. (1 Tufuda)

s ibas Flna (180.180.246.114) |11 e (19 ﬁu.m}

s rivas *fwa (124122 62.239) 9 wia (3 fuiluda)

AAuATaIAISIARY: LamnsuindaudmiuAanssunaalng waou

FUT 51 (13-7) uanen3ndeyananssuvesvyddiua

5. gaAIss:3viunisiorfdviuriniagavAauiiiaas
d1871sru:

Tunmslnuaiosreufinnesaisisuy L‘Jﬁlﬁiﬁﬁmﬁﬂilﬁmﬂ’j’]Lﬂ%adﬁuﬁ%@ﬂﬁwﬁaﬂiaﬂﬁzﬁ
g vaIesenailusunsu Keylogger WOULRIDE Fadulusunsuiinzaosindunislausingeg
wiu msnatuAguedn [13-7] maswinsdendudnlinudnyBaruaiesrenfiune fassae
fifllusunsu Keylogeer ¢ E?Taadas?j'a;ﬁ%’LLassﬁamummLim%@nn@&inﬁLiﬂﬁuﬁaa"l,ﬁﬁ%gﬂ Juiin
Pitmua mnsndudeddneuianedasisarlunsdadua msd3Enmsissitiiu on-Screen
Keyboard [13-8] Fafulusunsufidrassnsiauvesiduesn Inensliiundadnununsnataly
Aduasa shliisranansadeudeyasy Idmilounsfanilufdueinais Ssaetrodesiuseniiung
Keylogger 1¢ TUs1n$1 On-Screen Keyboard fﬂzgﬂﬁﬂ@?dmw%famﬁmswﬂﬁﬁams Windows faus
XP Fuly mmsal,%'aﬂ’[fﬁmulﬁmmgﬂﬁ 52 (13-8) wivnnlalfifanunsannnilvanlusunsy On-Screen
Keyboard %aaé’ﬂ'@ummauaﬂmaméﬂaLﬁmﬁ;ﬂﬁ

= Wordpad

Communications
Ease of Mccess
12 Easc of Access Center
B Magnitier
du Bareator

B OneScreen Keyhoand |
S Speeetr fecogmit
System Tools
Tablet PC
Windows PewerShell

2= On-Somen Coyboar

1

14 Dack

U7 52 (13-8) (1) ugmen1si5enlsTusunsy On Screen Keyboard lussuuufuiinisiulend 7 (2) aeeeve
Usunsu On Screen Keyboard

6. nisausHawunniIiaiaialdon

S o 1 ddg g 2 o o - v A 09 v ' - v
msassiaunndudshAglunmsnaelesiuduas wse awilisndenisaaini viee1anes
Taunuunn daunisdesiarudilad awihligilivszasdd ansadigssuuveunldlaede @nw
MIRANSERUTRAIANLAT http://www.thaicert.or.th/papers/normal/2012/pp2012n00005.htm!)

Auutdavaulunisnisausyawiu
1. Tgghuslisingn 6-8 fonws
2. ldldsarinudrduiegldlunanlussuudug vie wilouiulednd vie Je-urwanaves
Ald udiu
3. sasumsUsTneUmemsnusianuanefnauf Y faRusidn, Sfulng, dae
UayonUTEALAY

4. Meldusnglunauunsy visemaruvanglile

5. mswWhsusiaiubivesianwiivile wu egnsiles 3 Weusiensa
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o LN

lianveuny® / sy Tdnszany

a4 o a L

Liven el / sariu Aulas lddrazmslainnu
laildaadenTuiusdwaslunisdaeansariu

asu

gilduda liinazlufugsia vieRindedeasdeyariilufl msilasBeuiteufoaadu
Ustlendlunsieuassenusiuaslasnsdslumsliau weidumsiesiunisgnudndiuaninglsl
wisd JeoslityTueasilunmsihistioyadiuyana vieenauilulilunisaiannudemedug
filsienadnld
dWov
[13-1  http://www.email-marketing-reports.com/metrics/email-statistics.htm
[13-2]  http://www.rsa.com/glossary/default.asp?id=1056
[13-3]  http://support.google.com/accounts/bin/topic.py?hl=
en&topic=28786
[13-4] http://googleblog.blogspot.com/2011/02/advanced-sign-in-security-for-your.html
[13-5]  http://windows.microsoft.com/th-TH/hotmail/hacked-account-fag
[13-6]  http://support.google.com/mail/bin/answer.py?hl=
th&answer=45938&topic=1669043&ctx=topic
[13-71  http://compnetworking.about.com/od/
networksecurityprivacy/g/keylogger.htm

[13-8]  http://windows.microsoft.com/en-us/windows7/Type-without-using-the-
keyboard-On-Screen-Keyboard

WEB BROWSER
nuN1SUounu
PHISHING WEBSITE

Wwuu: lwyyud Jynaaund
URlwoLws: 29 DOuivu 2555
Usuusvaiga: 29 nuigu 2555

O &

dwisuilduinissuasmedumeiidnanzaaiudifeuliss Yaiuled vaenaiwdedwd
naenNaNsuIATUARsLYitUTENIARaY Ueiuiegluwinie IT 81agnsuieguarilagiu
agnsmMBumesilaldiunuseneu envginssulugluuuinimadilsanntuniusney s
Yy oz 3 a e 2/ 2 = o o » o
asaivleduasuvessunmIndunesidaiievasnadsdlinuiily uuuuniemiselaliiu
g InImsreNianesegd1Agy iesnmnddinndumbevenisnasnarsguuuuiivingu
1 e1wgInTReuianesansaintTRurnve s lusuimsialngnsatiuies

o v & ¢ X o ' L. = q v o ' @A

anvgnssuiildiivledunasnaisuuuilBendn Phishing FaswasiBeniideuarlivenardidn
Lﬁaﬁmﬂl@fﬁﬂﬁaﬁmﬂag}l,lﬁ’a 7\ http://www.thaicert.or.th/papers/normal/2012/pp2012n00007.
htm Swihuggufaddiiuudindudeanaunddglulandunesidn sglsiau wenansuias
#ieq axdfinsussnduiusaideuluGesiliudgnd wedunmsiiuanunszming (Awareness)
wé? ﬁa%w Web browser 183 713 Mozilla foundation, Microsoft, Google, Apple #38 Opera

Lo’y M ya W v a oA v

software sianlidlifisueulauiu lngldiiunnuaansalunisasageuuazudasioudlde vn
Fnswenerudndeivlsdnasnatamantunfausd 2006 Tniiuain Firefox nosdu 2, Internet
Explorer 1383%u 7 wag Opera 105t 9.1 Megsnsudasiewdudagu 53 (14-1)
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[@S" Reported Web Forgery!

This web page at www.mozilla.org has been reported as a web forgery and has
been blocked based on your security preferences.

Web forgeries are designed to trick you into revealing persenal or financial information
by imitating sources you may brust.

Entering any information on this web page may result in identity theft or other fraud.

Get me out of here! § Why was this page blocked?

FU7 53 (14-1) Faegrnsuinieudedldsumesiuthdaiulsivaonas ves Firefox 1osdu 13
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MAN-IN-THE-
MIDDLE 102 -
PART 1 : ARP SPOOF
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wthsnslviszUsngludsguil 60 (16-2) Wadnts Continue wdsan
dumiansoraudaieudlilunsdiifinindalusunsudu q Mifedestu
nsAnRe GPGTools 1 Mail.app Talusunsudsnanineuwainanly
Continue

0.0 .6 w Install GPGTools

This package will run a program to
determine if the software can be installed.

L«

& Introduct Te keep your computer secure, you should only run
programs or install software from a trusted source. If
® Destinatig you're not sure about this software's source, click IPGP to
. Cancel to stop the program and the inctallation. . This
@ Installatio b o
@ Installatio [ Cancel ] ['_m""_']

@ Summary

At http:/fgpgtools.org you can read the introduction to get a
detailed idea of how PGP works.

The project section provides more information about the
included applications and related projects. And if you have
any further questions that are not listed in the CAQ or if you
want ta get the latest news, please do not hasitate to open the
contact section. Finally, we would appreciate any kind of
contributions or donations.

In the next section you can chose which software components
you want to install.

Co Back Continue

¥ o &
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Select a Destination

Select the disk where you want to install the GPGTosls
o Introduction software.
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L7987 B total A0 €8 Eotal 579 W natal
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xe

H Go Back Continue
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Custom Install an “Mac 05 X°
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& Introduction il CPGCTools MacGPG2 insrall 5.8 MR
Ry o CRGTaalt GRG Keyehain Actatt intad 46 MR
o CAGTols GRLSErdtes instal ZAME

@ Installation Type ¥ GFGToals GROPreferences Install T
® installatior & CPCTools CRCMail Lion Instanl 67 ME
F & CrcTonls Autafin nstat KB
® Su o GAGTools Public OpenPGP Key Instal 10KB

Space Reguined: 51.3 MB Remaining: 19.98 CB

H Go Back Continue
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BOB = Install GPGTouls -
7~ Installer is trying to install new software. Type
eme = your password 1o allow this.

Name: |john Doe

Passward: sveveres

Co Back |

Ui 63 (16-5) Wil edudunsinnalusunsu
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The Installation was Full

The installation was successful.
@ Intreduction

& Bestination Select Mow you can read the Quickstart Tutorial or contact our

SUppart 1o get further help:

S——
Haad the Quickstar Tutorial  Get GPETook Supeerd

© Insallation Type
@ Inszallation

# Summary

Have funl
Your GRPEToos Project Team

[ Close. |
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¥ pub GPGTools Project Team gpgtools-org@lists.gpgtools.ora  Aug 19, 2553 BE 2048 D5A 00D0Z6C4 Official OpenPGP Key

1 of 1 keys listed Show secret keys anly
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THa7u a1nduadintu Generate key

CPC Keychain Access

Info
E-  Cenerate a new key pair. She
n gp ool
Full name: Alice TthenderI
E-mail address: a.thesender@gmail.com v

M Upload key after generation

¥ Advanced options

Commaent:
Key type: | RSA and RSA (default) H
Length: 2048 &

E Key expires
Expiration date: 7/23/255¢ .,

Cancal Crnurate kuy
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ann GG Keychain Access
) » i a
i ¥ F = 0 -

New Import Export Undo Info

Tyoe Hame. el " Created Length Algorithm St 1D
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* pub GPGTools Project Team  gpgtools-crg@lists.gpqioals.ong Aug 19, 2553 BE 2048 DSA 00D02ECS Official DpenPCP Key

2 of 2 keys listed Show secret keys on 'l'.
Uil 68 (16-10) wisiamdnuangnauelmiignasietu
ApAUUlUS IWMSUBYNMYIRTEUT

Type: wiiavanagua 1ne pub AvNUAEI5I50IE (public key), sec AvnuadIusa

(secret key), sub Aenayuages (subkey) waz uid A user ID WuTsvesyaraue
asdnsildnunauaty 4 Tnsarafivansdslunauananifiaiu

Name: Faidrvasnmyua

E-mail: Slavaainvainyua

Created: Suiia¥angus

Length: A21UE1IVDN YU

Algorithm: Sana3uitlidr-nansiavaasaneiietevaangus

Short ID: vsnelavUsziuadmiuldsneds

Comment: TgaziBentigafungyus

nIsSuanuauunNIaIs1Su:

naywaans1saztugnildnuegasnsdidaeiu dufe nidiidiunfndeinnguaaisisuey
vouslilunsdsiedwaneufingdunyd Fusaunsalagudwanlasulaglinguadiud
Vo309 wardnnsdifeltlunisnsivaeuindwailiiuiumnaingdnss lnensnsiadeuannae
<% aa o .. . Sy =
wuRavia (digital signature) mgau&numﬂuama

nsaunoyuaansisnu:

nedanuuasn e liiudFuanunsainlivaneds

dududruvilsvasdonnuiiazddliigou Tnsn1sfnaennauaansisusiegluzuves AsCll
Armor (sUnuudieanuiiteuii PGP wasandeya binary audtssyl3lunasgu
RFC 2440) Buan — BEGIN PGP PUBLIC KEY BLOCK-—- 2Ufiq —— END PGP
PUBLIC KEY BLOCK-— w&alddavinedonnuitazdsloigdy

dadulnd Guanwiidnmanvadlusunsu GPG Keychain Access eannayuaiifissnisda
wiadniilenau Export anntiudendanuiivanenieidensiemilig den Format
1 Ascil bidisadaiiasunegnil Allow secret key export udananlu Save fia
sUTl 69 (16-11) azldlwdunana .asc Wdslnddanannluligdu wu wuuluwdeudu
dua
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GPG Keychain Access

o rers]
Save As: |9CFO7B29 -

a » (22 = [ = [ = - || 62 public keys s Q

FAVORITES i pubiic keys »
.

0 Downloads

@ Documents f

J3 Music ?

i—'| Movies "

2l Pictures
cuanen

Format: | ASCIl
Allow secret key export
Lg Hide extension New Folder Cancel @

U7 69 (16-11) miwhadenaniuivatensiesenyusaiorsos
AWUEINIDTUININUIAS1TRIE (keyserver) BuANLUTLIY GPG Keychain Access ->

Preferences niiwindlvsiazusngTudsgud 70 (16-12) Tidenuiiu Keyserver anntiufissi hkp://
keys.gnupg.net aslutinyitaudilantiaig

80 Keyserver
€ ®
Keyserver Up\ﬂi‘dl!:)
Keyserver: hkp:f/keys.gnupg.net >

31/17/' 70 (16-12) mis9sey URL 99 keyserver

ntiluniheinmdn adinvnfinuanden1sasnlnanududon Send to Keyserver fagy
9171 (16-13)

ana GPG Keychain Access
& L 2 & . o
> a
£ O =
New  Import Export Unda Infa Search Field
Tyor hame E-Mail Created Length Algarithm _Shon 10 Comenert
v Alice Thesender Eporti; Jul 23, 2555 BE__ 2048 RSA SCFa7E29 ]
* pub CPGTools Project Te a0g Aug 19, 2553 BE 2048 DSA CID0ZECH Official OpenPGP Key
Update from Keyserver
Show Info
Sign...
Agarithm Preferences..
Copy
Delete

2 of 2 keys listed Show secret keys only

JUN 71 (16-13) n1senivaansuaiisiesnmsddludadsmiies

NISAURUA:UNTINYUIAISISIU D INTSWII9SUSNIS
NoyYu»aIsSI1Seu:

1. WUnalusunsu GPG Keychain Access LLé”ﬂUﬁLuE Key -> Search for Key #38naUi Command
+ F UuAduasn

2. ywhildazusngiudsguil 72 (16-14) I5nasnsafumnaualagseyeldnvesnayuavse
a v = ' < Y9 Y a
Bualinvemud Weszyanasaalinany Search key

GPG Keychain Access

Info,
E—i Search for key on keyserver. Sh
at ac
gp |

Scarch: b.thereceiver@gmail.com

Cancel [ Search key

FUN 72 (16-14) mbeieaumnguanInidswiaesusn ngueasI s

3. wnfumnguanuaglinadnsadiaiugud 73 (16-15) idansemnegniminauaiidenis
Undglusunsunaindnyy Retrieve key
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GPG Keychain Access

Y
Undo

o CS4105FE, RSA (2048 bit), created: Jul 23, 2555 BE

Bob TheReceiver <b.thereceiver@gmail.com>

Cancel

| Retrieve key

U 74

(16-16) madengs1eazidenvongua

2. whaslwdesusingUudagudl 75 (16-17) denuiiu Key udaSeuiisuan fingerprint 7
wulunuan Key duafidivesngualiudaly mnfidassiulmitunswsiold

800

Key Inspector

Owner
Hame:
Email:

Comment.

Dates
Created:

Expires:

Key 1D

T userios Subleys  Photos |

Bob TheReceiver
b.thereceiver@gmallcom

July 23, 2555 BE 12:01 PM
July 23, 2559 BE 12.01 PM

Public key
OFESE101C54 105FE

FU7 73 (16-15) miwhakanssigdenguaisunuuuginies

nsthdnaueassaediansavilalaenisiuiivinsmdnueddusunsy GPG Keychain
Access aandiloneu Import udndenlwdnguafidesnmsindinininamesiiuluall wiemdn
ndilidnguandesnsidududeniay Services -> OpenPGP: Import Key from File (nga

= aa 5 ) A o v, v o o a

Anw13sn31991U GPGServices islinanide “nsinsie nansiea asaneiie®e waznsivgeu
A A ¢ A <y

anvileTevaslndnselames”)

Msaslvasula:MKuas:quauUIGaisuavNYIaISISUUDVEEU

19IMINTIIERUNYIAS ISRt IgnAeman Turesiiteld ieflava
A A o 9 [~ -1 & ' a o > a ~ a
anefleTouarimuasziuanuifeiovennyuatiy q feunvzthlldnu Guannsiteuiieu
A1 fingerprint vasfNayuatUAMIIveINUaliud Tl Inal

1. nwiwhandnvedlusunsy GPG Keychain Access ASNYINTINGIMIANSISEVRILOUNTL
MTIAAOU UALTBN Show info Fa3UN 74 (16-16)

Length, 2048
Algorithm: RSA
Fingerprint: 8300 F128 COBY 3890 BAZ0 0487 OFED 8101 C541 OSFE
Validity: Unknown
Capabilities: esca
Orher:
Ownertrust. | Unknown
Disable

Change Passphrase

JUT 75 (16-17) s auanisigazidenvengus

3. awelevonuud lnensluinisinmdnveslusunsy GPG Keychain Access ARinuId
NAUHATIHIUNNTATIVARY fingerprint UaILdaN Sign FsgUN 76 (16-18)
ana GPGC Keychain Access
@ & i -
P ¥ §p e 0 -
New  Import Export unda nfe Search Field
Type  Name E-Mail Createa Lengeh | Algosithm | Shart ID Camment
* sec Alice Th o ath il lcom Jul 23, 2555 BE Z048 R3A YCFA7BLY
D i Zgmal IS ArEean——naia BCA C54105FE ]
» pub GPGTools Project Team  gpgteals -orglilists.gpgtools. o Export... DSA OODOZECA Official OpenPGP Key

Send to Keyserver

- NaN:] CPG Keychain Access
R o~
E X X s O -
New  Import Export Undo info Search Field
| Type Name E-Mail Created Length | Algonthm | Short I3 Commient
| L4 Jul 23, 2555 BE 2048 R3A POF9TELY
[* pub_Bob TheReced b.th Leom TR SR REA CS#105FE |
» pub GPGTools Project Team gpateols-org@lists.gpgrools.a  CXPOT- DSA 00DO26C4 Official OpenPGP Key

Send to Keyserver

Update from Keyserver

Show Info
Sign...
Algorithm Preferences..

Copy

3 of 3 keys listed Delete

Update fram Keyzerer

Show Info
Sign...
Algerithm Preferences...

Copy

3 of 3 keys listed

Delee

Show secret keys anly

Show secret keys only

FUT 76 (16-18) msidennauarivzadargiede

4. wihslmigysngiudegun 77 (16-19) dennauadiudveusivgliasaeiiote uay

dendlansavaeunguanazgnasaneileveluseaula 91ntuaindu Generate signature
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GPGC Keychain Access

Make signature for all user IDs of "Bobh TheReceiver
<b.thereceiver@gmall.com=>", C54105FE

Secret key for sign:

| Alice TheSender <a.thesender@gmail.com> =

How carcfully have you verified the key you are about to sign
actually belongs to the person named abowe?

I will not answer. H
E Signature expires
Expiration date:  7/23/255¢ .

Local signatura

Cancel Cenerate signature |
FUI 77 (16-19) wihwemsasatedeTonguams vy

5. deameiledeudlifnusssiumnuindefiovenauadiaingny Inensgsieazidenve
nayua (Adnuniinauaudaden Show info) nudenuiiu Key uéglumna Other az
wurudues Ownertrust flaansaimunszfuanundedesssuil 78 (16-20) Wermun
wSudlitanising

ano Key Inspector

T vserios | Subkeys | Photws |

Name. Bob TheReceiver
Email; b.hereceiver@gmail.com

Comment:

Dates
Created. July 23, 2555 BE 12.01 PM
Expires: July 23, 2559 BE 12:01 PM

Hey: Public key
Key ID: OFE98101C54105FE
Length: 2048
Algorithm: RSA
Fingerprint: 830D F128 COBY 3890 BAZO0 0487 OFES BLO1 C541 OSFE
Validity: Unknawn
Capabilities. esca

Other:
Ownertrus)  Undefined )
Kever
Marginal
Full Change Expiry Date

Ultimarte

FUT 78 (16-20) i auanaiagimunseauninintedovengus

s:duamuudadanaluisnmrualaddud

Undefined: lifvunaszauauninietie

Never: lsiatia

Marginal: Wadiaianiios Tnenguadendnasfinnuindeiioleifdunvuaninuinge
- o e .
faluszAu Marginal WulAgaiuduu 3 Au

Full: Wwadie

o

§ S o oA -1 o &
Ultimate: Watiaagneds AdsimuasEiuAaiataliiunyuavasiiaviniu

N1SIUISHA NoaSHA na-avaluladavavdlua

Tuyalusunsu GPGTools lUsunsy GPGMail vinlvianunsaldanu PGP uulusunsy Mail.app
msauiuszuuujiinsliedsayan Medrweluiazuaninisidisiauaznisasansletoves

o A v

a ' A y o v =
E]LiJaﬂE]UV]’ilxﬁ\‘ibLUEJ\W‘\jliU FIUNIA

1 ydnddhngueas urvesuiudwagan vasmdddmaluduiudielusunsy Mail
Y a1 ' ) 4 & v vy ' v < &
app WinanUusuusinayuditerinsvia uasagnuiegiudnedusuinaualiiduguesomung
< a A a & A v
gniloasaeiiots WeAANLAILAUTOATN OpenPGP Mngyuvnuuasnanaidudide gy
179 (16-21)

eoe Test Message
(=) [e](Al(=](E)
To: b.thereceiver@gmail.com
Ce
Bec:

Subject: Test Message

= v From: | Alice <athesender@gmail.com> 2 || Gmail = & 3

This is a test message)

FU7 79 (16-21) maaltarunsisiauavasaredetovesdiua

N
Fop

ananUudadinaudIsenuiuntanefsgui 80 (16-22) visvy passphrase U0INaHAVD

3 U

WBia ntuadnYy OK

e

Pinentry Mac

Please enter the passphrase to unlock the secret Key for the OpenPGP
ertificae:

“Alice TheSender <a.thesender@ymail.com>®

2048-bit RSA key, ID 1FDB2310.

created 2012-07-22 {main key ID SCFI7B25).

e
N

Passphrase [-------- I

Show typing Save in Keychain Cancel E Ok i

FUT 80 (16-22) w1952y passphrase Ya9nguavesgaidiaa
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3. Wegsunililusunsy Mailapp Weasndwaildsu ssnuiumiiagudedute 2 lisey

passphrase ¥04NaHIVBLTUBLMALTIATNYY OK

MISIJISHA NDASHA avaluiodo 1a:asIasu
arvvodovavlvansalwalaas

uenanmsin-nensianazasaeiioovesdiauds Tsunsu GPGServices fiumioniuyn
TUsunsu GPGTools fagaelisanunsanssinisasnaniulwdnielnamesiawumeiu Tunns
Wowdaniuuzhldanidivanlusunsy Growl 910 httpy/growlinfo/downloads (51a1 $1.99
dw¥ussuuliiRnisnesdu 10.7 (Lion) viemmilvanridmiunesduiiing) wieantlnan
TWsunsam3de Growl Fork 910 https://bitbucket.org/pmetzger/growl/downloads d115uszuy
UftRmsesiiy 10.7 (Lion) Tuld faufulusunsuudaniuznsvinuvestsunsudu 1 widnda
Aoy Mntlinsaeaeuiszuuldidansvinnu GPGServices waoll Ingluit System Preferences
-> Keyboard w&adenuftu Keyboard Shortcuts antuden Services 1ndasdudng udagd
sremslugesduniivugugae OpenPGP fnsdaedemnogniselsifigud 81 (16-23)

ann Keyboard
< = | [ ShawaAll |

=}

To change a shortcut, dauble=click the shartcut and hald down the new keys.

M Launchpad & Dack OpenPGR: Decryat File
B Mission Control OpenPGP: Encrypt File

8 Keyboard & Teat Ingut OpenPCP: Import Key from File
F_Screen Shets DpenPGR: Sign File
OpenPGP: Verify Signature...
Encode Selected Audio Files
Encode Selected Video Files
Folder Actions Setup...
Open
Rewveal

==

@ Spotlight
i Universal Access
% Application Shortouts

LARRAEEREE

Show Info

Restore Defaults

Full Keyboard Access: In windows and dialogs, press Tab to move keyboard focus between:
Text baxes and lists anly
(=) Al cantrals

Press Compol s F7 1o change teis seming.

Set Up Bluetooth Keyboard. .. T

3‘1/77 81 (16-23) a719a0Un st Unlea1uves GPGServices

mstiisialwansolwalans

1. adneniiliduielnanesiidosmsidngiia udadonuny Services -> OpenPGP: Encrypt File
Flaguil 82 (16-24)

& Dare Madined SiZe King

Rame
secretmag txt 18 M HE4 bytes  Plain Ta

Open
Open With >

Mawe ta Trash

Get Infa

Compress "secretmsg.txt”
Burn “secretmsg.txt” to Disc...
Duplicate

Make Alias

Quick Look “secretmag txt”

Capy “secretmag Ixt”®
Cut "secretmsg.se”
Show View Optlans

Label

% = [

Services * Mew Ernail With Attachment
Scan with ClamXav
OpenPGP: Verify Signature of File
OpenPGP: Sign File
OpenPGP: Import Key from File
OpenPCP: Dacrypt Fils

JU7 82 (16-24) msideniuyiiedrsvalwanielnames

2. wihvislniagdnngludegui 83 (16-25) Widenosmnegnuihnguivesiiu wenaini
9 a | v vy < = P - A A A o s
frannsaidonnauddiudivesdsuaziinnioamnegni Sign tieasaneleteduduinlig
vsellaneifnangnaanangdenss mnduaindu OK

‘8.ne Choose Recipients - GPGServices

[user iname = E-Mail i Validity Exgeres Lengen Algorahm  Shoet i Commne |

| Alice TheSender athesenderiigmail. com Ultimate Jul 23, 2559 BE 2048 RSA SCFIT829
Bob TheReceiver b.thereceiver@amail.com Itimate ul 23, 2559 BE 2048 TFCAAZZD |
GPGTools Project Team  gpgtools-org@lists gpgtoals org ESEsis Ultimate fug L8, 2558 BE 2048 DA 00DO26CH Official OpenPGP Key |

Q

Secree Key: | SCFS7R2D - Alice TheSender «a thesender@gmall.com= t | o sign & Add to Recipients
Cancel | [k

U7 83 (16-25) miwsdmiudengiulnaviolnamnes

3. wiheinslmdazusingu Tisey passphrase veenauavesidwainanly OK sednazau
syuudnaaSaaziidonnuuansuuntingedn “Encryption finished” museteveding
P v o v = sal Y o v o X s ¢ a v v ¢ v o
Ngniinsaudy uagagnuhilnldangnidsiauduiuvuslaeive lndfeatuiulndduaty
wiflunuanavestididu gpg Aunsdvesiwames awmesasgniudadulng zip deudiee
it svia)

msnpasralwansolwalans

1. pdnunillidvdelnlawmesiidesnisaonsia uddenLuY Services -> OpenPGP: Decrypt
File faguil 84 (16-26)
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msavalulaiauulwdnsalualaas

Name &  Date Modifed Size Kind
= _secretmeg intgag NPT, Encryple a J { o § v . .
e = B 1. mAdnunilwdvielniamesidesnsasaeiledo udideniy Services -> OpenPGP: Sign
Move to Trash File fagui 85 (16-27)
Cet Info

Compress “secretmsg tat.qpa”
Burm "secretmsg.intgpg” ve Disc..,

Duplicate
Maks Alls . Name. 4| _Date Modified Size __Kind
Quick Laok “secretmsg.txt.gpg secretmsg.tat Open Tt Tiem B4 brytes Plain T
Copy “secretmsg.tut.gpg Open With »

Cut “secretmsg.txt.gpg”

Show View Options Mo to Trash

Labal: Get Info

¥ m - Compress “secretrmeg tat”
Burn "secretmsg.txt” to Disc...
Duplicate

i il Wi
New Email With Attachment coplcast,

Sean with ClamXav - N =
OpenPGP- Verify Signature of File Quick Lowk “secretmsg.ixt
OpenPGP: Sign File

Copy "secretmsg.oxt”
OpenPGP: Impart Kay from Fils ik ot

K Cut “secretmag.tat™
OpenPGP: Enerypt File
CperPGP: Decrypt File Show View Options
Label:

x @

U7 84 (16-26) madenunileaensialnaniowames

2. wthandlmiazusingiu Wisey passphrase veanguaveuudinanly OK sednaAzau il TR OO
syuvnensTaasasiidenuLansuuviinaedn “Decryption finished” mupietevedlngd OpenbCh. Import Key from File
o o o , - P R - o wa o o DOpenPGP: Encrypt Fi.le
nignaeasia mnlwafinanidinisasmneiietenariinsnyiadeulnednluil® uagmngnde OpenPGP: Decrypt File

agiifomnuiansuuntingein “Verification for <golwa> Signed (@ofds <Buavedids)” . . y L . )
oy , : v v U7 85 (16-27) msideniuuiiieasaredefovulnanselnames
1Al 1 a = = [ &l o v U v
wazaznundalvsifiuundadulndioonswaunds
2. wihdslmissynngiudsgui 86 (16-28) Widennauaiszidumeliotouuldvielnawnes

NNUUAFNYN Choose Key

8.0.0 Select Key - GPGServices

l QCFO7B290 - Alice TheSender <a.thesender@gmail.com> tJ

Cancel i Choose Key J

7U7 86 (16-28) mbwhsgmsuidennyueiivsiduaredotouulnanieliames

3. wiwilmdagdsingIu Wisey passphrase voennuavesdudindndy OK sednagau

4 A4 g aw v e . . R v 44 e

szuuasaneetoiaivziidonunansuuntiaedn “Signing finished” mudiedeludn

A A | ¢ 4 o oS X aa s A o o s o e

gnasaneilede wazaznuhillndanefieveiinuinlaeivelridinetuiulndsuaty udl
wwanavedlwddu sig Qunsdivesiviawnes sxfiuwena zip.sig Aeviedalid)

msasJrasuatulodouaviudnsalualaas
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1. dlvdanefieteiifiuwana sig WWliluidetuiulwdiaeasiaaey antuadnu il
fipeN1InTINdOUAIBTBTR UAITONIIY Services -> OpenPGP: Verify Signature of File ¢ig
UM 87 (16-29)

Mame a|  Date Modified Size Kind
serretmag Kt o TREEE T I B84 hytes Plain Text
en
seCreImsg.INLsig 0:“ With » M 455 bytes  GnuPG Sig

Move to Trash

Get Info

Compress "secretmsa.
Burn "secretrsg.mt” e Disc...
Duplicate

Make Alias

Quick Look “secretmsg.txt”

Copy "secretmsg.txt”
Cut “sacretmsg. tat”

Sherw View (ptions

Label:

X = .

BT v Eval With Artachment

Scan with ClamXav

OpenPGP: Sign File

QpenPGP: Import Key from File
OpenPGR: Encrypt File
OpenPGP: Decrypt File

7UT 87 (16-29) msidenwniiiiensivaeuaigiedeveslndvialnanas

2. szuvasasnaeudneg mnaneiiededinaniduesdidiiasasindeusss axiidonuuans
uuntnaed “Verification for <¥elud> Signed (Togds <Bluavede>)”

DoV

[16-1  http://en.wikipedia.org/wiki/Binary-to-text_encoding
[16-2] http://en.wikipedia.org/wiki/Pretty_Good_Privacy
[16-3] http://support.gpgtools.org/kb/how-to

[16-4] http://tools.ietf.org/html/rfc2440
[16-5]  http://www.robertsosinski.com/2008/02/18/working-with-pgp-and-mac-os-x

MAN-IN-THE-
MIDDLE 102 -
PART 2 : DNS SPOOF

wwuu: [@nyad uauuny
uRlwowws: 31 an. 2555
Usuusvaiga: 31 an. 2555

O &

= an

Mniifideulfitauefitnislenfinuy Man-in-the-Middle wazldeBurenislanfisneis ArP
spoof Wudluunamnunountn awdunaleadn nsleudlangds Man-in-the-Middle 1 Hunsld
godlyivasnisaaaeudeyaiifuds Sauiilvflimidansaumsndautnaniflesnsuvievasuudas
Hoyail agszwinenisdearslé Tuumaam Man-in-the-Middle 102 moufl 2 Haznamndenislaud
838 DNS Spoof Wian1sUasuiUas DNS

DNS fAoo:ls

wiesreuinmeslussuudumesidin ssfnsedeansiurinumis 1P Address 1wy 122.248.233.179
Wudu Favnn 1P Address sananiifiuvenneadénneiliuinsdivled Aldfansafiud P
Address faslutas Address Bar voausviwestiteindaiulsdiils usegslsinm n1skd 1P Address
Tunsihdadulsiiusiennuagliazmnlunsidny SeinsAndudsiiBonin Domain Name 3y
11 FadunsiideridumdnusiifiannuvinglunisSonuny IP Address Wy www.thaicert.or.th
annsaldiBununu P Address 122.248.233.179 18 udiu msvhauresssuusainanideuldsu
msantufinsedesfindeady aynlnsiwd Sadumsunuiivansiauinsdmisedovesfnsionisn
$1en91 TnsTnaeailélunisdudu Domain Name e IP Address fiduwusiiu Domain Name
1 Bendn Domain Name System (DNS) [17-1]

NISTIIVIUUDY DNS


http://en.wikipedia.org/wiki/Binary-to-text_encoding
http://en.wikipedia.org/wiki/Pretty_Good_Privacy
http://support.gpgtools.org/kb/how-to
http://tools.ietf.org/html/rfc2440
http://www.robertsosinski.com/2008/02/18/working-with-pgp-and-mac-os-x
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Waldnlanann1svinauves DNS $189U 98985 U8a1AUNISYINUYBLASBIADUAILMDS Linux tngunfnalazlaiiinisyih DNS Table wsiluung Distro #13insAnselusunsuiiuiy

dleglddosmsdildon Buledlvedsn lnedlofldfiui www.thaicert.or.th iMes Address Bar wesndan1sludinil wu lUsunsu nscd (Name Service Cache Daemon)

¢ s a ° o &

1. Auvndiayaanalia hosts 11d hosts UlWEAlEEwSURAMUAAY IP Address wag Domain

o

Name TngUn@udassuuufjinnnsaiee azinula hosts Tifidumesall

Windows agjﬁ Windows\System32\drivers\etc\hosts
Mac OS X agjiﬁ /private/etc/hosts
Linux agjﬁ /etc/hosts '
10§ hosts \ulddpensssun annsoldlusunsu Text Editor iDnTusiileguioudlals s i el
3Ui 88 (17-1) pgdlsfionu msudlulndiindniannsovhldamegiiianivosguassuy wihdu :
wniedesaeuiiawmeslaimudeyaues www.thaicert.or.th Tulyid hosts flaglududagaain DNS Table

| overs - Nenapad

File Edd Fommel View Help . L
foldes # Copyright (c) 1993-2009 Miarosoft Corp.

U 89 (17-2) Fr9e139038 DNS Table luszuufiiingg Windows 7

# This Is a sample HOSTS file used by Microsoft TCR/IP for Windows.

Lt z N 4 X ' vy sy = a v o
e  This file contains the mappings of 1P addresses la host names. Each mnlamsestuni v ssuvasdsliifideualu DNS Table iaSpsnauiunasaydodauaiuiu
networks & entry should be kept on an individual line. The IP address should d- Y &
Fecent Places protocol # he placed in the first column fallawed by the corresponding hast name i
SkeyDrive .,‘._t:c,_ # The IP address and the host name should be separated by at least one DNS Server iWo¥en31U IP Address 484 Domain Name 1u
# space.

¢ 3. Aunmdayaann DNS Server
# Additionally, comments {such as these) may be insertad on individual
» lines or following the machine name denoted by a '»* symbol. {  a i > . a v

DNS Server iuinseadsviiesifigiudeyaves Domain Name waz IP Address lagunfiudn

£ For example: g ° o o PR VY o
# . A15619A1 DNS Server aganiuuadnliain ISP %50 Router Tunsuiidlti@ousodnAussuuase
g 1072549497  rhino.armes.com # source server 5 U ) U o

& # i ] £ 1 o 1 @) [ 1 I3 v o 9 1
£ G S AT ks i dient host U1y FIeE19n15AA1 DNS Server Wudagudl 90 (17-3) egnslsfimu fldanmnsafmuanisisn
# localhost name resolution is handled within DN itself. v
2 127.001  localhost DNS Server 1a4l@
r =l localhost

Uil 88 (17-1) Faeeiedayalulia hosts lusguuuuiinis Windows 7

2. Aumdayaann DNS Table

DNS Table %38 DNS Cache ldlunsifiudieya Domain Name waw IP Address agduman
Wi deiaglalidesaaunuiu DNS Server Wlafiasnsiienlday Domain Name f8nluasadin
T mnsraaeudoyalu DNS Table anunsaviladisil

Windows MA14a ipconfig /displaydns

Mac 05 X T8#ds dscacheutil -cachedump -entries
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] Wireless Network Connection Statu
12

Network Connection Details

Network Connection Details:
Fropany

Connection-specic DN...
Deecnpbon D-Unk Wireleee 108G DVWA-B20 Deekdop)

Value

Fhiysiczal Ackheess
DHCF Enabled Tea
IPvd Address 192.1682.124

I'v4 Subnet Mask 20025000

Leaes Obtainad 31 dewrmis 2555 1:30:57
Lezase: Fapines 1 Fwrraru 2665 1 30 59

IPv4 Uckoult Goteway 91682

IPvd DHCP Server 192.1682.1

1'v4 MG Server THRIGEZT

IPvd WINS Sarver

NedRIOS ower Tepip B e

Unkdocal IPvG Address FeBlndb4:4041:0230:9128% 10

IPvE Diefault Gateway
v UNS Server

i m v

Ui 90 (17-3) #201n1539817 DNS Server Tussuvufiiiings Windows 7

Tumsvhau Wei3eswesldide DNS Query lum DNS Server sy UDP Port 53 lagszy
Domain Name fiffasnsudiaya in3oadsninosazéum Domain Name dulugrudoya mnwy
flazda DNS Response mou IP Address ndululsr [17-2] dmees DNS Query wag DNS Response
Lﬂumdsﬂw 91 (17-4)

. 0.000000 102 168.0.014 205.452.97.2

i Frame 1: 71 bytas on wire (SA4 hits), 71 byTas captursd (584 Bits)
4 EThErNeT I1. SFC: O0I16:C0I68I8NI24 (DOIL6!CR1681BD224). DST DOI05:50:2119914C (0010550!120199:40)
o Internet Protocol, Sro; 192,108,0.114 (192.108.0,114), O3t: 203.132,37.23 (203,132.37.23)
i User Datageam Protocel, Sre poct: 1060 (1060), Dt Port: 53 (33)
Bosain nams Systes (guary)
LResponse 1. 2]
Transaction 10 OxL&07
© #lags: Owil0d {Stardard query)

3 DS Standurd query A wirecharkcng (-]

Authority RRL: O

audd 1 foval RR3: O

quertes

@ wireshark, org: type 4, class In

000 00 ¥b 1 37 00 00 80 1i 67 ¢l O AR 00 PR ed O i, g....re.
0oz0 2 & 24 2703 &d 18 Of 01 00 0001 % %3 .m.....
doio m\xﬂﬂﬂ
G40 EMEED e o

B 7 100100 8% 157.47.74 U DAL 114 0% Stancare cquery repne & 178 371501157 > B = B

+ Frame 2: 89 tytes on wire (712 bits), 89 byves captured (712 bita)
# Ethernet 31, Sec; O0:03:58d:H hide (B0:08:54: 3 09:4cd, pon: Bd:ibicesBeclbidd (B0:18:ce:duiBb:2d)
i Internet frotocol, Srei 205,152, 37,23 (205,152,37:23), Ost1 192,168,0.114 (192,165 0,114)
i User Datageam Brotoesl, Sre Port: 53 (513, Dst port: 1060 (1060)
posain Naze R (response)
HEQUESL 11
[rise: 0, ovuuoau seaends]
Transaction 10 OwlS0F
@ £1age: OuE1A0 (Sramdird query respone. ¥o error)
ouestions: 1
Answer WA 1
autharity RR3: O
addizional ams: 0
= Queries
APBWers
# wireshark.org: type A, class In, addr 128.121.30.122

G306 G tiob ol MAYF T MAEM M A6 AH Y <L
0030 00 OL 00 0D 0D G0 03 7T €9 72 63 73 08 61 72 Ob  ...... w ireshark
? et Oc 00 01 55 01 DIy or L]

040 q
HE O LB

3‘1/‘17 91 (17-4) 99879 DNS Query Uaz DNS Response (731 WindowsSecurity.com)

' I3 < o & oo v o Seu 4=
agnlsfinny Tunaunisvihouves DNS dulilimsnsinasunnugnsiesvesteyaniuds 3
Dudedwiliiliwisilaufrugeillilaenisvin DNS Spoof

DNS Spoof

A19%1 DNS Spoofing e DNS Cache Poisoning ﬁamimﬁauﬁaga‘uaa DNS liisludi 1P
Address Umemsitduiililinesnss deisnslanfuuudasdanaiiuanufiaundldon desn
Tu Address Bar voqus iwosazuans URL fignies widulesiaemadulslmivlediiusiasa 9
Usvasdudng voanslasiidaetsdersandumstlusdeyaviolowsunsiouns [17-3] doghs
A15luRMETS ARP Spoof it

Lilutwa hosts

\o997nlyid hosts LTulwddeAms3IHA Feanunsaldlusinsa Text Editor
Dntusnudlald fdumndnisuilolnddanarilagld Domain Name uaz IP
Address filaiflagazeadly Aagliannsadldauiulediis Domain Name &4
nald viomndflanTsdudlulng hosts Tnel# Domain Name vosiuluslag
Fuit 1P veaiulasiduftanunsavildiduiy Samauladoyalulng hosts o
I luiduleddu orafinannisnsgyivesdlimisivionrninainiauisils

ndavikiduna1d nv Microsoft uldwius:uulaviunmsunlulwd hosts
qu Windows 8 lauv:0WUsunsu Windows Defender nayasldasuind
msuAluA1 DNS vavduludaifings 1wu Facebook.com qulwd hosts K3o
W minwufv:audayadusaniisRUavAululRgldgnraanalvanisuld
Uaau adwisiaw glddvawisndanisiviuvavs:uudunandld (17-y)
nisUaauilay DNS daumsunlulwad hosts 15und1 Local DNS Spoofing

mruaA1didacolUdu DNS Server Uaou

\{19399INN1591191Uv83 DNS dawdinmsfinsaluds DNS Server Liiovadaya
IP Address vaadulganidesnsdivy feiuddilivivdmuiawistuaiie
Waguulan13asen DNS Server lunsasvasldliuniiiaies DNS Server
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YoalauId feelanisnlaufAne3snisll 1Wu DNS Changer [17-5]

dv DNS Response Uaou

iosnmsinsevedoya IP Address 91nLA303 DNS Server $1iusfasiinnsda DNS Request

genluudrseliidsninesnou DNS Response nduin lusewiniimassesmneuainia3as DNS Server

ogjiu nfiglaiv¥sids DNS Response miou IP Address filsignitesnduunlif indosneuiiamesfiay

Wilatrsmeutiudu IP Address 9398 Domain Name fifaanisinsade faeghalusunsuifldlu
aad

nslauAee sl Wy dsniff 3o ettercap oﬁ“ﬂgﬂﬁl 92 (17-3) n1slanfme3sn138e DNS Response
Uaou 387791 Remote DNS Spoofing

e ettercap NG-0.7.4.2 ORoRE
Start Targets Hosts View Mitm Filters Logging Plugins Help
Listcning on wlan0... tEthcrn.et} 2

wlan0 -> 10.10.20.194  255.255.255.0

;SSL dissection needs a valid ‘redir_command_on' script in the etter.conf file
[Privileges dropped to UID 65534 GID 65534...

28 plugins
41 protocol dissectors |
56 ports monitored
{7587 mac vendor fingerprint ]}
11766 tcp OS fingerprint A
2183 known services

L.<>

s =

3’1]‘17 92 (17-3) §a9ei19lU5un 35U ettercap

n1sasivyansuia:uavnu

nInsiadeuingnlanfisieds DNS Spoof viselituenavilden iesnnduisnislaud
o a ) a a ' < v v I3
Muuullsunazunvazliviuanuiinund egdlstionu dldenansinasudeyaainlng hosts ves
1AS89913N1589A1 Domain Name fiflanwazinundthaiseld siueenansiageuainnisiamn
DNS Server Tutp3aanae

uenandl {ldaunsafmuanisiaan DNS Server Tlddeyaain Public DNS Server fiidio
fielé WU OpenDNS wia Google Public DNS Jusu feghenisssanisideuselily Google
Public DNS Server Husisguil 93 (17-6)

| [ Local Area Connection Prog 2%
General | Advanced |
ot Lok Internet Protocol (TCPIP) Properties 2=

Eq AMD PCNET Fremidy PCI Ethomet Ade General | Atemate Corfiguration |

e TS E— J;l:mgill’ﬂﬁmmmﬁnlmw;ﬁlprm_-mm

Dtherwise. yous rend o ask yoar etk sdrinisiret o for
W Bl Cherit for Microsolt Netweorks the appropriste IF settngs.
¥ JBl File and Printer Sharing for Mecrosolt Ne
W S 005 Packet Scheduder & Obtan an IP addreas automatically
¥ ¥ Intemat Protocol (TCP/P) € Usa tha following IP addeesa:
inatol | = —
Tranamission Cortral Protocol ntemet Protoc LA G Qe

wickes aren vetwark pevtoend that provides com

acrss diverse rtercormected networks. e —

I~ Show icon in nolficalion ares when comnect [ Use the following DNS server addresses.

[¥ oty ma when this connection has lmited o Prefesed DNS server: 8.8 _8. 8
Atemate NS sarver ]
UK
— =]

U7 93 (17-6) 15 1muneIilE DNS Server 994 Google

2oV

(17-11  http://www.howtogeek.com/122845/htg-explains-what-is-dns/

17-2]  http://www.windowsecurity.com/articles/understanding-man-in-the-middle-
attacks-arp-part2.html

(17-3] http://resources.infosecinstitute.com/dns-hacking/

[17-4]  http://www.howtogeek.com/122404/how-to-block-websites-in-windows-8s-
hosts-file/

[(17-5]  http://www.thaicert.or.th/alerts/corporate/2012/
al2012co00006.html


http://www.opendns.com
https://developers.google.com/speed/public-dns/
http://www.howtogeek.com/122845/htg-explains-what-is-dns/
http://www.windowsecurity.com/articles/understanding-man-in-the-middle-attacks-arp-part2.html
http://www.windowsecurity.com/articles/understanding-man-in-the-middle-attacks-arp-part2.html
http://resources.infosecinstitute.com/dns-hacking/
http://www.howtogeek.com/122404/how-to-block-websites-in-windows-8s-hosts-file/
http://www.howtogeek.com/122404/how-to-block-websites-in-windows-8s-hosts-file/
http://www.thaicert.or.th/alerts/corporate/2012/al2012co0006.html
http://www.thaicert.or.th/alerts/corporate/2012/al2012co0006.html
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18 38UaMsriiu
A& vov JAVA Tu
[UUSILTDS

wlguu: Jfiad Us:avriau
Junlwunws: 14 Ny, 2555
Usuusvaiga: 14 nu. 2555

Java Wunwnilsilflunstaunlsunsuneuiiimes gnAndulagu3sn Sun Microsystems
Waknsuiimulnen1en Java ansavheoulilaglisilusodafntussuud fofnsladissszuy
WWe Lilesanlusunsu@endulagn1w Java 8ieun1u Java Runtime Environment (JRE) @4

& o & = o ° A o = o
adunsaessvuLTun e Ussaianafdin1w Java bilusunsuiimuduinanunsatily
Tuuuszuulfiinsduldlagly desudluldnveslusunsu [18-1]

oYl 28 Aomaw 2555 mslne@salivszmaudafowdfudedwisuanuiunsaende
03 JRE sty 7 laovngliiilusaduledifinnsBenldan Java Applet fidusunse Uava
Applet Aolusunsuvuadniiiannlaeniv Java Ssannsouanwadudunimeminduled
1%) dedwiasiiliedosnonfinnoivesdliailvanlusunsulifis Ussasdidunandalnedld
Ligh ffermaldoonuilimuuziiinastanishoues Java luduwsiwes viomnlidl
s ndudeslda Java Applet arsaulusunsy JRE oanaInsyuy [18-2]

iy uneuiiFsethiausisnstanisihauves Java luduuniwesiladuauiegs
Tuuszinelneg suldun Mozilla Firefox, Google Chrome, Safari uag Internet Explorer n15la
Java TuiitlagilunsUanisvinnuues JRE luduiusiiwes us JavaScript Ssnshauldmuuni

nistanisniiuvav Java u moeilla Firefox
udag w98 Mozilla Firefor DaSTU 15 FugIsnmsridud

1. adndidaay Firefox Auuudevamingng uagadini Add-ons fsgui 94 (18-1)

Mew Tab » 5.7 Bookmarks 4
| B9 Start Private Browsing History »
Edit b Downloads
Find... 4 Add-ons I
Save Page As. ptions 4
Send Link... Help 4
4  Print.. 3
Web Developer L4
Full Screen
Set Up Sync...
B it

35U 94 (18-1) pdnii Add-ons
2. \dlonti1eing Add-ons Manager Us1ngaiuun iadinikau Plugins 3MntuAum Java (TM) Platform

uéanandily Disable fagufi 95 (18-2)

Lo see f your plagens are up to date

: Get Add-ons E Foxit Reader Plugin for Mozilla 2.1.1.720
i Fent Reacler Pl In For Firefon and Metseape Mere | Disable
o Extensions se Google Update 1.3.21.115

— Goagle Update Mose | disable

J+ Appearance
Java Deployment Toolkit 7.0.70.10 10.7.2.10
ﬂ Plugins NP Runtime Script Plug-in Library for Java(TM) Deploy  More Disable

Java(TM) Platform SE 7 U7 10.7.2.10

MNext Generation Java Plug-n 10.7.2 for Mozilla browsers  Myre Disable

7 U#i 95 (18-2) Disable Java (TM) Platform

nistanisniviuvav Java u Google Chrome

Cue

Qucadwia:1d Google Chrome 1Da$du 21 Gudismsmdy

1. it “chrome://plugins” adlutos Address bar ¥a9us1I@e35 92U 318015 Plug-ins M9van
ndnfsaglu Chrome faguit 96 (18-3)
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' % Plug-inc ‘ I O- £~
Customize Toslbar...

chrome://plugins
& c 0 plug Show Menu Bar
Hide Beokmarks Bar Crl+ Shife+ B
Show Tab Bar Cerl«Shift+T
Plug-ins Show Status Bar Ctre/
Show Reading List Ctrl+ Shifts L
Plug-ins (8) Enter Full Screen F11
Mash (2 files) - Version: 11.3.31.232 History Crl«H
Shockwave Flash 11.3 131 Downloads Ctrls At L
Disanle | Aways allowed P Soaia,
Reset Safan...
Remuling Viewes i
v Block Pop-Up Windows Cerl+ Shift+ K

Disable ] Always allowed
Native Client

Help 31
Report Bugs to Apple..

Disable Always allowed

Safari Bxtensions...

U7 96 (18-3) Uanas1em75 Plug-in Hne9l Chrome !
v About Safan

2. Adnivy Disable neldnsou Java fagudi 97 (18-4) ~ .
) * JU7 98 (18-5) AAni] Preferences...

m 2. dlenthenan1saaAnUsngTu adnfikau Security UazilAIBmMNIEYN@8NIIN Enable Java

9 )
= G | Oc pagUN 99 (18-6)
= Secunty @
Disable | Always allowed a— . & - oS
Java (2 files) - Version: 10.7.2.10 i g 6 o (B E | bl | L EJ' 9
Next Generation Java Plug-in 10.7.2 General Appearance Bookmarks Tabs  RSS  AutoFill Security| Privacy Extensions Advanced

I Disable :‘ Always allowed Fraudulent sites: |4 Warn when visiting a fraudulent website
lugin - Version: 2.0.2 Web content L/ Enable plugzips
VLC media player Web Plugin 2.0.2 m
| nable Javascripl

Disable :‘ Always allowed

L | Block pop-up windows
Google Update - Version: 1.3.21.11°¢ =§

— | sk befare sending a non-secure form to a secure website
Disable | Always allowed d 2

PN FRrTT— »

L U 99 (18-6) hupFasmuegnaanain Enable Java
FU7 97 (18-4) Disable Java

nistamsniviuvav Java u Internet EHplorer

M5UAN3%911Y89 Java Tu Internet Explorer (IE) Wu Tidanansasvilalaenis Disable Uandu

mistanisniiuvav Java u sarari

1%

Tudhegeaasld safari Deseu 5 F53n1svinged [18-3] 04 Java wilevluduusiwe iy 1 esn £ fuliliues Java udrumaiuvesusiwes

willoufiudanduiily n19 Microsoft lekugtiglduilun Registry voeszuuiiieUanisvinany

1. panNsUBIPUYIEIBRINTNGN Safari wagiian?i Preferences... AaSUN 98 (18-5) v o L 4 a4 - .
g g 494 Java meaues [18-4] uaiiinsanmsuily Registry fdaudssivnuiluiinnaineavili

szuuldanunsavheusiold Asdugilden IE Fsmsimune Security Wegisgdiu High aundnaedl
vo &

snsnsuilefianansavhlaasainuasuasnionini lu IE et 9 amnsasvua Security ladsil
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1. adn NgUilassuuvemtieng IE 1880 Intemet options fisguil 100 (18-7) (L IE nastudu

a1u130AaNTIIY Tools uagidien Internet options)

— ALAL

Print r
File 3
Zoom (100%) 3
Safety 2
View downloads Ctrl+)

Manage add-ons
F12 developer tocls

Go to pinned sites
Internet options

37]‘17 100 (18-7) 1§91 Internet options

2. iflowie4 Internet options Usngdu PaNTOY Security azUsU Security level for this zone Wil High &4
U7 101 (18-8)

Intemet Opticns [

General | SBQUNtY | Privacy | Content | Connections | Programs | Advanced

Select a zone 1o view or change segurity settings.

@ &4 v 0
= v
intemet  Localintranet Trustedsites  Resincted
siles
Intemet
Thes zone is for Internet websites,
mxcept those ksbed i trusbed and
restricted zoncas.

Seaity level for this 7one
Aywvend vl For this zone: Medhum bo High
High
- Bgmxcpwiate for websites that might have harmfl
content
<Maximm safeguads
Less seaure features are dsabled

o | Enable Protected Mode (requires restartng ntemet Explorer)
| customievel... | | oefadtieve |

Resct all rones to defoult level

(o [Ccomes ] [ aoor

31/‘17 101 (18-8) Usy Security level for this zone Iy High
aghalsfiou nsimunen Security legluszau High dudumstansvhauveseuaninse
q} & | DA v o & sy & A 1%
eaudunsieseszuu indaissanuannsalunsiildnuivlsddunugiuinty Fagld
granwulgmlumsdnldnuuisivledndesnisauaiunsadus uenmdonnnisuansmariulyd

wu Auledftinngldam Javascript wialiuledifinauile [Wudu Sanasnludeadfaivleda
fanuanansasenan msddsululdiusriwesouunu

n1snNadaaunisniviuyay Java

gldamnsainmsmegeuinldlanisinures Java udwdeds Tasnsidiivledild Java
v s S o ' v 3 . & o -
applet Tumsuansuaninuled Tufidvesndaegrmiiuledves java.com Tail URL A

http://www.java.com/en/download/testjava.jsp
win Java dalfamiluduiusriwesld asiidenuudsin “Your Java is working” feguft 102 (18-9)
wimnUamsvhauees Java kd duusriwesavuansdemithinuudnsues Java lusvuu
Fausazun igesoruansuasaiu wu mndy Firefox avuansarinu “Something is wrong.
Java is not working ” faguil 103 (18-10)

How do | test whether Java is working on my computer?

‘/( Your Java is working

== @ Latest Java installed

Your Java configuration is as follows:

Vendor: Oracle Corporation
“ersion: Java SE 7 Update 07
COperating System: Windows 7 6.1
Java Architecture: 32-bit

31]1/7' 102 (18-9) iialaiDan19vianged Java

How do | test whether Java is working on my computer?

Something is wrong. Java is not working.

7U7 103 (18-10) msuanstiaves Firefox illaTansvneuves Java uaa

PRy & Ao v ' v ' ' o P
1esa1n Java Wulusunsuiiimsudstosinireudisues wagnsuassswmaniiiownlalgm
Fuldnanu msdanisviinues Java luduwsiwes Saduisnsvilsianunsatislunistdasdiu
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Fanfeanaudainein vediwives Java dsiitenanililudredulsd wimngldfinnudndudeddd

udulediisl Java Applet wu ulednrelumiiesu Aenadeldau Java I Wiesusdaasiulain

< % v a A 9u 2 v N o P a
L']Ulﬂjﬂuuﬂaaﬂﬂﬂ’iﬁﬂ 9 LLaE’;LN@I‘UﬂWULﬁi’\]LLa’J NATUANITNIUVBY Java 1’3@71&@1.]

- 1 9 quamstdiulud
Uouldn 9 (e

http://searchsoa.techtarget.com/definition/Java

(18-2] http://www.thaicert.or.th/alerts/corporate/2012/ l I | | N D Ol I |S L | \/ E F H | I ] | LH)
al2012co00018.html

[18-3]  http://support.apple.com/kb/HT5241 S ﬂ F E T Lr}

[18-4] http://support.microsoft.com/kb/2751647

wwuu: Jfay Us:avray

JuRlwoLws: 21 AuLWU 2555
Usuusvaiga: 21 nugdigu 2555

Er

funeseavaneviupnduiva deowuin 9 useufamesilunaiuu lnefilifinauesls
Ui Banuifduledfidemldmanzaniudnuazienvuetinn uazdunasesilianunsaiivzgua
D 3 v as = v gya v '
mativledvesynsanuldnaeninal Bnmsvlantglunstesiuldliiandivledlimanzgan
A g a & P Y = 2 <
widil AfemsAndslusunsENTIsAIuANNTthteduled

Tusunsuiinanfied Tldenldoguannvans usdmiugildssuuufoRnts Windows? Fuld
anunsofnmslusunsy Windows Live Family Safety 16 Safulusunsuitlulasvendlildanilaws
Taglusunsu Windows Live Family Safety 4 uaﬂf\m%mmiammumslfﬁﬁﬁdL%U"Lszjéﬁﬁl,ﬁam
Tlmsngaufunwliuds Silemuanunsadu o fai [19-1]

inuatasarlunmsldnuasuiunesld
Yasfunslfaulusunsy viardunuitlivunzauvielaildFuaygynld
TUsuns Windows Live Family Safety Hgnussqoglugalusunsy Windows Essentials &
awnsonndivaalaanivledaes lulaswend (http://windows.microsoft.com/en-US/win-
dows-live/essentials-home) lunslaulusinsy fasigunasassosdaioudad

dunasasazdadlideyatndildves Windows Live (UgytiRgaiuiuildidigszuu MSN
%38 Hotmail) Tumsidrgszuuvasiusunsu Windows Live Family Safety
o o o 9e Y a so v & v <
wisnlnyidlineunamesdmiuinuaziunases Tnen

= ]

* dlddmiuiunases \Hulyddldussian Administrator

1

fldmsuin Dulydldussian Standard

U U

o
v A
* alk


http://searchsoa.techtarget.com/definition/Java
http://www.thaicert.or.th/alerts/corporate/2012/al2012co0018.html
http://www.thaicert.or.th/alerts/corporate/2012/al2012co0018.html
http://support.apple.com/kb/HT5241
http://support.microsoft.com/kb/2751647
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UnAuddlun1sfinAsseuuy§oRnis (Msas Windows) aedinasTigldasradaydglidwsuld
a s 1y 2 o amvd & .. o w Y o Nmve o
Nuesnfimesegudd Jaindglituasiduussian Administrator dmsunsasietydglddmsu
wWinliJudnyTusesian Standard 1 anansavhlalulusunsy Windows Live Family Safety #eay
osungluddudnly

Wa9NARRIYALUTUNTH Windows Essentials Wi Aunasesansnsaiildany Windows Live
Family Safety lansil

1. AandnlUT Start > All programs > Windows Live > Windows Live Family Safety ﬁqgﬂﬁ
104 (19-1)

LlEl sy
, Windows Live

@ Windows Live Family Safety

B . 0@

U 104 (19-1) A& Windows Live Family Safety

2. dlentiwindlusunsy Windows Live Family Safety Usingaiuan lsivhmsidngszuulaglivads
14 Windows Live fagudi 105 (19-2)

5 Windows Live Family Safety ==

Signiin to “
Windows Live Family Safety

Shew me o i works

3

[Cssnin ] [ canca

Dion't have a Microsoft sccount? Sign up.

Vﬂ/ﬁ 105 (19-2) LW”?@Z'%UU‘MNZUFLLH‘JJI Windows Live Family Safety

3. ilavinglusunsy Windows Live Family Safety uda vnluinsasnauiianesgdalsifigly Standard
dwisuiin annsoainsldlaemdnidoninu “Create a new standard Windows Account”

a

MgUTl 106 (19-3) miniidayBilivszuam Standard dwiuiineguds anansadialudelu
moudl 516

14 Windowes Live Family Safety

Select the Windows accounts you want to monitor on this @-

PC -

Standard Windows accounts Monitar accaunt

Windaws administrat

Monitor account

\ser
| Password protected

Swve ) [ Concel ]

U 106 (19-3) m3airavy§lasziam Standard Fm3uidn

v

4. vhnsaeedayBild ddlusedns lafvunteveada@ildidu “Son” fagui 107 (19-8) ndawn
as1e0nAlidmsuinuas aeUnngUayBildlval eglusiens Standard Windows accounts
Tumieinglusunsy Windows Live Family Safety fiaguil 108 (19-5)

2% Windows Live Family Safety (23]

Create a new standard Windows user account

Marme:

Eon

Create account l [ Cancel

FU7 107 (19-4) msamuntedydals dmsuian
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2% Winduows Live Family Safety ol [ [
Select the Windows accounts you want to monitor on this 0 Sty e ina
2 7 HEHFFT raaedwde
PC )
Standard Windows accounts Monitor account = J\ San @A g3 Tufianssy Tifinssasua
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JuRlwuLws: 16 UA. 2555
Usuusvaida: 16 uA. 2555

Tymiuanuduawaeadeveaiuledludagiu gnieunsnunauwaziulduulandumesiin
Wuasslidau menislaufuuuiiug Adsasldnamnautmniuildlinssmeluladi viuadetu us
) o < s 1o a a | o | AN da X oA ' A
Wumsgmstmunduledildduseansamunnnin sadegslunsdlinfviatudielduiuaniises
“One million pages infected by Lilupophilupop SQL injection” [22-11[22-2] #49INA15ATIA
apuvesna@sanuniduledneldnisaaneideulauuunly Usewelne (th) Tasunansenu
nnsifenailifesndt 1 niluduled warandeyaiildanidules SANS [22-3] wudinislaud
fanarufumsldinaila SQL Injection [22-41122-5] Falumaiindadudldlunislaniiuludange
uuds wiidnddlanasgiuduleddnnuinn awendng Mesedladeduleddaumn
A i o <& o da 1 v Ada 1w v = o § v a
nldfinnssnwnnusiupsUaendenifneuayliiinnsnsadeudeyanifnsenuglde Juiliglaud
annsadsrdunmadiludaivledliogniens unanuilazeluneiuuimnisnseseudeya
nResefudldnunded undt Input / Output Validation Fadunszuiunisiifianudgannse
M3snwanuTunsUaensteves Bulsdiasnistesiunslaufmemaila SQL Injection XSS [22-
6]122-71 Tngniarnasglminnswauduledndanuiuaasndoundadulazdiganadfves
UsewAlnglunisnmisgnlaufiaindeduininadisa

Input / Output Validation fioa:ls

Input Validation ilun1sasinaeudeyatidunanglinu Fedeyadnarenveglugufily
nudiulaenss Wy nsamedsvainsfuandnduled viedunsdedeyalududsuuutdeulu
dulednfilemuuulamnin [22-8] Taensasinaevdeyaandlinuannsoiatuliilelin
Tognss W MiBnsnseaeudeyaiidunanglinuimenwianansud Uavascript) vy
Tutlalfau wifdmuiliannsadiedesiunislaudlivifiaasiiesnndlond annsavauides
minTdeudeyameisnisinanldlaglien vseliisnsnsisaeudeyadldnuiinemluils

< e v Ay va P ' v ¢ o Y] < ¢ b
vosuled WeliuiladAmlatinnugnaesneudatnludszaanaluiladidy nanveaiuled 3
FBnstartsananudeddunisgnivdsunasilaidunisnsivaey deyalddian idosanily

s Sy a I YR '3
wosalaniignilseglulleiuled

Output Validation ifun1snsiaaeudeyannnsuszinanavesiulesineuaziheenuiuansea
Tuilefldau Fensamnaeutoyadinaniinnudidgyliuinisi Input validation Tnsgnuszasd
vénfelitetlostumsuansnadoyadilivanzan wu doyatnsasisluivleditnisamedouds:
Guensagdosiinatostu maweadudeyaiomelasladysnuaiivenindunisdeudeyauiserig
wWu doydnual Asterisk (*) [22-9] FoaruuaniaauAana1neneg (Error message) 39019918y
Foyaitduvsslovduiglivsrasdilumsnunlasiduledsell vie ulirnsuansaidonlu
Snvaugiienafidulseneuvesansuiunmeiidmatudldauuuivled Flunsdilivleiifms
szfodfinsulasdasnuaifimvunseghaile Wilidomiueuudseansussunseaunsavinny
Ialaedaluiiily uuniwesvesdldnu

niluyvcaun Input / Output Validation

Tunnduledillenalunisgnlaudldviniienduisdu mndaualivledasmsinaeudeyaden
e (Logfile) wasnsiFenldaudivled Aeranuirdinmswenemisennidivlededsinunids Tu
seozhalaseiu dudumszflavfdningarliBnmsdudendvledlaenisnenewddunse
' 2 I A a - P Y &
#1499 andsAnduneaiuiienaaeuauuigiuused1anililunislend viewawndulusunsy
daludfiiielanfiulesd FeuiaSadanisvi Input / Output Validation Liléidueglsilu e
wiffwwiulgdiesesliweaulavieldladenissnumanudunsaenssvesiulydiismense
Tuvngendailidududioni widassivsaniunliuazransenuiiinduainnsgnlawd
o 2 v I °o 9 Y < ¢y ) a o oA o LS = = B
dusaud duashlvigiaunivleddendumnandelnl ewintaytuanluFeivaniaeen
Tumsimwiulgdsamsudvesiulsdadelnifidesnisiifldauamsaldneuiuiuledldegn
o ) 2 < 7 o & v o & o et
w3 agnaguluiuled Facebook wagluunnsieadndusesimsterievigsnisueeulatdmin
I3 'Y v o daa = o § ¥ 3 1Y) = & o
Gulwdlal ladnszumunistestunffmsenfisgyiiivledvasndeannslausivas o1alunal
< 3 oA A =
Aulgdnuannuidetiellufian
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UryHwavnisni Input / Output valiaation

finuduledlifinnusssminfannusiuasuaendeveaivled ililidinsnauwumsons
mansallusesvasnistesiunislauiluguuuusineg

dimuduledlifinnuiuazanudilaiienisvi input / Output Validation eg1agnsie d

U

naviliduleddanadidaduilunislaus

dimuduledlifeanisusuussdulediiientsyi Input / Output Validation Liles1nvili
Wanugenlunisnysgeudeyafidunanglfnuds fegidudwaumn

Tuvnaduledndunssrsfauiainudsmanieusn n1svi1 Input / Output Validation %38
Uiulsaivledasilidialdaeiuga dwaiilionalildsunisauaniodauas

dauduledligesnasuimsdansivledidomuuivled (CMS) Fwonalifluganisvh
Input / Output Validation dwaliiuledfianundssrenisgnleuf

douu:u1iunisni Input / Output validation

Ined@saldsiurudeyatouugiilun1svi Input / Output Validation tnedeyadaulngdu
Foyafisrusumnaniulives OWASP [22-10] Faduiuvldilifeyaifeafunmsiaunivled
Tiglauiuasaenssnudeyadssioluil

1. adndinsdauniag 1uﬁulsvﬁﬁﬁﬂﬁﬁsuuv‘§uLLﬁaLLazﬁmmﬁmﬁ%ﬁUﬂiﬂﬁulsnmﬁlﬁﬁ
nszvumInTIaeuteyaiiaadeduglion tuinduarudeiiungnmaudlunisieaty
Lilhiananudemesodules Wowsnsiasuulasiinanetafinisnasudis wazede
mazBunseunaulunsAiuns Fueztisannaiuarauiananaiiingule

2. himstiamnaesusdwhouilsldnuduesiussneundnlunisnsinaeudeyadidawnan
Aldau lngmninisldauannansudlunsdidsnan asdesdinsnsadeuiuivesaldn
Sa - ¢y = o a v y
nfimsUsznanaluilaiuleddme dedesiumadsunlainssuiumnsinasudeyalutls
fldanu

3. M3 Input/ Output Validation gsiasintunnqdmninisinderugldauuuiuled des
Tidguviiissdndadinmis imszmnenduniedunisasinaeuliinaediulainim duvine
fanadalemaliflavfiannsoilonalaudiivledliduge

4. Asinsiuuazauaauasdivlsuavlssanaasdiudlsilalul uladwonna Wusuus A
Wudeyauszian Text fuus B iludeyauszian Number iolfidudoyadsiudmsunis

10.

11.

Wawiaidunisnsanaeuteyaaing W lneflrduniuunduizdedivsznanadiugs
o« o v
nldeglureumwafinvunli

asfiinmsivuaLazanadausduuuaastiayafaugd (Whitelist) uasdiayaiiliauans
(Blacklist) Wilssnanavuiu'lad lnggsdaandeyaluwiagiuusifigaussasraylild
Foyalathe wu deyadia msaziinisanaaeugiuuuvesieyatameiiuandiiindoyad
g9 fldnuduguuvvresdiuati WsliliAsdeinnainlunissudiiaguuuuidim
Uszananaluduled viensdiifuusiveumnieguuuumssumangldnuidnn sl
sUuuuTlutiuey Wu deyamnuiinszauaunu Sadalisudeyauuudassuasiinnugs
Feaiiglasfavedn Sunmoduassaiules mssardumsiinefiansanduisssay
Wi “<script>” Ingldmsianunsodsnndunussananadaivladle

msinsimuakaznTIIdeuANeIveItayaluusaziILUT IenTiadeunNinUNALY
msdsrnnngldnudiandszananadauivled iewnnisdiidunmeluuiseiniudies
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asinsianilidunsdisiadeyavieniBendt Encoding Wialinumugluiunisnga
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asutoyaidunanglinu lnsaztivananudssiglaudazlaudlaenisuevdsdnidy
ansud Sumsednuszananaduivledlidnge

TunsdfiduladdilaidumssnTnanld msfinisimunuazamaaeulssivvestndoy
ydlsiannsodnlnandrluszinanadaduledld Seaunsansasouanuimanavuie
Indhududeyaiiivlsduananseandenvesng vieluusasienasuiuseddauils
funtelavsiaiulunisnsindey Ussanvesid tevieBusurugniesdnadmis wu
flaridu fileinfo [22-11] Tun1wn PHP Tngazdivanmnudeiilanfozsnlnanlndansus

fFunsne Wy Web shell [22-12][22-13] FulUUszananadaivladlagusa

asldrunalnnstdesiunislaufanivsunsudaludfvseveniimeeuduadunsieunds
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msUamsuannadoyateianainveaiuled (Eror Message) lunnansdl wu msuansde
Aanarevesiulgafivsuenitliamnsadensegiudeyald Tnen1sUanisuanauadang
weanlenaivzyi g livisdanunsadrdeyadinarlulénuntand Gulsdseluld
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Arnunnuaansld tnense wagyhliflanfianaunsannununislaudivledldegsienns
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12. Wlavsineuenidanuanansalunsasaasudeyainfaseduanglinu dwsdisanna
wazAuRaNaInlunsailsidunisasvaeuteyamenuies Ineiilausisdetnate

Ny ad

41 ESAPI 9ni3uledt OWASP Gafideflatuayunisvihauluannvianeniwitu PHP ASP.
NET JAVA PYTHON wazgldnuannsadinwdsnisldnuanivleddianldlnenss [22-15)

IWdV

[22-1]  http://thehackernews.com/2012/01/one-million-pages-infected-by.html

[22-2] http://isc.sans.org/diary/Lilupophilupop+tops+

1million+infected+pages/12304

[22-3] http://www.sans.org/

[22-4] http://www.unixwiz.net/techtips/sql-injection.html

[22-5] https://www.owasp.org/index.php/SQL_Injection

[22-6] http://www.acunetix.com/websitesecurity/xss.htm

[22-7) https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)

[22-8] http://en.wikipedia.org/wiki/Dynamic_web_page

[22-9] https://www.owasp.org/index.php/Output_Validation

[22-10] http://www.owasp.com/index.php/Data_Validation

[22-11] http://php.net/manual/en/book.fileinfo.php

[22-12) http://www.thisislegal.com/tutorials/2

[22-13] http://www.madirish.net/node/271

[22-14] http://www.captcha.net/

[22-15] https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security API
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Tugauismsiadedoans adlioaufiasliimsldaulnsdwidofedududsiniu idosn
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I¥uddannsofnsiusunsuiuduie iy aunsaviheuludnsug ldnde wu deudetunde
Pedsnuoaulat vievihgsnasumedidnmsetind sy udnseugeliildRanilusun sy
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16 AdunslelenaliflinTsiwaunlusunsulifisUsyasd (Malware) dierdnantaufinsdniiile
fovesldldiauiu

seuuUfiinas lulnsdwisietielutiagiufioguainvane lidnazilu Apple i0S, Microsoft
Windows Phone, BlackBerry OS, Symbian #38 Android LLGii::‘UUiJﬁ‘LTﬁmiﬁi@f%’ummﬁﬂugﬁfjﬂ
wazdduuvdlunannuniigely ﬂﬁ)ﬁ;ﬁuﬂfﬁa Android 9n¥eyaues Gartner Fuduuisnitidoiies
fuwmelulad wudludoungadnieu w.e. 2554 s2UUUURNMS Android lidunuslupannie 52.5%
[23-2] fhuwinduin edmiseslilnsdwidefievilanldszuuufdanis Android
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Tutlagtussuuufjiiinis Android gnitaiuilag Google laefiugiusnanszuuUuRnig
Linux [23-3] Android aennesdu 1.0 Tl n.e. 2551 daqtiuiamnunfaneddu 4.0 Fadidomanis
71 Ice Cream Sandwich [23-4] lumeuusnifussuuUFoRns Android gnimunaniiellulnsdn
fleflauisataifien aunsevianesdu 3.0 v3efififen1anisin Honeycomb ignitanlildanuls
fudtuidn (Tablet) e Lioa1n Google wandneszuuUFoAnis Android lugtuuuvedlowmumesa
(Open Source) WilviguanamsansEULUH RS Android Tuimwadlugunsalvemuies
Tnsdwislefio vi3e wiuidn Ialaglidedlitne Fudusdmunsliaugunsaiifimsfateszuy
U{uRn1s Android egdusuauinn Inefisaunnseiulymunuandfivessigunsel
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iosneuinvesszuuUfiants Android Fasiiiaun Malware ssnaimeunsifusiuu
N nusreuiifinismeunsElng apk (nddmiuiadelusunsures Android) iieseghaien
urilutiagtuiinutn lu Android Market AfugunuundnluniameunslusunsuvesszuuUfin
n13 Android dsqualae Google Hunuilsifimsnmsaeulusunsuiimududun shlvinsds
Malware i3r7lu Android Market aguasasa [23-5] wazandosaues Juniper Networks Global
Threat Center wuh fausiFiounsngIrudaioungadneu 2554 Sasmstistuves Malware lu
3UUUfiRNS Android §ifls 472% [23-6] InArudssianam fligunsaifiindeszuuufifng
Android SamsinyiIsnsisselusunsuuazysumslinulimngan edunistotu Malware
TlliRnlnsdniiflofievfouiiuidnvesnuies

nisdacvlusunsuus:vuuguanis Android

Tneunfudy nsAnsslusunsulussuuyuAnis Android awnsavinldl 2 me @e Ansiaann
Android Market wagailvaalng .apk infndaes Jeusazuuuiisnisael

dadvyan Android Market

Android Market Aaguésailusunsuvesssuuufoanis Android 7 Google iWalviildansnsa
Whandumnuazaadivanlusunsssnangimunmeen lérumaiuled https:/marketandroid.
com/ vi3autrantusunsy Market lulnsdwifiofle mnglddsmsindalusunsala fannsandn
ity Install 130 Purchase floglifovadlusunsuiug wdsmnidongunsaiiiFesnisinsilusunsu
uér mnflfifensegunsaifnaridniudumesidn Wiunsuidenfazgnaniivanuasiass
adlugunsaldsnanlilagdnluifa fregnameerivlesd Android Market Wudagud 116 (23-1)

Brgr um Arade il M Wil P efar

L R Py repererm—rr— [£3

Market

Lo mpirs

B

U 116 (23-1) (Gullssi Andiroid Market

dadumntwd .apk

wd apk ulwdnlddmsuinsalusunsuvesszuuifinig Android Fsgldenanillvanun

< 3 o 4 < s a a a £ a
ndulyivesiaunlusunsues vseailnanunanivlediwaniusunsuazidadudns lneunf
winsEUUUURANTT Android avsesiumsanaalusunsudus Alaldeglu Android Market L lagg]
Idfpsninunr1aINimy Setting Lien Applications udaldan Unknown sources Litagausunis
Anaalusunsunlufunasiiun dagun 117 (23-2)

Applicailons

Un

Running

[ p—

P

FUT 117 (23-2) msgousunisinalusunsuiiluunasiin

gltanunsalilusunsuusziny File Manager Wievhmsindalusunsuaning apk finraflvan
ld ularasfumsfiadslusinsuain Android Market w3eanlild apk szuuyfifinis Android
wuanmtae Permission iite i lnsiaaounazsensuavsnisdniwedusunsuiiaziinss fog
71 118 (23-3) Ings1waziBuaves Permission agnamidluidedinly

V7] 118 (23-3) daeehaminee Permission tilevin)siadalusunsuainiiules Android Market
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Permission Iu Android Aoa:ls

seuuUfjiRn1s Android ﬁu’ugnaanLLUUmWﬁmmﬁumﬂaamﬁaé?&twiLLsﬂ Tsunsunnaaly
spuvarannsainidliudquaninuguvesssuy Wy dafasetulld mauansanimiige
Wudu wndifaundeamslilusunsuvesmuiinisGenlianautifimuinduanssuuUfoanis
wu eudeyatiild viedeutoyalu D Card Asdudoudiuduidunisueldans (Permission)
anamlulusunsuvesmuiae [23-7] [23-8] [23-9] Ssnemsansimanilusunsufesnisliamy
avrngiaususnneudlifadilusunsy fgui 119 (23-9) Weldldldsumsuuasfinnsminis
vhaumesiusunsureurhnsing

ol T 14:20

to install this

Allow this application to:

i Network communication

{i Your accounts

Storage

A Phone calls

Indernal

S0 card Cancel
A I | ) |

FU7 119 (23-4) #2061799n7590 Permission Tun1sfndalusunsy

f8g19 Permission AinIsRaNsanauinnsanAslusunsy daedl [23-10]

® Services that cost you money
o  Make phone calls
»  aygebilusunsulnsesnld
®* Send SMS or MMS
o sy wlilusunsuds SMS w3 MMS 1a
® Storage
O  Modify/delete SD card contents
= oywlilusunsuais uily ieaudeyadieglu D Card 16 Fsdnduluuns
Wsunsu msedeuiudeyaatlu SD Card
®*  Your personal information

o Read contact data, write contact data

= oygnlilusunsusuveaiisederAnseluaymlnsmsild
o0  Read calendar data, write calendar data
»  ougwbilusunsusuteyavseasaimuanisiiuiiule
O  Read/write Browser history and bookmarks
= oygnlilusunsugeyaliuludiiflfiaedwion Bookmark 1
O  Read logs / Read sensitive logs
= oypelilusunsuamnsnstu log veslusunsuduvde log veaszuuld dilae
Uniudalusunsuild Permission diluAlUsunsuwee Google
Phone calls
O  Read phone state and identity
s ougalAlusunsusumIELaY IMEL uag IMSI vaa3e
Your location
o Fine (GPS) location
= oygnlilusunsumsIvae Ui usieguesldain GPs
o  Coarse (network-based) location
= oygelilusunsumsavaeusuisioguesildarngliuinsinsd
Network Communication
o  Create Bluetooth connection
= oupililusunsuairanisdonsioninu Bluetooth Sidusedlilulusunsuilly
Tunssudslndvieidendeyildliane
o  Fullinternet access
= oypelilusunsudeuderudumesiin
O  View network state / Wi-Fi state
= oygelilusunsuesvaeuldidensodumesidnsi Data vide WiFi
Your accounts
o Discover Known Accounts
* ougnlilUsuNINEIN1581Y Username 1e3dla (g Username Taisau

Password)

O

Manage Accounts

= oypelilusunsuaine Account Insiifisluszuuld Gadndudeddlulusunsa
Uszan Social media

0 Use Credentials

= ougalilusunsuidnda User account vesfld Fasaufia Username waz

Password
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®  Your messages
o  Read/modify Gmail
»  pugebilUsunsuansadndaday® Gmail vewldled
* System tools
O Install Packages
s oygallsunsuannsafndilsunsuduiuduld Wiunsulaellias
$osodnatl onvuanulusunsuussinn Market vnlslld Tasdelinoud
Tusunsutiueaaniu Malware
O  Prevent phone from sleeping
= oyywlilusunsudesiuliliiedoainganug Sleep wnglilailivinoglsiu
\esnusyesnaTinun mwaansndenagnldlulusunsuunsussinm wu
Tsunsuaile
O  Modify global system settings
s augelilusunsuudluivesszuu esndudediluundlusunsuindu wu
Widget 1#38lUTUNTUUTULAIIZUU
O  Read sync settings
= oy wlilusunsunsnaeuildidans Synchronize Toyalviiulusunsud
v‘hmua&jﬁawé’ﬂ (1 Facebook, Gmail) ¥iSawan
O  Restart other applications
= oygalilusunsniinig Restart Wsunsuduviewan
O  Retrieve running applications
= oy wlilusunsunsivaeussTevedtusunsuiiindnihaeg Taevluasly
ulusunsuUszunn Task killer
o  Automatically start at boot
s oyywlilusunsuduhaulaesalusiinnadeiidandos
* Hardware controls
o  Control Vibrator
= oyglilusunsuviiliiedesduls Sednudeddluundusunsy wu vilviedes
dudefianodwidoudadiouriuuans
o  Take Pictures & Video
* pugnbilUsunsuamsasegUMseRleld
gitlén Permission useeenagnilainTaiinlulilumaiRale wu a¥he Malware (it
wevsudeyasedelindevesild wovmesUild suduevditoyavesfliansindumesidnndu
Tulsiiifann Malware LHusiu Malware fignasisunifienluedosa enaunlusuvesiusunsusssum

WU LASRIANLAY LANAINNABINIS Permission fildinaziisadasiunisihauveduswnsy Wi Wi
fedoyasetedfine Willindesdiegy visedeuseiudumesids Wudu fAdudeuinisfind

Wswnsunnasinsasrvaeuliudladnlusunsutiu liladnnsvelddvdiiuninud iy

mngldiean1snsivaeudn Waunsufaasluuditu finsve Permission arlstng awnse
ldsnensidnluiisy Settings 1den Applications wiiden Manage applications 91ntuA
Usngmeelusunsuiidnadlusyuu Ssenunsaideng easiden Permission vosusazlusunsula

mnlusunsuilaanaslduds wisliviinis Update wuu Manual update yisneadnsdnmiay
awndinsuSuagu Permission UN9eg19a1nIestunaunin Aeurnsanadlusunsunesty
Tnsimisnsaadeu Permission ioanuudladnasanils

auasna:ni1stavnune?in malware

INWHNITUNRILLT WU Malware Tuszuuuifins Android Tnedlvgjagld
aa 1% ) N = ' Y o Y = '
FBsahalusunsuigmiiowsrlifidunsouduouurs dndunsenidie dangldlingnasuy
Permission liifnewinisfianslsunsy Aavanidumboves Malware lilagdne uenani §
Wau1 Malware d@ulngjagliisnsasnarsuuuidminssuniedsnu (Social engineering) Tau6e
wu adlusunsulpeisteliviliounuunesdunivedusinsuiideads Bulo enaenliau
ailvanlufags Wudu [23-11]

rountiil Malware lussuuUdinis Android Tasdniluganidululufunisaluetoya
Wemndlderafimsiiudeyadinyitiunmudu wu dadsumsvieliidienansédny Llulnsdw
flafio shetha Malware Alaufide 38 iiReInsdude Antammi Swmaonindulusunsuitolidmsu
atlvanidesSenidn (Ringtone) [23-12] wilutlagtiu Malware luszuudiinas Android lagn
Waldannsavhanlivannvaneuazainesrundemeldnntu fegradu Zitmo ﬁgﬂﬁmmm
910 Zeus Fadulnsiulu PC Ingvimihiiidy Man-in-the-Middle nassinfusasuilatoyanisly
91U e-Banking Yol [23-13] uaza1an Kaspersky Labs lédumy Malware flvsifiviwtindiidu
IRC Bot [23-14] Faudalomaliglasfidunmuguieienesfliansverlnald faudfirtaqgtutes
AlUsunsu Antivirus d§15UseuuUfURnTs Android 99NUNNINNNE LARINNANITVIAZOUYDIFTN
Wovanowdmuinisindusunsu Antivirus Tussuuiildannsataelunisasiadu Malware
Ignnwinlniti uinduinlieiesihnudasesinlauudeadsnuanndu [23-15] [23-16]

\losangagaunes Android Market filsifinnsmisnsieaeulusunsuieutdetlailvan
fiftpaudnis wdsaulusunsudtlaivanzay uagszuuuiiRns Android syawlvigliRndeusunsy
flogluguuuuveslid apk 1¢ vildglidesszsinss Tinuedunsliom wu anaaoudiuleduesy
WA #9130191nRAnT3 Review Tiideienourinisindelusunsulaq saudislifndlusunsy
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avifindvansuielusunsuiinanunasitlinh Wedle wu Wiuleddwmsudhnlug esanenad

Malware wouuskld mnasderinszuuiin Malware flioranzannsansaaeudesiuldlaonis

aUufinuesszuy Wy Juiinnisinsesn wietuiinnsldanu Mobile data 1udu
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[23-1]  http://en.wikipedia.org/wiki/Smartphone

[23-2] http://www.gartner.com/it/page.jsp?id=1848514

[23-3] http://developer.android.com/guide/basics/what-is-android.html

[23-4] http://www.android.com/about/ice-cream-sandwich/

[23-5] http://www.droid-life.com/2011/03/02/droiddream-malware-enters-official-
android-market-chaos-ensues-after-root-exploit-found-embedded

[23-6] http://globalthreatcenter.com/?p=2492

[23-7] http://source.android.com/tech/security/index.html

[23-8] http://developer.android.com/guide/topics/security/
security.html

[23-9] http://www.vogella.de/articles/Android/article.html#
overview_permissions

[23-10] http://alostpacket.com/2010/02/20/how-to-be-safe-find-trusted-apps-avoid-
viruses/

[23-11] http://www.androidpolice.com/2011/11/05/psa-no-this-is-not-msn-2012-
angry-birds-2-or-modern-warfare-for-android-what-you-can-do-if-you-see-
malware-in-the-market/

[23-12] http://www.net-security.org/malware_news.php?id=1889

[23-13] http://blog.fortinet.com/zitmo-hits-android/

[23-14] http://www.androidpolice.com/2012/01/13/first-irc-bot-for-android-shows-
up-allows-full-remote-control-of-your-device/

[23-15] http://www.zdnetasia.com/android-antivirus-freeware-near-to-
useless-62302868.htm

[23-16] http://news.cnet.com/8301-1009_3-57325078-83/free-android-antivirus-apps-
fail-to-cut-it/

2 4 asuANUUUAY
T Uaoanulnnu
Yowduasaly EMET
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SuRlwunws: 2 0A. 2555
Usuusvaiga: 2 A 2555

Yy miaweslfnupsuiumeslugaimaluladianuniyinmhegnsngs Ao fldld
annsafnnuasuazuilutednivestenduisildnuldsgaiuviag uenainiluilave
o [P SV ¢ edl o L AR | ' P S vve a
Hwes veAsHuia s e nduisinuimuiivedn Addliamnsoudluedlwimaiuliviud
Wesnnavdesinmsnaaeuliuilain msuidymdulddsmansenuiumsvihanudsnfivesendus

wilutnawuidiasesiunuedliegnals

TUsunsu Enhanced Mitigation Experience Toolkit #s® EMET Lﬂuwﬂal,ﬁaﬂwﬁaﬁm%'wﬂ%
usEUUUTRNT Windows flesannisviamunely EMET Usgneulusemeluladsing q s
ananliAiFandn Mitigation Technology Ingagyiuthiidnuansnisvhauiiinsnd Seanunsndae
anlonmaveslivTarlumslandflénuszuuufiRms Windows lidise Fesandoyaves EMET
Iiszyteneazidunvesnatia Mitisation Technology e  lnsagesuieluidedaly

YagUu EMET Wamnanfewestu 2.1 tnegldaunsaldanuldvsluguuuy Graphic User
Interface (GUI) uagliuu Command-line Interface (CLI) §lamnsananilvan EMET T@nsisle
menuosan uladves Microsoft Tusunsy EMET awnsaviaulsuussuudfiinmsawieluil

. Windows XP fifin#a Service Pack 3 varaddulusinin
.« Windows Vista fiinns Service Pack 1 w3araddulusindn
+ Windows 7 ynwasdu
«  Windows Server 2003 v3atasdulainin
«  Windows Server 2008 VgﬂL?B%‘fl'u
* g M9y EMET Tuguiuy GUI R udesiinds NET Framework 2.0 w3elvsin
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http://www.androidpolice.com/2011/11/05/psa-no-this-is-not-msn-2012-angry-birds-2-or-modern-warfare-for-android-what-you-can-do-if-you-see-malware-in-the-market/
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mitigation Technology

Mitigation Technology Miiendaaiiu Microsoft axmnefanalilagfinis Microsoft Wanniu
wies IneffnquarasdiiteiiunnuiunsUaenfelituszuuufointg Sddasdnlnginazswen
welulagfinanadunsauiu Windows nesiulmivioneidudan u frenaniu uwitodsfe
weluladfananavanunsansiaeuuaz estuldifiedusunsy finadanmdoutussuulioing
wirtu 8slulusunsy EMET Flilmdnnisyianuwes Mitigation Technology a;iuﬁ’sﬁ”’u dldawnsn
fmuelild Mitigation Technology fulusunsudu 4 Andadiuiunendsld Suildssuuiiam
Thunsaeadbunndetu Tne Mitisation Technology Alulusinsy EMET weddy 2.1 figwielud

1. Structure Exception Handler Overwriter Protection [24-1] [24-9]

SEHOP 9¢A379@UNI¥I LT84 Structure Exception Handler (SEH) aduddiviiniiii
Jamsiutefianannfiintauluseninnisusvana wa (Exception Handlind) Taeazdosiulallor
msthmdsunsediinyszanalusenitesdanis Exception vilnslaudlaeld3s stack
Overflow hldentu

2. Dynamic Data Execution Prevention [24-2] [24-9]

DEP azlunisnsiaadeunisidauviieniusi Tnsazdeatulailiiinisuialudumiaves
wiheanudilidmiuiuteyaluuszuiana vilinaslaufiae s Buffer Overflow vilsenniu

3. Heap Spray Allocation [24-3] [24-9]

HSA azilluniseesiiufilumihenusiludiuves Heap Tatulnwsiwatius 1iaramih wiveyili
¥t ac [ v éf
Aslanilaeds Heap spray vmlaennTu

4, Null Page Allocation [24-3] [24-9]
NPA faeliinnsTaudlagldmadin Null Dereference ¥nldenntu (Null Dereference Aonns

14 Pointer fmuas Null Tifundieanudn vililwswaldanunsavinudels) Jagdudsliny
nslaufag 35l
5. Address Space Layout Randomization [24-5] [24-9]

ASLR agadusumia (Shuffle) ugaluusagdiuveddusinsy wigudumisvesieninudd
zfulugatuli neuszivaslusunsudlulumbeanuduiierinisussanana vilinisladlos

msde Jump TWSshunishumbeanusndululden
6. Bottom-Up Randomization [24-3] [24-4] [24-9]

BUR tumsld Offset ihlluguvinaves Stack 5o Heap iieliunavassifinisivanlausn3
dllumbeanudraghildegn sumisin vlinslaudlaensaanisaifeguedlavmailaenn
7. Export Address Table Access Filtering [24-3] [24-9]

EAF azdasiunisAumdiumisvesileiduvesseuuufuAnislu Export Address Table (EAT)
TngagyinnsasiadeuiendutuanunsaSenldeu EAT lavselal vilunislandlagly Shell code
vauszLantiuvinlaenn

n1s{dviulusunsy EMET

tenansaduiiasuansisnisldeulusunsy EMET Tuguuuu GUI vuseuuUuRnig Windows
XP lagiisnseieil

WeWalusunsy EMET Juanagnunisnawansdiuusenauvedlusinsudsgui 120 (24-1)

£ Application Configuralion

| Ero——
flezlla exe 7 7 7 7] 7 7 g
firefox.exe + v v v v 7l v
Fonit Reader exe v v v i | o )
iexplore.exe 7 7 v il ) 7 7
Java.exe Vv i v o v ¥ v
POWERPNT.EXE 4 J o | o o J
VISIO.EXE Vv v v v v v v
WINWORD.EXE F S i ] ¥ %) )
Romeve |

[u's Cancel |

U 120 (24-1) mbwhaGusudedalusunsy EMET

N3V 120 (28-1) dautsznovvemieislusunsy EMET Sifwialud

. System Status tasnnluszuuditinig Windows XP finisiass DEP iluszuu
uduadelsilatinisinde SEHOP waz ASLR dafunthanslusunsa EMET Sauanernidu
Unavailable agslsfmugligansnsaldan SEHOP waz ASLR liidosann EMET 165y
sl SEHOP waz ASLR Aulusunsusng ¢ e

o  Configure System \JuduSenuiisnsnisasalnunnisyiianuves Mitigation 7
sosfulvitusyuu Bsluiilfie DEP lnevihsnanisaaildiudszneudagun 121 (24-2)
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explore.exe: 2156 Properties

Image Perfarmance Performance Graph Disk and Metwork,
Threads TCR{IP Security Enwironment Shrings
Counk: 21
£ CSwitch ... Start Address A3

< 0.01 9 emet.di+0:

iexplore. exe+x1 a25
iertutil. dil+0x1E750c

Uil 121 (28-2) miwinanmsions DEP Dirfussuy

= Profile name
. Maximum Secutiy Settings ausfuudsuelss DEP vhewluluun AlwaysOn
=  Recommended Security Settings auifunisideulss DEP vhenlulnun Optin
o *wewn muanisvhauves DEP duteluil [24-2)
= Optin: lumssiarilsl DEP nsrvde Uz luL3vessz UL RN e
vnuififuideduvesyun
= Optout: unsmriiedeniusunsuitlideds Dep
= AlwaysOn: ifunsssrniiolit DEP nsradeunnnaiwaiisuagluszun laid
Tnswathuasnduvedusunsuiiszylu optout wielal
= AlwaysOff: saaniielaildan DEP
*  Running Processes ufJus'lﬂmwaﬂmwaﬁﬁﬁw‘hmuagﬂwmzﬁ"u ﬁEJmi‘ﬁ
TWsunsy EMET ﬁwmwaaumsl,ﬂ?;&muﬂamn 9 30 3ui
o  Configure Apps L?Juﬁuﬁ'sﬂwﬁwmégwhLﬁ@lﬁﬁ;ﬂ‘ﬁ’mmiaLé‘aﬂiﬂmﬂiuﬁé]’aams
1% EMET aisavaeulnsiwd diduusenausssuil 122 (24-3)

B Sysiem Configuralion

Cuirk Sattimgs

Profile Mame  Custom Settings [v]
7 Macinum Security Sekbings
Fustom Sebtng £ ecommended Securty Settings

Miigaton | Setting

DER spplication Opt In |:|
SEHOR Unavaiable ]
asI R I Inailahle 3]

[ ok [ caneel |

U 122 (24-3) mshadenTusunsuiiiesnshi EMET n5aegeu

gldanunsaiuvioanlusunsudisiaanisti EMET asiaasumsinaulilnerdniivu Add vise

Remove lusuasdne Tunisidenlusunsutiuagsiesssynisilusunsutufindaog

TumsfiansanidenTusunsuiiteldamiu EMET fldmsidenlusunsuildnuludinusediu
wzdlsunsuiildendestnasdudmunevesnistaud [24-6] fregalusunsuiildnudesmu
Tsunsudusiwes Wswnsudningu (Microsoft Office, OpenOffice) TUsunsumusiaRiliie
wazlusunsu Adobe Reader, Adobe Acrobat wusiu

yasndenlUsinsuSsuSpawmarfesinnsSulUsunsululndiels EMET vinanu

*ynawe vianadaldaansaldauldtuuidusunsy esnenavhlilusunsutdusiiau
a MY v & o & % P o ' & ° %
Anusnils dadundsanndeniusunsdldeuuds emmessuliudlainlusunsmiu q vhauls
Usn#i [24-7]

\losan EMET LfJuLﬂ%‘aaﬁaﬁﬁﬂﬂsﬁNﬂuaqLﬁawﬁa iigldldanansansavaeudn EMET
emegviselildlagnse Lwimmsam’aﬁ]aauléima@mﬂhJiu,ﬂ5u17'iﬁmmmmsammaaviwsL@da
99lUTUNTY 619 9 ﬁﬁﬂé’aﬁmuaglﬂiu TUswnsu Process Explorer [24-8] 1ugu ‘11431J‘17i 123 (24-4)
Wunslilusunsu Process Explorer nsaadaulnsiaves Internet Explorer

B tnhanced Mitigation Experience [oolkit

Sweham Status
Data Execution Prevention (DEF) ~ Application Opt In
Struckured Cxception Handler Cwerveribe Protection (SCIHOP) Unavailable
Address Space Layout Randomization (ASLR) Unavallable

Rimnning Priwesass

Process ID B Process Name Running EMET [~

&20 wanlogon o L=

076G sychost

1408 spoolcy

1136 svchast -

1044 sychost B E
Configure Apps |

gz/ﬁ' 123 (24-4) EMET ridsmsaageuntsviroluvassilalusunsy intemet Explorer
mslden EMET daeliwenduaseing q fmudunslasndoiivtussiunils oglsinugly
rsviiufianurasuazsmangendwasiiiunestuageediaue uasiidfny Jldnsszdnseda
a < ¢ A o A Yo = Y ' a v
malativled Tnd wisededu o Aldirlilafieadudunnenesyuuneuiianesla



1 76 | Cyber Threat Alerts - 2012

IWdJ

[2Y-1]  http://blogs.technet.com/b/srd/archive/2009/02/02/
preventing-the-exploitation-of-seh-overwrites-with-sehop.aspx

[24-2] http://support.microsoft.com/kb/875352

[2Y-3] http://blogs.technet.com/cfs-filesystemfile.ashx/__key/communityserver-
components-postattachments/00-03-35-03-78/Users-Guide.pdf

[U-U] http://blog.didierstevens.com/2011/09/29/add-bottom-up-randomization-
to-your-own-source-code/

[U-5] http://blog.didierstevens.com/2011/08/16/so-how-good-is-pseudo-aslr/

[YU-B] http://rationallyparanoid.com/articles/microsoft-emet-2.html

[2U-7) http://support.microsoft.com/kb/2458544

[2YU-8] http://technet.microsoft.com/en-us/sysinternals/bb896653

[RYU-9] http://www.infoworld.com/t/microsoft-windows/microsoft-shuffles-windows-

security-deck-emet-21-831

2 5 EXTENSION

Qu GOOGLE
CHROME alusouunyou
18 FACEBOOK

wwuu: fANNS QNYanws
Junlwuws: 30 JuAw 2555
Usuusvaiga: 30 Juiny 2555

Er

< 4 s oA = oo o [V, ¢ d & a v o a ' oy
Guiwniwed AedrunieiidAglunmsdglanesulatifiededud famudnans gidle
¢ a4 v o o ¢ o oo s < o o o & a
saulatl viieuinseansvhgsnssueeulay Yagtuiiiviuniwesunningliidenld widlutufe
Google Chrome Faduiuiusriwesfigniwuiulng Google Wadaswusnidlotud 2 fueneu
w.a. 2551 ludszmnelvedifldamu Google Chrome 11ndia 32% andnnugliviuiusiweiviavun
Tnuaanti Mozilla Firefox fiveiduiusiwessusiu 2 uineu fsguil 124 (25-1)

StalCounter Global Stals
Top 5 Browsers in Thailand from Jan 2011 Lo Fel 2012

Statistic: [Browser X Country/Region: [Thailand v Time Period: Jan 2011 to Feb 2012

gz/i/“f 124 (25-1) agamsldnuduusiwesiulssnalne [25-1]
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Extension felusunsualuiignimuniuandiesivanuaunsaliiuiu wsriwes wu uda

- A aa 1% oA P A o B < v
woudeiidwauilvd wie udufewdefinuinmsuiuudlunin Facebook [Wudu
Tu Google Chrome @unsafinng Extension 16n1u Chrome Web Store

1n33891nUT e Kaspersky Fadudrdneonswasdosiuli¥a lsifunu Extension 181 Google
Chrome fidudunse tnedfigauszasiiiouluedayadaTiliei Facebook iummiiinaiiie
“Aprenda tirar virus do face” 33U 125 (25-2) [25-2]

Adobe [lash Player 12.1.107.55 [+ uniwumas |

T

] BETALS AW ROLATED

Player esseeial pars repredus
oo multmidia d3 Intermet

Ui 125 (25-2) TUsIild Facebook ifl#iTuaamanasnliifads Extension [25-3]
wilUsInadlauugi g liRnss Extension Wisids vidsanmaniiveniny Install aplicativo
axifldenluiiuled Chrome Web Store wiialvifinga Extension e Adobe Flash Player &
gniiaunlay AppFace fAaguil 126 (25-3)

Aprenda tirar virus do face |« curtr

Siga os I'assos Abaixo
1"} Clique em Instalar Aplicativo.

Install aplicativo

Bl M

[x] informecdes

2" Cligue em Permitir ou Continiar.
A wtrridaties de amigus

[ rotos 3"y Clique em Instalar ou Instalar Agora.

3 aparsna agit

Apfliﬁ {a'rrr o5 PHS SO% Hf.l. ma, fff.hf o na\'rg.zldﬂr: ahra l"? novo &
2.049 confira,

urtram e

Vﬁ/ff 126 (25-3) Lmﬁm?iﬁ?@ﬁ% Extension Adobe Flash Player [25-4]

Wndeszydn Extension Wdulnsdudie Trojan.JS.Agent.bxo (awmbonanafinnsluue,
#1 Extension 9l4Uny¥ Facebook veulilunsdsidgylulifuiieureaviaiienasnlifings
Extension & uazna “Like” niiimanudiglivszasdfsonis 9inn1snsiaaeulag Kaspersky wu

i nuludsanaus@annundovednsiuiininiign [25-5]

= o 1o ' caiae ' . - v 1Y) .
vaneauasfiauasdoiniluglivsvasdftonerenuuaes Extension fisnndeuiu Trojan.
JS.Agent.bxo Iauszasdndng fie n1sasuseldlifiuiiesiiereuinisne “Like” Facebook T
fuvsgniviesnsussnduiuslusiidvesmniedaasulvirunaulaunniu dsgui 127 (25-4)

COMOFUNCIONA? PRODUTOSOFERECIDOS

0 prEzD A ANQRZENTION 0 SErAGD & d 10 MM 12 Noras, 1000 DI0TIEcE 0e Ao rged, Cralca &
hear

§ facabesk Viaja O PLANDS: Abains

JUA 127 (25-6) §1060ms118U5N15 1,000 Like (fhuifur/szanas 850 v1m  [25-6]

mndldisaafinis Extension #and1 @1115080n3N Google Chrome léilag
1. adnlenoulszua fguuuuwesiulusIges
2. Adn 1ATeile (Tools)

3. den ey (Extensions) fite Adobe Flash Player 12.1.102.55

a A

4. Aanyyu aveen (Uninstall)

diovdnidesnisfinds Extension Ailifisszasduazanagnaluslusing Facebook flfsuans
AnwseaziBen Extension MAgaTeafunslinuieunisindasuupioroufiuned wWu a5
aoudiuludvesifilmun s1eazdeniferiuliiamun Juiiiaun (Version) uansseaziBonifeiy
S ey ¥ i Juiisnem lalmsideniings Extension fvnanssmemunuAuly suinsae
dounNuARYENlTNUIINMIEY
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[25-1]  http://gs.statcounter.com/#browser-TH-monthly-201101-201202

[25-2] http://www.theregister.co.uk/2012/03/25/chrome_
web_store_malware_hijacks_facebook_profiles/

[25-3] http://arstechnica.com/business/news/2012/03/googles-chome-web-store-
used-to-spread-malware.ars

[25-Y] http://www.zdnet.com/blog/security/malicious-chrome-extensions-hijack-
facebook-accounts/11074

[25-5]  http://www.thehackernews.com/2012/03/facebook-profiles-can-be-hijacked-
by.html

[25-6) http://www.securelist.com/en/blog/208193414/

Think_twice_before_installing_Chrome_extensions

SECURE FTP
SERVER

wwuu: UM §waavl
SURlWUIWS: 5 WY, 2555
Usuusvaiga: 5 wu. 2555

i

FTP (File Transfer Protocol) Aelnslnaeafioenuuusnidielilunissuddlndszning Client
uaz Server logazimosniilénuay 2 wedn Ao nesn 20 Tlumsiuddlg drwdnnesafie wesn
21 flunsmurviedsids FTP Wy nsreasumsindstusunsuangldan usu uazlutiagdu
§1¥U3N13 Web hosting Towdnlvelinagliusnsuaniudsulndtn FTP Server insnzn1sn1siin
ResvuuuarnUSmsamsiidilaing

losan FTP Lﬂuiwﬂmﬂaaﬁ‘?uﬁa%@ga‘lmﬂhjﬁmirﬁﬁﬁaﬁu ﬁﬁﬁﬂﬁ‘ﬁaa&aﬁ%dﬂ laiinasduy
Username v38 Password a1315agnéin3u (Sniff) anglaivisdls [26-1] Fegnsufludy Haua
syuumsiUasunldnsinaead sy u,aﬂL‘Uf?i‘ausﬁa;&aﬁﬁﬂ'lslfﬁ'ﬁiﬁ’aé'u%;gaﬁ%’uédLama Faillnsn
moafignesnuuLIiiauitamdsnan fe FTPS [26-2]

n1s9dviu FTP nunisivisHaay

ndymiilananidnediu guaszuuiaaisdee FTP Server lvisessumsidsviadutoya g
luunanuil azendieganisasaniieldnulnsinaea FTPS uugeanduwls FileZilla Server [26-3]
1 Hauaszuvannsamnuelivissuusessu FTPS lamenisadndiuy Edit iden Settings 910

&

tuden SSL/TLS setting Aanfives Enable FTP over SSL/TLS support (FTPS) fagufl 128
(26-1)
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ECELEL N SSL/TLS sattings [ leZill: Ve Page: Account ssttings Users

IP bindings =aneral [¥] Frahle arcount '
IP Fikes L] Friailis FTF e S5L{TUS suypgurt (FTPS) sharad fokdars [l pasoward: sesssnsnsssnssessrate

Fagares mode scthr . § 5 . Spead Limts

Socurty sotings Privale key fik: | C:iDocuments and ScttingsiAdministrator|iy © Drowese... IP Fiksr Group membership: | Crest =

Miscellaneous

Auliwin Irdeiface sl Certiticake Hig: | CzlUocumenits and Settings\dminestratoriiy L

1 nging mssword Wi :

555 Seting: Ko P Emradﬁ’nd will be L] Ry, aserlinit o sesrvesr

Speed Limite piairdexl . Magimurn connection count: | 0

Filctranster compre:

S5LALS gothngs [£Alowe esplict FTP over TLS Conrection limit per 1P n

Auboban [T I Disallows plain unencrypted FTT
.
< > [_IFowcr PROT P o ewrygl il rarders in 55 {T1S naude [F]

Visdre foor it S50TLS conmmen i o e felkssing ports (el ; 950);
Q4an

Notes Cxplcit [P over TLS shares the normel FTP part! gUﬁ 130 (26-3) uanan searlss User Sonduse FTPS it
' e Cli aselUe 0 ' Sugus ]
Concel ot 4. il Client naasadeunsluds FTP Server nafmunaan Host Judusag ftps./ Tunisidiou
Ui 128 (26-1) ugmanssaenlilusunsuseas FTPS soAssn sruuzuddlglinsuiduiuseseunios Server Magldlunsiwouse mngly

o v o & a &, A4 a = oo a
2. yhnmsimuslususesidvialviiugendiuas FTP Server wiveldlunsyuiunisidrsiadudoya venfumngniasvedduiusasi aunsandniii OK Wesumsiousio dhgufl 131 (26-)

9 Yo 1 ' . ady o aa o v v v '] Al o % B =
Tld5udaszning Server-Client Tunsalfidguaszuuiilususesidviaaguan aunsaldaule
LAY Y v
Hosk: | ftps://192.168.) Username: test01 Password: sese Pork: Quickconns
° ' < . s . o ' o o .
Tngszusuviiedlid Certificate uaglvd Private key Wiffuszuy waimnniguaszuuda unkamncarsicate
. o aa o v X F a A K The server's certificate is unknown. Please carefully
Lifilususesddvia anunsaasaunlmildlaenisediniiu Generate new certificate 210 o EXaMmin the certificate to make sure the server can be
S g 1w v o o A ) ' N Getalls
Huldteyavesliusns deiuansiveeialugui 129 (26-2) Vaidfrom o4/04/2012
valid to o4fo4/2013
== T, serial number o0
This disbog will helps vou to create 3 new private key and a Public key algorithm: RSA with 1024 bits
E:_‘v-;:i self-signed certificate, needed by Fle2lla Server to accept Fingerprint (MD5):  B0iebos3:F3:F1:72:06:3e:80:81:d8:3F-95:b9:67:10
SASILS connections. Fingerprink (SHA-1):  45:fe:98:d 1:0b:dd: 1e:eb:42:5e:a9: 3ezed: 58:F6:4b: 30:84:6:46
Please il out the reg Wrong of may
confuse cherks, Subject of cartificate Certifieate issuer
a2 ~ ~ - organization: ThaiCERT Organization: ThaiCERT
i) (O] Soslx el Country: (] Country: 66
2-Digt courtry code: | 88 state or province: Bangkok state or province: Bangkok
E-Mall: someone@thalcert.onth  EMail: someone@khalcert.orth
Full state o province: | Banghok
Sesslon detalls
Locally (CRy): Host:  192.168.189.131:990
Cipher: AES-256-CBC
Crganization: ThaiCTRT MAC:  SHA1
Crganization unit: Trust Lhis certificate and carry on connecting?
Always trust certificate in Future sessions.
Contack E-Mal: someone@haiert oo th
c e oK Cancel
(Sevver sdvess):
Save hey ond o o o
certficate to thes fik: gi/i/l 131 (26-4) uanalususesvedinsed Server

Gererating the certficabs sy bakes soma bine depanding o the kay sze. ,
(anwmormom) [ cored ] goluzunwuoilau

FU7 129 (26-2) wansmihsinmaainlususes

' < & 1 qu 9 o 1w Ao NS R
E]EJ'NIﬁﬂG]’m uanmﬂ%mmﬂw FTP Server 3?_]\75‘Uﬂ'ﬁiUﬁ\ﬂJaHawuﬂ’ﬁL‘U'ﬁWaaULLa'] HAA

3. mngguaszuudesnsdsduliglidenduldamzlulvun FTPS ity aansovildlasns syuumsiinmsae Server Tiluszdnsn e wWu nsimuadvslunisdhiisssuy nsfmua
LUy Edit den Users 91ntuadndives Force SSL for user login Aaguil 130 (26-3) ﬁuﬁmﬂ%&’lu‘lﬁﬁué‘w putewugii [26-4][26-5][26-6] fatl

1. MruaanslumsifviwdBnugiduu
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Tunsimueadvslunisdddndlifiugldou dauaszuunisimundvslivinisnduwiniu

9n3UT 132 (26-5) Wunsimuadvsliglide testol annsanmviluanlvidiiegneldlasnned
CADAWA3 Igityintlu

Paye: Sraele b Users
Geaeral Dvecicies e ElRosd
Shared folders H CADWMA: %
Speed Limits " Clwiite
IP Filter Cuelete
Mirertories
[ leate
[ Delete
List
e s Feses o
[ Add ] [ Remmve ] [ Fiename I IFEPJ Az home dil] [ Rename ]l Copy I

A directory alize will sleo appear at the specified location. Aliases must contam the full local
path. Separate mulliple aliases for one directory with the pipe character [[]

If using aliases, please avoid cyclic dvectory shuctures, it will only confuse FTP clents.
Ui 132 (26-5) uanairoeinamsidsmanslunsiddaldliiugle
2. lwaldviunsuunn Log

Jumsierszuuliiuiinnsyhausineg Mietutussuu wu nsdendudldau msan
Tnaavisesnlnanlud udu mstuiin Log WifteTinseilunsdifiszuuintigm wu nishanum
IP Address vosffiilanfiszuy wsnniiSailszuuiiauaonadesniu wsu.Aeuianes WA 2550
Falsiszyin glyiuinmsasdesanunsassysnuvesflinuld nieufvdoyanisanesaouiiomeslal
foan31 90 Ju Tuszeziian 19 [26-7)

FileZilla Server Options E|
- Gormoiseonsr A
Welcome maas
IP bindinge [ nabie logging to fils
IP Filer ; ;
Paiive mods telly Ol bk size b L]
S sty saltings Lol
Miscelarmous - .
At nietace so | 120 220 ez Sacvic o
Loooma e a different logfils each day (example: fzs-2003-02-10.log)
S5 Seltings days
Specd Linits Alkog i vl b saved i e "Logs™ sublokler i the FilsZl Server fokder,

Fietsarrde conpee:
SELATLS setings
Aupoban L

FU1 133 (26-6) uanesiee19n13asa iy uusesiunsiuiin Log

3. MannuiSivavlayansuads:Hiw Server-Client

dauaszuumsiifnnuiilunisiudsdoyalifuszuy ileanmnuidesiionaiinauide
meseszuy Wy wuudisiiuvhliliannsaliuinisdug 16 wesdadunsimunemusigand
sruuftanansnsesiuld lunwendundifudanmnsosmualdihagliasnsoldaugaila Ty
Hsfunaneg faguit 134 (26-7)

ik &
1P binchnge
1 Fiter Diowerikand Speed Lira
Pactive mode : - ix kB/s
Security resfings
Miscellarmns - Caaa]
A Inberface tef o
Logging [Floate: | 47 32012 v (Fewave]
G55 Settings E
S Lirts
(Fap— un Hon Tus Wed Thu (oem )
SSL/TLS setings [#] Thursday
futoban . 2 4
9 w0 u Kb
< k4 5 16 17 18
3 24 %
2
o Canel
Carncel

U 134 (26-7) uanadregnamsismniuauiommuanamlitussuy
Y. sxiudnydgldginsrIndanaudainusuiuasuimrua

wiedesriunislaude Brute Force Attack Hauassuuanansanvualilysunsy vinsseu

Unyglililaninsodenduldlusseziiamila 103Ul 135 (26-8) \Humseisanlissduday@dldvihng
2 a o o & o A v o &
§enduann IP Address Weafiuluszoziia 1 v, manuhinisdenduitlignioniu 10 A

FileZilla Server Options ke
[ Woloome mess leZill

IF Lirsdings
IF Filtes By defaull, FikeZilla Server Urolles incoming connecls after some Failed login
attempes. This makes attempts to break inko the server Impractical,

Parcsive mude sellic
Howewer, a legitimabe user would skl be able bo logon ak amy time.

Secunly ssthngs:
Misuellareus If you're feeling paranoid, you can enable an automatic ban upon multiple Failed login
Admin Inbeedsce et atbempts. B advised that automatic banning can be abused For denial of scrvice
i atbacks, 50 use with care,
Loyyrw
1555 Settngs [#] Enable automatic bans
Speed Limits

Ban IP aduress afler | 10 Faibe] albempls wilhin one hour {min. 10),
Filetranzher compre:

S5LTLS setlirngs

RATREEER dan for 1 hourg (1-9ud).
~
% ¥
0K
Canrel

FUT 135 (26-8) Uanes10619n1369A 701552 3Uy TEle
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5. MKuauualuRMsTBvIUIRAUGILS

msfmuavwaiuinsifnuliiudld etiglunsuinsinnsitiunvesssuu uaganninu
o4 da X Y Adn vo 5o °o g v ' v vy
deaniandu wulduntgymnsdnglidnlvanlddnaumn awilvssuuldannsasesiuls

6. Uomsaanaduluu Anonymous

v A < a P vyvay M vo P )
HuaszuuAsUnnisienduuuy Anonymous e lilvigfiliilasueysadiandeszuy

U

7. dwianastiuvavyaWdsIRIKUogiaua

v a

HuaszuumsAnnIuTMasiuANuiunsaendereswendwasn 1Y suddinisnsivasy

<o s v o 19 v o so 1 ' A og v = s a
noiturewen iy uagyinsswanliilunestudanegiaue iwevilvissuuiiuseansam
wazandgymdesininerainlunoszuuls

a o v A

Feddgyfinasmszmintunisuanilfeulndinu FTP fle n1ssnwanuduresdeyaniuda f
v =3

thu fauasruuissimualiimadisiadutoyn ufauiuudsidug iy Weliezuud

mnuunsaondeannday

dWdJ

[26-1]  http://searchsecurity.techtarget.com/tip/FTP-security-best-practices-for-the-
enterprise

[26-2] http://tools.ietf.org/id/draft-murray-auth-ftp-ssl-00.txt

[26-3] http://wiki.filezilla-project.org/FTPS_using_Explicit_SSL/TLS
howto_%28Server%29

[26-5] http://www.windowsecurity.com/articles/secure_
ftp_server.html

[26-6] http://blog.jscape.com/jscape/2008/06/best-practices.html

[26-7] http://www.g6ftpserver.com/forum/index.php?/topic/1214-hardening-your-
ftp-server/

[26-8] http://www.ratchakitcha.soc.go.th/DATA/PDF/2550/
E/102/5.PDF

MAC OS K fio
m A UHUNUTHUUDUY]
dasuains

wwuu: [@nyad uauuny
unlwouws: 11 Wy, 2555
Usuusvaiga: 12 wuy. 2555

O &

Mac OS X fioszuuufunsigniianndulaeu3sm Apple Inc. dwsulfnuuuesasmeufinmes
A3enA Mac (Macintosh) iy iMac, MacBook fiaszuuyfiin1siiiugiuanainseuy UNIX Jsld
) oA A o a ) Y o Y =
FuanuiwelisluEeswainuaiesuavautuaaasaiy Jagiu Mac OS X duwmununga

nosiu 10.7 Inelddein 0S X Lion [27-1]

Tusdngawsiudondsii Apple Inc. Tlunslavan Mac 05 X lidegfudonnulawanly
Gulesives Apple 1os [27-2] wislawanyalnsvirdinny [27-3] Aen1suendt Mac tudaonste
wazdrannhia WesmnisruuufiRmsiiugiunanssuu UNIX shlsdauasun Windows
laiansnsaviauuy Mac 05 X lsiaguda usamgiiusiodsfodwiudlianssuudfdans Mac 0
x tugailaifs 10% ndoufldssuuoRneeenfunesiomn 27-a] vlsliduiiauladmiu
unineslunsiiasitaunfaustuniiielsnd §lmu Mac 05 X Tastaw uslutiagtu ndsni
SulFnussuuUfiing Mac 0s X Suulifasfinanniu [27-5) shlfimuntauivats
sefuuliufiagiunimuiawiias Mac 05 X

vaiuasiu mac os H

o = A v W s sv ) 9] oo saa

ntayaves F-Secure Faluuivniaugerdwismuauiuasuasadiy wui dawisngih
mngielaufglianu Mac Insassluuusingduieideunainu U 2007 lng F-Secure Fenlng
Fuild Trojan:0SX/DNSChanger Fwzaoaliglifnnsldsunsuiivaenindulandu QuickTime
wielddmiuginlevuiuled minduazuiuuieiay DNS Server Tuesesfllailunindasatauas
o 9 & @y va % o 3 £ o4 ) \ ' <
f9an1s [27-6] wagmdsnniudlaiinsAunudawiivu Mac innTuies s Sawslavdulngandu
159U FeUnsnTzeRIUIB Social Engineer iy Tuiounnsiau T 2009 dnsaunulngiu Trojan.
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iServices A fimdouifulusunsu iWork ‘09 wuuasdindudvdiuandesiuszuy Torrent [27-7]
wazsiaaliiun Afnsdununsdu Trojan.iServices.B fiundauiulusunsu Adobe Photoshop
Csa uwvanilindudvdiduiu [27-8] Tnmgnsaiiainan deamgiumnuiuasasndean
Symantec waz McAfee lsimanuisznmaudadiowliiudld Mac 0S X Ildandudmaneves
EimnndauIsui [27-9]

1u¥ 2011 udninesldvusnanlalanddld Mac egnaium Tagldtinsiinmuiesesdionlddmsu
“a¥19” ffawn$ iitelawdszuuUiRnng Mac 05 X Tastame fifenmasumnusiuasasndsan
CSIS Security Group I¢funuiniwenisiwasie Weyland-Yutani BOT aneeglusiuleléfu Feld
gonldniFnanannsaaiswiausivluedeyadldsnens unsn web form Whanluwsiwesi
vhauusEuuUFURMS Mac 05 X 1 [27-10] nihaeveweniiwridenaradudesuil 136 (27-1)

E D hittp: /fmpgite, comddindgate. php

D hittp: Afmmypsite, com./dirinjects. bt

D Encruption key

U7 136 (27-1) wifeelusunsu Weyland-Yutani BOT [27-10]

% Yo

RN Mac Bugnanamaindawd’ Jaifiawgenduiisnuianuiuacaends
Y

VU Mac eonuvanes1e udninesimelenaliimuigensiaiile Mac Defender Fsvaan
Flindulusunsudnwanusiuasiasade wiiessudidulnsdufinlusdoyadiudivesily
Wy vneavinsiasan [27-11] degrmiinivestsunsa Mac Defender Wufaguil 137
(27-2)

@ Finder File Edit View Go  Windew Help
"

i
andd e

ons i 1T Sucurity masket, Ovee
st worhdwicke comanies trust MAC
et

U 137 (27-2) daeehemirmaealsunsu Mac Defender [27-11]

fawrsdnamiignindsasuuaiowesflildlnsie dumuannsavenusiwes Safari
VU Mac 05 X flasiDalwadiiglinnaiivandrfalflnesnludd fusiteunshndewonsuaiding
spuudfiinissuanmiesudafouiinisnssyhifenadusunmesessuy wadliglitousia
rudtotiudy widlddnilugfliaulauazsesldsiaruitelfisunsuldfindeto (27-12] 910
Japmndsnan Apple Inc. Fsldoenunndsniflerisszuunsivaeulndigldnnilnantousinns
Walwd Teovamuiilndiniinanunddnvaeivasdulaws ssuvasuusiligliviinisau
Idtfutudt (27-13] feguil 138 (27-3)

“MacDefender.mpkg" will damage your computer.
You should mowve it to the Trash.

Safari downloaded this file today at 2:24 PM from
169.254.77.133. It contains the "0SX.MacDefender.A" malware.

@ ( Open ) [ cCancel ) [ Mowveto Trash

31/17 138 (27-3) Shegamrsusufoulnsiliiaonsy [27-13]

3nIINTUNTITUINVRETAKITUN Mac OS X TiuuuiliduivziiugnniuiEes andeyaves
iAntivirus Fadumugeniuasueuitifauy Mac wud Jagduilifawisuu Mac wnnd1 100
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aneiug dewdzdudunuiies wilwsdwlnajgndalieglussiuanusuussdugeanununia
au [27-14] ilslutuilifawrimhaulafelnsduie Flashback

FlashbackH

ffaua$ Flashback gnéunuadausnidleifeutussu 2011 Tasvaendndusiadedndu
Adobe Flash Player Tunsutiuglsifinsassmmundomeeyladufivy uonandsdoya MAC
Address voaindesldoanluduados Server wazlindosmdliflaufanunsansiuldin wieeds
namRnsTawIuds [27-15) lunaniu Flashback gndelidusansifanusuasied silsf Apple
inc. lldudosunmdiiionsaadeuasdnsfausilasiuil  [27-16]

' < = o s = a 1w = A o
21313An13 1 8391ndauas Flashback iauanansalunishnseiuinies Server iiagnian
X v v o s 1 ) s 1 a ' o

neoTtuvesiedld vililuneidusieq w1 ffaus Flashback lagnifiuanuasalysde wWhin
s iy aghivhodmuiigniueglussuuiiidu Virtual Machine (A1saN1sa Anti-forensics)
[27-17] sadsUansvhenmesszuy XProtect Faduszuulosiudawisuu Mac OS X uaziliou
Wiulusunsu XProtectUpdater wialilitaninsanidlvasunndanidadawisaneiugivig 1adn
[27-18] Fapuanwnsalydg wiangnifamuniiaidianlunaniiies 1 feu uagneuil Flashback i
Wwmnefudueuuds tufe nsuluedayadiuiivesdly

Tuftoununitus 2012 aesuglmivesiiawa$ Flashback Aldusingiu Tagluadsillflaud
HuTedlMIYe Java oSTuL (CVE-2011-3544 WAz CVE-2008-5353) Wiegldidnlugaiulesii
Javascript Benld Java-applet flaufirnugedlnifangn U5 INguinve Certificate Uanuuas
Apple Inc. fsguft 139 (27-) iilenaenlifldadilusunsy Savnnglifads Java nesturililu
et (neffunewioungainieu 2011) faursaraunsoinneiiesaduniomaslldlas Al
Tiduna wWiuarmAnunfias uivmnidu Java nesdulml szuvasudafiowi Certificate dulshin
dofle (Untrusted) uiglifidanunsafndalusunsudanald egndlsfian nauildilaulandsin
goslmiilagdnlvajazdugld Mac 05 X esHu 10.6 adly ifesannlu Mac 0S X nesiu 10.7
1 Apple Inc. Inenlusunsy Java 20NNTLUVUURNSUE [27-19]

Do you want content signed by “Apple Inc.” to have access to
i 1 your computer?

! The digital signature of this certificate could not be verified. Do not trust
this certificate if you do not know who issued it.

[71 Always trust “Apple Inc."

=3 Apple Inc.

Apple Inc.

Self-signed root certificate
Expires: dimanche & mal 2012 20:02:04 HEL

€ This root certificate is not trusted

» Trust

» Details

- TR — -
@ Hide Certificate | Cancel

A

U 139 (27-4) ni199 Certificate Uasuwas Apple Inc. [27-19]

Tuisieuiiunau 2012 Fauas Flashback Waunludntumenissumdslunisviiauain Twitter
Fasandlawisadenaunvzsyurineiar IP venasosdaidsliluldnveslusunsuy viliasesiuy
annsaaTIInuLazgnaslaladtg [27-20] UTEW Intego fimumeriduisueudhifa ldaediinsen

v
= v

Joyaveuiawds Flashback udmudn fawisimiiunazgnaislnegimunieniuiu MacDefender
[27-21]

Tuiudl 2 wwieu 2012 ¥3d891nU39 Drweb Fuduimumeninitoatuliia ldsenu
nsfunuaneiuglvivestaif Flashback Gaazlaufriudestnives Java (CVE-2012-0507) [27-
221 g3 Dr.Web m1adn Siedes Mac fifndawasienariluudalishnga 600,000 wdes [27-23]
anetuglusives Flashback l¢suntsisdetn OSx/Flashback K fsasindginiosesldtiiunis
Wadulediiildndunseileg daudeyaanuivm F-Secure szyin veslwives Java fisfauadly
Tumslaufidu gnudlalaeuisn oracle uazldmunsunmdifiousludosinirinanlufustfui
14 nunaus U 2012 ud TﬂﬂLN&JLLwiﬁwuswUUﬁﬁ’ami Windows, Linux way UNIX [27-24]
[27-25] wiu3EW Apple Inc. ndulslenudesunndfinanniussuusman [27-26] aunseviaiuil
4 wwigy 2012 Sedunndiiieudludedlnifina1neanuiniesyuu Software Update 183 Mac OS
X [27-27] wassiloTuil 6 wwieu 2012 Software engineer 91NUSEM Garmin International 161
Wania3eaile FlashbackChecker ielilunisnaaeuinies Mac Tfinsfauas Flashback uidelal
Fsflfanunsonniiluanldarniduled htps:/sithub.comyjils/FlashbackChecker
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No system is safe

U990u Apple Inc. Wilaunsyuy Gatekeeper Bulunisfimuslifiaugenduisidnanas
nzifauiiu Apple ifie$u Developer ID uavdssansiwisull Apple \ludnsiaaauuas Sign sensiuas
Wy deuzmeunsviiudld Feseuu Gatekeeper HawlEaldlu Mac OS X 1ot 10.8 [27-28]

fowasuu Mac Hufisnuny uaziuuiliuflazgnifmuselulianunsowndnszneuazaing

mundemeld inntudesq Flashback Wushethsiniuandliiusnanuannsalunislous

FuveliFnen vesszuy iy Mac 05 X limstueuls uazmsmiufinniugnasiFesanny

ﬁumﬂaamﬁ’aagjtaua wsrzluneuil msfidlavanues Apple Inc. Waguan “Mac lifflh$a” an

i “Mac lifalataves PC” [27-29] shadudyananieudianin A1t Mac anadsnaniiazfosinia

genlfaswouR h3aud R uls

dWdJ

[27-1  http://www.apple.com/macosx

[27-2] http://web.archive.org/web/20080319080218/

[27-3] http://www.youtube.com/watch?v=ZwQpPgPKbAw

[27-Y http//www.w3schools.com/browsers/browsers_os.asp

[27-5] http://www.cultofmac.com/139839/mac-market-share-continues-to-rise-
while-pc-shipments-decline-report/

[27-6] http://www.f-secure.com/v-descs/trojan_osx_dnschanger.shtml

[27-71  http://www.macrumors.com/2009/01/22/iwork-09-torrent-carrying-os-x-
trojan/

[27-8] http://us.norton.com/theme.jsp?themeid=ibotnet

[27-9] http://edition.cnn.com/2009/TECH/04/22/
first.mac.botnet/index.html

[27-10] http://www.csis.dk/en/csis/blog/3195/

[27-1] http://www.pcworld.com/article/226846/
fake_macdefender_brings_malware_to_macs.html

[27-12] http://www.zdnet.com/blog/bott/an-applecare-support-rep-talks-mac-
malware-is-getting-worse/3342

[27-13] http://support.apple.com/kb/HT4651

[27-14) http://www.iantivirus.com/threats/

[27-15] http://arstechnica.com/apple/news/2011/09/mac-trojan-pretends-to-be-

flash-player-installer-to-get-in-the-door.ars

[27-16] http://www.theregister.co.uk/2011/09/27/
apple_updates_mac_malware_protection/

[27-17) http://www.theregister.co.uk/2011/10/13/
mac_trojan_innovates/

[27-18] http://threatpost.com/en_us/blogs/flashback-trojan-now-disabling-mac-
xprotect-101911

[27-19] http://www.h-online.com/security/news/item/Flashback-malware-uses-new-
infection-technique-1442810.html

[27-20] http://www.intego.com/mac-security-blog/flashback-mac-malware-uses-
twitter-as-command-and-control-center/

[27-21] http://www.intego.com/mac-security-blog/new-flashback-variant-changes-
tack-to-infect-macs/

[27-22] http://news.drweb.com/?i=2341

[27-23] http://thehackernews.com/2012/04/more-than-600000-macs-system-
infected.html

[27-2U] https://www.f-secure.com/weblog/archives/00002341.html

[27-25] http://nakedsecurity.sophos.com/2012/02/15/oracle-java-and-adobe-
shockwave-patches-for-february-too/

[27-26] http://nakedsecurity.sophos.com/2012/04/04/apple-patches-java-hole-that-
was-being-used-to-compromise-mac-users/

[27-27] http://news.cnet.com/8301-13579_3-57410389-37/fighting-flashback-apple-
issues-second-mac-update/

[27-28] http://www.apple.com/macosx/mountain-lion/security.html

[27-29] http://www.apple.com/why-mac/better-os/
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JuRlwotws: Y w.A. 2555
Usulgeaga: Y wA. 2555

YPONAINDUIUNAMUTI1EERAY9) @IUNO9DINIINUNANMLAL http://www.thaicert.
or.th/papers/technical/2012/pp2012te0001.html) Fslalldiiswazidonluddnuinin dmunn
< o g v o ' M MY a ) ' 4 o < Y &
zdunsuugihlivherlsunseds ualdlassuieinvedslstoiluiisesls deduunanui
avihdauuziivaiunveeanulidanuiy elignenalifivszaunisalinntdnanunseily
Uszendld viiowdlusivianudmegsluiagliegnsieny

dh1yndls Web application uge1ufinamsuiiegudituseneudieves 2 agns ufe Web
server uag Application agnausniildun Apache waz IS s 3infiuf heatienvvedddudnu
119 19U lighttpd w38 nginx Wanandinarewuglusgns Apache Tomcat usifegluiiugrudesiu

v v
o

MieAu drupgramdsnlann PHP, JSP uay ASP tHundn uazAddidus wu Ruby, C#, python s

= '

fwveumfidudetieldianestine perl Adalinsldnueglides

Mo . . =3 <, < | a 2o o & a
uslaidndau Application agiluezlsinm dauusniie Web server Adwhaumilouwpuiaue
1o a O A o Y o A ' 1% 9 . . & o A
lifinswaesuwlas tuevimihidudenarsseniredldnuiu Application {emas wazlunsdi
fin1slaufl Web application 1fintiu Web server s faziduneuuinddy Mueudiumanisel
a 2 o = = o ' v v
milaudlaenaen waziuiuiinseandenelily Log file Aafivanee) vimwenvveldiseuiaiu
dAnyred Log file 91nUszaun1sala3esiuniug We Web application 49911 andudmane
voumaliuszasAd

' Ay s o S0 g Y oGy a = Y =
LLC"]ﬂ’]ﬁ‘V]i'J'mﬂiﬂllfﬂ‘ﬁaﬂﬂqﬂgﬂiﬂll(’*lﬁ']Li?]LLﬁ'JﬂlﬂJu"l‘ﬂ%ﬂWl’l‘l‘Viﬁ fawdinsilansiuseasiden

Y Y
milaudegsadenann Log awtelivinuanmnsauilugediniliesagndosasuiiuuinyy F3a
niuife viuanunsailaneuiinslanfiesan auintu viieudiuddeuiinislaufazdisa Feisvun
i 91998 lAlnen15Ra1Te1aTN Log 989 Web server 1iiad

£ Web application wawinlailéiiveslud (vulnerability) winii3iusguérauiifairunios
flelaf (Exploit) wandnefusgraunivians Aoviududguaszuuifianuseiinss fsmuaunised
utiuies Ausniiglivszasdinazvhieudiozlaufivinuiifie msasedeuszuLTesUTiDTIUTM
U93a (Information gathering) msnszThiuninseaiieniinis Probe wse Scan MU0
38071 Footprinting dw3uisnsidlévainvans drusnnsinagliieesiiodaluifu Nikto, W3af

3o Skipfish Fafuaiesdlenifiniswandrwegdlifinyariuy Internet

192.168.56.1 27:01 +0700] "GET /sfi9876.xslt HTTP/1.1" 404 5
07 "http://192.168.56.101/" "Mozilla/5.8 SF/2.05b"

197.168.56.1 - - 27:81 +8700) "GET /sFi9R76.xmL HTTP/1.1" 404 58
7 "http://192.168.56.101/" "Mozllla/5.@ SF/2.@5b"

192.168.56.1 - - 27:01 +0700] "GET /sfi9876.xml HTTP/1.1" 404 5@
7 "http://192.168.56.161/" "Mozilla/5.8 SF/2.85b"

192.168.56.1 - - 27:01 +8760] "GET /sfi9876.xmlL HTTP/1.1" 404 5@
7 "http://192.168.56.181/" "Mozilla/5.8 SF/2.@5h"

192.168.56.1 - - 27:01 +0760] "GET /sTL9876.XML HTTP/1.1" 404 5@
7 "http://192.168.56.161/" "Mozilla/5.8 SF/2.85b"

192.168.56.1 27:01 10760] "GET /sfi9876.xml HTTP/1.1" 404 5@
7 "http://192.168.56.161/" "Mozilla/5.6 SF/2.85b"

192.168.56.1 - - 27:81 +8708] "GET /<Fi9R76.xmlL HTTP/1.1" 404 5@
7 "http://192.168.56.1081/" "Mozllla/5.8 SFf2.@5b"

192.168.56.1 - - | ;i 27:01 +0700] "GET /sfi9876.xslt HTTP/1.1" 404 5
@7 "http://192.168.56.101/" "Mozilla/5.0 SF/2.05b"

192.168.56.1 - - 27:01 +0780] "GET /sfio876.xml HTTP/1.1" 484 5@
7 "http://192.168.56.101/" "Mozilla/5.0 SF/2.85b

192.168.56.1 - - 27:01 +0700] "GET /sTi9876.xmL HTTP/1.1" 404 50
7 "http://192.168.56.101/" "Mozilla/5.0 S5F/2.@5b"

192.168.56.1 - - 27:01 +0780] "GET /sfio876.xml HTTP/1.1" 484 5@

7 "http://192.168.56.101/" "Mozilla/5.8 SF/2.85b"
-
U7 140 (28-1) uans Log 984 Apache 1ign Scan felusunsu Skipfish

o P A v o . vy v & < v Y o P <,
fogsiansliliunlusunsu Skipfish 919dutiu o1vvziuldrsudsdnmudiosnnidunis
Scan Tnglildfinsusuussainisviinuleg vedusunsu Skipfish wae wazinisveaaesdulpies
R L) v o ad g o " v Aoy v Y a & o 1%
wielaiinnsldnusie wilunsandueiosusidendnififidunldvinadudvnnn uagy
liiUszasin Aidoantsngedlnilu Web application 90wy fnsusuuaemlilusinsuvineu
Tudnwasfvilndunamiuldeonndy wu Wasua User Agent Tiilunes Web browser 939 (lu
fhogralu Mozilla/5.0 SF/2.05b Failluwes Skipfish Iastany) uazuSunsianuladnas wnud
¥ Scan sgaudnTAuSmateduasily 1 3ufinuiiegns Wislinauesnis Scan gnauniu
TAunslinuaseuuasesivie Aumnviunguluy Log ves Web server vaavinuluiuil viw
. o < a a & o a . s o P
g1aldanunsadunaiuanuRaunforlsiae v e1aaedifliuseasdd ¥ins Scan Tudmane
foviaNeA3InnIL

win1sasavaevlugUuuuil ldaedselusunsuegslsinig FsfideaiaTuegauiueoun
Ao 404 error FaagLAnTIlelUTUNTUNRTIIYRdInIwAT nereaaTelndnenateglusyuy
Tnglvidwaniioralugednd faunsahuliidulselenilunmsanzdigszuuaien 16 Jelvad
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Wswnsuwanihunassn envvzunngudeyaiiinissusaneliasmi Judulndfdnay

St VoA Ay S = & 1Y) M v v <
\dutedlvd viedteyaiiauls vieoadumamludnume Brute-force Al nadwsvasnnal
Folvd dnazAauinningn uaznnassiida Web server fazduiinienlilu Log 3ndu 404 error &
wUadn file not found Hutes

Log 99415 Scan ﬁuaﬂ?ﬂsLmiuméﬂﬁmﬁ]%@dﬁﬁﬂ%mmmﬂ (useensivszunas 10000
UT9Tn L8 404 Uszanas 1200 UssVia) wilefieuiu Log ves Web server ﬁﬁﬁi’wmuéﬁwmﬁﬂ
wuang ud Aenaisenladinduuadrnndng ludwau Log umea FaurensiamaruRaunit
Isteensls ufferuiiduineiuedesielu Unix e1eaziinfaedosdie grep uas we Feinsendoanny
$lun1s@eu grep pattern Mwnzanuassios login Whlulu Web server si3agunsalfiviiu Log 4
adaiideinsnsandey uenanliazmnuda uWﬂwuﬂﬂﬁéaﬁmUﬂaaa“iiu Log ¥ufidsdpemiiiung
\048née 1w Block IP address fiosasdeil Firewall w3y ACL Uy Apache 184 Fa199wdndn
laviuns viselinrnuiananalalnedne

Wiethelinsasvaeuauinunilu Log \dululaesnlugif uazanunsavinissuile (Mitigate)
funsTauilalaesmluiifsne s dudediifolusunsuussian Log monitoring wieunswiwena
aednindu Host-based IPS Uszunmmite Selusunsumaniiasyinnisnsaadey Log firvumuse
bz Wenuiiisens Log iRaunfinmudeuluiisnivun Sufasduiunmsmusdsiisiun
Warmih Wuiuenanmualilusunsuiing Asgasivd@euanIuy 404 Uu Log 909 Apache
Tnszydeuludn wnfisrenns 404 990 1P eafukoud 20 a$ilu 1 Junit 9 Block IP address
‘151"‘1451”;8 iptables yiufl

fhoghsvaslusunsussianiiiavil 1¥ud FailzBan (http:/www fail2ban.org) g
senuuuIlidesiunislaufiuszunm Brute-force Tnsande iptables ush block nsTawd Falu
nsiiil wezimundoulald Failzban nsaadeu Apache log Tiilnadéidu 404 error (file not
found) fifiaadiinnnd 20 e 1 3unit Tneldguiuuues configuration fielul

# Fail2Ban configuration file

# Modified from https://rem.co/en/article/fail2ban-
phpmyadmin-script/ - PHPMyAdmin protection rules

[Definition]

failregex = <HOST> -*”(GET|POST) .*” 404 .*

ignoreregex =

dmugldem Debian GNU/Linux uag Ubuntu Tiufinlnafidude /etc/failzban/flter.d/
apache-404.conf dwldu Distribution Bulsinsivaeusumisiliulg filter ves Fail2ban
Ingilaves Distribution 1uq

Sustoly nsraaoudn Apache fiinuldfueg 1fiu Log (access log) 137iln (ELuﬁfZaugalﬁ
i Jetc/apache2/access.log ) Wensuuda Iiiusemsidllng /etc/fail2ban/jail.conf uae
ety dmfugldan Linux Distribution Suiilaily Debian wie Ubuntu Trinsnaaeusumia
Ffulwg jail conf voe Fail2ban 91ngileves Distribution 1

[apache-404]

enabled = true

port = http,https

filter = apache-404

logpath = /var/\log/apache2/access.log
maxretry = 20

findtime = 1

bantime = 300

bantime Aa¥s3anfiagli Fail2ban block N15inEiaan IP Ngnasianudmesuladszuy

al A o P ' 2 a a o & | a = 9 v . °
mudeuluiidmun lnedvihaduini mndmuadumfnau wnnedidy Failzban viinis
block IP 11uq naeall uwazedduin fiaw 20 aswwie 1 Iudidunisauyfvu ieslidulddaay
lunsneaes Tudinassenasiandisinirdun Wewingliszasdfremnimauninnisnsinduds
wina bt

o munali Failzban sudee1auds filsufiazanass Scan seuusiae Skipfish gdnasa
finudn Failzban @ansansaanunislaufinudeuly fedl 404 error a0 IP ey 20 Adsie
a a o Yo &
¥ uagyiinng block 1ad1i59

o

;Vz‘Uﬁ 141 (28-2) uansn15v191u%84 Fail2ban 977 Log Yaslusunsu
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waziloungluile Skipfish Agnud1 n13 Scan gn block melunandszuna 3.5 Juniiwiniu

+]
+] This was a great day for scilence!

FUT 142 (28-3) uananTsvi19uveq Skipfish 1891073 Scan inosusizeRitosiuliuas

ANMINAaeY auleIn Fail2ban ansnsadesiunsiin Information gathering 838 URL
scanning %38 URL bruteforcing naluszdunils usogralsfinny mndliusgasAdlisuLuunis
Scan ¥39 Probe 388uq vislunsdifivesszuuiifivedwififindufioguén Jlivsvasdffonnas
vhnslanlélae Failzban liansnsansiadusastesiuld uenainil ssuusmatumstawiynada
geuilonafivwifinanufianainludnuazdisonit False positive 16 ﬁuﬁal:t‘]ums’[fﬁmuﬂﬂaﬁgﬂ
lafindndunisTanf wargn block eeslsiesasidu ﬁm%’uﬁ'saEhm‘/'iLLamﬁmmﬁcﬂiﬁmﬂé’ﬁwm
Hulwdvasyinuies flenaadns html page 7 dead link Sruausnnlaglaizi sihlvgidnansaduled
ﬁ?ummﬂﬂagﬂ block \ilesarnifin 404 error Fuanmiiurnifmualaglallddsla

wazdaudifleviwAnde Failzban lUuduagldnaduiiumelas iufnlishagiiansannig
tJosriu Web application 209NuAIsNInsN15aUe e iellondelulAnizas Defense-in-depth
38 Layered defense #aileuazinisnistosiunuudug siaueliinlivswlulenasely

0

Wwyu: @NFC nauuy
JuRlwuwws: 8 Ju. 2555
Usuusvaiga: 1e Dy 2555

Discovery

WaTui 28 W.A. 2555 ige1u CERT ¥a9UseinadnsIu (MAHER) s1891u3n taAunusTawas
iR muneiielaudusemasnsu Inglaisentawisdaiin Flame Tuilasdu 1ne MAHER

Ipdufivgudn Flame gnitmundulaggmnniisudientu Stuxnet uag Duqu

Flame ¥a1ulduy Windows XP, Vista wag 7 WA5n15unInszanes1un1e USB Drive way
N A & @ ad o v o ° o a v
unsHusEULATEYY (@uTWIBAeIUU Stuxnet) NM1svieundng ves Flame Aevluedeya
Username Waz Password, dnapudaides, Juiin Screenshot uagdnasudsoyaeanluli Ca&c
Server HMUNNNESA SSH way HTTPS [29-1]

quéﬁa CrySysS (Laboratory of Cryptography and System Security) 910 Budapest Uni-
versity of Technology and Economics Bensfauaisiiin Skywiper LLaﬂ@ﬂﬁsﬁayjaLﬁmau’i’] 15
SudammmisTasfidedaunifnanianmansg Ussmaitalan lldusiansluns fusennansegns
o1 uenandasldRumuEi Skywiper iﬂumifdauﬁaLaﬂlﬂﬁgﬂmmﬁﬂmthJsLLnsaJLLau?Tl'J%’a
Tnensdeulanlilulng ocx way tmp ddusunsuneuiiidalaednivajorliaunulid 2 viind
[29-2] CrySyS $1897U71 miﬁ@umﬁaLn%ﬁaﬂénﬁmﬁ]slﬁ%umsaﬁuaguﬁmmsﬁumﬂ%’gmaﬁa
Useinafifianugiosnisiialdiawaslunsvin Cyber Warfare (1nansves CrySys)

o

989N Kaspersky Lab lossnudeyaiiuini Ysanafinndudimneveanislau
Ioun Bvsu lwunueu F5e Basea wazUsemedue) luuaunugannatd augui 143 (29-1)
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uﬂ/ﬁ’ 143 (29-1) Ussmainnhudhmanemslausves Flame (7 Securelist.com)

INNITIATIZNVRY Kaspersky WuUd1 Flame Hldudsenoumsinumates diusiuegeae
fiu W Backdoor, Trojan sandedruildunisyiaruuuy Worm galdlunisunsnsgangdieasiu
syUULAsaTne vibidsTaksivunalagite 20 MB 3981nRan15ATIZ%

Kaspersky #ui1 §a31s Flame lduasuuvasiunandiasndlad weldiAnauegaenlunis
asvaeu TngYunanfiadslilduenaandulldmausd 1992, 1994, 1995 WieUdug uslugadiu
Ingjraslawisgnadndlul 2011 war 2012 NMNTUATIENVOS Kaspersky A1AIN Flame W13wgn
afstluthaieununius-Gunau T 2010 [29-3]

Symantec lésenunmsaunuliawsisemuiu uarldGondauwsiiiin Flamer ndwndi
Ifneitawsii vlsmsudeyaiudui fnsleufluiiglsns fuseande uazdsluniny
Flamer wenanazulugdeyaue Foimihiidaunsnisdesnthiuressymednsiu Inens Shut
down 52U Oil terminal siae [29-4] [29-5]

Certificate

naIninTeTzidamslneniienuange Wewisnsinaulagidmsweuns Tuiuf
3 1.8, 2555 Microsoft lsudaiiou Security Advisory vaneias 2718704 Aeeisesvasnisiasy
Digital Certificate 484 Microsoft @4 Certificate Asna1fignldluns Sign lnves Flame [29-6]

1Anv04 Flame an Sign 1ne Microsoft Terminal Server Licensing Service Faduszuuildly
msBudusmeulunsainazdluldeu Remote Desktop Service Tupsnns szuufInaILONIINDL
8N Certificate 1uad Faanansa Sign Tanlwiulusunsulane

Tuleediu Microsoft 43931 wnn1salfna1uinaIndediuives Cryptography algorithm
suiin avilvigasradauisananse Sign Tanveslusunsulvgmileuiuilusunsutugniauiuag
175un155us893In Microsoft ualunoududaldlalinuazBuafiufnvestesdwinmnan [29-7]

QL%EJ'J%W&’W Security M3asziiin Yosluivesnis Sien 16a 1inennIsi Microsoft
Certificate Authority (CA) W§ane37iu MD5 Tun1s Sign Certificate Fadane3iudananidaym
04 Hash Collision ¥liudninesanunsaadne Certificate Uaouiifl MD5 Hash asafiu Hash ves
Microsoft uwdadud g Terminal Server wialw Sign Taves Flame Tngld Certificate 9334
Microsoft 1@ [29-8] [29-9]

Certificate 7ignl#lunns Sign 1#Avas Flame o Microsoft Enforced Licensing Intermediate
PCA %&Qn Sign Tpe Microsoft Root Authority Wag Microsoft Enforced Licensing Registration
Authority CA (SHA1) %ﬂgﬂ Sign Tae Microsoft Root Certificate Authority [29-10] #ee1s Cer-
tificate fanarufusssuil 144 (29-2)

Digital Signature Details K1 E3 | cervificate HE
Gererel | advanced | Genersl | Detads Certiication Path |
=3, Digital Signature Information ~ Cartification path
This digital signature is OK. =] Microsolt Rook Authrity
& Morosolt Eforced Licevming Intermediste PCA
[E Mhcrosolt Enforced Licensing Registr stion Authority 4
Skaner information [ Mcrimadt LSRA PA
Nama: 15 fem]as |
Emai: bt avvaitatie
‘Shgring time: [Tumsdlay, Dmcember 23, 2010 4:54:40 Pt
Views Certiticats
~ Countrrtgnabires
Harea cf signar: e ;
VEFISION T SELAMping Seraces Sner - Gl
" | 2 Certificate status:
This cartficate i OF.
J

g‘l]ﬁv 144 (29-2) Certificate 9a3 Microsoft 7/{7777‘2?7‘1?7775 sign 1Aves Flame (7: F-Secure)
Microsoft latlapanuanunsalunisesn Certificate 6 Terminal Server waglAlueuns Update

WneLaY 2718704 ile Revoke Certificate fana

Tudun 6 A.8. Microsoft leeSuresivazidenfisinyedisnsn Flame Tolunslaufiszuu
Certificate {iaulaanansnsuseaziBeafisndnldn Guled Technet
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Wwindows Update

AUTTAANLTIITIYRINTS Sign lARveslawIsie Certificate ¥e9 Microsoft fianisineunssl
AISHIUTEUU Windows Update

\3esiinn Flame szdssnteafiui@imnes Web Proxy Autodiscovery Protocol (WPAD) Tae
Unfiuds insesnaufiamesild Windows %Qﬂ&y’q@h Proxy 19181 Automatic proxy detection #&4
niideudefussuuiadetns wlewinanasnengufanefudinnes wpad DOMAINNAME (wu
wpad.thaicert.or.th Tunsdifieiesdsnaneglulaiu thaicert.or.th) tiiensraaeuinilelniiing
auifiausie HTTP Proxy ieldeu Windows Update

= a sala ' I3 =) A A &
\seInBUNIAesNGAA Flame Awdslild wpad.dat Wieidudyaraueninsesiegluiiatne
= LY o o ' a' v . 1 o a sl =l
Wenfudliidewsie Proxy iieldau Windows Update anntiuniesmenitimeiiieglussuuinie
418 WwWeuRoIl NS uAIeWRn Flame Wisamlvaalvd Windows Update

TneUnAudsyuy Windows Update 92iin15nsadeu Signature vaslndfiazthunsmian
wieliudlandulwaiiunain Microsoft 349 uaziilesain Flame gn Sign Tngld Certificate voa
Microsoft Seanansaunsnszaefaekusy Uy Windows Update I [29-11] [29-12] Sunounis
¥ha1uvea Flame WHudsguil 145 (29-3)

o el !
WEAD? E‘E
Weaps -

WPAD.DAT C 'j
Windows Update [T":j

NN N

i
Tumbler L
http:f/ .. fviewphp : L— ‘—1
“* Flamer = -

U 145 (29-3) msunsnsarevee Flame WUszUY Windows Update  (7u7: Symantec)

Twiudl 4 §1.8. 2555 Kaspersky 571897173 1A309 C&C U949 Flame Wulamuiiaansidoulagly
Joyauaou Faldnuiundt 80 lawu uazdsAunuiianinii Flame azdudwinegnstoya 1 KB oon

NA PDF, Excel, Word finuluipes anntuas Judaudidsimagnstoyanlallvliiiuiaios C&C
dielvirunmuauiawifegiinseiasionteyaeslseenluaniaies mde [29-13]

wINTiEnsAunUAIDs CRC it 2 Su 1ndes C&C unsdufiladerds “SUICIDE” e
aulwdnnlndves Flame genanIASEBEe Symantec 1B Mdwaudsnanilduns
“aulaauysal” (Completely Remove) insizaoulmuudiauaves Flame flagluirdosasgn
aufaTuiTlaSudatiu [29-14]

Awareness

nMsidresiwivesszuy Windows Update 1udasmslunisiaui ﬁﬂﬁ;ﬁﬁmmmﬁw Secu-
rity Via’]8t'hEJaaﬂmLLﬁmmmﬁﬂ’;alm%ﬂﬁﬁaﬂma% Johannes B. Ullrich 911 SANS Technology
Institute Tefideuuziilun1st¥au Windows Update wu finds Update knumsifeusiodidetie
1§ Buiesiiniithundoiivhain) winhu S 38msdnanezdesiunsTaufuuu Man-in-the-
Middle Tailéiuuy 100% fmy wsifaansaananudssiiazgnlanfnnmadadisiuld egrdlsin
mnsnduflazdosiings Update russuuinieteasisae asimsidousionnu VPN [29-15]

Wwhat's nexit?

MnmsiavesTawslut e dittiumn lidrezidu Stuxnet, Duqu AuNA4 Flame fasiinge
fusganilsfo Sawrsanillsildgnateanidielifnanudemesoyanaily wignadsiuinlag
{HngUszasindnitodilalasfimisnusziutszma Ssfnamiuandiiiuin mevhaseslu
Hagtuiuldiudsugiuuunngnsismemanms smdunmavhasssssulanleueiuds imseld
asfunshaedeys msduin visuinssimsdinedudnlluguvesingitenlusmudy
Renansavhlddaenislifawsiedu fdu Fudufiaudlaetnsen deantd nsvhasasuilulan
lwesazdululufianida ieflagldiBeuiuasdostusislsiosnaiursi

oJTov
[29-1  http://www.certcc.ir/index.php?name=news&file=article&sid=1894
[29-2] http://nakedsecurity.sophos.com/2012/05/28/flame-malware-cyber-attack/

[29-3] http://www.securelist.com/en/blog?weblogid=208193522
[29-4] http://www.symantec.com/connect/blogs/flamer-highly-sophisticated-and-
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discreet-threat-targets-middle-east

[29-5] http://thehackernews.com/2012/05/flame-malware-21st-century-massive.html

[29-6] http://blogs.technet.com/b/srd/archive/2012/06/03/microsoft-certification-
authority-signing-certificates-added-to-the-untrusted-certificate-store.aspx

[29-71 http://technet.microsoft.com/en-us/security/advisory/2718704

[29-8] http://www.h-online.com/security/news/item/Flame-worm-was-signed-by-forged-
Microsoft-certificate-1594388.html

[29-9] http://searchsecurity.techtarget.com/news/2240151187/Microsoft-revokes-
fraudulent-certificates-used-by-Flame-malware-toolkit

[29-10] https://www.f-secure.com/weblog/archives/00002377.html

[29-111 http://nakedsecurity.sophos.com/2012/06/04/flame-malware-used-man-in-the-
middle-attack-against-windows-update/

[29-12] http://www.symantec.com/connect/blogs/w32flamer-microsoft-windows-update-
man-middle

[29-13] http://arstechnica.com/security/2012/06/flame-espionage-malware-used-huge-
network-to-steal-blueprints/

[29-14] http://www.symantec.com/connect/blogs/flamer-urgent-suicide

[29-15] http://isc.sans.edu/diary.html(?storyid=13429
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Tnsiuneii uaedllfegluszuu Android wa i0S NlFuuUlnsdwiliefionis JULUUNMIINNUYeS
| .| a ' LA < 2% v oA s a o Iaal
wiazszuy liinazisenin chroot, Jail 158 Sandbox g1 mLLuﬂzu’«gmUﬁ:ﬁmmmnu BRSNS
Waueavuansiudnties lufillazvenanis chroot dmSu Apache web server faguu

a wa . & o A N Y a o
sUUUURNTT Linux WWundn tialiliinannuduau

Tudlossududesimunfiuiiianed Application usazdannsaldnuldliueniuodadn
¥1audn Tu Application Ailarmdudeusens Web server udafituinduFesigeenlitios Tusdin
firusntloydrfyresnisvh chroot dm3u Web server fifte Shared library uag System file
s Web server sududeddlumsiau wisndudes Copy daudsznousie maniluliluiiui
fasAmualmiuiuiiamzuos Web server doreu vnindisands Log file was Temporary file
#1397 Web server agdfaadisusenitansviienug wazandildnanludnegiugi s chroot wie
Jail lafldnsUesiu Web application lngmss Lﬁaﬁmsmmﬂmmejﬂmﬂ‘uaamsﬁﬁl,ﬁumil,l,é'a 1
guaszuudwaulitesisenvasAnit Wunisamuasuseilildnafiviniiads uazervasdasuduien
iudsihes foviuufoa

usinLduasauda n1s chroot agtduuseleviinnlunisannanssvu (Mitigate) ¥03n15laui
UgULU fiunfasiidusmeiuszuuegisnn wu msTaudluzuiuu Command injection vidoms
i1 Shell Fanadnsvosmshauivssamise madhdsszuuiiRnisTaeass wesdidvdlunisdhis
Idsngg samdsddsesszuuludnuusudotuildaunilduszuu Tasegneldans (Privileges)
83 Web server Tunsdiil win Web server Hu gn chroot 10113 Saudifdaasgnaadunsiudes
Twives Web application l9d15a wnazldanunsainanuszuurse Application ?J‘w?'iag”luszwﬁu
1§ anun il 185 (30-1) ua 186 (30-2)

# C99Shell v. 1.0 beta (21.05.2005) #

3‘1/17 146 (30-1) uang php shell iioviandly Apache Uni

€C99Shell v. 1.0 beta (21.05.2005) W

Enceder  Bind Elz:.s. FIF brute Sec, 5GL FHP-gede Feedback Self remave Logout

3“1/1/7’ 147 (30-2) uams php shell Lf/aag?u Apache ﬁgn chroot

PNANUUANFNVBIFUT 146 (30-1) war 147 (30-2) awwiulddn e Web server (lufilfio
Apache) gn chroot ud sialiignungnidnants glivszasanfazldamsadidaddszuuniond
#1199 likae iuuslnduas Web application waw Content #iaglu Web server Wit insngiiui

TszuuufiRnmseyanli Web server Wfialaduaiuiinldiiu Content v83 Web server wintiu

ognslsfinu gngeunas chroot Afdley Wuieafuszuutlesiudug nnvde lifszuula
anysainsauuliannsainagld uduusnAe chroot axanunsadesiunisidnfialdiane Ap-
plication #lailéfiand root winiu nsdifforverlihifnetn Wesmnlussuuufofnisadelnl
finagrimuelst Web server vhanluand user sssumihiu (Guudflivssasdiliinaiadugs
\u Privilege escalation wznanislulonianti) 3ndenilsie chroot lannsaldtosiunisi
AlivszasAfazyiiang visednuUadunily Web application veevimu Tunsalil Feadlarewdn ns
TawiUsgLan Command injection #3ensdsnssiny Shell figndnasuildly (3Uil 146 (30-1)) v
anansovhaldmuaniuss Web server winiu selisndiiniiuiiil Web server ansnsawdnsld
8 chroot wainu Web server Adasnfudsadnfis Web application %38 Content #inee) 1y
sUn viiedeyaiideansiaunseine oef deidadugaiiflivssasifanansanseyinsiaiie
wAsvuuvesiu 18 uenanni mskmaﬁﬁLﬂmmalﬂwﬁ'agalu Database 8814 SQL Injection
lanansodestulddhetstinusu

e Fefuazqasaunas chroot wdh mndwugsuosnathlunnaewingtng asdes
Voensls? dwsuviuilld Apache daust version 2.2.10 Fuld Areudneazine insizanuannse
chroot tu Idgnsamsnegludeguds dwsuriuld version windil Afivmadensn 2 madeld
mod_chroot #3814 mod_security s‘l’idﬁ]xhi%mﬂﬁﬂuﬁﬁ

Juasums chroot Iu Apache version 2.2.10 Jul y:0duaaulrnga Y Ju dud

L fwusfiuiidmsuindu root
2 ufly Apache configuration
3. 18 Web application

4. VPERUNTNNNIU


http://core.segfault.pl/%7Ehobbit/mod_chroot/
http://www.modsecurity.org/documentation/apache-internal-chroot.html
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Admuualidy Avarwwwroot

[[/770 F?,DaChe CO/?f/gUfaf/Of)
inussvinsiasieluiflu Apache configuration

ChrootDir /var/wwwroot

g1y Web application

< < v . v oA A v v & = o & v

LUBIANLUD chroot ka7 Apache i]xluaﬁuﬂiaL‘UﬁﬂdadwaQuaﬂ root vLﬂLafJ AIUUINTUALADY
éne Web application uay Content #149) iWhanaglu root Tvaiiivisvan wutihil Web application
Wi 8¢l /var/www/applicationl fisiasdne Web application danariuntiidu /variwwwroot/

var/www/applicationl

Faomavgduaulides unfilunisuaniunsitlisieunla Configuration wes Apache Tiun
auAulun dusumisfiiiu Log file wag SSL Key/Certificate #ldfiu Apache agluil@Sunanse
MU chroot uregsla Fslidnludeaudlulag iedu

naanunisniviu

wieliualadn ms chroot Wilueghsanysal lifinansenusdenisyenu sdndudemnaes
THauludla Tnendsann restart Apache uaa Timmassldunisunsiaasu Log file Tiuiladn
1351 404 not found w38 Error ves Web application intulagldmadn Se1amneaniins
€16 Web application waz content si1eq Ssliianysalognsfimsazidu
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MALWARE u
S:uuldNudnMs ANDROID
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wuu: [@nNyc nauuy
Junwuwws: 17 an. 2555
Usuusvaiga: 17 an. 2555

£

nunAN sz ey Malware lussuudiRnng Android ideulananifeianaiuain
Malware luszuudiiinis Android wiewiiauuziindsnisaiadeu Permission viodvsnmsvu
voslUsunsy uazuLziIENstaaiu Malware ludosiuluud luumanuneuit 2 dhenamitses
Trrdn3oTsnstvalq a1 Matware thaidlunisland wiosfaausuuamamstostuiionareld

ananuiauanyanu malware Jus:uvunudnis
Android

ndeyalu Mobile Threat Report Q2 2012 4a3 F-Secure [31-1] wu31 Malware 131 64%
wNgudeniTvesiauIn1guen (Third-party Android market) lngussinnves Malware

a

S R N . z S a s
NNUUINNEARAB Trojan Fapmlu 81% vesiuiIu Malware Mvuainuluiounwiey - UUIBU

aa v '

2555 fa3U7l 148 (31-1) adfnananuandiiiui Bnsunsnszaneves Malware tngaulngiiu
suilumaaenanigliduifnndlusunsudunsiodiluies

U
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Riskware

JUA 148 (31-1) Uszunnes Malware muluszuuUgUans Android (71 F-Secure)
wazandeyaves Kaspersky wuin 913U Malware Tusguuduinis Android luidieu
Wweu - Tgwiey 2555 Windufieu 3 whvesduiu Malware ludtouunsiau - Suiau 2555 fe

3Tl 149 (31-2) [31-2]
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U 149 (31-2) A suinduvess vy Malware luszuuufitiings Android (77 Net-Security)

Mails Android Market ineuilidsuteiiu Google Play Store fauii3m14 Google Agsimun
$UU Bouncer JuswiialilunisnsiadeuanuiiuaslasnsevasaunaindunnWamunads Wian

U av o

fewvrUdeelvifldaniilvananaudvonlduiiudafianm [31-3] withidefdsdunutednivesssuy

fanam uazldmeaesdsueundnduiiildnues Malware Wil Play Store udamuiiweundind
fanananunsaruidng Play Store Iilnglsifinisudafeuesmnusiunsasnsdoudedisle [31-4)
Fregnan1stariuszuy Bouncer in3deld wu n1sudsdiulinues Malware laluweundiadud
oeflu Play Store udaftuduiivmdel fudimnosnisuen Wedlifekueundiaduinduasda
o woundnduiufeglumaninanldnduiivdemnandinnesudaty vaumusdsunse
figrlally [31-5 sy Soustfldazmniivanueundiaduain Play Store fnasduguivoniiuasi

= R - P AN o ' o v
ummmwaaawqmmnmu LL[?]ﬂEJ\‘]IME]’H]@JUI‘\]’J”I’%]EU@E]WZ]EJQ’]H Malware 161

AvAnAw»IN Malware us:uvudgudnis Android

P
o '

Malware luszuudifns Android lagnitaunlusnn deyauaeifedieg1disnislaud
wuulvaifignAuny

Mman-in-the-mobile

Man-in-the-Mobile (MitMo) 11 1 lu3SmsTaufituy Man-in-the-Middle SaiduaBnnsiiilal
widdnunsnnanduserianmsaunuiitedniu deyalag bilvgiaunueydi dufiidnsutoya
Isuenanazanunsansiudeyamnegnsiiaununiuld ud Ssoraudluvievasuuastoyadiuds
Isishe dlemsTanddsnanineglugunsainamdsgnisandn Man-in-the-Mobile

#e811 Malware Alaufieneail wWu SPITMO (SpyEye in the mobile) ?ﬁwwaaﬂiﬁ;ﬂ%maﬁ
Tnanueundindundads Tnonelufiedshifssvasdfiazdn OTP (One-time password) faidu
sarudInsAmMssuIAsazds SMS anlsifugndniitelilunisidngssuu i Malware asdinuas
dwsio SMS Fananlulifugains Malware Litemusesiingszuuvessumsunuglifage [31-6]

Clickjacking

v
o v

Clickjacking Tngunfivznunedaivledfiguiewduiuldisssunialy wainiiutugndeu
s o o

ilneiifomituedlsiviu (Transparent Layer) Tneflsivisagnssumisuesuvoerifidad
Sunmeliteuriuiuuviedsiund vilidedldnaniiaeisman Assdunmsddiddedunse
turamilaglilédda (31-7)

TuszuuUfoRnts Android thadeldvaaesadns Malware fiuanina Transparent Layer $ou
vulemeuasuaunalady Browser iunfuszuuufoinis lagliluSenueundiadudu wu wound
wnduiituiinfoyanslinuvesliuduevdsoyadinanly Wilinded Wusu doganisTaud
MyTBRanaIansaglaan http://youtu.be/RxpMPranxC0 [31-8]

Antivirus Jaou
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T IN1sunsszu1aved Malware Tussuudiin1s Android Fsdiiauigenduas An-
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Antivirus Browser Calculator Calendar

I VirusScanner.apk oy, a - #
T it 18 PM

Camera Oock Contacts  Dev Tools

Downloads Email Gallery Messaging

gijﬁ 150 (31-3) froeauaunaingi Antivirus Uass (7 nakedsecurity)

Root bypass

PRV vads o

TusguuuiRns Linux 2eiida@ilinte root \udliniiavsasaaluszuu annsaudluniss
' 7 v o A a ¢ P
AvesszuUTIan I fviedsuudawuilulng veslilussuuaulnuild Weswinszuy
U§jUANn1s Android gnimunulaediugiusnansyuudiRnis Linux Feiida@glinidu root oy
Tusyuuwuriu danunis root TusguuuiRnis Android Favnefisnisusvaianaweundiadulas
fimudiedndues root

13 root gUsaifusTULUG RS Android dunsiituneuiBlumsvhunnsnaiuly uslag
wdnud anfunailndluunivesdds su (Super Usen Whilulasnnesfifiuddmesszuu uda
Amusanslalg su anunsaUszananald antuRndaeUnaLady Wy Superuser %130 SuperSu
asluszuy Lﬁammaau?ﬁw%l,l,azﬁ’mummiaﬁgzgmiﬁiﬂil,l,ﬂimﬁluq aN50UTELIARARTUAAY su
Tnadledndusunsufnaadluszuu udaiinnsenlilusunsuidesnisansves root azUsing
wihdstusndelildnadudumseyaadou figud 151 (31-) [31-10]

Deny.

~ Remember

U7 151 (31-4) m3veaygmsulusunsulagliamdues root (i1 Superuser)

TusguuduAnig Android a3t 3.0 uagnasdu 2.3.3 wiawng1 awlitedind CVE-2011-
1823 Fageslmisinanyhiiueundindulag Anuaunsaussinanamddunselaglidniues
root la gedlwinanaidigniSenlutie Gingerbreak [31-11] Malware fusnillaufnuyoelniss

' a . = Y ) . Y & o P v ' Y o
A1 Ao Gingermaster 1azanasuiln Service AuluiAsosaliuasdstoyadiudaanluliiiu
Ha$e Malware [31-12] Gingermaster anansaviaunelaansues root Ialaglaiusinguiiising
Ao = 2 i | ' a va o & 1 au M v
guduniseyn wasillesnnilunislauinutedinivesssuvyuianisies dsdusdeliyldlla

= < Ay A o A A P )
root LA38Y NAggnlaudlamilauiunIosiign root waiuiu
Drive-by-Download

Tnsunfuduoundieduluszuutiinig Android az3ululvin Sandbox fsazidunsvhay
wondLeeNIINMIeTeITrUUURTRNMInLUNG ietestuliliueundiadulag anuse
ihdadeudludeyavesuoundinduuls luszuudfdanis Android nestu 3.1 wazneddu
2.3.4 videiinin fvedlwd CVE-2011-2357 [31-13] Gadudefiawaislunisivian URL vosueund
\AdU Browser Imasu'aﬂwjG‘fmém‘fayaymiﬁuaﬂwamﬂ?uimS] ausadurIUTEUY Sandbox 189
Browser agd JavaScript lWanUszananamdssuneld shegnsmsTandifudagui 152 (31-5)


http://nakedsecurity.sophos.com/2012/05/16/fake-anti-virus-disguises-used-by-android-malware/
https://play.google.com/store/apps/details?id=com.noshufou.android.su
https://play.google.com/store/apps/details?id=eu.chainfire.supersu
https://play.google.com/store/apps/details?id=com.noshufou.android.su
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U 152 (31-5) f19e19m5T0u Drive-by-Download Tussuuyfuiinis Android (747 1IBMAppSecGrp)
NFC

NFC vi3e Near field communication \uimalulagnisdeansliaessesdu tnefsvegnsld
sudszana 10 9.4, delilunstrseiulnensunggunsaiidriuedossuthsydu viouaniudeu
foyatugunsaifiegluszagindiAeatu [31-14] lussuuUFoRnmg Android feusnestu 4.0 Fuld
fimnuanansade Android Beam dsldannuanungn NFC Tumsdslwdseninagunsni Android #e
ulgl [31-15]

o

tndedunuiasnsalasdgunsaiilénussuufiRng Android e NFC 1 Tnsns
Taufisinanillildlideduivednsinaea NFC utdunslaufriudesinives Browser (fafiadune
Tulwidereunthil) esanmmigunsaififimuaninsa NFC luunsidniu NFC Tag i URL
vouduleidunsnoey MszuuUtinisandn Browser Uil URL dilnednludd dsenaidunis
atllvian Malware visaradunsdsuszananamdsduneriu Browser 1 dodduifananail

gnufluwdrly Android 4.0.2 Tagynnwu NFC Tag iy URL ssuuufifmsasuanamhsiaite
Wigldgudunsdaivledneuaue [31-16]

A-GPS

Tunsszysumisiieg Insdwislele Smartphone Taevhluaglalldlduddeyaan GPs s
sthaiion ewmnmsiusuwmbmnmafienfudedddyananinanifiouedsos 4 ms uay
FosmsnsUszananaiieudnadudeu drdeennstildmumisiusiugiase duenadeddnanlunis
Fruanidia 12 w#t FeduFafinislidoyaann Wi-Fi vide Cellular Network mngliunistnsdnsitie

fowmglunsmusumisiis §938n1sfinaniliGondn Assisted GPS w30 A-GPS [31-17] Tu
52UUUURNS Android glanmnsaideninsssydumislaluiy Location service Inensiln
14911 A-GPS azagildin Google’s location service wagmsidalinu GPS :naifienazegi
du GPS satelites fsgUil 153 (31-6)

@ .l @W18:46

< Location services

Google's location service

GPS satellites

Location & Google search

3“1/17/ 153 (31-6) m399A1 Location Service

tnielsfunuindeyafiuandurussnislnsdwidofieduszuy wndevneiillildduhudes
mafisiuastasnste ilvglindsianansadstoya A-GPS Yasu viadeyadu flonalilunisleud
¥ wasnamuwasiifaiumisiulsiléiiuudu 6Ps uignduamuu CPU wesingUnsallasnss
domnianusilunisyhauiiinnnia ﬁﬂﬁfusﬁwﬁﬁdmmmdaﬁﬂﬁ"aé’umswsﬁﬂﬂﬂssmawaléf
Tnetin3duldnanesaine Wi-Fi Network fidsdayaluiu A-GPSs Tiudsuutainsmeesgunsel
Tnesenlimnadsiigunsaifudonde A-GPs dodsdayafifamumisntiiity Wi-Fi Network ifg
Wrldiniseanunsafamusumisuesnuiinedeuseriu Wi-Fi Network dlé [31-18]

n1sasJiyasuia:tusvnu

nsnsradeuteslyilussuuUfoRns Android #lfieg annsoldlusunsuivintusniiionsa
asutedlnilastanzlé wu Wsunsu X-Ray for Android daguit 154 (31-7) Tsunsustendaiign
#annTulagu3sn Duo Security Saduuisnitiangeniiasdu Two-Factor Authentication
Taunsonsraaeudeyaiisiuuasaniilnanlusunsudenanildainiiu s http://www.xray.io/


http://youtu.be/BzUpbcrWufs
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by-android-malware/
[31-10] http://droidlessons.com/what-is-rooting-on-android-the-advantages-and-
disadvantages/
[31-11  http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2011-1823
[31-12] http://nakedsecurity.sophos.com/2011/08/22/first-malware-using-android-
»m..: ) gingerbreak-exploit/
— [31-13] http://blog.watchfire.com/files/advisory-android-browser.pdf

Wunderhar

e o [314] http://java.sun.com/developer/technicalArticles/javame/nfc/
Zerghush [31-15] http://electronics.howstuffworks.com/android-beam.htm

gty [31-18) http://hexus.net/mobile/news/android/42933-android-nfc-walk-by-

Zimpeslich

vulnerabilities-demonstrated/
[31-17) http://tech2.in.com/features/all/what-is-agps-how-does-it-work/115142
[31-18] http://www.technologyreview.com/news/428632/gps-weakness-could-

U7 154 (31-7) Wsunsu X-Ray for Android (747 X-Ray) enable-mass-smartphone-hacking/
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dWdJ
[B31-1  http://www.f-secure.com/weblog/archives/
MobileThreatReport_Q2 2012.pdf
[31-2] http://www.net-security.org/malware_news.php?id=2225
[31-3] http://googlemobile.blogspot.com/2012/02/android-and-security.html
[31-4]  http://www.theregister.co.uk/2012/06/04/
breaking_google_bouncer/
[31-5]  http://www.symantec.com/connect/blogs/android-threat-trend-shows-
criminals-are-thinking-outside-box
[31-6] http://www.net-security.org/malware_news.php?id=2183
[31-71  https://www.owasp.org/index.php/Clickjacking

[31-8] http://thehackernews.com/2012/07/android-clickjacking-rootkit.ntml
[31-9] http://nakedsecurity.sophos.com/2012/05/16/fake-anti-virus-disguises-used-
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= 9 = av v o o
Tudunstestuanudemenlinadlussiunils

wimu el Ui 29 Asnau 2555 Aruan FnAnw191n University of Oslo Uszine
WosETiTe Henning Klevjer ”Lﬁﬁ'lLauaLtuwwﬁmaﬁﬂﬂgﬁmﬂﬂumuﬁﬂwmwm Phishing Tugy
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http://windows.microsoft.com/is-IS/internet-explorer/products/ie-9/features/in-private
http://support.mozilla.org/en-US/kb/private-browsing-browse-web-without-saving-info
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95464
http://help.opera.com/Linux/12.10/en/private.html
http://support.apple.com/kb/PH5000

234 | Cyber Threat Alerts - 2012

1OV

[B4-1]

[3Y4-2]

[34-3]

[B4-4]
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http://www.securelist.com/en/analysis/204791931/
Keyloggers_How_they work_and_how_to_detect_them_Part_1
http://searchsecurity.techtarget.com/definition/spyware
http://portableapps.com/about/what_is_a_portable_app
http://www.howtogeek.com/117776/htg-explains-how-private-browsing-
works-and-why-it-doesnt-offer-complete-privacy/
http://www.techrepublic.com/blog/security/how-do-new-private-browsing-
capabilities-affect-forensics/654
http://www.ehow.com/info_12229669_recovery-private-browsing-cache-
firefox.html
http://lifehacker.com/5938565/heres-everywhere-you-should-enable-
two+factor-authentication-right-now
http://support.microsoft.com/kb/314834
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