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(User Interface) 189 Windows liianinsasessunisne
dufindefifounnnugeanng 1§ [7-2] Snidemaaesnis
Tawrudeduiifaenisairamiviuiifdueaue
awnsamvuae “height” 161 1y iframe udarmuae
“height” Wudaedwaunn silidelfiusivesida
duladsinan suuasldansavhaudels (7-3] [7-4]
goddwiiwuiinatunnusriwesilléitaidures windows
lumsnadndnsiedld [7-5] [7-6]

wans:nu

wingldf Windows 64 bit \Uaiulednillandsnaieg vz
o8 v = o v o A o v o
nliiglanfanansedsussmanaléndunsavderlviaies
vosflfldamnsavihnuseld

s:uunidsuwans:nu
ynusiwesuussuuU{URnng Windows XP/Vista/7/8
nesiu 64 bit Aldsiduresszutlumsnadiudsenou
vuntiiu

. Microsoft Internet Explorer 1e5%usni1 9.0
Apple Safari Ninviasdu
. Google Chrome L3835t

. Moxzilla Firefox ynivasdu

gauutlumstavnuta:uiiy

Microsoft &dlsifimsuszniadoyaifisnduieaturedlni
i agdlsfinm mndoyavesidodeduiingn nutli
aunselaufl Internet Explorer 9.0 16 1ifosa1ni Engine
Tumsuanswaifuvesiaues luldlderduvasszuulunis
adszneuuuminiy uenanddeiifoyaifuiun
godwidinanildinansenudedldiusuuagiuuy
Theme ¥89 Windows L8 Windows Classic [7-7]

OINBN
[7-1] http://secunia.com/advisories/47237

[7-2] http://pastebin.com/XTWnLF3p

[7-3] https://twitter.com/#!/w3bd3vil/sta-
tus/148454992989261824

[7-4]  http//www.youtube.com/watch?v=u-62ZaqrhD2k

[7-5] http://blog.romidar.com/2011/12/windows-7-x64-sa-
fari-0-day-vulnerability/

[7-6] http://thehackernews.com/2011/12/win-

dows-7-64-bit-memory-corruption.html

[7-7] https://twitter.com/#!/aionescu/sta-
tus/149773613426425856
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q: ‘j\J ﬁU U oVJ Whenuswes Process dulsigninesnlu [8-3] Tn3ds

JARJU Linuk

|—ie mne | 2 6 : 8 9 wieau§1es Process su (Super User) leliild

lU UG_UTU n’]ClHUJ_T’_DU a Wlulsuansuea root [8-4] wenaniidmudntesiurina

- u ﬂa’nﬁmaﬁuqﬂnigﬁﬁaméﬁwuﬂﬁﬁams Android nastu
[@ansuov roof

4.0 8nee [8-5]

a v | & v o s o

arunutedlvidliiauvenduasifielflunsmaaey
auyfgnu (Proof of Concept) Iveslwifuinaniannsa
vhauldess lngldimunlusunsudiodiluudlodeyaly

Sufiussme: 30 unsiau 2555 wans:nu

UFudgeanga: 30 uns1Au 2555 AldeuszuuU§uRnag Linux Nfana Kemel 1a3du 2.6.39

oA

Fou: s ¥ufy dealvilu Linux Kemel 2,639 Wufill & 3.2.1 fmnudssiasgnlauangliniiiionsou

ilsigflaudlddnsues root asesdnsn15lu root vesszuuld fedriileonislawd

Uszinndeanay: Intrusion awnsagldann httpy//www.youtube.com/watch?v=OKn-

th3R9nl4
dayam p cn o L
L WosnszuulfiRntg Android gnitnlaglditugiu
Ademglaudafouteddnives Linux Kermnel oo ) . nom
v ¢ 1n3zuvUdRnIs Linux vildszuud]dRnng

Frougwlvilanfanunsoutlotoa ) o Say
e Y v Android 1asdu 4.0 &al4 Linux Kernel

Tumigaus1ve Process Lo o v Y av
o . nesdu 3 ldsunansenuluie Tnenally
Iil@isuansuea root It (CVE-
2012-0056) [8-1] Inerunii
waszUUUGURNIT Linux
azl4lwa /proc/<pid>/

4 v oa o=
mem LNBBIBIaN

finunvenduwsiielildsuandilures root
Fpssvuule

s:uURldsuwans:Nu

v 4 , a.va . da g
ﬂuagawafﬂwmﬂmw . i:ﬁ‘U‘UUQ‘Uﬁmﬁ Linux 10079 Kernel aawka

1v09Laz Process 19391 2.6.39 §9 3.2.1 19U

Felrldasnanilsyuu o Ubuntu 11.10

ey nliany o
s 2 o Red Hat Enterprise Linux 6

Process 7iNg3Uag

fanslunisuily us o Fedora 16

769310 Linux Ker- 0 openSUSE 12.1

nel 1393%U 2.6.39 o Debian wheezy (JunageuraIpity 7)

P .
Wuauin Weuns P PR ) ‘o
i + gUNIUNRANITEUUURUANTS Android 1837 4.0
W9 IUN 18 weunAY
2554) [8-2] Haridui

TadmTunistesiuli

191 Galaxy Nexus, Galaxy S wag Transformer
Prime 1Jusu

% Process o) 1ty

urilvdoya ’
Tu
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38N1saslvasulasiuuay Kernel

1. vngldausguudfuRnig Linux feanismsiaaey
nosFures Kermel iunifu Distribution ﬁmumﬂ%g‘iw
IxSunansznunield anunsansavdeulddensdilui
Vil http://www.distrowatch.com i@en Distribution
isnsnsiasou mmfu@“ludawuaa Package #1e linux
f10619N159599FUIRITUYRY Kernel 1095w UUURUR
A3 Fedora 16 wulld Kemel 1aesdu 3.1 éfﬂgﬂﬁ 11
(8-1)

DistroWatch.com: Fedc
Firefox ¥ | Iy Distrowatch,com: Fedora [ o |
M distrowatch.com
16 14
verne Iausghlin
|lineee (2.2.2) 1721 31 26386 |268356
|ixde common (0.55) | Jlos.sgn Jlo.5.5g1t

U 8.2867ms079950U8 5T Y09 Kerel voaszUUUUinTs Fedo

2. dwiunsnsivaeunieiduves Kemel Aildnueglu
Yagdu WewnisnnTiadeuiasiuves Kemel w9
syUuUiRng Linux Wuenaunndaiuluaiuusas
Distribution gl#a1uszuuufifinis Linux a1unsansan

) P v My o 3 <
douniastures Kernel Nawedldoglimuisluiules
CyberCiti.biz fapenen1sniaaeurIastuves Kermnel 109
suUduRnas Ubuntu ludagui

eyt IR DOR TR -

Bigta LIFEBOON-PHIBL: =3 cAT JBroc/v
L1 on 15

b lgee version 4.6.1 (EBuntusLie
15:50153 WIC 2012

ar Buntul) |
Bigtamsigrs-LIFEBOOK. PI01: -3 [

Ui 9. (8:2) Fr0e19n13msandp BT THTEY Kemel Yo
srUuUfUiings Ubuntu

Jouu:ununistpviuna:unty

14 Kernel.org lufudssuladestnidenaradiotuil 17
uns1Au 2555 [8-6] waznsuflodlasiinakous Linux
Kernel 3.2.2 1usiuly [8-71 maifmuszuuuiiinns
Linux Distribution #1149 11 Ubuntu, Debian %38 Red
Hat l¢1j1 Patch 910 Kerel.org Tuu$uugalu Kemel waq
et uarlivinsieuns Kemel osdulvsifudladam
fanam KuYeIInIsEwianeusiay Distribution U
[8-6] [8-9] Faodiunes Kemel fignuiuugsdadinis
napauanaiuluauusay Distribution flda1uaas
asvasunsemanLazUsulgeszuulidu Kemel oty
fignusudsmdmniuil 17 unsiau 2555 Tneidaiian

DDV

(8-1]

[8-2]

[8-3]

[8-5]

[8-6]

[8-7]

[8-8]

http://www.h-online.com/security/news/item/
Linux-root-exploit-due-to-memory-access-Up-
date-2-1419834.html

https://tkml.org/tkml/2011/5/19/16

http://git.kernel.org/?p=linux/kernel/git/torvalds/
linux-2.6.git;a=commitdiff;,n=198214a7

http://blog.zx2cd.com/749
https://github.com/saurik/mempodroid

http://git.kernel.org/?p=linux/kernel/git/torvalds/
linux-2.6.git;a=commitdiff;h=e268337dfe26df-
c7efdd22a804dbb27977a3cccc

http://www.kernel.org/pub/linux/kernel/v3.0/
Changelog-3.2.2

https://lists.ubuntu.com/archives/ubuntu-se-
curity-announce/2012-January/001557.html

https://www.redhat.com/security/data/cve/
CVE-2012-0056.html
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SIVNY
.Symantec
NNUSNINDSUILY
Source code 16ou
anASIIMSHUA
O-day

Juisenie: 30 unsiAN 2555

UFuusednga: 30 unsAw 2555

o P < s

1999: 521908 Symantec QﬂLLanmaﬂJhJEJ Source code
o . . o

WougnAszianislaud o-day

UsznnfeAnan: Intrusion

doyanil

dloTuil 24 unsnA 2555 U3EM Symantec frdngensiunas
muarutupstaende tadsenarminiuledueany
' ' I3 sy v v

9 nguudnineiiilde Anonymous aunsaimneidiszuy
483 Symantec tadisauazldvhnisAnasndeya Source
code waalusunsuiigniaunlul w.a. 2549 [9-1]

wans:nu
Tuidesdu Symantec Falaile
Usgnadoyaiiesduves
gavlwiinignalue
Source code
W ustegnsls
«
MU Syman-
tec leuuzih
msgninsagenduas
Tidunestuagn iesan
Y P
Aldnugenduiidingn
219gnlanFaINTelud
0-day 1¢1

dmFugldlusunsu
pcAnywhere Fadu
TUsunsuitlddmiuidngs
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wazAIUANIATEINBNTIMDTIINTZEE NG Symantec Wi
o 4 A e Ay aa )

rilanandsafiaggndlintedlanddaeds Man-in-the-
middle saludanmsdauszinanarddunseanisey

na (Remote execution) ¢t

s:uunldsuwans:nu
FoNALITVDY Symantec Vignﬁwuﬂuﬂ W.A. 2549
(p.¢1. 2006) Tour

. Norton Antivirus Corporate Edition
. Norton Internet Security
. Norton SystemWorks (1aw1g Norton Utilities

uag Norton GoBack)
. Symantec Endpoint Protection (SEP) 11.0
. Symantec Antivirus 10.2

. pcAnywhere

gauuuntumstavriura:unfu

U3 Symantec Iduusth il danmensuasilazu
wansEny Srinsavenduslifuneddudan esn
UnweAwIsTignalie Source code Tutuldduganis
advayunianaiaui

dnsu Bﬁ?‘il‘t’f‘ﬁaWﬁLLﬁ pcAnywhere 9174 Symantec o
gonlusunsu Hot fix wieusuusudluteduiuisdanlu
nesdu 12.5 (esFutiagti) ud [9-2 eglsfinu i
1 Source code W enavimunatessioielilunslaud
sUuuulmild aduFanstanisieuvestusinss

\ pcAnywhere wagaldanulunsaintdnluaies winiu

IR
[9-1]http://www.symantec.com/theme.
jsp?themeid=anonymous-code-claims&inid=us_

ghp_banner1_anonymous

[9-2] http://www.symantec.com/connect/

blogs/important-information-pcanywhere

[9-3] http://www.symantec.com/connect/
sites/default/files/pcAnywhere%20Security%20
Recommendations%20WP_01_23 Final.pdf

Microsoft 1fou

W18 Windows
aadvuwndun{uvoy
K3 CVE-201e-
0002 laudiu

Fuiiusznie: 15 funay 2555

USuugedgn: 15 dupw 2555

Fos: Microsoft ioufld Windows fissauwndudlugs
i CVE-2012-0002 Togmu

Ussiamdeana: Intrusion

doyarmiu

Microsoft l9Uszne Security Bulletin MS12-020 e
udnsougldnuszuuufonis Windows nnwaastu I
Mmshndeunmd KB2621440 ieutlalymdedn
CVE-2012-0002 Ssoygalviiflaimisiidaufining ROP
(Remote Desktop Protocol) wnundaszuuy Wiedsly
UssnanasdeilaifisUszasdanseeglnald Remote
Code Execution) [10-1]

athslsfinu faudiedwisinanlagnudeands Micro-
soft Ingnss waziio

lilpfinsdamese

a | 1 ' ' . o
avidunvestadiniiioandansisay uavna Microsoft 1a
Annn3eldn Trldwwnd KB2621440 Aweunsosnly anunse
gnglainsfiviins Reverse engineering waztdeulusunsy
wisldlunslanfrudesiniidlanislunan 30 Yu daiu

o a wa . = a & ¢ A
AldauszuuiRngg Windows Femashasaunmdiiie
uiladymasnanillaesaiian [10-2)

wans:nu

fldnuseuuUFoRns Windows nanestu fidaldnu
#laridu ROP (TCP Port 3389) fllennafiazgnlanflaaglsl
wiaAle

spuuiildsunansenu

. Windows XP Service Pack 3

. Windows Server 2003 Service Pack 2

. Windows Vista Service Pack 2

. Windows Server 2008 Service Pack 2

. Windows 7 Service Pack 1

. Windows Server 2008 R2 Service Pack 1

JouuthlumsUavniuna:zuntu

Microsoft Isinaunsunmd KB2621440 o Tudinnsit 13
fiunau 2555 ldnuannsafindeldtium Windows
Update vi3aaniilvanléan uladues Microsoft

wnfldglaildRnfaummdsandn Micro-
soft letugailéne RDP listeners port
U137 Non-standard port Wunsdasm
[10-3] wazdwiugdldann Windows
Vista visalvainda ansaldanisvineu
YB3 UU Network Level Authentication
(NLA) [10-4] Wistheanuansznuanilym
Fananld faguil  sslussuuiilnmsld
u NLA Sawsfnddsdunsieazdianansagn
dafandszuuld uegradosilandfdnui
9g6iee Authenticate 191g Server Wieddli
Ussmnanaddaianan
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System Properties. l...a_ :1-!]'
Computer Name | Hardware | Advanced | System Protection | Flemots
Remote Assstance

| Alow Femcte Assistance connections o the computer

Rerncte Desktop

Cici an option, and then epeciy who can connect, f needed

Donit allow connection:

Alcrw connactions from computens nunning any wersion of
Ramate Daskiop flass secire

serachons crdy froe computen nrvng Remote
50 weh Metwork Lewel futhanticaten fnore secure)

Select Usens

OK Cancel Apoly

vﬂﬁ 10. (10-1) uansn a1 191me9TUY NLA T Windows 7

NGB
[10-1] http://technet.microsoft.com/en-us/security/
bulletin/ms12-020

[10-2] http://blogs.technet.com/b/srd/archive/2012/03/13/
cve-2012-0002-a-closer-look-at-ms12-020-s-

critical-issue.aspx
[10-3] http://isc.sans.edu/diary.html?storyid=12781&rss

[10-4] http://technet.microsoft.com/en-us/library/
cc732713.aspx
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Oracle 1wad

Uaoulaania
nadaoums DOS
Usiinsu Mysau

Sufiusznne: 18 Wy 2555

USuugedngn: 18 wwneu 2555

39 Oracle wanUdoeldniilinageunis Dos Tswnsu
MySQL

Uszndeanast: Denial of Service

dayaniil

WNTIUoM Oracle IdneunsTusunsa MySOL nasdu
5522 upw 5.1.62 \iiofuil 21 funaw 2555 fideamey
FruanuifuasUaeadelddunulngadntmuldlunis
nngey doslwivesssuy (Proof of concept) Falwdis
nanldvgaesnundeuiulusunsudmean [11-1] [11-2]

wans:nu

I¥ldar3Us mysql-test/suite/innodb/t/innodb_bug13510739.
test \WuldTinaulFlumsaaoudedvivesszuy
TaufiidansidEsszuures MySQL azansnsada import
IngansuRmananaiiovhiliiszuu MysaL lalausavie
sialél (DoS) fegenslaufiannsagléan httpy//youtu.
be/RHgdUoXIDro

s:uunldsuwans:nu
dealwinanarifunislaufsinu Bug vsneias #13510739
way #63775 Gagnudluudnlulusunsy MySQL nestu
5.5.22 uaw 5.1.62 [11-3] [11-4] fausirlaqiuddlaisinng
wenITIeasBanves Bug Mina wigliviifaninse
Toudriudesiwitlussuuiinngalusunsy MySQL nestu
N 5.5.22 v3e 5.1.62 16

gauutnlumstavnuta:uniiy
Hagihuudt Oracle Selaifidtuaadnaiunsidifing
QQLL@‘J:UUﬁaﬂé&IﬂiLm‘m MySOL vesdusni 5.5.22
%30 5.1.62 msinsdmavlilunestudign

AN

[11-1] http://www.h-online.com/security/news/item/
Oracle-accidentally-release-MyS-
QL-DoS-proof-of-concept-1526146.html

[11-2] http://eromang.zataz.com/2012/04/10/oracle-
mysql-innodb-bugs-13510739-and-63775-dos-

demo/

[11-3] http://dev.mysqgl.com/doc/refman/5.5/en/
news-5-5-22.html

[11-4] http://dev.mysgl.com/doc/refman/5.1/en/
news-5-1-62.html

WO FB8I 1Syl
Jalgswinos
DNS Changer ‘u
Jun 9 nA. 2555
IASDOVADUWIICDSNA
aualnsS:luawnsn
WWuwdumoasiaald

Sufluseme: 27 wweu 2555

UFuugedngn: 4 nsngiau 2555

304: FBI inTealnidsniaes DNS Changer Tufuil 9 n.a.
2555 \a3psmoniiamesiinasfauasarliannsaldy
Sumesidald

Uszinndeanana: Denial of Service

Uoyaniu

a3 DNS Changer gnéunuafausnisled 2550 T
mmiaﬁmulﬁﬁwusxuuﬂﬁﬁama Windows k&g Mac
05 X fawisnaniandludounuainsa DNS
Server luindasiinnifumde itodlilugaiulasivasn
aedninesaiiety wielinnunisldnudumediin
base uedeyadifyueld an
msaseasulunoutumud
finSowmeufinnosinntauss
#n91 4 &adesilan

[12-1]

Tuidou
WFINEU 2554

ey FBI WURUR
1309 Operation Ghost
Click wagldvhnmsfunuginuiuag

weunsTanas DNS Changer nianvisdniaseadivines
Mdu DNS Server Yasuunlilunismunaiiieldlunis
a I3 ' < ' A a
Aaszriaouaiu ogslsinu e FBI ldawnsadiazdn
as 5y ' v oA o a sada o 5
@Snesananld esnassspeuiinnesifndanas
DNS Changer snlufpsfnsafuiniondsninesdy
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DNS Server Uanulunnassilieusiefudumesidn wn
Yagsliesdinan awiliiaiosmenfianesivaiiugn
fnvrnanduwmesidalaeiuil (12-2] [12-3]

FBI fimmmeneuiindniedeadsvnesinanagvas
pdauddsliannsavildiomnmuinfinenfimessiuou
Wnfismsfindauss DNS Changer ¢ 1AgANN1TATI
goulwiouiunau 2555 nutwhlandihnSesiinnfauas
ogjUszans 450,000 wides wasludnuduiiaoyiiames
mﬂwmmmﬁwﬁiymaamﬁ’mmsa&ujﬁ'ga qunszieTud
23 s 2555 13 FBI liUszned agvinsTaeies
DNS Server Uaauiasdansvilutudl 9 nsngnau 2555 il
gz nsUnwiendsnesiinanetvdmali
Lﬂ%‘laaﬂauﬁama%ﬁﬁﬁmﬁaLL’;s‘aEuiﬁ]zhia'lmswﬁw‘bﬁmu
Sumasidald [12-4] [12-5]

wans:nu

= a saa o < M Yo
w3esnoufiamesiinawas DNS Changer uazlllsvinig
wily azlslanansadldaudumesiialaluiuil 9 nsngiew 2555

s:uunidsuwans:nu
indesnauiiunosildrussuuUfoRng Windows nie
Mac 0S X #ifimsfawss DNS Changer

gauunumsUavnuua:uily

FBI Ifszanuaufumienusngg Tunsdaviniuled
DNS Changer Working Group (DCWG) ilethensiadau
uagridaianas DNS Changer sanainszuy fldamise
Ul anld? httpy//www.dows.org/

TunsnsveeuinaIssrsNimesAnTauIswIoll aunse
yldlnensidnluiinga http://www.dcwsg.org/detect/

Y a da ¢ & < Y A o
uapannasnveaiuled dns-ok antiuiieszuuiing
adeusauRzLansioruiiouaniuaes Aeuiiames

i o & a o s InY a & o
ldnuegiufniauiiviald dnhifnfzuansdonn
DNS Resolution = Green uavnAnsiawisavuanidananu
DNS Resolution = Red faguil 14 (12-1)
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DNS Changer “Tye Chan® DS Changer "Fye Char™

Ui 11. 12-1) usnaranisnsaesey DNS neldi Fuled www.dns-ok.us

wonanil 119 Google way Facebook Aldvaaudafious
147RnsTaws DSN Changer Tnevnmadulednsivaeu
IingdldRndawns fezuanuautenruudafiounsouns

o aa o ' v Y a
uusi3Budledaym dednmsudafewdudigui uas
[12-6] [12-7]

Your P PP to be infi d
Wo boliove that your COmpter Is Infected with malcious software. If you donl
Leam how 10 remove this software,

Google  fowers

U 12. (12-2) msuSuFousldiAasiauas ONS Changer va1 Google

Your computer or network might be infected

d with an aliarce of pubks and

Facebook has pars a6 OGANTILONS 10 FAIA INEEOURE

ot ONSCRInGar mabuare, 10 Lae ¥ ye tems e infected, 2ed 10
iease visit the the DRSChanger Working Craus website

1D/ . Swg 205 and click on the Detect’ lisk.

This type of malware, if left on your systems, will peevent you from accessing the Internet
after July 9, 2012, This bnciudes yosr acces to all websites, emad, and chat.

U 13, (12:3) msuSuouldifasiauas DNS Changer 994 Facebook

Femnilénsreaeundmuinedesiniiawas DNS Chang-
er msvhnsidniawiesnanszuulneidaiian dwsu
FildnuszuutoRns Windows ma Microsoft Ifuugth
Taillnanlusunsy Microsoft Malicious Software
Removal Tool (MSRT) %58 Microsoft Security Essentials
wnldlumsidndfawss dougfiilfanuszuuufinis Mac
05 X @usannitilangonsiwss DNSChanger Remov-
al Tool nLiulee http://www.dnschanger.com/ 34
lein3

SR da
wdsnidndawasuds nsasen DNS Server Tlifinan
nfawisenvdsnsiindsegluszuuieonanelimindaym

aunaendald [12-8] s Avira limunsesiiodnsy
JounTuTEUU Windows fildsunanssnuanifauas DNS
Server lnggldannsamaniivaalsinniuledues Avira
[12-9]

oehlsfion flinshindemenduasuouithyauasmii
Smamgrudeyaliifunes dusanegiaue etislums
arndunasilesiutigmnsinsiauaifioreziatulilu
auAn

INEY

[12-1] http://www.fbi.gov/news/stories/2011/novem-
ber/malware_110911/DNS-changer-malware.
pdf

[12-2] http://reviews.cnet.com/8301-13727_7-57322316-

263/fbi-tackles-dnschanger-malware-scam/

[12-3] http://www.fbi.gov/news/stories/2011/novem-
ber/malware_110911

[12-4] http://www.theage.com.au/digital-life/consum-
er-security/internet-users-warned-of-big-black-
out-in-july-20120329-1w172.html#ixzz1gW2sY-
Ey8

[12-5] http://reviews.cnet.com/8301-13727_7-57421311-
263/renewed-efforts-to-revert-dnschanger-in-ef-
fect

[12-6] http://nakedsecurity.sophos.com/2012/05/23/

google-malware/

[12-7] https://www.facebook.com/notes/facebook-se-
curity/notifying-dnschanger-vic-
tims/10150833689760766

[12-8] https://www.hkcert.org/my_url/en/blog/12062701

[12-9] http://www.avira.com/en/support-for-home-knowl-
edgebase-detail/kbid/1199

’l’l Uoulkd TNS
Jdistener qu

Oracle Database
(CVE-2O1e-1675)

Juilusema: 3 wuna 2555

UFuugedngn: 3 wownieu 2555

\304: Yaelwd TNS listener lu Oracle Database (CVE-
2012-1675)

Uszinndeanaa: Intrusion

doyaniiu

TNS (Transparent Network Substrate) unelulasd
Oracle Fanndwnidtelfirdorenfiunesasnsaden
sioiingszuugutoya ¢neT8 Peer-to-Peer Tngaedl
Service H TNS listener Wawesaiids Database Server
ilesesumailionsionin Client [13-1] [13-2] wialulad
NS 3uillu Oracle Database Server fausiioddu 8i 39
piweunslud 2542

doslizas TNS Listener gnAunuwazudsluds Oracle
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U7 21,307 24 (20-4) wimemsududoudfoesilnsdusmidusunsu Rosetta

gouusuniumsUavriuta:urity
wingldnniiumdevesingdu GetshellA awnsnida
Tnsduifoenamnsvuuldlneldlusunsuneuiladailasu
msswengudeyaduneitudian

' < 4 g o - ) a
aglsiin iedunslestunnudemenionsaziin
ulsluouan flalinsdmaniuledaliidn wu linos

a a ¢d v a & v & a o
pandsiunAudiva Wudu sauisneunsednauanli
5u Java applet v ivladlaq dlémsnsavaeuliunila
1feemssu applet sy winldudlamsUaiulad
Yuui 11z applet danametathundslusunsulaifia
Uszasrnie

BRNGN
[20-1] https://www.f-secure.com/weblog/ar-
chives/00002397.html

[20-2] http://www.computerworld.com/s/article/9228972/

Java_based Web_attack_installs_backdoors_on_Win-

dows_Linux_Mac_computers

[20-3] http://www.microsoft.com/security/portalh-
rEnEntaspx?Name=TrojanDownloader
%3AJava%2FGetShell. A&ThreatlD=-2147308694

Yahool!

.confributor
Nefwork Qniv:
Urydgld Us3uge
stwhaau
plaintext

Fuiiuszmia: 12 nsngiAu 2555

UFuusednga: 13 nsngiau 2555

1399 Yahoo! Contributor Network gniang TeyBild
453,492 s1evaalu plaintext

Usznndeanaa: Intrusion

Joyam
udninestnaddoyataddldusnisunedimes Yahoo!

o

Fw 453,492 Mwadtuiuleiuiamila lnesreinldteya
fanamaneieIsn1svia SQL Injection WU Union Bsdeya
o sy poa e w
Soydgldnmuniigninadiuu plaintext liifinidhsa
Fuuseddla [21-1] [21-2] degredeyanigninasiduss
JUT 25 (21-1)

64203 :ea @yahoo.co.th:ea
64204:ch @msn.com:am
64205:to @yahoo.com:wi

vﬂ/ﬁ 22, 31/17/ 25 (21-1) e ndayaliyglduinisves Yahoo! ﬁgnfwaﬁ

fillwardoyatailslildsyyinuinmsves Yahoo! dufe
uimsegls udnmsiegivesduled TrustedSec
Aminduusnis Yahoo! Voices Lﬁaamﬂm’maauwu
oA dbb1.ac.bfl.yahoo.com eglulvidfignineuns
Faududsnaesvosu3nis Yahoo! Voices [21-3]

dgana Yahoo! léeenuaasmsafluFesdunan Tnsdues
Iieyaitvanesnuduudesyaiiives Yahoo! Contrib-
utor Network (http://contributor.yahoo.com) Fadu
vimsswsatoyatimsiifliaii gy unay nmedne
pavIAle et iulumeunsluu3nisaneg eq Yahoo!
(19U Yahoo! Voices %39 Yahoo! News) fauandluguil
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26 (21-2) Fauinsdananileygaligldannsalibua
aulun1saiingle Wnglidnduiingdedld Yahoo! Mail Ll

ae9Aen [21-4]

T —-

bt T

S e i Vil 5, i e i il I st

i o o, G, o Facaoac B ke 2 Ragrate i

oM oR SROTLIGT
Whats yais valea jolns the wadd's

scvumnanes

Uit 23.;!/17 26 (21-2) mifuiulwsives Yahoo! Contributor Network

& v S s o o o
14onNE M9 Yahoo! lodnastianinin sanuludey

Almusetengnineunsesnlutuddnauliba 5% nd

‘o w

annsaldauld egralsfiniy e Yahoo! useining
.

Z

Uiuusaudludesdtviiinu uasldiuaeusiariuliiniuglen

v

I@Furansznuanvnnsalfana e

wans:nu
fldusnisves Yahoo! Niisedesgluteyaignineuns
a19gnauseUnyBglAld

s:uunldsuwans:nu

Alusnns Yahoo! Contributor Network faandesiiag
lasunansenulaenss uilliesainusnisaenaniifiaam
a v a o v o & v v
Woulssuuin1sduq ves Yahoo! My satuiildau
U3N15A199 ¥es Yahoo! musiedessluil e1alasunan

synumulufeg
. Yahoo! Voices (http://voices.yahoo.com/)
. Yahoo! News (http://news.yahoo.com/)

. Yahoo! Local (http://local.yahoo.com/)
. Yahoo! Local (http://sports.yahoo.com/)
. Yahoo! Sports (http://finance.yahoo.com/)

. Yahoo! Finance (http://finance.yahoo.com/)
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. Yahoo! TV (http://tv.yahoo.com/)
. Yahoo! Movies (http://movies.yahoo.com/)
. Yahoo! Shopping (http://shopping.yahoo.com/)

. omg! shine (http://omg.yahoo.com/)

gauuunlumstavriuua:uniu

U Sucuri Fudhuuiniiideiientu Matware 16
Wandulvdiediemderlduinisves Yahoo! Tuns
Asedeudlavewmuaheglunedeiignueunsviol
Taganunsansraaeulddiivled http/labs.sucuri.
net/?yahooleak

agnalsfioy ieldunistesiuilymiieseziniu §lg
U3N13984 Yahoo! mssuilieuswarnuiilismlneriui

RN
[21-1] http://arstechnica.com/security/2012/07/ya-

hoo-service-hacked/

[21-2] http://thenextweb.com/insider/2012/07/12/
yahoo-gets-hacked-as-400000-plaintext-creden-

tials-are-posted-online/

[21-3] https://www.trustedsec.com/july-2012/yahoo-

voice-website-breached-400000-compromised/

[21-4] http://techcrunch.com/2012/07/12/yahoo-
confirms-apologizes-for-the-email-hack-says-
still-fixing-plus-check-if-you-were-impacted-

non-yahoo-accounts-apply/

EO SNy
Joulkilu
gowauds uplay
uov Ubisoft
IBNINDSAWNSNAY
[WaldsunsuluinSov

ROold

Fuiiusenia: 31 nsngiau 2555

UFuugedngn: 31 nsngiau 2555

Foe: s5¥ate doduilumonlduas Uplay ves Ubisoft udn
nesannsodadalsunsuluaioaviels
Usznndeanana: Intrusion

Uoyaniu
DRM #au197n Digital Right Management (fuszuu

<

Yostumsasilindvdns Fedeuldlunisaivaunisldanu

viseMTHBLNIToyaRava 1iu ganduaT was wie
Ameund [Wudu [22-1]

Uplay 1Huevduas DRM voeu3sn Ubisoft dsldluns
Activate inuiifl§deansnumaiules Uplay szuud
namgnisrldafusnluing Assassin’s Creed 2 4219
Samendlel we. 2552 leldRndunuves Ubisoft
Tusunsu Uplay sxgnindanifiuudnduresiusiiees
§h [22-2) doensTusunsy Uplay WWudsgui 27 (22-1)

Ui 24,50 27 (22-1) Wsunsu Uplay (77 http://uplay.ubi.com)

W Tavis Ormandy fidsmasnunusiunsuaonds
271 Google lassaunisAunudasinivaslusunsy
Uplay ﬁgﬂawﬁ%mw%’auﬁumm Assassin’s Creed Reve-
lation Tu Full Disclosure Mailing List wiasineuwsiiogng
Thnilinaaeunisievesodwisang [22-3]

wans::nu

TWsunsu Uplay anansaisenldaulusunsalag luedes
Iahumaduusriwes dlinifaunseadroiiniuled
e JavaScript iiledsulnglag Aldluedoweunte
[22-4]

s:uunldsuwans:nu
indeaiildarussuuufuinig Windows fiRadanuvo
Ubisoft ldausyuu Uplay fail [22-5)

. Anno 2070

. Assassin’s Creed Il

. Assassin’s Creed: Brotherhood

. Assassin’s Creed: Project Legacy
. Assassin’s Creed Revelations

. Assassin’s Creed Il

. Beowulf: The Game

. Brothers in Arms: Furious 4

. Call of Juarez: The Cartel

. Driver: San Francisco

. Heroes of Might and Magic VI

. Just Dance 3

. Prince of Persia: The Forgotten Sands
. Pure Football

. R.US.E.

. Shaun White Skateboarding

. Silent Hunter 5: Battle of the Atlantic
. The Settlers 7: Paths to a Kingdom

. Tom Clancy’s HAW.X. 2

. Tom Clancy’s Ghost Recon: Future Soldier
. Tom Clancy’s Splinter Cell: Conviction
. Your Shape: Fitness Evolved
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douu:unlunisUavnuua:unty

US¥ Ubisoft Tmeunslusunsy Uplay 1esdu 2.04
IuAlagedlmitiud Imm:aumm‘lﬁﬂgﬂéu Uplay lutdu
wsriweienldaildudlusunsues Uplay wii
[22-6] Faanansanrilnanldaniiules httpy/uplay.
ubi.com glamnsansiaaeuiieiduresiusunsy Uplay
ﬁgﬂamﬁgﬂum%‘aﬂﬁimmwﬁﬂﬂugﬂ@h i fpauures
prnenlusunTy

Tsunsu Mozilla Firefox l@dnliiuandu Uplay eglu
Blocker List w& tietiastunislaufanndasimisenan
[22-7]

dmiuififesnsanaasuinedoweniiunesilinueg
Huvaenfuvielsl aunsanseaeuldaniuled Proof-
of-concept code i http://pastehtml.com/view/
c6gx1a79.html mnUsinguiisinglsunsa Calculator
waneszuLiivedlnl msonanlusunsy Uplay Tneviuil

BANEN
[22-1] http://computer.howstuffworks.com/drm1.htm

[22-2] http://www.kotaku.com.au/2009/11/ubisoft-
all-our-games-will-do-this-uplay-thing/

[22-3] http://seclists.org/fulldisclosure/2012/Jul/375

[22-4] http://www.h-online.com/security/news/item/
Ubisoft-DRM-opens-backdoor-1655653.html

[22-5] http://en.wikipedia.org/wiki/Ubisoft#Uplay

[22-6] http://forums.ubi.com/showthread.php/699756-Ub-
isoft-DRM-rootkit-may-allow-ac-
cess-to-PC-files?s=14dfbd8e3fd81a0a8c6aab-
c8da7fbcOb&p=8510888&viewfull=1#post8510888

[22-7] https://addons-dev.allizom.org/en-US/firefox/
blocked/p103
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unJyuansa

JJalsndaa
Tuasuus eFl voy
lASDY Mac

Sufiusznaa: 1 Aamew 2555

USuugedngn: 1 dannu 2555

Goe dnideaafauriianluiisuwd EF vouaTes
Mac

Uismmﬁaﬂnmu: Malicious Code, Intrusion

dayaniil

EFI %38 Extensible Firmware Interface 1Huifi$uuasi
gnesnuuutelduny BIOS esarnmeluladly BIOS
tuiidosinuarliannsnsessuivgunsalluaig foansn
1§ 1 lansnsadnanensafadiiivualvgnd1 2 T8
6 sty

EFl gninduuaeiauntulasyussm intel 1ud we. 2541
wazldoanuinsgu EF vesdu 1.10 Tul w.a. 2548 910
thuldidsuliiesding Unified EFI Consortium iufjgua
Felfudsutelmifu Unified Extensible Firmware In-
terface (UEFI) [23-1] Tud w.A. 2549 U3¥W Apple Inc.
IginaniaTasnoniames Macintosh 7ild CPU vas Intel
uazldiZaldimalulad EF lunesfiwmesnszna Macintosh
Fausitududun Inemelulad EF1 7 Apple thanléiu
§1989mu1msg1U EFl 195t 1.10 [23-2]

Tusu Black Hat USA 2012 tinidesnuanusiunsasnie
TaaSadauasuszian Rootkit Aanunsaunsnitesasiu
5133 EFl 9091A309 Mac Book Air Wagaansadiunis
197U (Bypass) ¥833¥UU FileVault Fadusyuuidnsda
o » P
Futeyalusninfarla

wans:nu

sdo aw o

fawrsfiinidevnnadadiansnsouily Kemel vesszuy
YRS samdeinauiu Keylogger iitosnsianudly
lunseeasiaduiadiignidisiaduiessuu Filevault

>
Fo aw o

16 wenanfiinideddldlidayaiiufnintauisdnan

& 1Y) Vel a' a a vyy |
Tenansodauuadlifinrmanansadug diundalidie iy
1Un Reverse Shell iiieliiglinTsfidnanarupuiaiasann
szoglnale Wudu [23-3]

msunsnszareveawifenani srvinldsensideu
USB Drive fiflénvesfauridilulueaioeante vise
\dsugunsal Thunderbolt-to-Ethernet fignifaudadlng
Tdlasneifaudily mntuiedninisinoufiunes
insowoaniefanildnsunsednanllussnanalag
BEITE

s:uunldsuwans:nu
LﬁéaaﬂauﬁaLma%mi:ga Macintosh #ldsuu EFI (1h3es
Fonadmiesausd w.e. 2549 Wudly)

Uouu:thtumsUaviuna:untu

o edeav o N oo
Jawrsfinidethuandaiignasatuniieuandlimiugs
Joalnd wazliladluunsnszaneluansisaey unsesls
p v o e E oy o o
finu o1afigliviefiheedwisinaniluaseaiauiiie
TanAglgaumlule

nstestudannslandudasdwisingn enavile
wane3s 1wy msmesviariuluduneu BDS (Boot Device
Selection) fudusuneuilligléideninednangunsal
ogls Fa38nsandnaunsotiostumsloufiaingunsal
\Wouston1ouen 1y USB Drive, Firewire %138 Network
Interface éwinta usiliiannsadestumslanilagnis
eugunsaidniu PCI Bus veunTedlaonald Loy Ex-
pressCard %30 Thunderbolt [23-4]

- o %Y & ° v 1A a
lesnifauasdsnanilazhanldfidedioflasfianinse
Weureaunsnl wWu USB Drive Wifuiniesmeuiiumes
vounte Aumnglinsisaeunesrvenaiesnouinnig
a e 3 | o = v oA v
Wawses fengiedesiunislandonglivisils

DoV

[23-1] http://h30565.www3.hp.com/t5/Feature-Articles/
The-30-year-long-Reign-of-BIOS-is-Over-Why-
UEFI-Will-Rock-Your/ba-p/198

[23-2] http://www.everymac.com/mac-answers/
macintel-fag/intel-macs-openfirmware-bios-al-

tivec-firewire-powerpc.html#bios

[23-3] http://www.h-online.com/security/news/item/
EFl-rootkit-for-Macs-demonstrated-1655108.
htmt

[23-4] http://ho.ax/De_Mysteriis_Dom_Jobsivs_Black
Hat_Paper.pdf
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2 a SOUNY
.UoJIRI
CVE-2012-4B681

9u Java 7

Suilusena: 28 Fwnau 2555

USuugedngn: 24 sateu 2555

\Faa: sy Taiy dosluri CVE-2012-4681 Tu Java 7
Ui:mwﬁaﬂnmu: Malicious Code, Intrusion

doyaniiu

U3 FireBye daduusimifiesesiuasiamnnaiasle
Pdeateatuszuu Security ladumunisTaufinudosing
vaalUsunsy Java Runtime 1859y 7 Update 6 (build
1.7.0_06) Inelaufeunisils Java Applet Tluiuled
[28-1] doslwifendniignimuamnetandu CVE-2012-
4681 [24-2]

wans:nu

ogldidinlugaiulediil Java Applet Sunsieey azgn
Applet fananimmiivanlusunsulifisUsvasdanfings
adluiedas feguil 28 (2-1) Falusunsudanamniiidatona
i lindeidaszananaddsdunseanssezlnald
(Remote Code Execution) [24-3]

beek

U 253071 28 (28-1) Tsunsslsifedssavaiignaniyaaudnds (T
FireEye)

s:uunidsuwans:nu

i Metasploit Faduzondursilddmiunagou
Yolwivetszuu (Penetration Testing) liinnassasnayn
Fdaflaufrudeddnifingny wasnuiddaiianusa
Fulduuszuuiiings Java Runtime neddu 7 dud
Update 0 9ufls Update 6 Nunatus1iwesuuszuy
UfiRmssssielui 20-01
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. Mozilla Firefox uu Ubuntu 10.04

. Internet Explorer, Mozilla Firefox ey Google
Chrome uu Windows XP

. Internet Explorer uag Mozilla Firefox uu
Windows Vista

. Internet Explorer iag Mozilla Firefox uu
Windows 7

. Safari Ui OS X 10.7.4

' 2 | % & ° v a wa
aghslsiin dedwisenanilenavhaulduussuul R
mslag Plusriwesdus laon mndauAundiia
Wwunmslne@snazudddsmsusely

fege Mlaudlngldsenauas Metasploit Lﬂuﬁa;suﬁ
29 (24-2)

lava
Standard Edtion
—

U 263U 29 (24-2) Faaeham 1 Metasploit Tauid Windows 7 sivusiadld
CVE-2012-4681 (111 Rapid7)

douu:uinunistUavnuua:unty

Tuduil 31 Awnaw 2555 139N Oracle fuanwomfuag
Java Runtime lgUaselusunss Java 7 Update 7 (build
1.7.0_07) Swdlvdedwitudy gldasnsaniivanls
aniuladves Oracle [24-6]

winldausadmanld fdemagainaniti SANS uugth

ildUansviauves Java Tuusiwes vielduandu
Wi No-Script tiaidenaygyialit Java vhauldianylu
I3 e o 1o & v 1%

Aulgdfidnun wasmnlidndudeddanuaunsaves
Java Runtime 1858 7 o1aatinsaluld Java Runtime
15t 6 Ndwavargaunuluneuld [24-7]

U39 Apple Tiuassunndiiiounlatesinives Java Tu

Mac OS X ileuil 16 ganau 2555 [24-8] Tagunndsts
namifazdmavlusunsa Java SE 6 WHunedtu 1.6.0 37
wienstsiannsatiuayu Java luwsriees Safar v
Wigosmsldan Java Tu safari $1Tudesindeudndu
Java vedtufiauilaguien Oracle 1oe [24-9]

NG
[24-1] http://blog.fireeye.com/research/2012/08/zero-

day-season-is-not-over-yet.html

[24-2] http://web.nvd.nist.gov/view/vuln/detail?vul-
nld=CVE-2012-4681

[24-3] http://\abs.alienvault.com/labs/index.php/2012/

new-java-0day-exploited-in-the-wild/

[24-4] https://community.rapid7.com/community/
metasploit/blog/2012/08/27/\ets-start-the-

week-with-a-new-java-0Oday

[24-5] http://www.oracle.com/technetwork/topics/
security/alerts-086861.html

[24-6] http://www.oracle.com/technetwork/java/ja-
vase/downloads/index-jsp-138363.html

[24-7] https://isc.sans.edu/diary.html?storyid=13984
[24-8] http://support.apple.com/kb/DL1572

[24-9] http://thehackernews.com/2012/10/apple-up-

date-removes-java-plugin-from.html

2 8 SIOUNUFORIT

.Reader
DOSTULNINIY BY
JuovulKd DLL
hijacking

Fuiiuszane: 12 fueeu 2555

USuugednga: 12 fuegneu 2555

i34 sz ¥usty Foxit Reader vasiuirinndy 5.4 dvodwi
DLL hijacking

UssamsieanaAy: Intrusion

gayanmi

Foxit Software Q’ﬁ'&uuﬂﬂmﬂiu Foxit Reader @al4lu
n159ula POF laudsinlulusunsu Foxit Reader tiasdiu
\An1 5.4 Seieslvd DLL hijacking %aauzyﬁmiﬁ;ﬂ;iﬁﬂﬁ
Tousrulag DLL fidudunsels wasuuzsh gl Femen
Wunestuagn [25-1]

wansmu

o . 2 e - ¢
Wielusunsu Foxit Reader Buvinen aedinisluanlvied
DLL winanUszanana wivnnlusunsumudndilug DLL 4
Tadeatuiulvd DLL fidesnsinaneglulasnnesii
Iid POF ag Wsunsufiazinaalud DLL dudhaszana
EINRIEEEY]

Tunslauf gliviafaninsaldisnisnslvid POF uaglild
DLL Sumsielilufiientu wy 1alwdl3ly Shared Di-
rectory udliirdoswenbodnundnludiu [25-2) e
wdoillnddenan mdssunsedioglulig DLL Avzgn
hluuszananasiud

s:uURldsuwans:Nu

Foxit Reader for Windows 1iesuiiinin 5.4

gouu:unlumsUavnuua:zunty
Foxit Software l@ponlusinsu Foxit Reader 1aasdu 5.4
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Faulatapmaananiudn [25-3] fldaunsasadlvanls
sndulesives Foxit Reader vidamngléndalusunsy
Foxit Reader 13luia3oaagudn annsadmemlidunesiu
dnanléshonisaanilny Help don Check for Updates

Now

AN

[25-1] http://www.h-online.com/security/news/item/
Foxit-Reader-5-4-fixes-DLL-hijacking-vulnerabil-
ity-1703878.html

[25-2] http://www.foxitsoftware.com/Secure_PDF_Read-

er/security_bulletins.php#malicious

[25-3] https://www.foxitsoftware.com/company/press.
php?action=view&page=201209052316.html
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L_l Blizeard

entertainment QN1:
S:UU WJ1gviunds
Javusrauwiulay
alu

Fufiusznam: 10 Aamew 2555

UFuugedngn: 10 damnnu 2555

L‘if'a\i: Blizzard Entertainment gniangseuy ;\’ﬂ%’mums
Wasusiarulnesau

Uszuandeananat: Intrusion

doyaniu

Blizzard Entertainment \uuidniiiauinunenfimes
Tnefhnuil@suninuilen Wy WarCraft, StarCraft, Diablo
Wusiu fguit 8 (2-1) Fwaneinuanansawaueeulatils
NIUSZUU Battle.Net

U 27,507 8 (2-1) Feeiainumea Blizzard Entertainment

flo¥uil 9 dsneaw 2555 Blizzard Entertainment g
Frszuumelures Net gnidrdaaglildfueugin an
nsaseaounud flivisilitoyadiaiililunindig
52UV Battle.Net luyngiiniavedlan sniudseimnadu
venaniigdlideyatiyililuasiaes North America
Falifoyavesfidulugiininrnen 1wy North America,
Latin America, Australia, New Zealand wag Southeast
Asia 2088 Tnedeyaiivaaosntutulsznoude e
rufigniisiaduly dnevesdawiililunsdfusia
s wardeyanisBudusiauiuinsdwiidefie Wudu
[2-1]

CHANGE
PASSWORD

91 Blizzard Entertainment
Diteyaifidu ldnsan

@ounuiniinisnis

weszulddoust
Suilt 4 omau
2555 Ud1 U
ABINIATIEOU

Joyalvidaaunou
)k kkk%k b

FalsusznAudaioulu

Tudl 9 Famnen [2-2) aensls
fisy 119 Blizzard Entertainment
ludah deyatnansinuazdoyanis

& o v

FeAudtulildsunansgnuainnisgn
esEUUATIL

wans:nu
esansmiitngeeentutudusiimihuiignidsia
Suld wigluinysilddoyanouvesdauildlumstiu
swteriulude dafuglénussuu Battle Net fonnadi
sxgnaluetiyddld mnnisneudawillilunisdfusia
euld

s:uunldsuwans:nu
J¥UU Battle.Net

Uouu:thtunistUaviuna:untu

U3 Blizzard Entertainment lauugihlyigldeuszuy
Battle.Net Wasuswasnulassiu wiauiull lalvideya
WILLANIN agRRILIsTUUiia s 1uIANuEEAINIUATS
wWasusaruwazAouldlunsffiusainu by
dnangendwsAldlunsiuduinunulnsdndiilotie
Twid29 4 eeslsinu mevsindanalaldanussuunis
e P va o
Bududmuiiinsdwilledie uavszuuffusianiulee
aa o e vy @ " a o v
BsmeumauildlunisdAusiaruniudng Fowd
v ey sy v g
Joyadsnaavgndlintediddsldindainm

DDV

[1-1]

[1-2]

http://us.blizzard.com/en-us/company/press/
pressreleases.htm(?id=6940026

http://us.battle.net/support/en/article/impor-
tant-security-update-faq
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25 SUNYy
.UoulrIu
Infernet explorer
Whudawisn

M Remote Code
execution (A

(CVE-2012-4969]

Fufiuszne: 18 fueieu 2555

UFuugednga: 25 fueneu 2555

39 5¥afb Yosludlu Intemet Explorer Alaufanunsn
1 Remote Code Execution 16 (CVE-2012-4969)
Usznnfeanany: Intrusion

Uayaniil

Suil 14 Sugnew 2555 Ak Eric Romang fiUsnw
sumnutursUaenfessuunoufinnes ladumudedng
oslUsunsy Interet Explorer Sataalwitiingnn Object
wiliiflflurnsuananaveddnnu HTML gnaveenain
weAud wavluaiseun Object ﬁu@ﬂﬁﬂfﬂ%ﬁﬂ
ad viiliAnanny use-after-free Suhldlusunsuin
MvuRanaIn #Esann1sAuny Romang ladsdeya
‘lﬁﬁlfiaww?ﬁu 9 ﬂhaﬁuﬁudﬁau‘,aﬁwuLﬂu‘daﬂwjﬁa
[26-1]

doulusuil 16 fueneu 2555 Fodwiiils
FumsBuuan ebinjo §
WBerwgyduaiy
shupsUaensusyuy
ADNAABS fa
s Romang 3
Iadameteya
daslwisenan
MOAISITUL
WU Blog U84
AULDY [26-2]
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lvigndlafianusadsuszsnanamdsdunseanssey
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fiugneu 2555 ldauansofadaldtiumg Windows
Update videniilnanldanniuledues Microsoft [26-3]

NGB
[26-1] http://eromang.zataz.com/2012/09/17/micro-
soft-internet-explorer-execcommand-vulner-

ability-metasploit-demo/

[26-2] http://eromang.zataz.com/2012/09/16/zero-

day-season-is-really-not-over-yet/

[26-3] http://technet.microsoft.com/en-us/secu-
rity/bulletin/ms12-063
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Backdoor Wuoy
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N8 Favdsannuimasanas insesudtneidamila
gnszdumsliuinsviudl usannisasiaseuves Source-
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Backdoor foanluanniniesuitieninaraliteunin 400
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FuAlae WU POST Method wantianuszananalusgiu
seuuUfiAnis Sadunisiladedsiflivszasdfannsa
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Hudiusnuneu [27-4]
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Hagiiuil n3owsitheves Sourceforge Tulsmainvd
fistamlsignszfumsTiuinisluuda wae Sourceforge
1alssydn Tsunsu phpMyAdmin $u 3.5.2.2 fseuns
ruiASesiTiawriosauTes Sourceforge Hanusuns
Uaeady d@ndiannlusunsy phpMyAdmin fldseym
dmsulléanu phpMyAdmin fustsnamey Tiasaam
Tillwid server_sync.php agviala yanuiliddanan
wan 331 phpMyAdmin ﬁlﬁﬁﬂﬂuagﬂﬂuﬁnmﬁﬁ Backdoor
g A5vINIAItnaalusunsy phpMyAdmin wind
Tiloesiau [27-5]

DoV
[27-1] http://sourceforge.net/projects/phpmyadmin/
files/

[27-2] http://www.phpmyadmin.net/home_page/li-

cense.php
[27-3] http://sourceforge.net/blog/phpmyadmin-back-door

[27-4] http://arstechnica.com/security/2012/09/
questions-abound-as-malicious-phpmyadmin-

backdoor-found-on-sourceforge-site/

[27-5] http://www.phpmyadmin.net/home_page/
security/PMASA-2012-5.php
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Factory Reset [a

Fuitusznne: 26 fusneu 2555

UFuugedngn: 26 fiugteu 2555

Foq: 5z 3esty doslwiluszuuufiRins Android flaivis
fiau150vi Remote Factory Reset ¢t
Uszandeanans: Malicious Code

dayaniil

USSD 30 Unstructured Supplementary Service Data
Wulwslneeaiilnsdwidediolflunmsd«oyaiiteinsiotu
dliuinisluedeny GSM 1wy adaslduinmaaty vie
AsvEoUBaniunuvie udu Juuuuves USSD law
hlagUszneudeiniesine * # uasiiaunauiiu 1y
*123# Husiu Tulnsdifiefiounsiuasd USSD tielilu
mswdeitaiFuirevadinsdng wu na *#06# Wilensia
douvngiay IME| 1891A304 w%'aausﬂaga%wmium%‘m
‘lﬁaq’luamwﬁaaﬂmwmiswu (Factory Reset) tJudiy
Filuunedinds asvhouiuiiinedisnusaavnetada Tng
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o o

Tuau Ekoparty Security Conference un33831n Tech-
nical University Berlin loanSngasdlwives USSD Tu
Galaxy 53 Seayaneliiglinisfannsaaudeyaveaados
nszeglnald (Remote Factory Reset) auvinvesges

Tnidsnaniliinain
1. uauwdladu Dialer (Phone.apk) Y895 UUU{UR

15 Android @aldlunisinsdns azvihnisila URI
A v oo o wa ‘ a v o
ATusunY tel: Inedmludf ualneunfudiazds
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2. Tsunsu Dialer vasffudinu1e318 (W Samsung)
gndsenlviuszaana USSD Tnednlud® duilug

@ 48 | Cyber Threat Alerts - 2012

mMsUsTnanamaunsele
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vauldlaglidosdinig
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idafananily
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1fn USSD dmu
911 Factory Reset
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indosfiagiinisaudeyationun
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mislauddsndnianansagldain YouTube [3-2]

wans:nu

v A o v o o v
dliniaanunsadsaudeyaluniewesvie demsnasn
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Hagtuiinsnuidifisseunsaiildaussuuufing
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w3 Remote Factory Reset Inguanain Galaxy S3 uén
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Y
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Filsiflunasnisalann Samsung Aenfudedwiil uadl
51891UnE1F Galaxy S3 Tu Forum 83 XDA-Develop-
ers 1 Firmware a1gaves Galaxy 53 Idufladigmiudn
[3-6] oehdlsfinu dwudldlnsdwidudu msasiaseu

)

doyatuauduinisBnaiufiearudunsasndy

o)

w18 Dylan Reeve laiasgvidasininina s uwaglavh win
< o o | ‘o & o
Auladdmiunaaeutedlnidsnanil ln mnglilnsdng
a A v e e w IV
flotlonludideianenan wamuiiueunadiadu Dialer
UARIVINNELAY IME] UYDILATOITUN LAATINATEINIEU
agiufivedlni
s y . e e . o

agdlsfiny Weswnannandnvestedwidinaniliin
MnuaUnaAdu Dialer Yinn1suszananad1ds USSD lng
dnlud@ Wundauuutiasluvasadslaiunwndda

1L fAedweunddu Dialer diady wWislduwnuwey
walduNAU Firmware aghslsAniu nsuidam
v aad s uy ' a o & '
e3sd Jlifeauulatueundinduivarlivszia
nards USSD Tnednlusia

2. Aedswounadu Dialer Wiudy urlifosiaalily

Tsunsuladudn Default vounios 9330156t
namilaghlidleflitniuiiildn tel: og ud
TUsunsufesnsinseenuioUssanana USSD 2y
Uninguihaelvigltidenindesnisinseenlneld
weunaadula %dﬂﬂ%ﬁ’m’]iﬂﬂﬂﬂmaﬂﬂﬁi‘ﬂiaaﬂ
1§ oehalsfiny mslduEiiitederesdudes
onlusunsudmiulilnsoanyneds (3-7] degui

1 Using

Dialer One
m Phone

U 28.3U1 9 (3-1) wiheemsidenTusunsuam3uldTnsean (/i1 Dylan Reeve)

3. Ands Opera Mobile uaglfiduiuniwoindn
vouA30d e nagliuansdoyaly <iframe>
Tnedwlud@ degud

dylanreeve com/phone ¥

H your phone is vulnerable to the recently
disclosed tel: URAL attack then this
website will cause your phone to open
the dialer and display the IMEI code
With other USSD codes it could do any
number of other things, including wipe all
phane data

Frame content not
displayed
vl Iname source tel a0
+ 10 e
g1

31/7/ 29. 3”'7 10 (3-2) Opera Mobile lxiuanswatoyalu <iframe>
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[>-1]

[3-2]

[3-3]
[3-4]

[3-5]

[3-7]

C

http://www.etsi.org/deliver/etsi_gts/02/0290
/05.01.00_60/gsmts_0290v050100p.pdf

http://www.youtube.com/watch?v=Q2-0B04HPhs

http://www.zdnet.com/samsung-galaxy-s3-vul-

nerable-to-remote-malicious-reset-7000004771/

http://forum.xda-developers.com/showthread.
php?t=1904629

http://techcrunch.com/2012/09/25/got-touch-
wiz-some-samsung-smartphones-can-be-total-

ly-wiped-by-clicking-a-link/

http://forum.xda-developers.com/showpost.
php?p=31998672&postcount=33

http://dylanreeve. posterous.com/remote-ussd-at-

tack
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sonuuuLitelfaziiuns asseaeulusunsuiign Sign
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PM PDT (GMT -7:00)

Detected as PWS:Win32/Adbposer.A

libeay.dll
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PM PDT (GMT -7:00)

Detected as PWS:Win32/Adbposer.A.dll

myGeeksmail.dll
SHA1: fecb579abfbc74f7ded61169214349d203a34378

Signature timestamp: Wednesday, July 25, 2012 8:48:59
PM (GMT -7:00)

Detected as Trojan:Win32/Adbposer.B

fldnuilemaidssiiazgnlanfiondfanisiign Sign Tny
14 Certificate fienan iilesanlusunsulusunsunous
Ih¥azlinmeseulusunsudenanmszde fenldly
Wsunsuidusunse
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syuudURnig Windows

gauu:untumsUavnuua:uify

ilouil 4 manan 2555 Adobe 1dUdos Certificate
Revocation List tileifinaeu (Revoke) Certificate 494
Fo$Tign Sign wdsanTuil 10 nsngau 2555 (00:00
GMT) [28-3] nefldanunsan1onilvian CRL Aana1aldain
http://csc3-2010-crl.verisign.com/CSC3-2010.crl

Joyaves Certificate fanamdiisdl
. shalRSA certificate
. Issued to Adobe Systems Incorporated

. Issued by VeriSign Class 3 Code Signing 2010 CA

. Serial Number: 15 e5 ac 0a 48 70 63 71 8e 39
da 52 30 1a 04 88

. shal Thumbprint: fd fO 1d d3 3 7c 66 ac dc

77 9d 92 62 3¢ 77 81 d4a 07 fe dc

. Valid from December 14, 2010 5:00 PM PST
(GMT -8:00) to December 14, 2012 4:59:59 PM
PST (GMT -8:00)

mseinde CRL wnluluszuy vildlnensadnaandilig
CSC3-2010.crl udadon Install CRL Fagudt 30 (28-1)

CSC3-2010.erl

3§ Certificate Revocation List

| s92kB
Open
Install CRL

3 30,301 30 (28-1) n13finsis CRL
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yaslusunsudananfign Sign Taeld Certificate Tusioon
wnlunnevds

INBN

[28-1] http://blogs.adobe.com/asset/2012/09/inap-
propriate-use-of-adobe-code-signing-certificate.
htmt

[28-2] http://blogs.technet.com/b/mmpc/ar-
chive/2012/10/03/malware-signed-with-the-

adobe-code-signing-certificate.aspx

[28-3] http://www.adobe.com/support/security/ad-

visories/apsal2-01.html
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W& Foguit 31 (29-1)

Show messages from:

lolis this your new profile pic?
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! ©
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[29-1] http://www.gfi.com/blog/skype-users-targeted-

with-ransomware-and-click-fraud/

[29-2] http://www.cert.pl/news/6434/langswitch

_lang/en
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[30-1] http://blogs.msdn.com/b/b8/archive/2011/12/16/
signing-in-with-a-picture-password.aspx

[30-2] http://www.passcape.com/index.php?section=

blog&cmd=details&id=27&setLang=2

[30-3] http://www.neowin.net/news/main/09/03/07/
windows-T-exploring-credential-manager-and-win-

dows-vault
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[31-1] http://maxtom.sytes.net

[31-2] http://board.maxsitepro.com/

[31-3] http://code.google.com/p/atommy-maxsite-2-5/

[31-4] http://maxtom.sytes.net

[31-5] http://maxtom.sytes.net/?name=webboard&
file=read&id=798

[31-6] http://maxtom.sytes.net/?name=webboard&
file=read&id=764
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o HTC Touch Pro 2
o HTC Droid Incredible
o Samsung Spica
o Acer Liquid
o Motorola Devour
o s08uA Ford Edge
« BCM4329
o Apple iPhone 4
o Apple iPhone 4 Verizon
o Apple iPod 3G
o Apple iPad Wi-Fi
o Apple iPad 3G
o Apple iPad 2
o Apple TV 2G
o Motorola Xoom
o Motorola Droid X2
o Motorola Atrix
o Samsung Galaxy Tab
o Samsung Galaxy S 4G
o Samsung Nexus S
o Samsung Stratosphere
o Samsung Fascinate
o HTC Nexus One
o HTC Evo 4G
o HTC ThunderBolt
o HTC Droid Incredible 2
o LG Revolution
o Sony Ericsson Xperia Play
o Pantech Breakout
o Nokia Lumina 800
o Kyocera Echo
o Asus Transformer Prime

o Malata ZPad
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[32-1] http://www.coresecurity.com/content/broad-
com-input-validation-BCM4325-BCM4329

[32-2] http://www.zdnet.com/wi-fi-chips-in-phones-
tablets-vulnerable-to-dos-attack-7000006352/
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. Moxzilla Firefox 1ao34usini1 17.0

Mozilla Firefox ESR 1aesdusnd1 10.0.11

. Mozilla Thunderbird 1a5¥usinda 17.0
Moxzilla Thunderbird ESR 138591 10.0.11

Mozilla SeaMonkey 1as¥usni to 2.14

MUN8LUY: Mozilla Firefox ESR waig Mozilla Thunderbird
ESR Hunefuilaglizunsaduayumamaiineniuiy
nImestuUnd (Extended Support Release) &wiuld
Tunhenuniessdnsiifesinisquassuudwaunin
[33-2]
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[33-1]  http://seclists.org/bugtrag/2012/Nov/93

[33-2]  http://www.mozilla.org/en-US/firefox/

organizations/
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[34-1] http://www.kb.cert.org/vuls/id/281284
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[35-1] http://reventlov.com/advisories/instagram-plain-

text-media-disclosure-issue

[35-2] http://reventlov.com/advisories/instagram-ses-

sion-riding-vulnerability
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1. CVE-2012-5611 — MySQL (Linux) Stack based

buffer overrun PoC Zeroday

o Stack-based buffer overflow aigigﬂmlﬁcﬂﬁﬁﬁ
Ixsuavslunisidniiessuu aansadesvana
nafdssunsienszeying (Remote code
execution) titeléSudvisuesrnds GRANT FILE

2. CVE-2012-5612 — MySQL (Linux) Heap Based

Overrun PoC Zeroday

o Heap-based buffer overflow aigzmmiﬁ’@‘l‘iﬁ
Iesuanslunsidnfiesyuuanansnyii Denial of
Service (Memory corruption wag Crash) iLay
amfaUszInanaddsdunsennseeylnald
1Wuds (1) USE, (2) SHOW TABLES, (3) DE-
SCRIBE, (4) SHOW FIELDS FROM, (5) SHOW
COLUMNS FROM, (6) SHOW INDEX FROM,
(7) CREATE TABLE, (8) DROP TABLE, (9) ALTER
TABLE, (10) DELETE FROM, (11) UPDATE, Wag
(12) SET PASSWORD

3. CVE-2012-5613 — MySQL (Linux) Database

Privilege Elevation Zeroday Exploit

o lunsdififimsdernsyuulvanivesdnds FILE
ungldauiilisiavsvesdpuaszuy vildilday
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4. CVE-2012-5614 — MySQL Denial of Service
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[36-1] http://www.zdnet.com/vulnerabilities-threat-
en-to-crash-mysql-databases-7000008194/

[36-2] http://openquery.com/blog/mariadb-securi-
ty-updates
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[37-1] https://isc.sans.edu/diary/Joomla+and+Word-
Press+Bulk+Exploit+Going+on/14677

[37-2] http://www.h-online.com/security/news/item/
Joomla-sites-misused-to-deploy-malware-1766841.
htmtl

[37-3] http://www.joomla-downloads.de/blick-ueber-
den-tellerrand/1998-alte-versionen-des-jce-
sind-ziel-von-massenhacks.html

[37-4] http://www.joomlacontenteditor.net/
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[38-1] http://forum.xda-developers.com/showthread.
php?p=35469999
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devices/

[38-3] http://forum.xda-developers.com/showthread.
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